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1. Betyn

AHoTaUia HaBYanbHoOIAUCUUNAIHWU:

NMogaHo TemMaTu4yHUK nnaH HaBYanbHOI AUCUMNAIHA W 11 3MICTOBHICTb 3a
MOAYNSAMKU Ta TeMaMn, BMILLEHO MiaHW feKUin | nabopaTopHMX 3aHATb, MaTepian wono
3aKpiNNeHHa 3HaHb (3aBAaHHA ANa CaMOCTIMHOI poBGOTW, KOHTPOSbHI 3anuTaHHs),
METOAMYHI peKkomMeHAauil Ta OuiHBaHHA 3HaHb CTyaeHTiB. B gaHui yac Habynm
LUMPOKOrO MOLUMPEHHST 3acobuM i MeToAM HeCaHKLiOHOBAHOro LOCTYMy i OTPUMaHHS
iHpopmau,ii B kibepnpoctopi. BoHn 3HaxoaaTh Bce Oinblue 3aCTOCYyBaHHS He Tifbku B
AiSANbHOCTI Aep>KaBHUX NPaBOOXOPOHHUX OpraHiB PO3BUHEHUX AepXaB, a U B OiNbHOCTI
XaKepiB i pi3HOro poay 3rnoYMHHUX Kibep yrpynyBaHb.

HeobxigHO nam’aTaty, WO NPUPOAHI KaHanu BUTOKY iHpopMaLii yTBOPHOOTHCS
CMOHTaHHO, B cuny cneundivyHmMx obcCTaBuH, WO cknanuca Ha ob’ekti 3axucty. Lo
CTOCYETLCA LUTYYHUX KaHaniB BUTOKY iHopMaLii, TO BOHU CTBOPKKTLCSH HAaBMUCHO i3
3aCTOCYBaHHSAM aKTMBHMX METOAIB i cnocobiB oTpuMaHHs iHgopmauii. AKTUBHI cnocobu
NpUNyckawTb HaBMUCHE CTBOPEHHA TEXHIYHWX KaHanis BUTOKY iHdopmauil 3
BUKOPUCTAHHAM cneuianbHUX TeXHIYHMX 3acobiB. [Jo HMX MOXHa BiQHECTU HE3aKOHHE
NigKMOYEeHHS 0O KaHanis, NpoBodaM i NiHiAM 3B’A3Ky, BUCOKOYACTOTHE HaB’A3yBaHHS i
OMPOMIHEHHSI, YCTaHOBKa B TEXHIYHUX 3acobax i NpMMILLEHHSIX BigeokamMmep, MiKpOdOHIB
i TenegOoHHMX 3aknagHWX TMPUCTPOIB, a TaKOX HeCaHKUiOHOBaHWA [OCTyn Ao
iHpopmauii, wo o6pobnaeTbCs B aBTOMATU30BaHUX CUCTEMAX TOLLLO.

Tomy ocobnmBy pornb i Micue B AiSnbHOCTI MO 3axMCTy iHopMaLil 3anmatoTb
3ax04M  WOAO CTBOPEHHS KOMMSEKCHOrO  3axucTy, WO BPaxoBYKTb 3arposu
HauioOHanbHIM | MiKHapoaHin ©Gesneui i CTabiNbHOCTI, B TOMY 4MUCAi CyCnifbCTBY,
0oCcoBUCTOCTi, AOepxaBi, OEeMOKpaTUYHMX LUIHHOCTEM | CYCMINIbHUX  IHCTUTYTIB,
CYBEpPEHITETY, EKOHOMIL, PIHAHCOBMM yCTaHOBaM, PO3BUTKY AepXaBMu.

MeTa HaB4YanbHOI AUCUMNNIHMN:
MeToto BuknagaHHa gucumnniHy “beaneka iHpopMauinHux cnyx6 B IHTepHeTi” €

HaBYaHHS CTyOeHTiB npuvHUMnamM nobyaoBM KOMMIEKCHUX CUCTEM 3axMCTy iHcbopmauil
Ha OCHOBI CUMHTE3Yy OpraHisauinHuX i TEXHIYHUX 3axoAiB Woao 3abe3nevyeHHsa 3axucTty
iHpopmauii 3 obMexXeHnM AOCTYNOM, OCHOB BEAEHHSI €MEKTPOHHOrO0 JOKYMEHTOOO0Iry B
yMOBaX Cy4acHuX Kibep3arpoa Ta BUTOKY TEXHIYHUMM KaHanamm, 3abeaneyeHHs 3axmcTy
iHbopMau,il Big HECAHKLIOHOBAHOrO AOCTYMNY Ha OCHOBI BUMOT MiXKHAapOOHUX CTaHAapTiB
3 iHpopMaLiHOi 6e3nekn, aepXXaBHUX HOPMATUBHUX OOKYMEHTIB 3 TEXHOMOrIT 3aXUCTy

iHgbopMmaui.

Kypc 4
CemecTp 1
Kinbkictb kpegutisB ECTS 5
nekuii 36
AyOuTOpHI HaBYaribHi 3aHATTS CeMiHapCbKi, MPaKTUYHi —
nabopartopHi 38
CamocTiiHa poboTa 76
dopma nigcymMKoOBOro KOHTPOIO 3anik




CTpyKTYypHO-NnoriyHa cxema BUBYEHHA HaB4YarnbHOI AUCLIUNITIHK:

NMonepeaHi agncunnnium

HacTtynHi gucumnninm

OcHoBwu KpunTorpadivyHOro 3axmcTy OcHoBu TEeXHIYHOro 3axucTy
iHbopmauil

MeHepKMEHT iHpopmaUinHOT 6e3neku OpraHisauinHe 3abe3neyeHHsa 3axucTy
iHbopmauil

Beaneka B iHpopmaLinHO- |  3axucT CUCTEM ENEKTPOHHOI KoMepuil

KOMYHIKaLiNHUX cucTeEMax Ta MYJIbTUCEPBICHUX CUCTEM

2. KomneTeHTHOCTI Ta pe3ynbTaT¥ HaBYaHHA 3aAUCLMNITIHOLO:

KomneTeHTHOCTI

Pe3ynbTaTtn HaB4YaHHA

30aTHICTb BUKOPUCTOBYBATK 3aKOHOA4ABYY
Ta HOpMaTMBHO-NPaBoOBY 6a3un, a Takox
BUMOTM BigNOBIAHNX, B TOMY YKUChi i
MDKHapPOAHWX, CTaHOAapTIB Ta NPaKTUK WOAo
30iMCHEHHS NpodeCiNHOT AiANbHOCTI

[isTn Ha OCHOBI 3aKOHOAABYOI,
HOpMaTMBHO-NPaBoBOi 6a3 YkpaiHu Ta
BMMOT BiAMNOBIgHMX CTaHAAPTIB, TOMY YUCHi
MDKHapOAHWX; roTyBaTW Nponosnuil 4o
HOPMaTMBHUX aKTIB LWOAO 3abe3neyeHHs
iHdbopMaLinHOT 6e3nekn

30aTHicTb 3aincHoBaTU NPOTUAI
HeCaHKLiIOHOBaHOMY NPOHUKHEHHIO B T
cUcTeMM i MepexXi

3acTtocoByBaTu Teopii Ta METOAN 3aXUCTY
ans 3abesneyveHHst 6e3nekn iHgopmauii B
iHbOpMaULINHUX | KOMYHiKaLinHUX cucTemMax
Ta Mepexax

30aTHICTb NPOrHO3yBaTu, BUSBIATU Ta
ouiHIOBaTWN CTaH iHopMauiHOT 6e3nekn
00’ekTiB | cMctem

30iCHIOBaTK OLIHKY MOXIUBOCTI
NPOHMKHEHHS B IT cnctemm ta mepexi
LUMSIXOM eKcnnyaTauil HasiBHUX
BpasnnBoCTEN;

34iINCHIOBATW OUiHKY 3axuweHocTi IT
CUCTEM Ta MEPEX;

BUKOPUCTOBYBATMW IHCTPYMEHTasbHi 3acobu
OLIHKN HasiBHNX BPa3fMBOCTEN;
ouiHyBaTU MOXNUBOCTI Ta €PEKTUBHICTb
3aCTOCYBaHHS, B TUX Y/ iHLUMX YMOBaX,
IHCTPYMEHTanbHNX 3acobiB OLjiHKK
BpasnueocTen IT cuctem ta mepex

30aTHiCTb BiQHOBMNOBATU HOPMarbHe
dyHKUioHYBaHHSA IT cuctem i mepex nicns
3aincHeHHs kibepHanagais, 360iB Ta BiaMOB

BukoHyBaTK HanawTyBaHHS
iHbopMaUiHNX CUCTEM Ta KOMYHIKaLiMHOMO
obnagHaHHs;

BUKOHYBATW 3axXUCT iHbOpMaLiMHNX
CUCTEM Bif KOMM'KOTEPHMUX BIpYCiB;

3abe3nevyBaT BNPOBaAXEHHS Ta
AOTpUMaHHA noniTukn kibepsaxucty B ITC,
npoueayp, i npaeun;

opraHi3oByBaTU NpoLeC CTBOPEHHS MiaHiB
HenepepBHOCTI Bi3Hecy;
npunMaTn ydacTb Y po3pobui nnaHis
BiAHOBMNEHHSA, HENepepBHOCTI NpoLeciB
opranisauii ans 3abesnevyeHHs 34aTHOCTI
opraHisauii npoJoBXyBaTu BUKOHYBaTU
HeobXigHy OisNbHICTbL B Nepiog NopyLUeHHS
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3. Mporpama HaB4YanNbLHOI AUCLUMNNIHN

Tema 1. 3acposu iHpopmauii 8 IHmepHemi.

Mogaenb 3arpo3s iHopmalii B IKC. Knacudikauia 3arpo3s B kibepnpocTopi,
iHpopMmauinHoi 6eanekn Ta 6e3nekun iHpopmadii. CUHepreTMYHUIM Niaxig wono
ouiHIOBaHHSA 3arpo3 Ha IKC.

Tema 2. 3acmocysaHHs aymeHmucdbikauji.
Kerberos. Lini po3pobkn. Kerberos Bepcii 4. Kerberos Bepcii 5. Metoaun wndpyBaHHs
Kerberos.

Tema 3. Cnyx6a aymeHmicbikaujii.
Cnyx6a ayteHTudikauii X.509. Ceptudikatn. MNMpouenypn ayteHTudikauii. Bepcis 3
ctaHgapty X.5095.

Tema 4. KpunmoepagpiyHi Memodu aymeHmichikauji
[MepeTBOpPEHHSA NApPOSiB B KoY. PEXNM NoWMpEeHHs 34enneHHs WwndpoBaHux 6nokis

Tema 5. 3axucm enneKmpoHHOI nowmu.
PGP. Onnc pobotn cuctemun. KpuntorpadivHi Knwodi Ta 3B'A3KM KNOYiB. YnpaBniHHA
BIAKPUTMMMU KITHO4aAMMN.

Tema 6. S/MIME.

RFC 822. baratouiniboBi pO3LWNPEHHSA eNeKTPOHHOT NoWTN. PYHKUiIOHANbHI MOXINBOCTI
S / MIME. MNosigomneHHa S / MIME. O6pobka ceptudikatie B8 S / MIME. Cepsic
BOOCKOHAseHol 3axucTy

Tema 7. Mamemamu4HO-meopemuyHi acriekmu 3axucmy eslieKmpOoHHOI nowmu.
CTucHeHHs gaHux 3a gonomoroto ZIP. ANropuTM CTUCHEHHSI. ANropuTM AeKOMMPECil.
MepeTBOpeHHa B cbopmaT radix-64. MeHepyBaHHA BunagkosBux uvmcen PGP. [incHo
BMNagkosi yncna. NcesooBunagkoBi Ymucna.

Tema 8. 3axucm Ha pigHi IP.
Ornag moxnusocTen 3axmucty Ha piBHi IP. ObnacTti 3actocyBaHHs IPSec. lNepesarn
IPSec. [logatkm mapLpyTtm3adii.

Tema 9. Apximekmypa 3axucmy Ha pigHi IP.
HokymeHTn IPSec. Cepsic IPSec. 3axuweHi 3B'A3kn. TpaHCNOPTHUW i TyHEnbHUN
peXnmMu.

Tema 10. AymeHmudbikayisi Ha pieHi IP

Cepsic 3axuCTy Bif BiATBOPEHHS. Ko KOHTPOIO LiniCHOCTi. TpaHCNOPTHUI | TYHENBHUIA
pexumn. ®opmat ESP. WudpyBaHHa i anroputmu ayteHTudikauii. BukopucTaHHs
3anoBHIOBaYIB. KombiHauis 3axXmLLEHNX 3B'A3KIB. AyTeHTudikauia nnoc
KOHiAEeHUINHICTb.

Tema 11. SaxuweHi 38'93ku

OcHOBHI TMNY KOMBIHaUi 3axuLeHnX 3B'A3KiB. YnpasniHHa kntodamu. Mpotokon Oakley
BM3HayeHHs kntodiB. Mpotokon ISAKMP. MpoTtokonu mixk mepexeBoi B3aemogii. Ponb
NPOTOKOSY MiX MepexeBoi B3aemogil. IPv4. IPV6.



Tema 12. 3axucm Web.
Mpobnemun 3axmucty Web. 3arpoan nopyweHHs 3axucty Web. Cnocobu 3axucty noToky
paHux B Web

Tema 13. pomokosnu Web.
MpoTtokonu SSL i TLS. Apxitektypa SSL. lpoTtokon 3anucy SSL. [poTokon 3miHu
napameTpiB WnpysaHHSA. NMpoTokos cnogiweHHs. [poToKos KBITipOBaHIs.

Tema 14. KpunmoepagpiyHi Memoou 3axucmy Web.
KpunTtorpadiyHi o64ncrneHHsa. 3axnct TpaHCNOPTHOIO PIiBHS.

Tema 15. [lpomokon 3axuweHuUx enekmpoHHUX mpaH3akuyit (SET).
3aranbHi BigomocTi npo SET. [yansbHa nignuc. O6bpobka nnatexy.

Tema 16. bpaHOmayepu.
MpuHuunu  po3pobkn  OpaHamayepiB.  Xapaktepuctukm  GpaHamayepiB.  Tunm
B6paHamayepis. KoHdirypauii 6paHgmayepis.

4. NMopsaokK ouiHBaHHA pe3ynbTaTiB HaBYaHHS

Cuctema oujiHOBaHHS C(POPMOBaHMX KOMMETEHTHOCTEN Y CTYLEHTIB BpPaxoBye
BMOWN 3aHATb, SKi 3rigHO 3 NPOrpamolo HaBvarnbHOI AncuMnniHM nependayatoTb NeKUirHi,
CeMiHapCbKi, MPaKTUYHI 3aHATTS, @ TaKoX BUKOHAHHA caMOCTiNHOI po6oTu. OuiHlOBaHHSA
chopMoOBaHMX KOMMETEHTHOCTEWN Y CTYAEHTIB 34IMCHIOETLCSA 3a HakonudysarnbHow 100-
banbHOl cuctemoto. BignosigHo Ao TwumuacoBoro nonoxeHHs “MNpo  nopsgok
OUIHIOBaHHA pe3ynbTaTiB HaBYaHHSA CTYOEHTIB 3@ HakonudyBamnbHOK  GarnbHO-
penTtuHrosoto cuctemord” XHEY im. C. Ky3Heus, KOHTPOMbHI 3axoan BKAOYAOTh:

NOTOYHWUIA KOHTPOSb, WO 34IMCHIOETLCS MNPOTSArOM CEMECTPY Mig Yac NpoBeAeHHS
NEKUiMHMX, MPaKTUYHUX, CEMIHAPCbKUX, NabopaTopHUX 3aHATb | OLIHIOETLCS CYMOHO
HabpaHux GaniB (MakcumanbHa cyma — 60 ©6anis; MiHiManbHa cyma, WO [O3BOMdAE
CTYyOeHTy cknagaTtu icnut, — 35 6anis);

MOAYNbHUIA KOHTPOSb, LLO NPOBOAUTLCA Y OOPMi KOSNOKBIYMY SK MPOMDKHUIA MiHi-
eK3aMeH 3 iHiluiaTuBM BMKNagava 3 ypaxyBaHHSM NMOTOYHOrO KOHTPOMIO 3a BiAMnOBIAHUN
3MICTOBMM MOAYIMb | Ma€ Ha MeTi iHmezpogaHy OUIHKY pe3ynbTaTiB HaBYaHHS CTyAeHTa
nicns BUBYEHHS MaTepiany 3 JOriYyHO 3aBepLUEHOl YaCTUHU OUCUUMNITIIHU — 3MICTOBOIO
MOAYNs;

NiACYMKOBUIN/CEMECTPOBUIA KOHTPOSb, WO NpoBOANTLCA Y (hOpMi CEMECTPOBOIO
eK3ameHy, BignoBigHO A0 rpadiky HaBYasrbHOro npoLecy.

Mopsgok npoBedEeHHSA MOTOYHOrO OLIHIOBaHHA 3HaHb CTyaeHTiB. OuiHoBaHHSA
3HaHb CTygeHTa nig Yac CeMiHapCbKMX, MNPaKTUYHUX | nabopaTopHUX 3aHATb Ta
BUKOHAHHSA iHOMBIOYanbHUX 3aBAaHb NPOBOAUTLCA 3a TaKUMU KPUTEPISMU:

PO3yMiHHSl, CTYMiHb 3aCBOEHHS Teopil Ta MeTtogonorii npobnem, wWo
pOo3rNa4atTbCs; CTYNiHb 3aCBOEHHSA (PAKTUYHOrO MaTepiany HaB4arbHOI OUCUUNNIHWK;
O3HANOMIIEHHS 3 PEKOMEHAOBAHOI NITEPATYPOID, a TaKOX i3 CydacHOK niTepaTyporo 3
NUTaHb, WO PO3rNsAalTbCs; BMIHHA MOEQHYBATU TEOpil0 3 NPakKTUKOK MNpu po3rnsagi
BUPOOHMYMX CUTyaUid, pO3B’A3aHHi 3adad, NPOBEAEHHI pPO3paxyHKiB Yy MpOLECi
BMKOHaHHSA iHOMBIAyanbHUX 3aBAaHb Ta 3aBAaHb, BUHECEHUX Ha po3rnsag B ayauTopir;
norika, CTpyKTypa, CTUMnb BUKNady maTepiany B NMCbMOBUX poboTax i npu BUCTyNax B
ayauTopii, BMIHHA OOrpyHTOBYBaTM CBOK MNO3WULiO, 34IMCHIOBATU Yy3aranbHEHHS
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iHpopmauii Ta pobuTM  BUCHOBKWM; apupmeTnyHa npPaBWUIbHICTb  BUKOHAHHS
iHOMBIAyanbHOro Ta KOMMMEKCHOro po3paxyHKOBOrO 3aBAaHHSA; 34aTHICTb NPOBOAUTU
KPUTUYHY Ta He3anexHy OUIHKY MeBHWX NpobneMHMX NUTaHb, BMiHHS MOSICHIOBATU
anbTepHaTUBHI MNOMSAM Ta HasABHICTb BJIACHOI TOYKM 30pY, MNO3ULil Ha MeBHe
npobrneMHe MuUTaHHS; 3acTOCYBaHHSA aHaniTUYHWX NIiAXodiB; SKICTb | MiTKICTb
BUKNaOEHHS MipKyBaHb; Norika, CTPYKTypu3auiss Ta oBrpyHTOBaHICTb BUCHOBKIB LLOAO
KOHKpPETHOI npobnemun; CaMOCTIMHICTb BWKOHaHHA poboTW; rpaMOTHICTb nofaui
MaTepiany; BWKOPUCTAHHS MeTOAIB MOPIBHSAHHSA, Yy3aranbHEHHs MOHATb Ta SABWLL;
odopmMIieHHst poboTn.

3aranbHUMK KpUTepiaMK, 3a SKMMU 3LINCHIOETLCSA OLHIOBaHHS NO3aayanTOpPHOT
CaMOCTIHOI pob0oTW CTyAEeHTIB, €: MUbUHa i MiLHICTb 3HaHb, PiBEHb MUCIIEHHS, BMiHHA
cMcTeMatmdyBaTuU 3HAHHA 3a OKPEMUMMW TemaMu, BMIHHA pobutn oOBrpyHTOBaHI
BUCHOBKW, BOJSOLIHHA KaTeropinHUM anapaTtoMm, HaBWUYKW i MNPUAOMU BUKOHAHHS
NpaKkTUYHUX 3aBhaHb, BMIHHA 3HaXoAMTU HeoOXxigHy iHdopmauito, 3gincHoBaTh i
cuctematmsauito Ta oOpobKy, camopeanisauis Ha MPakKTUYHUX Ta CeMiHapPCbKUX
3aHATTAX.

MiacyMKOBUM KOHTPOSb 3HaHb Ta KOMMETEHTHOCTEW CTYAEHTIB 3 HaB4YanbHOI
ANCUMNAIHM - 3OINCHIOETLCS  Ha nigcTtaBi MPOBEAEHHA CEMECTPOBOrO  E€K3aMeHYy,
3aBaHHSM SIKOro € nepesipka po3yMiHHA CTYAEHTOM NporpaMHoOro matepiany B Uifiomy,
NOriKM Ta B3aEMO3B'A3KIB MK OKPEMUMW po3aifiamu, 34aTHOCTI TBOPYOro BUKOPUCTaHHS
HaKOMMYEHNX 3HaHb, BMIHHA (QOPMYIOBATU CBOE CTaBfIEHHA OO NEBHOI npobrnemu
HaBYarnbHOI AUCUUMAIHK TOLWO.

Ek3ameHauiHMin  GineT oxonne nporpamy gucumnniHnm i nepenbadae
BU3HAYEHHS PiBHA 3HaHb Ta CTYMEHs ONaHyBaHHSA CTygeHTaMn KOMMNETEHTHOCTEN.

KoxeH ek3ameHauinHuin OBineT cknagaeTtbcsa i3 5 npakTU4HMX cuTyauin (aBa
CTEpPeOTUNHNX, ABa AiarHOCTUYHUX Ta O4HE €BPUCTUYHE 3aBAaHHS), SKi nependayatoTb
BUPILLEHHSA TMNOBUX NpodecinHnx 3aBaaHb axiBus Ha poboyoMy MicLi Ta AO3BONSAOTb
AiarHocTyBaTUu piBeHb TEOPETUYHOI NIArOTOBKM CTyAEeHTa i piBEHb MOro KOMNETEHTHOCTI
3 HaBYalbHOI NCLUMUMITIHN.

PesynbTaT ceMecTpoBOro ek3aMeHy OuiHeTbcAa B 6Ganax (MakcumanbHa
Kinbkictb — 40 ©0aniB, MiHiManbHa KiNbKiCTb, WO 3apaxoByeTbcs, — 25 6Gani) i
NpOCTaBMSAETLCA Y BiANOBIAHIN rpadi ekdameHauinHoi “BigomocTi 061iKy ycnilwHoCTi”.

CTygeHTa cnig BBaXaTu aTecTOBaHUM, sKWoO cyma 6aniB, ogepXaHux 3a
pesynbTatamu nMigCyMKOBOI/CEMECTPOBOI MEPEBIPKM  YCMILWHOCTI, [OOpiBHIOE abo
nepesuwye 60. MiHiManbHO MOXNMBA KinbKiCTb 6GaniB 3a MOTOMHUM | MOALYNbHUN
KOHTPOSb YNPOAOBX CEMECTPY — 35 Ta MiHiManbHO MOXNKUBA KinbKiCTb 6anis, HabpaHux
Ha ek3ameHi, — 25.

MigcymkoBa oOuUiHKa 3 HaBYarnbHOI AUCUMMAMIHA PO3PaxXOBYETLCA 3 ypaxyBaHHAM
GaniB, oTpMMaHuX nig 4ac ek3ameHy, Ta 6aniB, OoTpUMaHMX nig 4Yac MNOTOYHOrO
KOHTPOJSIO 3a Hakonun4yBasnbHOK cuctemor. CymapHuin pesynbTat y 6anax 3a ceMmecTp
cknagae: “60 i 6inbwe GaniB — 3apaxoBaHo”, “569 i MeHwe GaniB — He 3apaxoBaHO” Ta
3aHOCUTbLCA Y 3anikoBy "BigomicTb 06niky ycnilHOCTI" HaBYanbHOI ANCLUMMNIHN.

Po3noain 6aniB 3a TMXKHAMM
(ekazamu 3acobu ouyiHH8aHHSs 32i0HO 3 MEeXHOJI02IYHOK Kapmoro)
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Tema 1 1 TXXaeHb 1 4 5
Tema 2 2 TWXOeHb 1 4 5
Tema 3 3 TXKOEeHb 1 4 5
Tema 4 4 TXKOEeHb 1 4 5 10
Tema 5 5 TmxpeHb 1 4 5
Tema 6 6 TXKOEeHb 1 4 5
Tema 7 7 TMXKOeHb 1 4 5
Tema 8 8 TmxaeHb 1 4 5 10
Tema 9 9 TXOEHb 1 4 5
Tema 10 10 TMxkOeHb 1 4 5
Tema 11 11 TMXKOeHb 1 4 5
Tema 12 12 TXKaEeHb 1 4 5 10
Tema 13 13 TMXkOeHb 1 4 5
Tema 14 14 TxxkoeHb 1 4 5
Tema 15 15 TXKaeHb 1 4 5
Tema 16 16 TXKOEeHb 1 4 5 10
3anik 17 TXaeHb
Ycboro 16 64 20 100

LLikana ouiHoBaHHA: HaulioHanbHa Ta EKTC

Cyma 6aniB 3a BC.).i Ouitka OuiHKa 3a HauioOHaNbHOHO LIKanow
BMLL;:;:::::Hm EKTC AN eK3aMeHy, KypCoOBOro ns saniky
npoekTy (poboTHn), NPaKTUKK

90 - 100 A BiAMIHHO

82 -89 B

74 - 81 C Aobpe 3apaxoBaHo

64 — 73 D .

60— 63 E 3a40BifTbHO

3559 X He3ad0BiNIbHO He 3apaxoBaHO

1-34 F

5. PekomeHaoBaHa nitepatypa
5.1. OcHoBHa




1. BakoH VYkpaihm  “Tlpo  3axuct  iHdopmauii B iHdbopmaLinHo-
TenekoMyHikauinHux cuctemax” (1994);

2. 3akoH YkpaiHu “I1po 3axuct nepcoHanbHux gaHux” (2010)

3. CTPATErlA HauioHanbHOi ©6e3nekn YkpaiHu (3aTBepakeHa YKasom
MpesngeHTa Ykpainum Big 26 TpaBHa 2015 poky Ne 287/2015)

4. 3akoH YkpaiHu “IMpo HauioHanbHy 6e3neky (2018)

5. Crparteria kibepbesnekn YkpaiHn” (BeegeHo B Aito Ykaszom [lpesuageHTa
Ykpainum Big 15 6epesHs 2016 poky Ne96/2016)

6. [lonoXxeHHs Npo TexXHIYHUM 3axuUcT iHopMmauil B YKpaiHi, 3aTBepKeHe
Yka3om lNpesnageHTa Ykpainu Big 27.09.99 Ne 1229;

7. OCTY 3396 0-96 3axucT iHopmaLii. TexHivHMr 3axucT iHopmauii. OCHOBHI
NOSTOXXEHHS;

8. LOCTY 3396 1-96 3axuct iHpopmauil. TexHi4HM 3axucTt iHdopmauil.
Mopsagok npoBeaeHHs pobiT;

9. HO T3l 2.1-001-2001 CTBOpPEHHA KOMMMEKCIB TEXHIYHOrO0  3axucTy
iHopmauii. ATecTtauis komnnekcis. OCHOBHI MONOXEHHS.

10. HO T3l 1.1-003-99: TepmiHonoria B obnacrti 3axucTy iHdopmauii B
KOMM'IOTEPHUX CUCTEeMax Bif HecaHkuioHoBaHoro goctyny. HO T31 2.5-004-99: Kputepil
OUIHKM 3axuLLEeHOCTI iHpopmauil y KOMM'IOTEPHUX  CUCTEMaX Big HeCcaHKLiOHOBaHOro
poctyny. 3atBepakeHo Hakaszom ACTC3I CBY Ne 22 Big 28.04.1999. ICTC3I CBY, K:
1999. — 34c.

11. HO T3l 1.1-002-99. 3aranbHi NOMOXEHHA WOAO0 3axuUcTy iHdopmauil
BKOMM'IOTEPHUX CUCTEMAX Bi HECAHKLIOHOBAHOIo A40CTYynYy.

12. HO T3l 1.1-003-99. TepmiHonoria B obnacti 3axucty iHdopmauii
BKOMM'IOTEPHUX CUCTEMAX Bi HECAHKLIOHOBAHOIo A0CTYnYy.

13. HO T3l 1.1-005-07 3axuct iHdopmauii Ha ob’ektax iHopMaUinHOI
AisanbHoCcTi. CTBOPEHHS KOMMSIEKCY TEeXHIYHOro 3axucty iHdopmadii. OCHOBHI
NOJSTOXKEHHS.

14. HO T3l 1.4-001-00. TunoBe NOMOXEHHA MPO Cryxby 3axucTy iHopmauii
BaBTOMAaTU30BaHi CUCTEMI.

15. HO T3l 2.5-004-99. Kputepii OUiHKM  3axuLieHOCTi  iHdopMauii
BKOMM'IOTEPHUX CUCTEMAX Bi HECAHKLIOHOBAHOIo A0CTYnYy.

16. HO T3l 2.5-005-99. Knacudikauis aBTOMaTU30BaHMUX CUCTEM i CTaHOAPTHI
dYHKUiOHaNbHI npodini 3aXULLLEHOCTI obpobntoBaHoi iHopmauii Bif
HeCcaHKLIOHOBaHOro JOCTyny.

17. HO T3I 3.7-003-05. Mopsiaok npoBefeHHs1 pobiT i3 CTBOPEHHSA KOMMMEKCHOI
cUCTEMU 3axXUCTY iHbopmaLil B iHOpMaLiNHO-TENEKOMYHIKaLiNHIA CUCTEMI.

18. HO T3l 3.7-001-99. MeTtoau4Hi BKasiBKM LIOAO PO3POOKM TEXHIYHOro
3aBOaHHA Ha CTBOPEHHS KOMMNMEKCHOT cuctemn 3axucty iHpopmauii B AC.

19. HO T3l 1.6-004-2013 3axuct iHdopmauii Ha ob’ekTax iHOpMaLiINHOI
pisnbHocTi. [MonoxeHHs Npo KaTeropitoBaHHA OO’eKTiB, A€ UMPKYMe iHpopmauis 3
0BOMeXeHNM JOCTYNOM, WO CTAHOBUTb AePXXaBHY TAEMHULIO.

20. HO T3l 1.6-005-2013 3axuct iHdopmauii Ha ob’ekTax iHdOpMaUiNHOT
AisanbHocTi. [MonoxeHHs Npo KaTeropitoBaHHSA 060’ekTiB, e UMPKYMe iHpopmauis 3
obMeXxXeHNM OOCTYNOM, WO HE CTAaHOBUTb AEepPXKaBHOI TaEMHULI

9



5.2 lopaTkoBa

21.1SO/IEC 27001. "WHdopmaumoHHble TexHonormn. MeTtoabl obecnedeHus
6esonacHocTn. Cuctemsbl yrnpaBneHns nHpopmaunoHHoOM 6€30NacHOCTbIO.

22. ISO/IEC 27002. "WMHdopmauunoHHble TexHonormn. Metoabl obecneyeHus
BGesonacHocTu. lMpakTnyeckne npasuna ynpaBneHus MHJOOPMaLIMOHHON
6e3onacHocTblo."

23. ISO/IEC 27005. "MHdopMauunoHHble TexHonornn. Metoabl obecneyeHus
6e3onacHoCTW. YnpaBneHne puckamm nHgopmMaunoHHon 6e3onacHoCTH

5.3. IHdbopmauinHi pecypcu B IHTepHeTi
1. http://bezopasnost.biz

2. http://dstszi.gov.ua
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