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IHOJIOKEHHA
PO OPraHi3aliiHO-TEXHIYHY MOJeJb Kidep3axucry

1. Le ITonoxxeHHa BU3HAYa€ MeXaHi3M (YHKIIOHYBaHHS OpraHizaliiiHO-TeXHIYHOI Mozaemi
Kibep3axucry.

OpraHizamiifHO-TeXHIYHA MOJIETh KiOep3aXUCTy € KOMIDIEKCOM 3aXOJiB, CHJI 1 3aco0iB
kibep3axucry, CHOpSIMOBAaHHMX Ha ONEpaTHBHE (KpU30BE) pearyBaHHsS Ha KiOepaTtaku Ta
KiOepIHIIMICHTH, BIPOBA/DKCHHS KOHTP3aXOiB, CIPSIMOBAHUX HA MIiHIMI3aIlil0 BPa3IHUBOCTI
KOMYHIKaI[IHHUX CUCTEM.

OpranizaniifHo-TeXHIYHa MOJIe]b KiOep3axUCTy CKIAMAEThCS 3 OpraHi3alliiHO-KepYHYoi,
TEXHOJIOT1YHO1 Ta 0a3UCHOT IHYPACTPYKTYpH KiOEp3axUCTy Ta BIPOBADKYETHCS U151 3a0€3MeUeHHS
(yHKIIIOHYBaHHSI HAI[IOHAJIBHOI CHCTEMH KiOepOe3neKHy.

2.V upomy llonoxxeHHI TepMiHH BXXUBAIOTHCS y TAKOMY 3HAYCHHI:

0a3ucHa iH(QpacTpykTypa Kibep3aXuCTy - OpraHizoBaHa CYKYIHICTb O0’€KTIB KPHUTHYHOT
iHpopMaLiiHOT 1HPPACTPYKTYpH, KOMYHIKALIMHUX 1 TEXHOJIOTIYHHUX CHUCTEM MiJIIPHUEMCTB,
YCTQHOB Ta Oprasizaiiif, 1m0 HajeXaTb J0 OO0 €KTIB KPUTUYHOI 1HPPACTPYKTYPH, a TaAKOXK
cy0’€KTIB TOCTIOTapIOBaHHS, TPOMAJISIH Ta iX 00’ €/IHaHb, 1HITUX OCI0, SKI MPOBAIATH TiSIBHICT
Ta/ab0 HaJAaITh NOCIYTH y cepax eNeKTPOHHUX KOMYHIKaIil, eJIeKTPOHHOI KOMEpIIii, PO3BUTKY
HaI[lOHAJIbHUX €JIEKTPOHHUX PECYPCIB, 3aXHUCTy 1HPOpMaIlii Ta KibepOe3neku;

KiOepririeHa - yMiHHs, HABUYKH KOPUCTYBaHHS iHPOPMaIiHHIMH TEXHOJIOT1SIMH, CIIPSIMOBaH1
Ha 31HCHEHHS 3aXO0/IiB II0J0 CBOEYACHOTO BUSBIICHHSI, 3aIM00iraHHs 1 HeWTpami3alii pealbHuX 1
MOTEHIIMHUX Kibep3arpos;

KOMaH/I¥ pearyBaHHs Ha KOMIT I0TEpHI Ha/[3BUYaiiHi Mofil - Tpynu (axiBiiB 3 KibepOe3neku,
SIK1 yTBOPIOIOTHCS 3 METOIO 3a0e3eYeHHs Ki0ep3axucTy KOMYyHIKaliiHUX, iHPopMaIiitHiuX Ta/ado
TEXHOJIOTIYHUX CHUCTEM;

opraHizariiiHo-Kepyr4Ja 1HQpacTpykTypa KiOep3axucTy - OpraHizoBaHa CYyKYITHICTb
cy0’ekTiB 3a0e3neueHHs KibepOesmneku, mo GopMyroTh Ta/abo peanizyoTh JepKaBHY HOJTITHKY Y
chepi kiOepOe3neKkr, BHU3HAYAIOTH MPOIEAYPH Ta MEXaHI3MH KiOep3axHuCTy, opraHizariiiHo-
MPaBOBI 3acajy B3a€MOIl MK CHJIAMH KiOep3axHCTy Ta IHIIUMH CyO €KTaMH 3a0e3MeueHHS
KibepOe3nexu;

TEXHOJIOTIYHA 1H(pacTpyKTypa KiOep3axHuCTy - OpraHi3oBaHa CYKYIHICTb CHJI Ta 3ac00iB
Ki0ep3axucry, 1HQPACTPYKTYpHUX OO’€KTiB, IO 3a0e3meuyroTh (YHKIIOHYBAHHS  CHUII
kiOep3axucty, 1H(QOpMalifHO-TENEKOMYHIKAIIHHUX  MepexX Ta IX  pecypciB,  WIO
BUKOPUCTOBYIOTBCSI B IHTEpecax CHJI KiOep3axucTy;



CUIIM KiOep3axucTy - ypsijioBa KOMaHAa pearyBaHHS Ha KOMIT IOT€PHI Ha/A3BUYAMHI MOAil
VYxpainn CERT-UA, iHm1i KOMaH/a1 pearyBaHHs Ha KOMIT FOTepHI HaJA3BUYaliHi MOAIT, TiApO3iIH
(rpynu, KOMaHIHU, CIY)KOHM) 3axucTy iH(dopMmarlli, MmANmpueMCTBA, YCTAaHOBHM Ta OpTraHi3alii
HE3AJIeKHO BijJ (HOPMU BIACHOCTI, SKI MPOBAAATH AiSTIBHICTD Ta/ab0 HAAIOTh TMOCITYTH, MTOB’ A3aHi
3 KiOEP3aXUCTOM.

[HIII TepMiHM BXXMBAIOTHCS y 3HAY€HHI, HaBeAeHOMY B 3akoHax Ykpainu “IIpo ocHOBHI
3acaau 3a0esnedeHHst kibepOesneku Ykpainu”, “IIpo HaumioHanbHy Oe3mneky Ykpainu”, “Ilpo
3axucT 1HpopMaii B iHpopmaliifHO-TenekoMyHIKaliitHuX cuctemax’”, “IIpo enekTpoHHi 10Bipyl
oCIyru’”.

3. OyHKIIOHYBaHHS OpraHi3alliiHO-TEXHIYHOI MOJeNl Kibep3axucty 3a0e3neuyeThest
IIUISTXOM:

dopmyBaHHS Ta peanmizauii Jep>kKaBHOI MOJITHKM Yy cdepi kibepOesneku, 30kpema 3
ypaxyBaHHSM JocBiay Aepxas - wieHiB €C ta HATO;

KOOpJWHAIII Cy0’€KTiB KiOep3axuCTy MiJl Yac 3JIMCHEHHS 3aXOJiB IIOA0 3a0e3MeUYCHHS
KibepOe3nmekn 00’€KTiB KpUTHYHOI iH(oOpMamiiHOi 1H(PACTPYKTypH Ta HaliOHAJIBHUX
eJIEKTPOHHMX 1HPOPMALIHHUX PeCypCiB;

Kibep3axucty iH(popMaliiHO-TeIeKOMYHIKAIIMHUX CUCTEM, 110 OOpOOIISAIOTh HAI[lOHAJIbHI
€JIEKTPOHHI 1H(OpMaliifHI pecypcH, KOMYHIKAI[IHHUX CHUCTEM Ta OO0 €KTIB KpPUTUYHOI
iHpopmaniiHoi i1H(PACTPYKTypH, iX KiOepCTIMKOCTI, 3AIHCHEHHS MOCTIMHOTO KOHTPOJIIO 32
CTaHOM iX KiOep3axucry;

PO3BHUTKY CHCTEMH pearyBaHHs Ha Kibep3arposu;
PO3BUTKY CHJI KiOEP3aXHCTy Ta CHCTEMH IX KOOpAWHALIT;

CTBOPEHHS CHCTEM YIIPaBJIiHHS pU3UKaMu 1HGOpMaIliiiHoi 0e3neknu Ha 00’ €KTax KPUTHIHOI
1HppaCTPYKTYpH;

(dbopMyBaHHS Ta PO3BUTKY CIIPOMOXKHOCTEH Cy0’€KTIB 3a0e3neueHHs KibepOe3neKku;

CTBOpPEHHS YMOB Juisi Oe3nedHoro (yHKIIIOHYBaHHsS 1H(poOpMaIiiHoi 1H(pacTpyKTypH
JIep>KaBHUX OpPraHiB, OPraHiB MICIIEBOI'O CAMOBPSIyBaHHS, BIHCHKOBUX ()OPMYBaHb, YTBOPEHUX
BIJIMIOB1JTHO JI0 3aKOHY, IMiAMPUEMCTB, YCTAHOB Ta OpraHi3alliidi He3aJIe)KHO BiJl (hOPMH BIACHOCTI,

CTBOPEHHS YMOB I PO3BUTKY JI€p>KaBHO-IPUBATHOI B3aeMO/I1i B cdepi KibepOe3neku;

PO3BUTKY CHCTEMH KaJpOBOTO, MATEPIaIbHO-TEXHIYHOTO Ta EKCHEePTHO-aHATITHYHOTO
3a0e3neYeHHs CHIT KiOep3axuCTy;

PO3BUTKY Ta IOCTIMHOrO BJIOCKOHAQJIEHHS CHUCTEM KiOep3axucTy 00 €KTIB KPUTHYHOI
1HPPACTPYKTYPH 3 YpaxyBaHHSIM pe3yJIbTaTiB OLIHKM MOBHOTH, a/IeKBATHOCTI, Pe3yJIbTATUBHOCTI
Ta e()eKTUBHOCTI IIPOLECIB, 110 BUKOHYIOTHCS B paMKaX BIPOBAIKEHHS CUCTEMH 1H(POpMaIiHHOT
0e3neku Ha 00’ €KTaxX KPUTUYHOT IHPPACTPYKTYPH.

4. 3acobamu KiOep3axHCTy, SIKi BUKOPHUCTOBYIOTHCS Jisi BIPOBAKEHHS OpraHi3aiiiiHo-
TEXHIYHOI MOJeNli KiOep3axucTy, € CHUCTEeMHM BHSBICHHS Bpa3lMBOCTEH 1 pearyBaHHS Ha
KiOepiHIIMIeHTH Ta KiOepaTaku, iH(OpMaIiiHI TEXHOJIOTIl, TEXHIYHI 1 TporpamMHi 3aco0m
(mpuctpoi, oOyagHAHHS, KOMIUIEKCH), SIKI BUKOPHUCTOBYIOTbCS B iHTepecax 3a0e3MeueHHs
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KiOep3axucTy HaIllOHATBHUX ENeKTPOHHUX 1H(OPMALIMHUX pecypciB, KOMYHIKAIIHHUX 1
TEXHOJIOTIYHHUX CHUCTEM, a TAaK0XK 00’ €KTIB KpUTHUHOI iH(opMaIiifHo1 iHppacTpyKTypH.

5. 3axomamu 3 KiOep3axucTy, AKi 3I1HCHIOIOThCS Y NPOIeci BOPOBAKEHHS OpraHizaliiiHo-
TEXHIYHOT MOoJieNi Ki0ep3axHCTy, € OpraHi3alliiiHi, IpaBoBi, IHKEHEPHO-TEXHIYHI 3aX0/1, 3aX0I1
3 KpUNTOrpadiyHOro Ta TEXHIYHOTO 3aXUCTy 1H(OpMaIlii, AKi MPOBOAATHCS CUIAMHU KiOep3axHuCTy
Ta 0a3yrOThCA HA MPHUHIIMIAX TEPCOHAIBHOI BIAMOBIAAIBHOCTI 3a BJIACHI il Ta KOJEKTHBHOI
BIJIMIOBIJAJIEHOCTI 3a 0e3MeKy KOXKHOTo, 3a0e3Me4eHHs MPOIOpIiitHOCTI Ta/abo cHiBpO3MipHOCTI
3aX0/liB pEaIbHUM Ta MOTEHIIHHUM pU3HKaM.

6. Komanau pearyBaHHs Ha KOMIT FOTEpHI HaA3BUYalHI MO/il 3AiICHIOIOTH 1eHTU(IKAIIIIO,
MPOBOJATH OIIIHKY Ta aHaNi3 KiOepiHIUIAeHTIB (KidepaTak), KOOPAHHYIOTh Ta O€pyTh y4acTh B
mpolleci pearyBaHHsS Ha HHUX, HAJAro/DKylOTh KOMYHIiKamii Ta iHpopMamiifHuii OOMiH 10O
KiOepiHIMICHTIB (KibepaTak), 30KkpemMa iH(hOPMYIOTh 1HIIII KOMaHIU pearyBaHHsS Ha KOMIT FOTEPHI
Ha/I3BUUaiiHI moaii mpo KidepiHmuaeHTH (KibepaTaku), y3araJbHIOIOTh JIOCBIJ 32 pe3yibTaTaMH
pearyBaHHs Ta pO3pOOJSIFOTH PEKOMEHAAlii MO0 TOKpalleHHS CcTaHy Kibep3axucry
KOMYHIKaI[iHHUX, iHPOpMAaIitHIX Ta/a00 TEXHOJOTIYHUX CUCTEM, 3MIHCHIOIOTH MPOQLIAKTHYHI i
MoTNepeKyBaIbHI 3aX0AH MOA0 00’ €KTIB KiOep3axucTy.

7. OpranizaiiitHo-kepyroua iHQpacTpyKTypa Kibep3axucTy CKIATAETHCS 3 TAKMX CEKTOPIB:

3arajibHOJICPKaBHUM, 0 CKJIaIy SIKOTO BXOJSATh OCHOBHI Cy0’ €KTH HAlliOHAJIBHOI CHCTEMHU
KibepOe3neku, crim Oe3reku 1 00opoHu Ta HamoHansHUN KOOpIMHALIIMHWK EHTP KidepOe3neku
K poboumii opran Paau HamioHansHOT Oe3nexu i 00oponn YKpainu;

rajy3eBHid, 10 CKJIay SIKOTO BXOJSATh EHTPaJIbHI OpraHi BUKOHABYOI BJIa Iy, 1HIII JAep>KaBHI
opraHu, siKi 3a0e3neuyioTh (popmMyBaHHs Ta/ab0 peanizalliio IepKaBHOI MOJITUKH B OJHIN 4u
KUIbKOX cdepax, abo Oe3mocepeHbO MPOBOAATH BIANOBIAHO 1O KOMIETEHII 3axoau i3
3a0e3neyeHHs KibepOe3neku, 00’€KTH KPUTUYHOI 1H(PACTPYKTYpU HE3alexHO Bif (opmu
BJIACHOCTI;

perioHanbHMIA (MICLIEBHI), A0 CKJIAJy SKOTO BXOISATH MICIIEBI OpraHd BHKOHABYOi BJIAM,
OpraHd MiICLIEBOTO CaMOBPSIYBaHHS, MiIMPUEMCTBA, YCTAHOBHU Ta OpraHizamii He3aJe)kKHO Bij
(dhopmMH BIACHOCTI, IO MPOBAATH AiSIBHICTE y cdepi 3axucTy iHpopMaIii Ta Kibep3axucTy;

OCBITH Ta HAyKH, JI0 CKJIaay SIKOTO BXOJATh HAYKOBO-IOCII/IHI YCTaHOBH, 3aKJIaad BUIIOT
ocBiTH y cdepi 3axucty iHpopMmalii Ta KidepOesneku, Mo OepyTh y4acTh y MiATOTOBIIL,
MIJBUIICHH] KBaniQikalii Ta nepeniaroTopii npodeciiHux Kaapis;

NPUBAaTHUM, O CKJIAAY SIKOTO BXOIATH IIJIPUEMCTBA HEJEpkKaBHOI (HOPMHU BIACHOCTI,
oprasizarlii Ta yCTaHOBH, 1[0 TPOBAISITH TISITbHICTH y c(epi 3axucTy iHpopMallii Ta Kibep3axucTty
(kpiM 00’ €KTiB KpUTHYHOI iIHPPACTPYKTYPH);

TPOMAJICBKHI, 0 CKJIaay SIKOTO BXOJATH TPOMAJICHKI opraHizailii, 00’eqHaHHS, acoIiarlii,
CHUIKM Ta ¢axiBii y cepi KibepOe3neku, a TakokK MIKHAPOHI Ta MDKYpSIIOBI Oprasisaiii, o
NIPOBAJAThH CBOIO JISUIBHICTB Y cepi KibepOesneku.

8. Ilim 4wac ¢yHKIIOHYBaHHS OpraHizamiitHO-KepyroUuoi iH(pacTpyKTypu Kibep3axucry
cy0’exTu 3a0e3meyeHHs KibepOe3neKu:



3IIMCHIOIOTh 3aKOHO/aBYE Ta HOPMATHBHO-NIPABOBE DEryJIIOBAaHHA NHTaHb KiOEp3aXuCTy
00’€KTIB KPUTHUYHOI iHPPACTPYKTYpH, KibepOesrnekn Ta KiOep3axucTy KOMYHIKaiHHUX 1
TEXHOJIOTIYHUX CHCTEM;

3a0e3neuyloTh rapMOHI3alli0 3aKOHOJABCTBa y cdepi 3axucty iHpopMmaii, iHpopMariiHoi
Oe3neku Ta KibepOe3neku 3 BiJIMOBITHUM 3aKOHOJaBCTBOM €C;

3a0€3MevYy0Th PO3BUTOK CHJI  KiOep3axucTy, CHCTEeMH KaJApoBOro, (iHAHCOBOTO,
MaTepiaIbHO-TEXHIYHOTO Ta eKCIEPTHO-aHATITUYHOTO 3a0€3MeYeHHs CHIT KiOep3axucTy;

NPOBOJATH PETYJIIPHI HAaBYaHHS IIOAO TOINEpPEKEHHsS 1 pearyBaHHs Ha Kibep3arposu Ta
KiOepiHIMIEHTH, BIAHOBIEHHS Miciis KideparTak;

3a]y4aroTh HAyKOBI yCTaHOBH, NpodeciiiHi Ta TpoMajchki 00’€IHAHHS A0 MiATOTOBKU
MIPOEKTIB 3aKOHOIABYMX Ta IHITUX HOPMATUBHO-TIPABOBHUX aKTiB y cdepi Kibep3axucry;

OpraHi3oBYIOTh 1 MPOBOJATH OIS CTaHy KiOep3axucTy KpPUTHUHOI 1H(popMaiiiHol
1HPPaCTPYKTYpH, Aepk aBHUX iH(POpMALiIMHUX pecypciB Ta iH(OpMallii, BUMOra I10J0 3aXHUCTY
SIKO1 BCTAaHOBJICHA 3aKOHOM;

CTBOPIOIOTH YMOBH JUISI PO3BUTKY CIPOMOXKHOCTEH CHIJI Kibep3axucTy, CIpsSMOBAHHX Ha

Ha/IIHHOCTI (PYHKIIOHYBAaHHS KOMYHIKAI[IHHUX Ta TEXHOJIOTTYHUX CHCTEM;

3a0e3Meyyl0Th BIIPOBA/KEHHS CyYaCHUX NPUHIIUIIB, METOMAIB, MIAXOAIB Ta MEXaHI3MiB
myOIi4HOrO ynpasiiHHs B cepi kibepOe3neku;

3IIHCHIOIOTH CIIIBPOOITHULTBO 3 TNHTaHb KiOepOe3lnmekn 3 OpraHamMH IHIIMX JIEPKaB,
MDKHApOJHUMH, MIXKYPSIOBUMH OpTraHi3aIisiMy BiAMOBIAHO 10 KOMIIETEHIIIT Ta 3aKOHOAABCTBA 1
MDKHApPOJHHX JIOTOBOPIB YKpaiHu;

KOODJAMHYIOTh Jii 3 pO3pOOJIEHHS MPOTOKOJIB Ta pErJIaMEHTIB B3aeMOJii, KapT
TEXHOJIOTTYHUX IIPOILIECIB, PETIAMEHTIB POOIT, IUIaHIB pearyBaHHS Ha KiOEpIHLIMJIEHTH, IUIaHIB
BIJTHOBJICHHS Ta IHIIMX JTOKYMEHTIB, LII0 PErJIAMEHTYIOTh B3a€EMO/III0 MIXK CHUJIaMHU KiOep3axucTy;

OpraHi3OBYIOTh Ta TPOBOJATH KiOCpHABYAHHS, PO3POOISIFOTH MPOTPaMU Ta METOIUKH IX
MPOBEJICHHS, CIIeHapii pearyBaHHs Ha KiOep3arpo3d, MPOBOIATh 3aXOAU MO0 NPOTHIIL
Kibep3arpo3am, 3 KiOepririeHu.

9. TexHosoriuHa IHPPACTPYKTYpa KIOEP3aXUCTy CKIIAIAETHCA 3 TAKUX PIBHIB:

HAIlOHAJILHOTO - Ha 0a3i cui Kibep3axuCTy OCHOBHUX CyO’€KTIB HalliOHAJBHOI CHCTEMHU
kibepOesneku Ta HarioHaIbHOTO KOOPAMHAIIIIHOTO HEHTPY KibepOe3neku K poOouoro opraHy
Paau nHarionanbHOi Ge3niexu 1 000poHH YKpainu;

rajy3eBoro (perioHanbHOro, MiCLIEBOTO) - Ha 06a31 cHJI Kibep3axUcTy cy0’ €KTiB 3a0e3MedeHHs
Ki0epOe3nexu raiay3eBoro (perioHaJIbHOT0) PiBHS;

00’eKTOBOTO - Ha 0a3i cuil Kibep3axucTy MiANPUEMCTB, YCTAHOB Ta OpraHi3aliil He3alIexHO
Bi (hOopMU BIACHOCTI, HACAMIIEPET THX, 110 HAIEKATH IO 00’ €EKTIB KPUTUUHOT 1HOPACTPYKTYPH.



10. Cy6’exTH, 1O AIFOTH Y TEXHOJOTI4HIM 1HPpPaCTPyKTypi Kibep3axucTy, 3a0e3nedyroTh
orepaTHBHE (KpHU30BE) pearyBaHHS Ha KiOepaTakd Ta KiOSpIHIIMIECHTH Ta 3IMCHIOIOTH OOMiH
iH(dopmartiero mpo pu3uku y cdepi Kidepoe3neku, a TakKokK Mpo KiOEpIHIUACHTH, KibepaTaku Ha:

HaIllOHAJTFHOMY PIBHI - MK COOOI0 Ta BIAMOBITHUMHU TMIAPO3AUIAMH IHITUX CYyO’ €KTIB
3abe3neueHHs KibepOesneku;

rajy3eBoMy (perioHajlbHOMYy, MICIIEBOMY) PpiBHI - 3 BIANOBIIHUMH CYO’€KTaMH
HAI[IOHAJILHOTO Ta T'aly3eBOro (PerioHaJIkHOTO, MiCIIEBOT0) PiBHS TEXHOJIOTIYHOT IHPPACTPYKTYpH
Kibep3axucry;

00’€KTOBOMY PpIBHI - 3 BIANOBIZHUMHM Cy0’€KTaMu BCIX PIBHIB TEXHOJIOTTYHOL
1HpPaCTPyKTYpH KiOep3axucry.

11. Ilix vac (QyHKIIOHYBaHHSA TEXHOJOTIYHOI I1H(PpAaCcTpyKTypu KiOep3axucry CHIU
Kibep3axucry:

3MIACHIOIOTh 3aXOAW 3 OINEpPaTHBHOIO Ta €(EeKTUBHOTO 3aXHUCTy KiOepmpocTopy MO0
3MEHILIEHHS pU3UKIB Yy cdepi kiOepOesneku, mnpoTuaii kideparakam, Kibep3aouuHam,
KibeprepopusMy, KiOEpIIMUTYHCTBY, a TakoX 3a0e3nedeHHs Ki0epoOopoHM Ta KiOeppo3BiaKH
LUIIXOM 300py, aHaji3y, OL[IHIOBAaHHS, y3arajJbHEHHs Ta MOLIMPEHHS 1H(OpMalii Mpo PU3UKU Y
cdepi kibepbe3neku, KiOepiHIUAEHTH, KibepaTaky;

3MIMCHIOIOTh 3aXOJd 3 OIEepaTUBHOIO (KPHU30BOTO) pearyBaHHS Ha KiOepaTaku Ta
KiOepIHIIMICHTH, 30KpeMa 3a JIOTIOMOTOI0 CUCTEMH 1H()OPMAIIIHHOTO 0OMIHY MO0 TAKUX MOJIiH,
KOHTP3aXO/IH, CIIPSIMOBaHI Ha YCYHEHHS BPa3JIMBOCTEH KOMYHIKAI[ITHUX CUCTEM;

3MIACHIOIOTH 3aX0/U 3 Kibep3axucTy 00’€KTiB KpUTUYHOI 1H(pOpMaLiifHOi 1HPaCTPYKTYpH,
KOMYHIKaI[IHHUX CUCTEM, B IKMX 00pOOJIAIOTHCS HAlllOHAJIbHI €JIEKTPOHHI iH(OpMalliiiHi pecypcu
Ta/abo sIKi BUKOPUCTOBYIOTHCS JEpKABHUMHU OpraHaMu, OpraHaMH MiICLIEBOIO CaMOBPSTyBaHHS,
BICHKOBUMHM (hOPMYBAHHSAMH, YTBOPEHUMH BIAMOBIIHO 10 3aKOHY;

3a0e3neuyoTh (DYHKI[IOHYBaHHS CHCTEM OIlIHIOBaHHS PU3HKIB y cdepi kibepOesneku i
pearyBaHHs Ha KiOEpIHIMACHTH Ta KibepaTaku 1070 00’ €KTiB Kibep3axucry;

PO3BHBAIOTh 00’ €THAHHS (MEperKi) KOMaH/1 pearyBaHHs Ha KOMIT IOTepHI HaJ[3BUYaliH1 O],
B3a€EMOJIIOTh 3 KOMaHJaMHU pearyBaHHS Ha KOMII'IOTEpHI HaJA3BUYaiHI MO, a TaKoX
HiANPUEMCTBAMH, YCTaHOBAaMM Ta OpraHi3alliiMH He3aleXHO BiJl (OpPMHU BIACHOCTI, SKi
MPOBAATH AISUTHHICTH, TIOB’sI3aHY 13 3a0€3neYeHHsIM O€3MeKH y KibeprnpocTopi;

3OIMCHIOIOTh B3AaEMOMII0 MK €000 BIAMOBITHO 1O pilleHb CyO’€KTiB 3a0e3rnedeHHs
KibepOe3nexu;

1H(QOPMYIOTh PO KibepaTaky Ta MOTEHLINMHI KIOEpPU3UKU IHIIUX CyO’ €KTIB 3a0€e3MeUeHHS
Ki0epOe3neKku, onpanboBYIOTh OTPUMAaHy Bl HHMX, 30KpeMa BiJl IpOMaJisiH, iHpOpMaliio Hpo
KIOEpIHIIMIEHTH Ta MO0 00’€KTIB KiOep3aXWCTy, HaJlaloTh KOHCYJIBTAaTUBHY Ta HPAaKTHYHY
JIOTIOMOTY 3 MUTaHb pearyBaHHs Ha Ki0epaTaky;

CIPUSIOTh JICP)KaBHUM OpraHaMm, OpraHaM MiICIIEBOTO CaMOBPSIYBaHHS, BiHICBKOBUM
(dhopMyBaHHSM, YTBOPSHHUM BiIOBIIHO J0 3aKOHY, MiAMPUEMCTBAM, YCTAHOBAM Ta OpTaHi3aIlisaMm
HE3JIC)KHO Bijl (OpMHU BJIACHOCTI, a TAKOX IPOMAJITHAM Y BUPIIICHH] MUTaHb IIO/I0 KiIOEP3axUCTy
Ta MpOoTUii Kibep3arposzam;



CTBOPIOIOTh Ta 3a0e3neuyroTh (DYHKI[IOHYBaHHS OCHOBHUX CKJIQJIOBUX YaCTHH CUCTEMHU
3aXUIICHOTO JOCTYIy JEpKaBHUX OpraHiB 10 I[HTepHETy, CHCTEMH aHTHUBIPYCHOTO 3aXHUCTy
HalllOHAJBHUX €JIEKTPOHHUX 1H(GOPMAIIHHUX pPeCypciB;

OepyTh ydacTb y NpOBEJEHHI KiOepHaBUaHb, PO3pPOOJEHHI MporpaM Ta METOAMK IX
NIPOBE/ICHHS, CLIEHapiiB pearyBaHHS Ha KiOep3arpo3ud Ta MPOBOJATH 3aXOAU IOAO MPOTUAIL
Kibep3arpo3am, 3 KiOepririeHu.

12. 3nificHeHHs 3aX0/iB 3 KiOep3aXUCTy CHCTEMaMU Kibep3axucTy repenadayvae:

imeHTudikaIito - BUSBICHHS pealbHUX 1 MOTSHIIIMHUX Kibep3arpo3 ais 3ano0iraHHs iM i ixX
HeHTpaizauii;

3aXHCT - pPO3POOJEHHS Ta BIPOBAKEHHS METOMIB, 3aco0iB, mpoueayp Kidep3axucry,
CIIpSMOBAaHUX Ha 3a0€3MEYCHHs] CTAJOCTI 1 HAIiHHOCTI (YHKIIIOHYBaHHs 1H(GOpMAIIHUX,
TeJIEKOMYHIKaliHHUX, iHPOPMAIIfHO-TEIEKOMYHIKAI[IITHUX Ta TEXHOJIOT1YHUX CHCTEM;

BUSIBJICHHS - IPOBEICHHS MOHITOPHHTY BU3HAYeHHS, 300py Ta 0OpOOKM HETUIIOBHUX MOIiH y
KibepnpocTopi;

pearyBaHHST - BXKUTTS 3aXOMiB, CHPSMOBAaHMX Ha 3amno0iraHHs KiOepiHIUICHTaM,
kibeparakam, MiHIMI3aIlli X MOXKJIMBUX HACIIIKIB (3a1100IraHHs] BHHUKHEHHIO 3arpo3 )KHUTTIO a00
3I0pOB’I0 JIIOJIEH Ta 3aMOMisIHHS IIKOAW MAaiHy), yJIOCKOHAJIEHHS CHCTeM KiOep3aXucry, 3
ypaxyBaHHsIM HEOOXIHOCTI  3a0e3MeYeHHs MPOMOPIIHHOCTI  Ta/abo  CHiBPO3MIPHOCTI
MOKITUBOCTEH TAKUX CHCTEM PEAIbHUM Ta MOTCHIIIHHIM PU3UKAM;

BITHOBJICHHS - IIOHOBJICHHS IUTaTHOTO peXHUMYy (YHKLIOHYBaHHS 1H(QOpMaLiHHUX,
TEJIEKOMYHIKAIMHUX, 1H(OPMAalLIHHO-TEIEKOMYHIKAIIHHUX, TEXHOJOIIYHUX CHUCTEM  IICHs
ki0epaTaku, BiIHOBJIEHHS iH(popMalii Ta BiloMOcTel y pa3i iX MOIIKOMKEHHsS a00 BHJIAJIECHHS,
CTBOpPEHHS YMOB JJIsl IPOBEJCHHS PO3CIi1yBaHHS KiOepaTakHu.

13. Ilin gac 3a0e3nedeHHs (GYHKIIOHYBaHHS Oa3ucHOI iH(pacTpyKTypu Kibep3axucry
3a0€31evy€eThCs:

3aXUCT Yy KiOepnpocTopl HalllOHAJIbHUX €JEKTPOHHUX I1H(QOpMaliHUX pecypcis,
KOMYHIKAL[IHHUX 1 TEXHOJOTIYHUX CHUCTEM, 30KpeMa THX, [0 BUKOPUCTOBYIOTHCSA JUIA
3aJI0BOJICHHS CyCIUIBHUX MOTPEO;

3axHCT 00’ €KTIB KpUTHYHOI iHpopManiiHoi iHYpacTpyKTypH;
3aXUCT IHTEPECIB TPOMAJITHUHA Ta CYCHIBCTBA y KiOepIpocTopi;

pO3po0JICHHSI MpOTrpaM PO3BHTKY OCHOB KiOEpririeHM Ha HaI[lOHAIHHOMY, Taly3eBOMY
(perioHaTbHOMY, MiCIIEBOMY), 00’ €KTOBOMY DiBHI;

3AIMCHEHHS 3aXO0MiB 3 (OPMYBaHHS KYJbTYpH KiOepOe3leku B yCTaHOBaxX, Ha 00’ €KTax
KPUTUYHOI 1HQPACTPYKTYPH 1 MiAMPUEMCTBAX HE3AIEKHO BiJl (POPMHU BIACHOCTI;

iH(pOpMYBaHHS rpoMaisiH PO KiOEPiHIIUACHTH.

14. ba3ucHa iHpacTpyKTypa Kibep3axucTy QyHKIIOHY€ I 3a0€3M1eYeHHS 3aXUCTY )KUTTEBO
BaYKJIMBUX 1HTEPECIB JIFOJUHU 1 TPOMaJITHUHA, CYCIIUIbCTBA Ta JAEpKaBH, HAllIOHAIBHUX 1HTEPECIB
y KibeprpocTopi.



[Mpo 3atBepmkenHs [1010KeHHS PO OpraHi3amiiHO-  3aKOHOIABCTBO YKpaiHu

TEXHIYHY MOJETb KiOep3axucTy craHoM Ha 22.09.2023
ITocranosa Kabinery MinictpiB Ykpainm; [lonoxenns Big IHEHLI
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IyOJaikauii JoKyMeHTa

e YpsinoBuii kyp'ep Big 05.01.2022 — Ne 1
e Odiuiiinuii Bichuk Ykpainu Big 14.01.2022 — 2022 p., Ne 4, crop. 247, crarTs 219,
kox akta 109466/2022



