IIpum. Noe

3ATBEP/DKEHO

Haxaz A nminicrparii Jlepxxcnenss’ 13Ky
A5~ teqreizona g 2022 poky Ne ZA5~

IIpodeciiianii cranaapT
«P0O3pOOHHK cHCTEM 3aXHCTY iH(popManiin»

1. 3araabHi BiZOMOCTI npogdeciHROro CTaHAapTy

1.1. OcHoBHa MeTa npodeciiiHol iAABHOCTI

ITpoexTyBaHHA, po3poOJIEHHS, TECTYBaHHSA Ta OLIHIOBAHHS CHCTEM 3aXMCTY
iHpopMaIlil mpoTAroM yCsoro XXUTTEBOrO LUKITY IX pO3poOKH.

1.2. Hazpa BHAY €KOHOMIYHOI AisVILHOCTI, ceKImii, po3aLTy, rpynmH Ta
KJacy eKOHOMi4YHOI AisiibHOCcTI Ta ixmii koa (3rigmo 3 HaniomaabHum
kiaacupixaropom Ykpainn K 009:2010 «Knacugikaniss BUAiB eKxoHOMiTHOT

TiSLIBHOCT»)
Cexnin| Indopmanis ra | Posxin Bunasanua I'pyna BunaHHa nIpOrpaMHOTo
J TeJEKOMYHiKkamii | 58 JISIBHICT 58.2 3a0e3MeUCHHS
Kiac Buganns ismoro
58.29 | mporpaMHOro 3a0€3¢4ECHHS
Pozmin| Komn’rorepae |TI'pyma KoMmm'torepue
62 [IporpamMyBaHH, 62.0 NIporpaMyBaHus,
KOHCYNBTYBaHHS T2 KOHCYJIbTYBaHHS Ta OB’ 13aHa
TIOB'SI33HA 3 HAMHU 3 HUMH JISUILHICTE
JUSUTBHICTE Knac Komm'1oTepre
62.01 IporpamyBaHHS
Knac Inmma aisneHiCTS ¥ cdepi
62.09 | indopmaniifHUX TEXHONOTIH i
KOMIT IOTEPHUX CHCTEM
Cexknin| Ilpodecifina, |Posznin| Inma npodeciiina, | 'pyna |IHma npodecifina, HaykoBa Ta
M HayKoBa Ta 74 HAYKOBa Ta 74.9 |TexHiYHA FISNIBHICTH, H. B. L. V.
) TCXHIMHA TCXHITHA Kinac |Inma npodeciitna, Haykopa Ta
AVUIBHICT AVUILHICTS 74.90 |TexHiuHa DiAABHICTS, H. B. i. Y.
1.3. Hazea Buay npodecifinoi aisapHocTri Ta 1 kon (3rinHo 3

Hanionaneaum kaacugpikatopom Ykpainm JK 003:2010 «Knacngikarop

npodeciii»)
Pozain Knac Hinxaac
2 213 2132
IIpodecionanu Tlpogecionamu B ramysi Ipodecioranu B ramysi
o04HCIIeHb (XOMI IO TepU3aii) NporpaMyBaHHs
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1.4. HazBa npodecii (npodeciiinoi Hazsn po6orn) Ta il koa (3rixHO 3
Hagionaabnum kiaacugikaropom VYkpainn AK 003:2010 «Knacudikatop
npodeciiin)

Po3pobHuk cuctem 3axucty iHopmari 2132.2.

1.5. Ilpodeciiina kpanidixanis

Po3poOuuk cucreM 3axucTy iHpopmanii (Tpynosi ¢pyHkuii A, b, B).

ITpoBiaaui po3poOHUK cucTeM 3axucty tHdopmauii (Tpynosi ¢yHkuii A, b, B,
D).

1.6. Micne npodgecii (mocagu, npodeciiinoi wHazBu poborn) B
opraHizani¥iHo-BHPOOHHiI cTPYKTYpi nianpucMcTBa (YyCTaHOBR, OpraHizanii)

ObiiiMae nocagy po3poOHHKA CHCTEM 3aXHCTy iH$opManii, MNPOBiTHOrO
po3poOHUKA CUCTEM 3axXUCTy 1HpopMaii.

Po3po6uuk cucrem 3axucry iH¢popMauii, TPOBIAHHH pPO3POOHUK CHCTEM
3axHcTy iH(popmanii 6e3nocepelHbO MiANOPSAKOBAHMHM KEPIBHHKY NpOMiIbHOro
CTPYKTYPHOro nifgpos3niny (abo ynoBHOBaxkeHIH 0c06l) B CTPYKTypHHX
OiIpo3aiIax TiANpHEMCTBa/opradizanii, mpodilbHUX CTPYKTYPHHX INiApo3jinax
DianpreMcTBa/ opraisallil i3 3axucty iH¢popmauil Ta xibepbesnexu, mpoghinpHUX
HayKOBO-IOCHIAHUX YCTaHOBaX, IMIINPHEMCTBAX/OpraHizaliix, siKi peasisoByIOTh
a0o 3acTOcOBYIOTH (DYHKLIIT TPOEKTYBaHHS, pPO3pOOJIEHHsS, TECTyBaHHS Ta
OLIIHIOBAHHSA CHCTEM 3axXHCTy iHdOopMallil, a TakoX IpOorpaMHuX Ta/abo arnapaTHUX
3acO0iB IIPOTATOM YCHOTO XXUTTEBOTO HUKITY X PO3POOKH.

PoGode micue po3ramioBaHo y npuMilleHHI (kabiHeTi, KiMHaTi, 1aboparopii,
MpUMilIeHHI 0OUYNCITIOBAILHOIO [IEHTPY) BIAMOBIAHOrO I ANPUEMCTBA/OpraHi3arii/
YCTaHOBH.

1.7. YmoBu npaui

TpusamicTe po0OOYOro wacy Ta 4acy BIJIFIOYMHKY — 3TAHO 3 YHHHUM
3aKOHOHABCTBOM, rpadikamMu poOOTH Ta BIAMOYHHKY, NMPABUJIAMHU BHYTPIIIHHOTO
TPYAOBOTrO POIMOPAJKY, KOJIEKTUBHUM JIOTOBOPOM.

BiinycTkd HajalOTh 3rifHO 3 YMHHAM 3aKOHOZABCTBOM, KOJIEKTHBHUM
JIOTOBOpOM, TrpadikaMu HAJAaHHA BIiOMyCTOK Ta 3a pe3yJbTaTaMM arectallii
pobouoro Miclisl 3a yMOBaMH MIpari.

PoGora B OkpeMux BHIIaJKax MOB’S3aHa 31 INKLUIMBUMHM yMOBaMM IIpani.
ITinbra T2 KOMIIeHcallll BCTAHOBIIIOIOTH BiIMOBIAHO JO YAHHOIO 3aKOHONABCTBA Ta
KOJIEKTUBHOTO JIOTOBODY.

1.8. lokyMeHTH, 10 WATBEPKYIOTL npodeciiHy Ta  OCBITHIO
xBaJjidikanito, ii BinHecenuss no pieua HauionanbHoi pamkm ksanidikanii
(HPK)

Jlnsa xeanidixauili «Po3pobHuK cucteM 3axucty iHdopMmaltii» ta «lIpoBiguuii
pPO3pOOHHUK CUCTEM 3aXHCTY 1HDOpMaLii»:

OUTIIIOM Maricrpa 3a OyIb-KOIO0 i3 LIECTH CHeliallbHOCTe#l raiysi 3HaHb
12 «Indopmauiiini TexHonorii» abo 3a cnewmiaipHocTsIMM |71 «EnexkTpoHikay,



172 «Tenexomyuikanii Ta pamiorexHikay ranysi 3uanbk 17 «EnexTpoHika Ta
TeNIEKOMYHiKalii», abo 3a coemianpHicTio 113 «IIpuxiiagHa MaTeMaTHka» ramysi
3HaHp 11 «MareMaTvika Ta CTaTUCTUKa», abGo 3a cheuniadeHicTIO 151
«ABTOMAaTu3aniss Ta KOMII'IOTEPHO-IHTEIPOBAaHI TeXHOJNOTi» Trainy3l 3HaHb
15 «ABTOMaTh3amis Ta OpwiIaRoOyayBaHHA», ad0 3a  CHEHiaJbHOCTIMH
255 «O30poentst Ta BiichbkoBa TexHiKa», 256 «HaimionansHa Oesneka (3a
OKpeMUMH cdepamu 3abe3nedeHHs 1 BHAJAMHM JisJIBHOCTI)» Taly3l 3HaHb 25
«BoeHHI Hayku, HailioHankHa Ge3neka, 6e3rexa fepkaBHOro KopAoHy» (7 piBeHb
HPK), a Takox CBIIOUTBO TMpO HPUACBOEHHS (MigBUINCHHS) KBasidikaiil
«Po3pobuuk cucreM 3axucty iHQopmanii» abo 1HIIWH JOKYMEHT, O HATBEP/KYE
npogeciiiny kparigikanito «Po3pobHIK CHCTEM 3aXUCTy 1HPOPMAIHi»;

a0 CBIIONUTBO NPO NpHCBOEHHs (migBHuIeHHs) kBanigikamii «lIposixauii
PO3pOOHHK CHCTEM 3aXMCTy iH(popMaili» abo iHIIWH JOKYMEHT, 100 MiTBEPIKYE
npodeciiiny kBanidikanito «IIpoBigHuit po3pobHUK CHCTEM 3aXUCTY iHGOPMATIIi».

Po3pobuuk cuctem 3axucry indopmartii — 7 pisens HPK.

TTpoBimuuit po3poOHUK crcTeM 3axucty iHdopmanii — 7 pirens HPK.

2. Hapuyanus Ta npodeciiinuii po3sHTOK

2.1. Ilepunna npodeciiina niaroroska (Hazsa Kpasidikanii)

Hnst kpam$ikanil «Po3pobHuK cucteM 3axucTy iHGopMmanii» Ta «[IpoBiaHmit
PO3pOOHUK CUCTEM 3axucTy (HdOpMalii» — DiAroTOBKa Ha APYroMy piBHI BUINO1
OCBITH (MariCTepchbKoMy) 3a OyAb-sSKOIO i3 LIECTH CIellianbHOCTeH raiy3i 3HaHb
12 «Indopmaniiiui texHonorii» abo 3a cnewuianpHicTaMu 171 «EnexktpoHikay,
172 «TenexomyHikauil Ta pagioTexHika» rajaysi 3HaHb 17 «EjlexTpoHika Ta
TeJeKOoMyHiKalii», abo 3a creuianbHicTiO 113 «[IpuknanHa MareMaTHKa» ramysi
3gadp 11 «Maremarnka Ta cTaTHCTHMKa», abo 3a cnemiaibHicTIo 151
«ABTOMATH3allil Ta KOMIIIOTEPHO-IHTETPOBaH! TEXHOJOTI» rajly3i 3HaHb
15 «ABromatmzamis Ta nNpuiagoOynyBaHHs», abo 3a  chenianbHiCTAMHU
255 «O30poeHns Ta BiWicbKOBa TexHika», 256 «HanionanwHa Oesneka (3a
okpemuMHu cdepaMu 3abe3nedeHHS 1 BHJAMM JiSJIBHOCTI)» Taiy3i 3HaHb 25
«BoeHHI HaykH, HalioHasnbHa Ge3neka, 6e3reka JepKaBHOTO KOPAOHY».

2.2. Iliasumennsn kpadigikanil 6e3 NpHCBOECHHHA HOBOrO PiBHHA OCBITH
(nazBa kBagidgixanii)

[TigBumenns npodeciiinol kBambikauii «IIpoBigauit po3pobHUK cHCTEM
3aXHCTy 1HpopMalii» 3a HassBHOCTI NpodeciitHol kBanidikanii «Po3pobHuK cucTeM
3axucty iHpopmauii». Craxx poOOTH — He MEHWE JBOX POKIiB Ha nocanax, LIo
BIANMOBINAIOTH KBaidikauii «Po3poOHUK cucTeM 3axucTy iHGopmalii».

3. HopmaTuBHO-npaBoBa 0aza, mo peryJwe BianoeBiany npodeciiiny
MSAIBHICTD

Konexc 3akoHiB npo npaito YKpaiHu.

3axoH Yxkpaind «11po 3aXiCT npaB CrIOKUBAYIiBY.

3akoH Ykpaina «IIpo iHpopMaiiitoy.

3akoH Yxpainu «IIpo nepxaBHy TAEMHEUIO».
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3axon Ykpainu «[Ipo 3axucT indopmauiil B iHpopmaliiiHO-KOMYHIKaLli HHHX
CUCTEMAaXY.

3akoH Ykpainn «IIpo 3aXucT nepCOHUIBHUX JaHUX».

3akon Yxpaiuu «IIpo focryn go my6nidHoi iH(popmanii».

3akod VYkpainu «IIpo ocHOBHI 3acanud 3a0e3nedeHHA KibepOesnexku
Yxpainm».

3axoHd Ykpaiuu «[Ipo enekTpoHH! JOBipUl IOCIYTH».

3akoH Ykpaiun «Ilpo HauioHansHy 6e3neky YKkpaiHu».

3akoH Ykpainn «I1po enekTpoHHI KOMYHIKaIil».

3akon Ykpainu «ITpo nyOniddi eneKTpOHHI peecTpu».

Vka3 IlpesunenTa Yipainu Big 13.02.2017 p. Ne 32 «llpo pimenust Pamu
HalioHansrOi Oesmekn 1 oboponm Ykpainm Biag 29 rpyans 2016 poxy «Ilpo
3arpo3y KibepOesnerl Aep)kaBy Ta HEBIAKIAHI 3aX0/H 3 1X HeHTpanizalii».

Yxaz [Ipesunenta Ykpainu i 30.08.2017 p. Ne 254 «[Ipo pimenss Pagu
HalllOHAJIBHOI Oe3rnexu i obopoun Ykpaian Big 10 mmmas 2017 poky «IIpo cran
BUKOHaHHS pimeHHss Pajgu HamionaneHoi Oe3neku i 000poHH YKpaiHH BiX
29 rpynns 2016 poky «IIpo 3arposu kiGepOesnell nepxaBd Ta HeBiIKNIajHI
3ax0M 3 X HeHTpasnizalii», 3aBlpoBakeHoro YkazoM [Ipesunenta YkpaiHu BiJ
13 mrororo 2017 poky Ne 32».

VYxa3 Ilpesunenra Yxpainu sig 26.08.2021 p. Ne 447 «[lpo pimwenns Pagn
HalioHanpHOI Oesneku 1 oboponu VYkpaiea Big 14 tpasua 2021 poxy «lIpo
Crpareriro xibepbe3nekn Y kpainmy.

Iocranosa Kabinety Minictpis Yxpainy Bin 19.06.2019 p. Ne 518 «Ilpo
3aTBEP/UKEHHsl 3arajibHUX BHMOr 3 Kibep3axucty O00’e¢kTiB KpUTHYHOI
1HPACTPYKTYPH».

Iocranosa Kabinery MinicrpiB Ykpaiau Big 09.10.2020 p. Ne 934 «Jlesxi
IUTAHHS 00’ €KTiB KPUTUYHOI iHpopMallifHOT iHpacTpyKTypu».

ITocranosa Kabirety MinictpiB Ykpainu Bix 09.10.2020 p. Ne 1109 «Jeski
NUTaHHA 00'€KTIB KPUTUYHOL IHPPACTPYKTYPHY.

ITocranoBa Kabinery MinictpiB Ykpaiau Big 11.11.2020 p. Ne 1176 «iIpo
3atBep/keHHsT Ilopsiaxy mnpoBeacHHs omisgay cTaHy KiOep3axucTy KpUTHYHOL
iHpopMaIiiHOl 1HPPACTPYKTYPH, JAepXKaBHUX IHQOpMaLidBUX pecypciB Ta
iHpopmarii, BUMOTra OO0 3aXHUCTy SKOI BCTAHOBJICHA 3aKOHOMY.

Ilocranosa Kabinety MinicrpiB Ykpaiau Big 23.12.2020 p. Ne 1295 «/lesxi
nuTaHHs 3a0e3nedcHHs (QYHKUIOHYBAHHS CHCTEMU BHSBIEHHSA BpaziIuBOCTEH i
pearyBaHHs Ha KIOEpIHUMICHTH Ta KibepaTaku».

Ilocranosa Kabinery MinictpiB Ykpainu Biz 23.12.2020 p. Ne 1363 «Ilpo
peanizaiilo eKCNEpYMEHTAIILHOTO MPOEKTY ILOAO 3alpOBa/DKEHHSI KOMILIEKCY
OpraHi3alifHO-TEXHIYHUX 3aXONIB 3 BHABJICHHS BpPa3IMBOCTEH 1 HENOJIKIB Y
HaJAMTYBaHHI  iHQOpMaUifiHUX, TeNeKOMYHIKaUiMHHX Ta  1H(popMaliiiHo-
TEJIEKOMYHIKAIHHUX CUCTEM, B SIKMX OOpOOIAIOTBCA Aep)KaBHI iH(popMaiiHi
pecypcuy.

[locranoBa KabGinety MigicTpiB Ykpaidu Bix 29.12.2021 p. Ne 1426 «IIpo
3aTBepIKeHHs 11010XKeHHs TIpo OpraHi3alifHO-TeXHIYHY MONEeNb Kibep3axucry».



Hakaz Anminictpauii depxcnenss’sisky Binx 02.12.2014 p. Ne 660 «IIpo
3aTBep/yKeHHs TIopsiiKy OIiHKH CTAHY 3aXWIHEHOCTI Jep KaBHUX 1H(popMalliHuX
pecypcie B 1HpOpMaLiWHMX, TeJeKOMYyHIKalifHHX Ta  iHPOpMaliiHO-
TEJEKOMYHIKaliHHUX CHCTEMAax.

Haka3z Apminictpanii /lepxcneuss’s3ky Big 15.01.2016 p. Ne 20 «lIpo
3aTBepIKeHHA llopsliky CKaHyBaHHS Ha IIpeAMET Bpa3MBOCTI JepiKaBHHMX
iHpopMallifHUX pecypciB, po3MilleHuX B IHTepHETI», 3peecTpoBaHMii B
MiuictepctBi roctuniii Ykpaiau 05 nrororo 2016 p. 3a Ne 196/28326.

Haka3z Apminictpanii Hepxcneuss’ssky Bix 26.03.2007 p. Ne 45 «Ilpo
3arBepkeHHs lops/Ky OHOBIIEHHS aHTHBIDYCHHX MpPOrpaMHuX 3aco0iB, sKi
MalOTh IO3UTHBHHN EeKCIEepPTHUH BUCHOBOK 33 pe3yJbTaTaMH JAepKaBHOL
eKCIiepTH3u B cdepaxX TEeXHIYHOro 3aXUCTy iH(opmMallii», 3apeecTpoBaHUil B
Minictepersi toctuuii Ykpaiuu 10 xsithHs 2007 p. 3a Ne 320/13587.

Haxas Anmimictpaumii Hepxkcnenss’sizky Bin 06.10.2021 p. Ne 601 «Ilpo
3aTBEP/OKEHHST MeTOAUUHHX PEeKOMEHIAllii MoN0 MiABUILICHHS PiBHA KiOep3aXucTy
KpUTHYHO] iHQOpMailiifHOl iHppacTpyKTypH».

MixuaponHi cragaaptu y cdepax besnexn iHpopmanii, iHdpopMaiiHoi Ta

Kibepbe3nexy.
JlepokaBHI  HOpMAaTHBHI HOKYMEHTH Yy codepax Oe3nexkn iHdopMariii,
iHpopmariiinoi Ta KiOepOe3rexku, CTBOpeHHS 1 (YHKIIOHYBAHHA CHCTEM

ynpasniHHs iHdopMmaiiiinoro Oesnekoro (gam — CVYIb), KOMIUIEKCHHAX CHCTEM
3axucTy iHpopMmauii (nani — KC3l), rexnignoro 3axucty iHdopmauii (zani — T3I),
HOPMAaTHBHI NOKYMEHTH TEeXHIYHOIro 3axucry I1Hpopmauii (nami — HJ T3I),
rajry3eBi CTaHHAPTH BiJTIOBIIHOrO CIPSIMYBaHHS.

Hoxymentu National Institute of Standards and Technology United States of
America (nam — NIST USA) wono indopmaitiiinoi 6esnexu, kibepbesmexu, T3I,
CVIB.

[HON HOpPMAaTHBHO-NIPaBOBI, HOPMATUBHO-TEXHIYHI T4 HOPMATUBHI aKTH, SKi
pernaMeHTyloTh NHTaHHs Oe3nexu iHpopmauil B iHpopManiiiHO-KOMyHIKaLiHHIX
cuctTeMax Ta Kibepmpocropi.

4. 3arajibHi KOMIETEeHTHOCTI

YmoBRHE
NO3HAYEHNS

3arajibHi KOMIETEHTHOCTI

3K.01 3aTHICT XISTY COLIAJILHO BiANOBIJANBHO Ta TPOMAICHKO CBIIOMO

3K.02 3MaTHICTH 3aCTOCOBYBATH 3HAHHS Y IPAKTHYHHX CHTYallisX, pO3B’A3yBaTH
3aBJlanHs/3a0a4i Ta OpakTHIH] mpobreMu y npodeciiniil MisUTbHOCTI

3K.03 34aTHICTh OUIHIOBATH Ta 3a0€311eUyBaTH SKICTH BUKOHYBaHHX poOIT

3K.04 3nardicts 10 aOCTPaKTHOTO MUCIEHHS, aHAI13y Ta CHHTE3y, BUATHCS 1 OyTH
Cy4YacHO HaBYEHUM

3K.05 3paTHicTh OO aganTanii Ta Zil y HoBiM curyauil

3K.06 3aaTHICTE 10 BHOOPY cTparerii CnuIKyBaHHS, NMPAIlOBATA B KOMaH/II

3K.07 34aTHICTE CHINKYBATUCS PIIHOKO MOBOIO SIK YCHO, TaK 1 MHChMOBO, CIINKYBaTUCS
1HO3eMHOIO MOBOIO (TTepeBasKHO aHTTIMCHKOIO) Ha PiBHI, 10 3a0e3neyye
epeKkTUBHY Npodeciiny AANBHICT
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5. Iepeaix TpyaoBnx ¢QyHkuid (npodeciinux KOMMOETEHTHOCTEH 34
TPYAOBOIO Jic0 260 TPpynmoio TPyAOBHX Aifl, M0 HaJeXaTh A0 HHX), YMOBHI

MNO3HAYCHHSA

Yvmonue
NO3HAYEHHSA

Tpynosi pyHkuii

T
Hpodeciiini komnerenTROCTI (32 TPYA0BOIO
A€o ado rpynor TpyAOBHX Aii)

YmoBHe
MNO3HAYEHH

A

IpoexTyBanus
CUCTEM 3aXHUCTY
indgopmanii

3naTHICTL aHAMI3YBATH NMPOEKTHI OOMEXEHHS,
aHAM3yBATH KOMIIPOMICH Ta RETANbHHHN
IIPOEKT CHCTEMH, a TAaKOX PO3TJIiIaTH
HiATPHMKY 11 KUTTEBOTO LHIUTY

Al

3MaTHICTE POEKTYBATH anapaTHe
3abe3neden s, onepaniiini CHCTEMM Ta
NpUKJaHe MporpaMHe 3a0e3nedenHs s
HAJIEKHOI0 NOTpUMaHHs BUMOT Kibepbesneku

A2

Pospobnenns
KOMIIOHEHTIR
CHUCTEM 3aXUCTY
iH(popmarit

31aTHICTh PO3pO0IATH BAMOTH A0 HE3NeKH Ta
11 BpaxyBaHHS Yy BCIX CUCTEMAX 3aXHCTY
tH$popmatii abo NpUKIaAHAX NPorpaMax

b1

3[aTHICTE po3podnaTH cTparterii 3MeHIIeHHS
PU3HUKIB U1 YCYHEHHS BPas3JIMBOCTEH 13
ypaxyBaHHIM PEKOMCHAALIH LO0 3MIHU
3axofiB Oe3tiekd y cucTeMl a0 CHCTEMHHMX
KOMIOHEHTaX

b2

3naTHiCTE 3a6e3nedyBaTy, MO0 ASUILHICTS 13
UPOEKTYBaHHA Ta PO3BUTKY KibepbOesnexH (3
HalaHHAM (QYHKIIOHAXBHOTO OIIACY
BHPOBaDKEHHS Oe3nexkn) Oyila HaTeXXHUM
YRHOM 33JI0KYMEHTOBAHA 1| OHOBRIIOBANACS Y
pa3i notpedu

B3

OuiHIOBaHHA Ta
BIIPOBAIKEHHS
CHUCTEM 3aXHCTY
1HpopMaLil Ta ix
KOMIIOHEHTIR

3naTHICTD OLIHIOBATH cHCTEMH Kibepbe3nekn
abo npoayKTH, 010 COpHAIOTE Kibepbezneni

B1

3naTHICTE 3AIACHIOBATA 3aXOH 10O
TECTYBRAHHs Ta OLIHKY CHCTeM Oe3eKku Ta
cepTudikauiy

B2

31aTHICT BOPOBA/DKYBATH [IPOEKTH CUCTEMHU
Oes3riekH s HOBUX a00 HagBHHUX CHCTEM
3aXUCTY iHpopmanil

B3

Koopannanis
MiSUIBHOCTI 3
po3pobneHHs
CHCTEM 3aXUCTY
iHpopmarii

31aTHICTE 3O1HCHIOBATH TEXHIYHE
KEPIBHUUTBO NPOQPIILHIMY PO3pOOHUKAMH
CHCTEM 3aXUCTY {H(popmariil

It

31arHiCTE B3a€MOIISTH 3 KEPIBHUIITBOM,
TEXHOJIOMYHUMH Ta IHIIMMYU HIAPO3ALIAMU
MAIPHEMCTBA/Opradizamnii CTOCOBHO
TEXHOJIOTIYHHUX TIWTaHb BIIIOBLIHOTO

CIIPSAMYBAHHS

2

32AaTHICTH B3AEMOIATH 13 30BHIIHIMHU
NapTHEPAMH B MEIKaX BH3HAUCHHX
MOBHOBAXKEHDH

I3




6. Onuc Tpyaosux ¢pynxuid (TpyaoBi ¢yHkuil; npegmern i 3aco6u npani (o6aansanus, YCTATKYBAaHHSA, MaTepiajn,
NPOAYKTH, iHCTPyMeHT; npodecifini KommeTeHTHOCTI (32 TPYX0BOIO Ai€t0 260 rPyNOI0 TPYAOBUX Aiif), 3HAHHS, yMiHRS T2

HABHYKH)
IIpeameru i 3acobu Hpodeciiini
npaui (00/1aHAHHSA, |KOMIETEHTHOCTI (32
Tpynosi dpyuxiii yCTATKyBaHH, TPYA0BOXO Ji€to abo 3HauHs YMIiHBS Ta HABHYKH
martepiajd, NPOAYKTH,| TPyIo10 TPYAOBHX
IHCTPYMEHTH) Ajix)
A.TlpoextyBanns |HopmaTHBHI aKkTy, Al. 3gatHicTs Al.31. Konuemuii i mporoxonu [A1.¥1. BUKOpHCTOBYBaTH MO Ta CHMYALI]
CHCTEM 3aXHUCTY MPOEKTHA aHANI3yBaTH KOMIT IOTEPHHX MEPEX, AJIs aHati3y abo MPOTHO3YBaHHS MPOAYKTHBHOCTI
tadopmanii JIOKYMEHTallif, NIPOEKTHI METOA0JIOT1 3a0e3neqYeHns CHCTEMH 32 Pi3HHX YMOB €KCIUTyaTanii
OPOTOKOJH, CTAHAPTH (0OMEXEHHS, MepexeBol Ge3nexn Al.Y2. Bu3nauaty Ta OpiOpHTE3YBATH OCHOBHI
Ta cepTudikatu aHaJI3yBaTH A1.32. TIpunnuny xibepbesneku (cucremui Gynkuii abo nixcucTeMy, HeoOXiaHi

BLANIOBIHOTO
CHIPSIMYBAHHS;
KOMII'IOTEPHE,
pOrpaMHe Ta TEXHIKO-
TEXHONOIYHE
3a0e3IeUeHHs;
omnepauiiti cucTeMu;
IHTEepIpeTOBaHI Ta
KOMI1TBOBAHI MOBH
IpOrpamMyBaHHs,
KOMII FOTepHI
AJITOPHTMH,
Kpanrorpagpivnianro-
pUTMYU,

0a3u JaHUX;
iHCTpYMeHTH
TIPOEKTYBAHHS CHCTEM

3aXHCTY iBQopmauii

KOMIIpOMICHU T2
NETAbHUM TTPOEKT
CHCTEMH, A TAKOXK
posrnsanaT
MATPUMKY it
HKATTEBOTO LMKITY

T2 MPHABATHOCTI

A1.33. Kinacudikaris
kibep3arpos i BpasnuBocTel
A1.34. Knacudixauis
onepanifHHX HACALAKIB y
PE3yNbTaTi MOMUIOK
KibepOesnexu

A1.35. Homitiky, BUMOrH Ta
npouexypu 0e3nexy NaHIHKKa
HocrayadHs iHGOpMAHHIX
TEXHONOCIH Ta YIpaBIiHHS
PM3UKAMH JaHIIOKKA
NOCTa4aHHsA

A1.36. Ilpusnmmm ta MeToau
CTPYKTYPHOTO aHaizy

A1.37. TexHonoriusi npouecx
cucreM

A1.38. Mopeni cucremn

JUIS HATPHMKH OCHOBHUX MOXIMBOCTEH aGo
6i3Hec-QyHKIIR 3 METOK BiIHOBIEHHS a00
MOHOBJIEHHS MICIIA BIIMOBH CHCTEMH abo mix gac
BiIHOBJIEHHS CHCTEMH Ha OCHORBI 3arajibHuX
CHCTEMHHX BHMOT IIOJI0 De31epepBHOCTI Ta
JOCTYITHOCTI

A1.Y3. AganizypaTu noTpeGu Ta BUMOIY
KOPHCTYBAYiB 13 METOIO MIaHyBaHHd 1
IPOBEACHHS PO3POOKH CHCTEM 3aXUCTY
iHpopmauii

A1.Y4, Buznagaru norpebn B 3abe3nederui
Oesnexd cucteM iHGOpMaNiIHHAX TEXHONOTH
A1.YS. 3acTocoByBaty IpHHIAIH KiGepOesneku
Ipy GOPMYBaHHI BUMOT 1T {IPHEMCTBA/
opranizauii (CTOCOBHO KOHbIAEHIiiHOCTI,
HiTiCHOCTI, ROCTYNIHOCTI, aBTenThdiKanii i
HECIIPOCTOBHOCTI)

A1.Y6. BincrexyBatu cHCTEMHI BUMOTH 3




Oesnexu (Moens benna-
Jlamamymu, Moaeii
3abesrieueHHs HTicHoCTI «Bibay
1 Kimapxa-Bincona)

METOIO IPOEKTYBAHHS KOMIIOHEHTIB Ta
BHKOHYBaTH aHaJi3 HEAOJIIKIB pO3POOKH
A1.Y7. 3acToCcOBYBaTH IPOLECH YIIPABIIHHA
pu3MKamMu (METO/IM OLIHKH Ta 3HUXEHHS
PU3HKIB)

Al.¥8. 3acTocoByBaTH iHTEpIpETOBAHI Ta
KOMIIJIbOBAaH1 MOBH IPOTPaMyBaHH

A1.Y¥9. 3actocoByBaTy NMpOUECH MPOEKTYBAHHS
MepEX, BKIIOYHO 3 PO3YMIHHAM UiNel CHCTEMH
Oe3rnexy, onepaniiHux el 1 KOMIPoMiciB

A2. 31aTHICTH
OPOEKTYBATH
anapaTHe
3a0e3neueHH,
orepaniitHi CHCTEMHU
Ta NPUKIIAIHE
nporpaMye
3abe3neucHHa LA
HAJNEXHOTO
JOTPUMAHHS BHMOT
Kibepbesnexu

A2.31. Knacudixauis
KOMII'JOTEPHUX aIfOPUTMIB
A2.32, Knacudikanis
KPUITOrpapigHuX aIropuTmis i
IIPOTOKOIIB

A2.33, Tunu, 3MmicT 1 CTPYKTYPY
cucteM 0a3 jaHux

A2.34, EnextpoTexHika, sxa
3aCTOCOBYETHCH B aPXITEKTYpi
KOMIT}oTepa (APYKOBaHI IIaTH,
IpPOUECOPH, MIKPOCXEMU Ta
TeXHIYHE 3a0e3I1eUeHHs )

A2.35. TlprHuyng Ta KOHuemiii
MEPEKEBUX 3B’ A3KIB HA
JOKaNBHUX 1 MI00ATbHUX
PiBRAX, BKJIIOYHO 3 YIPaBJIiHHIM
NPOIYCKHOIO 3MATHICTIO
(Tpadixom)

A2.36. Maremaruka
(;torapudMu, TPUTOHOMETPIO,
NHIARY anreGpy, MaTeMaTHIHMI
aHam3, CTATHCTHKY Ta TEOPIkO

A2.Y1, Po3pobnsarn abo iHTerpyBaTd Bianmosianui
pe3epBHI CIIPOMOXKHOCTI ¥ 3aTaIbHI MPOEKTH
CUCTEMH, 3a0e3neuyBaTy BIAMNOBINHI TEXHIYHI Ta
TPOUEXYPHI Mponecu 1ist 6e3neUHOro
PE3EPBHOTO KOIIIOBAHHA CHCTEMH Ta
3aXHIIEHOro 30epiraHis pe3epBHUX JaHuX
A2.Y2. Po3pobnatu npoextH 3 xiGepGesnexn 3
METOIO 3aI0BOICHHS CreUUGiuHKX oliepaliiHmnX
notped i paxTopiB cepenoBrinia (YOpaBIiHAS
JOCTYIIOM, aBTOMaTH30RaHI NIPUKJIAHI
MPOrpaMHU, MepeXeBi onepatii, BHCOKI BUMOTH
OO0 WiNICHOCTI, HOCTYNHOCTI, GararopiBHEBOT
Oesnexu/ 06pobKM TaHUX, IO MAIOTh Pi3Hi
CTyNEHI CEKPETHOCTL, Ta 00pobky iHdopmanii i3
0COOIMBHM PEXUMOM 30epirants)

A2.Y3. OnucyBarh Ta BitoOpakaTy pilleHHs
LIOI0 BPA3/IMBOCTI CHCTEMHU Y IPOEKTH CHCTEM
(DOBiINEHHs PO BPa3NUBICTh CHCTEMM
Kibepbesnexn)

A2.Y4. IIpoekTyBaTy apXiTeKTypH Ta 3arajibHi
NPUHIMIOY QYHKUIOHYBAHHA 06’ €KTY
PO3polIIeHEA




ONTUMI3ALIT i aHasi3 onepanii)
A2.37. Konuenuii apxitekrypu
Ge3neKu Mepexi, BKIIOUHO 3
TOTIOJIOTI€I0, TPOTOKONIAMH,
KOMITOBEHTAMH 1 HPUHIHIIAMY
(mpuxnanHa cucrema
CIIETOHOBAHOTO 3aXUCTY)
A2.38. Kpunrosoris ta
KPUIITOAHAIR

A2.39. Teopis indopmarii
(KomyBaHHS IKepena, KaHaIbHe
KOJyBaHH:, TEOPId CKIAIHOCTI
ITOPUTMIB i CTUCHEHHA JIaHKX)
A2.310. Kounenuii
NapajleBHUX i PO3NOAiIEHUX
obuucnens

A2.311. 3acobu KOHTpOJIHO
HOCTYIY, BRAUTHBEI 10 PH3HKIB
1 3acHOBaH{ Ha nmoyiTHui
xibepbesexn

A2.312. [HCTpYMEHTH, METOH
T4 METOAMKH IIPOEKTYBaHHS
CHUCTEM, BKITIOYHO 3
aBTOMaTH30BaHUMU CHCTEMAMU
aHaizy Ta IHCTpyMEHTaMHt
IIPOEKTYBaHHS

A2.313. [nkeHepHi KOHLENLii
po3pobKH IpolfeciB i Mpoueayp
3aXUCTy Hopmartil

A2.¥5. 3acTocoByBaTH KOHUENIIT apXiTEKTYPH
Be3nexn Mepex, BKIIFOYHO 3 TOMOJIOTIEI0,
IPOTOKONAMHU, KOMIIOHERTAMH T4 IPHHIMIIAMH
(3aCTOCYHKH 3 CLIETOHOBAHHM 3aXHCTOM)
A2.Y6. InrerpyBary Ta 3aCTOCOBYBATH NOJIITHKY,
KA BIAMOBIAAE HUTSM Ge30eKH CUCTEMH

A2.Y’]. BEKOpHCTOBYBAaTH IPOEKTHE
MOJECTIOBAaHEA (YHIBEpCaTbHA MOBA
MOJIETFOBAHHSA)

A2.Y8. 3actocoByBaTH NPURIMIH Ta METOAH
KiOepOesIeKH, a TakoX opraHizaiiiyi BuMord
(oo 3abe3nevenHs KOH(GIAEUIMHOCT],
IiTICHOCTI, NOCTYNHOCTI, aBTeHTH(IKALT 1
HECIIPOCTOBHOCTI)

A2.Y9. 3acTOCOBYBATH TIPUHLIAIIH, MOJE],
IHCTPYMEHTH Ta METONY YNPaBIiHHS
MEPEIKEBUMH CUCTEMAMU (HACKPI3HUK
MOHITOPHHI IPOAYKTHBHOCTI CHCTEM)

A2.Y10. 3acTocoByBaTy iHCTPYMEHTH, METOAH 1
TEXHIKH [IPOEKTYBAHHS CUCTEM, BKITIOUHO 3
IHCTPYMEHTAMHU aBTOMATH30BAHOTO aHAMI3Y Ta
IPOEKTYBAHHS CACTEM

A2.Y11. [IpoexTyBaTd iHTErPaLilo anaparHHXx i
IIPOTPaMHUX PIIICHD

A2.Y12. 3acTocoByBaTH NPUHLIAIH CTIHKOCTI Ta
HAAMIPHOCTI B KOMIT'IOTEPHUX CHUCTEMAX i
CHCTeMax 3axucry indopmarii

A2.Y13. 3acToCOBYBaTH NIPAHIANK B3aEMOIIT
«THOMMHA-KOMIT I0TEP»

A2.Y14, 3acTocoByBaTH NPUHLIKIY CTBOPEHHA
cuctem 3axucry indopmanii (NIST SP 800-160)

b. Po3pobnenns

Hopmaruesi akty,

b1. 3gatHicTs

Bb1.31. lpusmny yupasitiHas

B1.V1. 3acrocoByBaTH Mponeaypy ypaslings
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KOMIIOHEHTIB
CUCTEM 3aXUCTY
iHpopmanii

POEKTHA
ROKYMEHTAIIA,
IIPOTOKONH, CTAHAAPTH
Ta cepTudikaru
BLAMOBIAHOTO
CTIPSIMYBaHHS;

KOMIT IOTEpPHE,

IpOrpaMHe Ta TEXHIKO~

TEXHONOTIYHe
3a0e3MEeUeHHS,
OIEpaliiiyi CHCTEMH,
IHTeprpeToBaHi Ta
KOMITiIbOBAHI MOBH
OporpaMyBaHHs;
KOMII TOTEPHI
AJITOPUTMH,
KpunTorpagiggianro-
PHTMH;

0asu JaHuX;
iHCTPYMCHTH
PO3pOOIIEHHS CHCTEM
3aXHCTy iHdopmartii

pO3pOOIIATH BUMOTH
zo 6e3nexy Ta 11
BPAaxXyBaHHSA y BCIX
CHCTEMAaX 3aXHCTY
irdopmailii ato
IPUKIAJAHAX
nporpamax

’KUTTEBUM IIUKIIOM CHCTEMH,
BKITIOUHO 3 3a0e31eueHHIM
0€e30eKH Ta eXCIulyaTauifiyol
OPUAATHOCT] IPOrPAMHOro
3a0e31eYeHHs

B51.32. Konuenuif
TEACKOMYHIKAIi i
(xoMyHiKaIi#HI kapany,
OI0IKeTyBaAHHA CHCTEMHUX
KaRaJiB 3B 543Ky, CIEKTPAsIbHA
€(PEeKTUBHICTS,
MYJIBTUIINEKCYBAHHS )

b1.33. Merozu arrentudikaiiii
JOCTYILY

b1.34. Trnu, 6ymory ta
XapaKTEPHCTHKY
MIKpONpONecopin

b1.35. lopsanok, npHHLIENH Ta
IPaBUIa YNpaBJIiHHS
MEPEXKEBUM JOCTYIIOM,
ineHTHIKALIEIO Ta JOCTYIIOM
(indpacTpyKTypa BIAKPHTHX
KITIOYiB, aBTeHTHhIKALS
00’€KTIB, BIAKPHTI
LIEHTH(IKATOPH, MOBA PO3MITKH
JJid KOHTPOMO 3aXUIIECHOCTI,
MOBa PO3MITKH /I HaIaHHA
OCHYT)

B1.36. Tumu, 6Gynosa Ta
XapaKTePUCTHKY OllepaliiiHux
CHCTEM

B1.37. Teopis ynparninas
MOTOKAMH B Mepexax (MpoToKOx

KoH(Irypauieio

b1.Y2. 3actocoByBaTn METOAH, CTRHAAPTH Ta
METOJUKH ]I ONHCY, aHATI3Y 1 NOKYMEHTYBaHHS
apXiTEeKTYpPH KOPIIOPaTUBHOI iHopmaliitol
rtexnonorii opranizauii (The Open Group
Architecture Framework [TOGAF), Department
of Defense Architecture Framework [DoDAF],
Federal Framework Architecture Framework
(FEAF))

b1.¥3. Po3pobnaty KOHTpOT Ge3nexy Ha OCHOBI
MPUBLMIIB { JOKTPHH KiGepbesneku

b1.¥4. Po3pobnstu Ta 3acTocoByBaTH 3acobu
KOHTPOJIIO ROCTYNY B CHCTEMAX 3aXHCTY
ingopmarii

B1.¥5. 3actocoByBaTy MoNiTHKM OE3NEKH Jio
IPHKIAJHAX TPOrpaM, sKi B3aEMOIFOTS OJIHA 3
OIIHOKO, IIPHKJIAJHUX IPOTPaM TAKHX K
Business-to-Business (B2B)

b1.Y6. Bupopaypkysaru ta igTerpysatu
METOJIONIONI XKUTTERBOTO WHKILY pO3pOOKY CHCTEM
(SDLC) (IBM «Rational Unified Process») y
cepenoBunie po3pobKu

b1.Y7. Pospobnsatu Ta MonudikoBysatu
CHCTEMH 3aXHCTY 1H(OpPMaIil, iXHI TPOTOTHIH 38
JIONOMOTOK0 POGOUUX Mozenei abo TeOPETHYHUX
MoJenei

b1.Y8. Po3pobasTu GyHkuil ynpasmiHas
KpunTOrpagiuHuMy KIIIoYaMu

b1.¥9. 36epirary, BigHoBIIOBATH T 06POGASTH
JaHi I aHaTi3y MOXJIMBOCTEM CHCTEMU T4
BHUMOT

b1.Y10. Po3poSiarty, inrerpysatu 1a
OHOBJIIOBATH NOKa3HUKH 3aXMIIEHOCT] CHCTEMH,
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YIIPABIiHHA TepeaaHHIM,
IPOTOKON MIXMEPEKEBOTO
OOMIHY JaHUMH, MOJENI
B33EMOJIT BIAKPHTHX CHCTEM,
0ibaiorexu iHdpacTpykTYpH
indopMaritHuX TEXHOIOTH,
IIOTOYHOI Bepcit)

b1.38. Mogeni po3poOxu
IPOrpaMHOro 3ade3neueHHs
(xacxazHa MoZAeNs, cripaibHa
MOJIEIIb)

b1.39. Texuonoris no6yaosu
NPOTrpaMHOTo 3a0e3NeyeHHs

ki 3a6e3nedyroTh KOHieHIIHHiCTD, WinicHICTD,
NOCTYHICTh, ABTEHTH(IKANIIO 1 HECIPOCTOBHICTh
Bb1.¥11. Po3poGasita KOHTp3ax0aH A
BUSBJICHHS PU3NKIB Oe3reku

b2. 3naryicts
po3pobsITH
cTparerii
3MEHUICHHS PU3HKIB
JUIS YCYHEHHS
BPA3MUBOCTEH {3
ypaxyBaHHIM
PEKOMEHIaLIH oo
3MIHH 3aXO/iB
Oe3neKu y cucTemi
abo cUCTeMHMX
KOMIIOHEHTaX

b2.31. Meroauky ynpasiinss
PU3HKaMU B JIAHIIOXKKY
nocrayanys (NIST SP 800-161)
b2.32. Cucremu ynpaBiiHHs
Oesnekoro inpopmariii

b2.33. Knacudixanis
KOHTP3aXOJiB Jilisl BUABIIEHUX
PHU3HKIB Ge3neku

b2.34. Mepe:xesi npoTokomny,
(TCP/1P, nusamMiytoro
KOHQITYpYBaHHS BY31iB,
CHCTCMH AOMEHHUX IMEH 1
TOCIYT, IO HATAIOTHCS
cly*0010 KaTanoris)

b2.V1. Po3poGusaTu ciieliafbHi KOHTP3aXoau 3
xibepOesnexu Ta cTparerii oM IKIIEHHS PU3HKIB
ZUIA CHCTEM Ta/ab0 NPHKIAIHUX TIPOrpam

b2.¥2. Po3pobiarH nnauu apapiigoro
BITHOBIICHHA Ta 6€3MepepBHOCTI onepalii Juis
CHCTEM, D10 PO3POONSIOTECS, Ta 3a0e3neyyBaTu
TECTYBAHHSA CHCTEM JIO 1XHBOT'O 3allPOBA/OKCHHS B
OPOAYKTUBHE CEPEROBHLIE

b2.Y3. Po3pobnsatu crparerii migiMizauii
PHU3UKIB st 3MEHIUEHHS BUTPAT, rpadiky,
OPORYKTUBHOCTI Ta PU3UKIB OE3EKH

b2.¥4. 3acrocoByBath npusnuny kibepbOesneku
1py GOpMYBaHHI OpraHizalifRUX BUMOT (SIKi
CTOCYIOTECSH KOHQIAEHIIAHOCTI, IIJIICHOCTI,
JIOCTYIHOCTI, aBTEHTHDIKAUIT | HECIIPOCTOBHOCTI)
b2.V5. BukoHyBaTu OLiHIOBaHHS PH3HKIB

indopmauiiiroi OGesrexu
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b3. 3narHicTh
3abe3nevyBaTh, o0
JiSUTBHICTD 13
IIPOEKTYBAHHS Ta
PO3BHTKY
xibepbe3nexn (3
HaJaHHAM
byHKIIOHANBEHOTO
orucy
BIPOBAIKEHHS
Oe3neky) Oyna
HAJIKHAM YHHOM
3aJOKYMEHTORAHA i
OHOBITIOBAIACH ¥
pasi motTpebu

b3.31. Ipurnuny ta MeTomu
3a0e3neueHHs Oesnexy
1HGOpMaLiHHHUX TeXHONOT1H
(Mepexesi expanun, JIM3,
IVI(ppyBaHHs)

b3.32. TIporpama xiracupikanii
idopmanii i npoeaypu i
POBKPUTTSL, SKi
BUKOPUCTOBYIOTLCS Ha
niAOpHEMCTBY/B OpraHizauil
b3.33. Knacudikanis ta
XapaKTepUCTHKH BOYIOBaHHUX
CHCTEM

b3.34. 3akosu, HopMaTUBHI
AKTH, IOJIITHKY TA eTUYH1
HOPMH, X 3B 430K 3
kibepbe3nekoio i NPHBATHICTIO
b3.35. Cniocobu yupapiisns
Ge3nedHoro koHdirypauicto
b3.36. OcHoBHU KOpTIOpAaTUBHOT
apxiTeKkrypu Gesmexu
iHdopmauii opra#izauii

b3.¥1. Po3poGnsty neTansuy npocKTHY
AOKYMEHTawio 3 O6e3reku s cnegndikanii
KOMITOHEHTIB Ta IHTephENCiB 3 METOK
MiATPAMKY TPOEKTY Ta PO3POGKH CHCTEMH
Bb3.¥2. Po3poGnaTu Ta Hajasaty BXIiaHi faui s
3abe3TeYeHHs IPOLECY 3arajbHUX IPHHUMIIIB
YIpasJiHHA PU3UKaMH Ta BIAMOBIAHY
JNOKYMEHTALIO (IITaHu 3a0e3MeHCHHS KHUTTEBOrO
LUKy CUCTEMH, KOHIEILISA ONeparii,
onepaniiiHil Mpoueaypu Ta HaBYadbHI Marepiaiy 3
TEXHIIHOTO 06CNyroByBanH)

b3.¥3. 3acTocoByBary Ha NpaKTULi 3HAHHS
KOPIIOPaTUBHO]I apXiTeXTypH Oe3nexn indopmanii
oprauizamnii

b3.Y4. Busnayaty KOMIOOHERTH Y €lEMEHTH,
posnoauaTH QyHKITiT Ge3mexy s HuX
€NEMEHTIB i ONHCYBATH B3a€MO3B’ I30K MIXK
eIeMEHTaMU

b3.VS5. 3actocoByBaru nponeaypy iHCTAANI,
iHTerpanii Ta ONTHMI3ALil KOMIIOHEHTIB CHCTEMH

B. Ouinrosanus 1a
BIIPOBAKEHHS
CHCTEM 3aXHCTY
iHdopManii ta ix
KOMIIOHEHTIB

HopmatugHi akTH,
MPOEKTHA
JIOKYMEHTAIIIA,
UPOTOKONH, CTAH/IapTH
Ta ceprudikaTi
BiIOBIIHOTO
CIIPSAMYBAHHS;

KOMII IOTEpHE,
IPOrpaMHe T4 TEXHIKO-
TEXHOJIOIUHE

B1. 3xarHicTh
OLHIOBATH CHCTEMU
Kibepbe3nexu a6o
HOPOJYKTH, LII0
CHPUSIOTH
xibepbesneni

B1.31. [Topsiaok oniHioBaHHS
BILTHBY Kibep3arpo3s Ha
NPUBATHICTb

B1.32. Cucremu KpUTHIHOL
iH(pacTpyKTypH 3
inpopmariiito-

KOMYHIKalli AHEM#I
TEXHONOTIIMHY, K1 Oyiu
po3podneH: 0e3 po3rsay
Oe3nexy cucTeMu

B1.¥1. TIpoBoauTH OMIHIOBAHHS BILTHBY
IPUBATHOCTI MPOEKTY Oe3MeK IPUKIIaHAX
IporpaM Ajs BiAIOBIAHUX KOHTPONiB Ge3nexd,
10 3axuIae KORGIACHIIIHHICTE Ta IIUTICHICTH
NEPCOHAIBPHHX 1ICHTHQIKANHHUX TaHUX
B1.Y¥2. IliareepmxyBaru ¢tabinbHICTD,
CYMICHICTB, IOPTATUBHICTH 1/a60
MaclITabOBAHICTD ApXITEKTYPH CUCTEMH
B1.Y3. BusBnsati cHCTeMyU KPATHIHOT

iHpacTpykTypH 3 iHpOpManifiHO-




3albesneyeHns;
orepauiitni Ta CUCTEMH,
iHTEpnpeTORAHI |
KOMIILTOBaH1 MOBH
IpOTpaMyBaHHS;

KOMII FOTEpHI
aNrOPUTMH,

KpPHUNTOT padidHI AT opr
T™H, 6a3¥ 1aHux;
IHCTPYMEHTH
TECTYBAHHS Ta OLIIHKY
CHCTEM 3axXMCTy
iHbopManii

KOMYHIKQIfHAMH TEXHOJIOTiIMH, s1Ki Oynu
crnpoekToBaHi 6e3 ypaxyBaHHs O€3reKu CHCTEMHU
B1.Y4. OminroBarn afgexsaTHicTs IPOEKTIB
CHCTEM 3axucTy i5dpopMartii

B1.YS. IlpoBonuTu nponenypy cKkaRyBaHHg
BDPA3NUBOCTEH | pO3Mi3HABAHHA BPA3MUBOCTEH ¥
cuCcTeMax 3axucTy indpopmarini

B1.Y6. OnintoBatu eexTHBHICTS 3aX0IB i3
KibepOesnexu, siKi BHKOPHCTOBYIOTHCH CHCTEMOIO
(cuctemamu)

B1.Y7. OuinioBarn 3arpo3u Ta Bpa3iuBOCTI
KOMIT FOTEPHOI CUCTEMHU (CHCTEM) IS PO3POOKH
npodinio pusnky He3nexu

B2. 3narsicts
3MIECHIOBATH 3aX01U
OJO TECTYBAHHSA Ta
OILIIHKK CUCTEM
Oesnekn Ta
ceprudikarii

B2.31. Bumoru 10 npouenyp
OLIIHKY Ta Banigauii cucTeM
3axucty iH(popmauii Ta
nepconany, NpuAHATI Ha
MAMPUEMCTBI/B OpraHisarii
B2.32. Craunapru Ge3ueku
NepCOHANBHUX
inedTadikaniiHuX JaHUX
B2.33. Cranaaptu Ge3nexu
J@HMX IHIYCTPIl IIaTiXHUX
KapT

B2.34. Craunapty Gesneku

MECJUYIHHX NEPCOHANIBHUX TAHUX

B2.35. Meroau TecTyBagHs
CHCTEM 3axucTy iHdopMalil

B2.Y1. Po3po6nsatu Ta HANPaBIATH HA PO3LIAL
NpoLeAypH TECTYBAHHS Ta 3aTBEPIKCHHS
CHCTEMH Ta JOKYMEHTALIIO

B2.¥2. TectysaTy Ta OLNIHIOBATH 3aXHINEH]
1HTepdelicu MK iHQOpMALIHHAMU CHCTEMAMIL,
bi3UYHIMH cHcTeMaMH i/a6o BOYIOBaHAMHU
TEXHOJOIISMH

B2.Y3. Buxonysarn aHajli3 pusHKiB (3arposu,
BPa3IMBOCTI T UMOBIPHOCTI BAHMKHCHHS )
H1opasy, Koy NpuKIajHa nporpamMa ado cucrema
3a3HAIOTH 3HAYHUX 3MIB

B2.V4. 3nilicHioBaTr origau Oe3nexku Ta
BUABJIATH IPOTATMHHE B apXiTEKTypi Oe3mexu
B2.V5. Bussnatu cucteMsi npobiiemn Oe3nekn
Ha OCHOBI aHamM3y JaHUX BPas3IHBOCTEH i
KoHbiryparii

B2.Y6. 3abe3neuyBary, o0 pexoMeHI0Bani
OPOLYKTHU BiANOBIIANK OpraHi3alliiHAM BUMOTaM
OO IXHBOI ONIHKH Ta 3aTBEPANKEHRS
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B2.¥7. IlpoBonuty aynaTi/Oriisiiyu TEXHIYHIX
CHCTEM

B2.Y8. AnanizyBaty TecTOBI J1aHi

B2.Y9. lleperoauTy AaHi Ta pe3yasTaTu
TECTYBaHHS B OLIIHKOBI BHCHOBKH

B2.¥10. [TpoBouTi ckaHyBaHHS Bpa3MBOCTEH i
PO3MIi3HAHHS BPA3TMBOCTER Y cHCTEMaX Oe3neKn

B3. 3narHicTs
BIPOBA/UKYBATH
HPOEKTH CUCTEMH
Oe3nexy s
HOBHX abo
HASBHHX CHCTEM
3aXHUCTY
indopmarii

B3.31. Cnocobm Bu3HAYEHHS Ta
CKEPYBaHHS BUITPABJICHb
TEXHIYHHX FTPoOIIEM, o
BHHUKAIOTh ITPH BOPOBA/KEHH]
HOBMIX CHCTEM

B3.32. Koruenuii ynpasiiHHs
HOCIAYTaMHM /IS MEPEeX i
BIAMOBIAHUX CTAHAAPTIB
(6ibmiorexa iHbpPacTpyKTYpH
iHpOPMAIITHHX TEXHOIOTIH
(ITIL)

B3.¥1. BripopanxysaTu 3axuineHi intepdeiicu
MIX IHGOpMAIHHAMY CHCTeMaMH, QI3HYHAMHA
cHcTeMaMH i/abo BOYZOBAHUMH TEXHOJIOTIIMH
B3.V2. Po3pobnsiti HACTaHOBH KlieHTaM abo
KOMAaH/aM BIIPOBA/DKEHHS [0JI0 BIPOBAKEHHS
PO3pOOTIEHHX CHCTEM

B3.V¥3. 3a6esneuysatu BUMOTH 10 Ge3neKu
npo¢insHEX IpeaMeTis 1 3acobis npaii
IPOTATOM YCBOTO NMPOLECY 3aKyITiBeib

B3.Y4. 3abes3neuyparty BXIHI JaHi s IaHIB
BIIPOBAKECHHS Ta CTAHNAPTHI onepainiiHi
NPONEYPH, SKi CTOCYIOTBCS CHCTEM 3aXHCTY
iHdopmanii

B3.YS. Brnpopamxysath 1is cucTeM i/abo
IpOrpaM crenianbHi KOHTP3axoau 3
kibepbesnexn

I'. Koopnuuauis
JiSTBHOCTI 3
po3pobneHHs
CHCTEM 3aXUCTy
irdopmauii

Tocagost IHCTPYKIIT Ha
nocany po3poOHHKIB
CUCTEM 3aXHCTY
indopmanii,
KCpIBHUIITBA,
IHCTPYKII] Ta
HOpPMATHBHI aKTH
poGoToaaBIA, AKi
3aCTOCOBYIOTECS ISt

I'l. 3xarmicts
3AIHCHIOBATH
TEXHIUHE
KEPIBHHUIITBO
npodUTEEIMHI
PO3pOOHUKaMHU
CHCTEM 3aXHCTY
iadopmarii

I'1.31. KepipEHiTBa/HacTaHOBH,
(HCTPYKUIT Ta/4e HOpMATHBHI
aKTH poOOTOAaBUS, AKI
3aCTOCOBYROTHCA IR Opradizaui
Ta KOOPAWHAII AisTEHOCTI 3
PO3pOOIICHHS CHCTEM 3aXHCTY
iHbopMaIil

I'1.32. ITocanosi incTpyxuii a
nocaayu po3poOHHKIB CHCTEM

I'1.Y1. Bparr yuacTs y KOOpAMHALIT KOMILIEKCY
poGiT 13 cBOEYACHOI Ta SKICHOI HiArOTOBKH
PO3POOIEHHS CHCTEM 3aXUCTY 1HdOpMALlil
I'LY2. Torysatu ciy00Bi 3anKCKy Ta
JOKYMEHTAllI0, HEOOXIOHY /IS HaBYAHHS/
nigBueHEs KBatigikaiii nianopsaKoBannx
PO3pPOOHUKIB CHCTEM 3aXUCTY iH(pOpMalil
BIINOBIIHOTO CTPYKTYPHOI'O i APO3ALLY

i ANPHEMCTBA/Oprani3amii
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oprasnizauii Ta
KOOpAMHalll ZiAABHOCTI
3 PO3pOOIIEHHS CHCTEM
3aXUCTY 1HPOPMAILT;
HOPMATHBHI aKTH
poboTonaBLs 3 NHTaHb
B3a€EMOJIT 3
KEPIBHHLTBOM,
TEXHOJOTIYHHMH T4
IHIIWMY TiAPO3iIaMu
HIpHEMCTR/
oprasizami o0
PO3poOIeHHs CHCTEM
3aXUCTY iBdopMaii;
CTPYKTYypa
T1JJIPHEMCTBE/
oprauizaiyi,
TIONOXKEHHS PO
CTPYKTYPHi IiApO3ALIH
MiAPHEMCTBA/
opran3aii;

NOPSIOK 1 THTIOBI
BUMOTH /IO IPOBEICHHS
AiOBUX/KOMepIiHHUX
TIEPEMOBHH;

TOPSNOK pO3podIIeHHS
Ta BUKOHAHHS
JOTOBIpHMX poOIT 1iis
30BHIMHIX HAPTHEPIB

3axXMCTy 1HpOpMAIi]
I'1.33. OcHoBu ynpasiings
TEPCOHAIOM

I'2. 3narHicTs
B33€MOMISITH 3
KEPIBHMLTBOM,
TEXHONOTTYHAMH Ta
IHIHMH

M APO3ALTaMut
mijpueMcTBa/
opragizanii
CTOCOBHO
TEXHOJOTIYHHX
TUTaHb
BIANOBIAHOTO
CHpSIMYBaHHS

I'2.31. Crpykrypa, po3nmoin
QyHKLiM MUK KepiBHHKaMH,
TIANOPAAKOBAHICTD IMIAPO3HINiB
IiAIpUeMCTRA/Oprafisanii
I'2.32. [lonoxenns nupo
CTPYKTYpPHI IAPO3ALNH
nignpueMcTBa/Opranisanii,
3a/lifHi B COUTGHOMY BUKOHAHHI
TEXHOJOMYHEX i
(YHKHIOHATHHAX 3aBAaHb
I'2.33. Hopmatussi akta
poboToraBud 3 IUTaHb
B3a€MOJIT 3 KEPIBHUUTBOM,
TEXHOJIOTIYHMMU T2 IHIIEMU
TAPO3ALUTaAMH [TAPHEMCTBA/
oprauizauii

I'2.¥1. ¥Y3rokyBaty moBiIOMIIEHHES 13
3alHTEPeCOBAHNMU CTPYKTYPHHMHA [iAPO3IijiaMu
Ta BiAMIOBIIATbHEMH TIOCATOBAME 0c00aMH LOKO
3MIH [IPOEKTHOT JIOKYMEHTAII{ 3 po3pobnens
CUCTEM 3aXucTy indopmarii

1'2.Y2. Torypatu, o0IpyHTOBYBATH Ta
ONPHIIONHIOBATH MPONO3UIT IOI0 MOKPAIEHHS
B CTPYKTYPHOMY MiApO3/ii/Ha MANPUEMCTBI/B
opragizamil po3pobiaeHHS CUCTEM 3aXHCTY
iHpopmanii

I"2.Y3. T'otyBaTul ROKYMEHTALIIO, HEOOXIAHY Jiis
3abe3neyenHs Oesnepebiifnol poboTu
3aKpIIJICHOTO CTPYKTYPHOrO Miapo3ainy/rpymu/
JNBHHALI

I'3. 3parwicTe
B32EMOJIATH 13
30BHILIHIMU
NapTHEpaMH B
MEaX BH3HAYEHUX
TIOBHOBAaXEHD

I'3.31. OcuoBu
KOMYHIKAI[IHHOr O MEHEKMEHTY
I'3.32. OcHoBY A1/10BOT €THKH
I'3.33. Ilopsazrox 1 THOOBI
BUMOT'H JI0 IPOBEJACHHS TINOBHX/
KOMEPIIHHNX NePeMOBUH

I'3.34. Iopsinox po3pobienns ta
BHKOHAHHS JOTOBIPHUX poOiT
JUI 30BHIUIHIX TIAPTHEPIB

I'3.¥1. Crinxysartucs i3 30BHILHIMA
NapTHEPaMH IHOAO ITHTaHb PO3POOIEHHS CHCTEM
3aXUCTY 1HGOPMAIT ZOCTYIHEMY 3acobaMu
KOMyHIKaLii

I'3.¥Y2, Bpatu ydacts y BiloBUX/KOMEPUiMHMX
NepeMOBHHAX 13 30BHIIUHIMU NapTHEpamMu
F3.¥3. CynporomxyBary 1orosiphi po6oTs i3
30BHIMIHIMU IapTHEPAMHU
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7. Mani p1on0 po3poGieHHs Ta 3aTBepl:KeHHs npodeciiHoro cravaapry
7.1. Po3pobuux npodeciiinoro cranaapry
HepxaBna cryx0a cnewialbHOro 38° A3Ky Ta 3aXuCTy iH(popMallil Ykpaiuy.

Cxiaa poGouol rpynu:

Koniomox Ceprii MuxonaioBu4, KepiBHUK poOouol IpynH, 3acTyIHUE
HaYyaJbHHKa HCTUTYTY (3 HaykoBoi poOOTH) JHCTUTYTY cleuiaisHOro 3B SA3KY Té
3axucTy iHQpopmanii HauioHanbHOro TEXHIYHOro YHIBEPCUTETY YKpaiHK
«KuiBcbku#l monitextiuaui iIHCTHTYT iM. Irops CiKOpChbKOTron;

BoakoBa Kcenin MukonaiBna, 3acTynHuK HadalbHHAKA YIIPaBIIiHHS
IPAaBOBOIO CIHiBpOOITHANTBA 3 MIKHApPOJHHMH OpraHizaligsmu JlenapTaMeHTy
MDKHapOJHOro npasa MiHictepcTBa rocThIII YKpainy;

Boponos Bixtop PomanoBu4, IpoBifHMH KOHCYJIBTaHT 2 BIIALLY
2 ympaBniHHs  [lemapramenty — 3axucry — iHQopmanii  AxMiHicTpani
Hepxcnenss’s3Ky;

I'naviok Cepriii  JleoHiZoBHY, TONOBHHH  KOHCYJBTZHT  BLIALIY
indopmanifinol OGe3mexu Ta kiGepbesnmeku lleHTpy O6e3meKOBHX HOCIHIUKEHE
HarnioHansHOro iHCTUTYTyY CTPATETiYHMX HOCHTiKEHb;

Ionosko Slpocaae BoyioaMMHPOBHY, NPORIAHKNA KOHCYIBTAHT 3 BIAALTY
3 ynpaBiiHHA JenapTaMenTy 3aXUCTy ingopmanii AnmiRicTpailii
Hepxcnensp’s3ky;

IBanyenxo €prenia BikropiBHa, npodecop xadpespu  OGesneky
indopmaiiiiiux rexsonorii HanionanpHOro agiallifHoro yHiBEpCUTETY;

Kopuaeiiko Onexcanap BacuanoBu4, 3aBixyBau xadeapu iHpopMmamiAHU>
TeXHoNori# Ta kibepbesnexu HapuansHo-HaykoBoro iHcTUTYTy Ne | Hanionaneno
aKajzieMii BHYTPIIliHIX CIIpaB;

Jlebenenxo Kipa CepriiBaa, nupexrop TOB «CEK’IOPHUTI EKCIIEP”
I'PVIT EKEEMI»;

Jykosa-Uyiiko Haranis BikropiBHa, 3aBigysau kadegpu xadenp
xibepbesneku Ta 3axucty indopManii KHIBCHKOro HaLiOHANBHOTO YRIBEPCHTET
im. Tapaca lllepyenka;

Ma3zyp Hartans BojoaumupiBsa, 3aBimyroua BiJUIiJIOM OpraHizaiifiH¢
npasoBoi pobotu IIpodcninku npariBHUAKIB 3B’ 43Ky YKpaiHu;

Haciéyanina Onabra CepriiBea, KepiBHUK HampsAMKY 3 PpO3BHTI
npodeciiEnx HaBuuok 3 kibepbesmexu [Ipoexty USAID «Kibepbesne
KPHTHYHO BaXJIMBOI iHQPpaCTPyKTYypH YKpaiHu»;

Hesapa Jlinia Mmuxa#aiBHa, KepIBHHK HaBYalbHO-METOAWYHOTO HEHT]
ronoBa npodcninkoBoi opraxizamii I'pomancekoi opranisanii «YxpaiHCh
axazneMis Kibepbesnexn»;

Iasnenko Bosoanmup AnartodaiiioBud, gupektop I pomMaaceKoi opranisa
«I'nobansHui neHTp B3aeMoil B KibepnpocTopi»;

Iasok Anapiii BanepiitoBnw, Bine-npesujieHT ['poMazacskoi opramisé
«YKpalHchKa akageMis kibepbesnexu»;

Heauenko €prenili MmukonaioBMY, KepIBHHK BifAUTY BIPOBAIXKE
cucremu 6e3neku TOB «IHTACHUCTEMC»;
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Pudoxa Muxaiino CepriiioBru, 3aCTyIHHK HavyainbBUKa YNOPaBIIHHA -
HayabHHK 1 Bigaury S5 ympaBniHHg [lenapramMenTy 3axHcTy iHQopmanii
Anminictpanii Jepxcneiss’ s3Ky;

¥Oxin Ounexcanap KocraeTHHOBHY, ydeHUH cekperap JleprkaBHOroO
HayKOBO-IOCIHOTO IHCTHTYTY TeXHONIOTIH KiGepbesnekn Ta 3axucty iHpopmaii.

7.2. Cy6’exT nepesipku npodeciiinoro crasaapry
HanionansHe areHTCTBO KBasTidhikauii.

7.3. laTa 3aTBepkenHs npodeciiinoro cranaapry

oiaff,mm%e@zOZZ POKY.

7.4. PexoMeHJ0OBaHA JaTa HACTYUHOTro wneperasaay npodeciiyoro
CTAHJAPTY
45 2027 poxy.

3actynHuk ["onoBu Jepxcnenss’ a3ky,
KEePpiBHUK KOMIUIeKCHOT pobodoi rpynu
3 po3poOku npodeciiHuX CTAHNAPTIB

Opuragnuii reHepa Onexcauzp ITOTIN




