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The scheme of interconnection of the structure with CCIS,
on the example of organizations in the transport sector
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2nd LEVEL. Critical cyber infrastructure system - a set of
interconnected elements that are connected into one whole, the
correct functioning and interaction of which significantly

affects the cyber security of the state over a period of time.
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"« Structural-logical scheme of SCPS
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'—hysical schemeof SCPS
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" =St and logical scheme of threats to SCPS
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sl Formal description of the Concept

— threats of the internal contour, taking into account the hybridity and

synergy of threats for the 1st platform — social networks:
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hybrid C.1,4,Au, Af synergpjatorm SYNET &1 platform SYNETr &y platform
ﬂW SS ISL A W SS ISL Au ﬂW SS ISL Inv
Synerglplatform Synerglplatform Synerglplatform

— threats of the internal contour, taking into account the hybridity and
synergy of threats for the 2nd platform — cyberspace:
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hybrid C’I’A'AuvAfSynergZplatform SYNerg platform SYNEr g pplatform
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— threats of the internal contour, taking into account the hybridity and synergy
of threats for the 3rd platform — cyber-physical systems:
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" o Formal description of the Concept

General assessment of threats of the internal contour, taking into
account the technologies of the socio-cyber-physical system
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General assessment of threats of the internal contour, taking into account the form of
ownership of the elements and technologies of the socio-cyber-physical system

WICPSS :WCPSS UW CPSS UWICPSS

SI-general ISI—private. ISl-state S I—corporativ !

General assessment of threats of the internal contour, taking into account the technologies of
the socio-cyber-physical system
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General assessment of threats of the internal contour, taking into account the form of
ownership of the elements and technologies of the socio-cyber-physical system
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sl Formal description of the Concept

generalized assessment of a multicontour security system, we use the formula
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inal ISI-general

UW CPSS
E

SI—general

general (current) level of socio-cyber-physical systems security based on
wireless mobile technologies is described by the expression:
— for additive convolution

security
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LWCPS.S = LISLZSZ (I'Aﬁj X'BU)+ LESLZZ(IA‘J X'Bij )
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— for multiplicative convolution
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pi — a metric of the ratio of time and information
confidentiality degree for an asset (critical — 1,0; high — 0,75;
medium — 0,5; low — 0,25; very low —0,01)




Ensuring security in mobile wireless channels based on KNX
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Ensuring security in mobile wireless channels based on KNX
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"  «IThe possibilities of quantum computing

Comparative analysis of factorization complexity for

classical and quantum algorithms
Module The num- The com- The com-
size N, ber of re- plexity of plexity of
bit quired the quantum | the classical
qubits 2# algorithm algorithm
43’
512 1024 0.54-10° 1.6-10%°
3072 6144 12-101° 5-10%
15360 30720 1.5-1013 9.2-10%°

The complexity of implementing the Shore method of
discrete logarithm of a group of EC points

Algorithm for calculating the discrete logarithmic

equation
The size off Number of re- Complexi- Complexi-
: : ty of the
the order off  quired qubits nantum ty of the
the base | fin)=7n+4logn+1 quan! classical
point, bits 0 algorithm algorithm
’ 360n°
163 1210 1.6x10° | 3.4x10*
256 1834 6x10° 3.4x10°8
571 4016 6.7x101% | 8.8x10%
1024 7218 3.8 101! | 1.3x10%*




" - «NRGstGlantum security algorithms
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Comparative characteristics of wireless and
mobile Internet technologies

Provision of security services

The degree of information

Technology secrecy (B;)
C I A|lA | B 1,0 {0,75| 0,5 [ 0,25 0,01
LTE (4G), LTE (5G) — — + |+ | | = _ _ _ _
IEEE 802.11 ac (Wi-Fi 5) — — + |+ | A+ | - — _ _ _
IEEE 802.11ax, Wi-Fi 6+KNX —+ | -+ | + |-+ | -+ | - — _ + +
IEEE 802.16+KNX —+ | A+ |+ | | | - — — + +
IEEE 802.16m (WIMAX2) —+ | =+ |+ | | o+ - _ _ + +
IEEE 802.15.1 Bluetooth 5+KNX —+ |+ | + |+ | | - _ _ + +
IEEE 802.15.4+KNX —+ | =+ |+ | =+ | -+ | - — _ + +
Mobile technologies+ CCC EC(MEC) + + + + + + + + + +
Mobile technologies+ HCCC EC(MEC) + + + + + + + + + +
Mobile technologies+ CCC na LDPC + + + + - — ~ + + +
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" B ERSUring security in a smart city
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" SIS ErsUring secuty in a smart city

Creating an MVP
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" SIS ErsUring secuty in a smart city
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Thank you for attention !
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