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1st LEVEL. Critical infrastructure - systems, networks and 
(or) individual facilities, the deliberate or accidental failure of 
which can potentially lead to irreparable consequences for the 
stable development of the economy and political processes in 

the country, social welfare and public health.

Banking and finance

Health care

Transport Energy

Water supply

Defense-industrial complex Telecommunications
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2nd LEVEL. Critical cyber infrastructure system - a set of 
interconnected elements that are connected into one whole, the 
correct functioning and interaction of which significantly 

affects the cyber security of the state over a period of time.

3rd LEVEL. An object with critical cyber infrastructure - is an 
element of a system with critical cyber infrastructure, the 
cyber impact of which leads to a decrease in its level of cyber 

security against cyber threats
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System of interbank electronic 
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system Trunk telecommunication 
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communication networks, 
national Internet

SCADA on production processes at 
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The scheme of interconnection of the structure with CCIS, 

on the example of organizations in the transport sector
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Social networks and messengers
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Structural-logical scheme of SCPS
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Security Development Lifecycle 

(SDL) (ISO 27018)

Infrastructure as a Service 

(IaaS) and Platform as a Service 

(PaaS) capabilities

Application Services 

Azure Active Directory Domain 

Services
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web resources

distributed storage

distributed computing
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Structural and logical scheme of threats to SCPS



– threats of the internal contour, taking into account the hybridity and

synergy of threats for the 1st platform – social networks:

Formal description of the Concept

1platform 1platform 1platform

1platform 1platform 1platform
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,
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– threats of the internal contour, taking into account the hybridity and

synergy of threats for the 2nd platform – cyberspace:

2platform 2platform 2platform

2platform 2platform 2platform

hybrid , , , ,

,
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– threats of the internal contour, taking into account the hybridity and synergy 

of threats for the 3rd platform – cyber-physical systems:

3platform 3platform 3platform

3platform 3platform 3platform

hybrid , , , ,

,
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Formal description of the Concept

General assessment of threats of the internal contour, taking into 

account the technologies of the socio-cyber-physical system

1platform 2platform 3platformhybrid , , , , hybrid , , , , hybrid , , , ,

CPSS SS ISL СS ISL CPS ISL

ISL С I A Au Af synerg С I A Au Af synerg С I A Au Af synergW W W W=

General assessment of threats of the internal contour, taking into account the form of 

ownership of the elements and technologies of the socio-cyber-physical system 

general private. state corporativ
,CPSS CPSS CPSS CPSS

ISL ISL ISL ISLW W W W=

General assessment of threats of the internal contour, taking into account the technologies of 

the socio-cyber-physical system

1platform
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hybrid , , , ,
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CPSS SS ESL
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СS ESL CPS ESL

С I A Au Af synerg С I A Au Af synerg
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=

General assessment of threats of the internal contour, taking into account the form of 

ownership of the elements and technologies of the socio-cyber-physical system 

general private. state corporativ
,CPSS CPSS CPSS CPSS

ESL ESL ESL ESLW W W W=



Formal description of the Concept

generalized assessment of a multicontour security system, we use the formula

general generalfinal .CPSS CPSS CPSS

ISL ESLW W W=

general (current) level of socio-cyber-physical systems security based on

wireless mobile technologies is described by the expression:

− for additive convolution

( ) ( )
security

3 12 3 12

1 1 1 1

.CPSS
ij ijISL A ij ESL A ijW

j i j i

L L I L I 
= = = =

=  +  

− for multiplicative convolution

( ) ( )
security

3 12 3 12

1 1 1 1

1 1 1 .CPSS
ij ijISL A ij ESL A ijW

j i j i

L L I L I 
= = = =

   
= − −   −    

   
 

βi – a metric of the ratio of time and information

confidentiality degree for an asset (critical – 1,0; high – 0,75;

medium – 0,5; low – 0,25; very low – 0,01)



Ensuring security in mobile wireless channels based on KNX
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Ensuring security in mobile wireless channels based on KNX
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the possibilities of quantum computing



Post-quantum security algorithms

cX
*
= i × GX + e 

Private key G, X, P, D

Public key

Gx = X × G ×  P × D

Formation of 

key data

В

X
-1

, P
-1

, D
-1

А

c` = cX
*
 × D

-1
 + P

-1
 

c` = i` × G + e`

i = i × X
-1

cX
*

i

Encryption
Decryption

Protocol

Secret key a1,  , an

Session key

 |IV1|, е

McEliece crypto-code construction on the EC

SX = e × HX
T
 

Private key H, X, P, D

Public key

Hx = X × G ×  P × D

Formation of 

key data (ЕС)

B

X
-1

, P
-1

, D
-1

А

SX = cX
*
 × HX

T
 

c` = cX
*
 × D

-1 
× P

-1

c` = i` × G + e`

e = e` × P × D

i

SX

Encryption Decryption

Protocol

Splitting of non-binary 

equilibrium vector  on 

positional and binomial  

vectors( )1
w

B PA A q A=  − +

Convert error vector 

to plaintext

е

е

Niederreiter crypto-code construction on EC

Splitting of non-

binary equilibrium 

vector  on positional 

and binomial  vectors

Session key |V1|

Secret key a1,  , an

External safety loop

LTEWLAN4-5GGPRS/

EDGE

Server for Real-Time 

communication

Streaming 

server
Data server Control system 

– Policy server

Internal safety loop

Targeted 

Cyber 

Threats

IS threats

SI 

threats

Special 

services 

access

Cyber

threats



Technology

Provision of security services
The degree of information 

secrecy (βi)

C I A Au B 1,0 0,75 0,5 0,25 0,01

LTE (4G), LTE (5G) – – + –/+ –/+ – – – – –

IEEE 802.11 ас (Wi-Fi 5) – – + –/+ –/+ – – – – –

IEEE 802.11ax, Wi-Fi 6+KNX –/+ –/+ + –/+ –/+ – – – + +

IEEE 802.16+KNX –/+ –/+ + –/+ –/+ – – – + +

IEEE 802.16m (WiMAX2) –/+ –/+ + –/+ –/+ – – – + +

IEEE 802.15.1 Bluetooth 5+KNX –/+ –/+ + –/+ –/+ – – – + +

IEEE 802.15.4+KNX –/+ –/+ + –/+ –/+ – – – + +

Mobile technologies+ ССС ЕС(МЕС) + + + + + + + + + +

Mobile technologies+ HССС ЕС(МЕС) + + + + + + + + + +

Mobile technologies+ ССС на LDPC + + + + + – – + + +

Comparative characteristics of wireless and 

mobile Internet technologies



Information Protection System 
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Ensuring security in a smart city

https://www.calltools.ua/



Ensuring security in a smart city
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Ensuring security in a smart city
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Thank you for attention !
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