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MINISTRY OF EDUCATION AND SCIENCE OF UKRAINE
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academic-professional program
o .
Xapy; i+ Cybersecurity
knowledge
ing first (bachelor's) level field 12 Information technologies
(pieeHs BUWIOT OCBITH) (code and name of knowledge field)
Bachelor of
specialty - 125 Cybersecurity and information protection Qualification Cybersecurity
Term of study 3 years 10 months

Form of study full-time

I. Schedule of the educational process

complete secondary

on the basis of education
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Marking: _
Theoretical study Theoretical and practical training [ A | Defence of qualification work [ V Jvacation
C |Crediting week Practioe Unified state qualification exam
Examination period | D |Preparing a qualification paper and/or exam | 1 |Certification exam i
=
Il. Consolidated time budgets (in weeks) lil. Practice IV. Attestation
Theoretical | Examinatio Performing ) Duration Activities Numl::;doi::cm Semester
Year study n period Practice | Attestation qualification wark Vacation Total Type of practice (weeks) Semester - ==
Preparing a qualification

1 32 2 12 28 Industrial ] % paper andfor exam

L 32 4 12 48 Techrialopical 4 hd Defence of qualification

1] 28 4 12 44 work

IV 28 4 2 3 37 Certification exam
Total 120 16 2 39 177 Unified state 30 8

qualification exam t
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CURRICULUM CONTENT

KH-1124i

first (bachelor's) level training: 125 Cybersecurity and
3a cneujianbHicTO information protection
Total number
Ne by order Name of discipline ECTS credits Hours Semesters D::’ca::;e
Exam Cr.Test
1 2 3 4 5 6 7

1 Compulsory educational components 163.0 4890.0 67.92%
1.1 General training 57.0 1710.0 35%
3M1 History and culture of Ukraine 4.0 120.0 1 310
3Mn2 Foreign Language 4.0 120.0 8 7 273
3M3 Ukrainian as a foreign language 12.0 360.0 6 3-5 275
3N 4 Physics 6.0 180.0 1 168
3M5 Fundamentals of humanitarian and phil phical knowledge in professional activity 4.0 120.0 3 307
3N 6 Higher math i 12.0 360.0 2 1 324
3 Physical training 6.0 180.0 2-4 302
1.2 Special (professional) training 106.0 3180.0 65%
Ccr1 Introduction to the specialty. Introductory practice 3.0 90.0 1 328
cn2 Basics of programming 4.0 120.0 1 328
Cra3 Information and coding theory 3.0 90.0 1 328
Cn4 Legal regulation of cybersecurity 4.0 120.0 2 328
Crs Algorithms and data structures 5.0 150.0 2 328
Ccrne Physical bases of technical intelligence means 5.0 150.0 2 328
cnz Information security of the state 3.0 90.0 2 328
cns Fundamentals of social engineering 4.0 120.0 3 328
Cro9 Mathematical foundations of cryptology 4.0 120.0 3 328
cn1o Programming technologies 5.0 150.0 3 328
cr11 Computer networks 5.0 150.0 3 328
Crni12 Operating system architecture and security 5.0 150.0 4 328
Cr13 Programming tools 6.0 180.0 4 328
Cn 14 Basics of cryptographic protection 5.0 150.0 4 328
Cr15 Fundamentals of building and protecting microprocessor systems 4.0 120.0 5 328
Crn 16 Fundamentals of mathematical modelling of security systems 4.0 120.0 5 328
cr17 Basics of steganographic information protection 5.0 150.0 5 328
Crn18 Security in information and communication systems 4.0 120.0 5 328
Cr19 Web application development 6.0 180.0 6 328
CIn 20 Integrated information security systems 4.0 120.0 7 328
Ccr21 Security of Internet things 3.0 90.0 7 328
Cn 22 Web security 4.0 120.0 7 328
Cr23 Comprehensive training 4.0 120.0 8 328
CIn 24 Antivirus protection of information 4.0 120.0 8 328
CI 25 Machine learning basics for cybersecurity 3.0 90.0 8 328
2 Practical training 12.0 360.0 5.00%
1 | ial practice* 6.0 180.0

r 2 Technological practice* 6.0 180.0

3 ATtecTauin 3.0 90.0 1.25%
4 Selective educational components 62.0 1860.0 25.83%
4.1 Profile trainin 22.0 660.0 35%
BM1.1 Ethical hacking 3.0 90.0 4 328
Br1.2 Date of mining 3.0 90.0 4 328
BM1.3 Mathematical foundations of artificial intelligence 3.0 90.0 5 328
Br1.4 Python for artificial intelligence and machine learning 4.0 120.0 6 328
Br1.5 Genetic algorithms 3.0 90.0 7 328
BM1.6 Python for internet things 3.0 90.0 8 328
BM1.7 Systems engineerin 3.0 90.0 8 328
BM2.1 Decentralised systems 3.0 90.0 4 328
BM2.2 Risk management 3.0 90.0 4 328
Br2.3 Blockchain: basics and application pl 3.0 90.0 5 328
Br2.4 Security of banking systems 4.0 120.0 6 328
Br2.5 Protecting critical infrastructure facilities 3.0 90.0 7 328
BM2.6 Organising document management with restricted access 3.0 90.0 8 328
BM2.7 Security in social networks 3.0 90.0 8 328
BM3.1 Basics of cybersecurity 3.0 90.0 4 328
Br13.2 Development of corporate information systems (part 1) 3.0 90.0 4 328
BM3.3 Devel nt of corporate information syst (part 2) 3.0 90.0 5 328
Br13.4 Databases for corporate information systems 4.0 120.0 6 328
BM3.5 Architecture of corporate information syst 3.0 90.0 7 328
BI13.6 Security and audit of wireless and mobile networks 3.0 90.0 8 328
BM3.7 Protecting critical infrastructure facilities 3.0 90.0 8 328
40 IEi;itucatlonal components of the student's free choice of specialised training according to the 28.0 840.0 45%
OKBI 1 OKBB M 1 4.0 120.0 3

OKBM2 [OKBBMN2 4.0 120.0 4

OKBIM 3 OK BB Nn 3 4.0 120.0 5

OKBM4 [OKBBMN4 4.0 120.0 6

OKBI 5 OK BB NN 5 4.0 120.0 6

OKBMN6 [OKBB MM 6 4.0 120.0 7

OKBMN7 [OKBBMNN7 4.0 120.0 7
4.3 Educational components of the student's free choice from the university catalogue 12.0 360.0 19%
OKB 1 OKBB 301 4.0 120.0 5

OKB 2 OKBB 3M 2 4.0 120.0 6

OKB 3 OK BB 31 3 4.0 120.0 7

Total number for the training period 240.0 7200.0
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V. CURRICULUM PLAN
Distribution by Number of hours Distribution of classroom hours per week and ECTS credits by semesters
semesters
Classroom | year | Il year | 1l year | IV year
2 . ) Semesters
§ B including 3 | 3 2 | 5 5 | 7 3
: Name of academic discipline £ Number of weeks per semester
i % E £ 20 20 20 20 20 20 20 20
) o - 2 <
5033 - : : IR R 3
gl=z| 2| & - | ®B] | 2 |geloglzelog|lzelnd|seesenlsen s e g elnL %
s|8|%|5 S8 |8| 8| 3 |8§23|58|83|08(83|58|83538835883538183538/83/5%8| &
w | o | £ z = 9 o S £ |0c|Wo|OCCc|Ws|0<|wo|0<|w 5|0 <w 5|0 <|w 5|0 €|w 5|0 <Sjw 5| A
1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 29
1 Compulsory educational components 163.0 | 4890.0 | 2136.0 | 780.0 ( 708.0 | 648.0 | 2754.0 | 24.0 | 30.0 | 25.0 | 30.0 | 21.0 | 26.0 (17.0(/20.0|15.0|19.0( 8.0 | 8.0 |12.0(15.0(18.0|15.0
1.1 General training 57.0 {1710.0| 808.0 | 160.0 | 16.0 | 632.0 | 902.0 | 17.0 | 20.0 | 12.0|13.0| 7.0 | 8.0 |4.0|/4.0|2.0]2.0[2.0]{2.0]|4.0[/4.0]40] 40
3M1 History and culture of Ukraine 1 A 4.0 | 120.0 | 48.0 16.0 32.0 72.0 3.0 4 310
3Mn2 Foreign Language 8 7 4.0 | 120.0 | 56.0 56.0 64.0 2012020 2 273
3M3 Ukrainian as a foreign language 6 3-5 A 12.0 | 360.0 | 176.0 176.0 | 184.0 2.0 2 20| 2 |20| 2 (20| 2 |20]| 2 |20 2 275
3M4 Physics 1 9 6.0 | 180.0 | 80.0 | 48.0 | 16.0 | 16.0 | 100.0 | 5.0 6 168
Fundamentals of humanitarian and philosophical
M5 | oo in professional mufivity phflosop 3 A | 40 | 1200 | 480 | 160 320 | 720 30 | 4 307
3M6 Higher mathematics 2 1 C 12.0 | 360.0 | 176.0 | 80.0 96.0 | 184.0 | 5.0 6 6.0 6 324
3n7 Language of professional training 2 1 A 9.0 | 270.0 | 128.0 128.0 | 1420 | 40 | 40 | 40 | 5.0 273
3n Physical training 2-4 6.0 | 180.0 | 96.0 96.0 | 84.0 20 20]20]20[20]20 302
1.2 Special (professional) training 106.0 | 3180.0 | 1328.0 | 620.0 (692.0( 16.0 |1852.0| 7.0 | 10.0 ( 13.0 | 17.0 | 14.0 | 18.0 (13.0(16.0|13.0|17.0( 6.0 | 6.0 | 8.0 (11.0(14.0|11.0
cni1 Introduction to the specialty. Introductory practice 1 3.0 90.0 32.0 16.0 16.0 58.0 2.0 3 328
cn2 Basics of programming 1 4.0 | 120.0 | 48.0 16.0 | 32.0 72.0 | 3.0 4 328
cna3 Information and coding theory 1 3.0 | 90.0 | 32.0 [ 16.0 | 16.0 58.0 | 2.0 3 328
cn4 Legal regulation of cybersecurity 2 4.0 | 120.0 | 48.0 | 320 16.0 | 72.0 3.0 4 328
cns Algorithms and data structures 2 5.0 | 150.0 | 64.0 [ 32.0 | 32.0 86.0 4.0 5 328
cne Physical bases of technical intelligence means | 2 5.0 | 150.0 | 64.0 | 32.0 | 32.0 86.0 4.0 5 328
cnz Information security of the state 2 3.0 90.0 32.0 16.0 | 16.0 58.0 2.0 3 328
cnsa Fundamentals of social engineering 3 4.0 | 120.0 | 48.0 | 16.0 | 32.0 72.0 3.0 4 328
cno Mathematical foundations of cryptology 3 4.0 | 120.0 | 48.0 | 16.0 | 32.0 72.0 3.0 4 328
Crn10 [Programming technologies 3 5.0 | 150.0 | 64.0 [ 32.0 | 32.0 86.0 4.0 5 328
cn1 Computer networks 3 CP | 5.0 [ 150.0 [ 64.0 [ 32.0 | 32.0 86.0 4.0 5 328
Cn12  |Operating system architecture and security 4 5.0 | 150.0 | 64.0 [ 32.0 | 32.0 86.0 40| 5 328
Crn13  [Programming tools 4 6.0 | 180.0 [ 80.0 [ 32.0 | 48.0 100.0 50| 6 328
Cn 14 |Basics of cryptographic protection 4 5.0 | 150.0 | 64.0 [ 32.0 | 32.0 86.0 40| 5 328
crns  |Fundamentals of building and protecting 5 4.0 | 1200 | 48.0 | 160 | 320 72.0 30| 40 328
microprocessor systems
crne |Fundamentals of mathematical modelling of 5 4.0 | 1200 | 48.0 | 160 | 320 72.0 30| 4 328
security systems
crq7  |Basics of steganographic information 5 50 | 150.0 | 64.0 | 320 | 320 86.0 40| 5 328
protection
crqg  |Security in information and communication 5 4.0 | 120.0 | 48.0 | 320 | 160 72.0 30| 4 328
systems
CMn19 |Web application development 6 CP | 6.0 [ 180.0 [ 72.0 [ 36.0 | 36.0 108.0 60| 6 328
CN20 |[Integrated information security systems 7 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 30| 4 328
Cn21  [Security of Internet things 7 3.0 | 90.0 | 32.0 | 16.0 | 16.0 58.0 20| 3 328
CMn22 |Web security 7 CP | 4.0 [ 120.0 [ 48.0 [ 16.0 | 32.0 72.0 30| 4 328
Cn23 |Comprehensive training 8 A 4.0 | 120.0 | 60.0 | 24.0 | 36.0 60.0 50| 4 328
CM24 |Antivirus protection of information 8 4.0 | 120.0 | 60.0 | 24.0 | 36.0 60.0 50| 4 328
CM 25 |Machine learning basics for cybersecurity 8 3.0 | 90.0 | 48.0 | 24.0 | 24.0 42.0 40| 3 328
2 Practical training 12.0 | 360.0 360.0 6.0 6.0




10

1

15

18

20

21

22

23

24

25

26

27

28

29

nn1 Industrial practice* 6.0 | 180.0 180.0 6.0

mnn2 Technological practice* 6.0 | 180.0 180.0 6.0

3 Arecrauis 3.0 | 90.0 90.0 3.0

4 Selective educational components 62.0 | 1860.0 | 692.0 | 224.0 | 156.0 1168.0 3.0 | 4.0 | 7.0 |10.0| 8.0 (11.0|13.0(|16.0|{11.0(15.0| 6.0 | 6.0

4.1 Profile training 22.0 | 660.0 | 248.0 | 136.0 [112.0 412.0 40(6.0(2.0|3.0[40[4.0(2.0|3.0|6.0]86.0

BM1.1  |Ethical hacking 4 3.0 | 90.0 | 32.0 | 16.0 | 16.0 58.0 20| 3 328

BM1.2  |Date of mining 4 3.0 | 90.0 | 32.0 | 16.0 | 16.0 58.0 20| 3 328

BM1.3 !\/Iathlematlcal foundations of artificial 30 | 900 | 320 | 160 | 160 58.0 20| 3 328
intelligence

BM1.4 IZ ﬁfﬂ?:g” artificial intelligence and machine 6 4.0 | 120.0 | 48.0 | 24.0 | 24.0 72.0 40| 4 328

BM1.5 |Genetic algorithms 7 3.0 | 90.0 | 320 | 16.0 | 16.0 58.0 20| 3 328

BM1.6  [Python for internet things 8 3.0 | 90.0 | 36.0 | 24.0 | 12.0 54.0 30| 3 | 328
Systems engineering 8 30| 3 | 328
Decentralised systems 4 328

BM2.2  |Risk management 4 3.0 | 90.0 | 32.0 | 16.0 | 16.0 58.0 20| 3 328

BMN2.3 Blockchain: basics and application examples 5 3.0 | 90.0 | 32.0 | 16.0 | 16.0 58.0 20| 3 328

BM2.4  [Security of banking systems 6 4.0 | 120.0 | 48.0 | 24.0 | 24.0 72.0 40 4 328

BM2.5 |Protecting critical infrastructure facilities 7 3.0 | 90.0 | 32.0 | 16.0 | 16.0 58.0 20| 3 328

Brize  |Organising document management with 8 30 | 90.0 | 36.0 | 24.0 | 12.0 54.0 30| 3 | 328
restricted access

BM2.7  [Security in social networks 8 3.0 | 90.0 | 36.0 | 24.0 | 12.0 54.0 30| 3 | 328

BM3.1  |Basics of cybersecurity 4 3.0 | 90.0 | 32.0 | 16.0 | 16.0 58.0 20| 3 328

BM3.2 '(::)‘Z‘ﬂ%pme”t of corporate information systems | 30 | 90.0 | 320 | 16.0 | 16.0 58.0 20| 3 328

BM3.3 Development of corporate information systems 5 30 | 900 | 320 | 160 | 160 58.0 20! 3 328
(part 2)

BM3.4 |Databases for corporate information systems 6 4.0 | 120.0 | 48.0 | 24.0 | 24.0 72.0 40| 4 328

BM3.5 |Architecture of corporate information systems 7 3.0 | 90.0 | 32.0 | 16.0 | 16.0 58.0 20| 3 328

BM3.6 Security and audit of wireless and mobile 8 30 | 900 | 360 | 240 | 120 540 30| 3 | 328
networks

BMN3.7  [Protecting critical infrastructure facilities 8 3.0 | 90.0 | 36.0 | 24.0 | 12.0 54.0 30| 3 | 328
Educational components of the student's free

4.2 hoice of specialised training according to the 28.0 | 840.0 | 312.0 528.0 3.0 | 40 |3.0]4.0|3.0(4.0(60|80]|6.0]8.0
list

OKBM1 [OKBB MM 1 3 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0 | 40

OKBM2 |[OK BB M 2 4 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0|4.0

OKBM3 [OKBB M 3 5 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0|4.0

OKBM4 |OK BB I 4 6 4.0 | 120.0 | 36.0 | 24.0 | 12.0 84.0 3.0|4.0

OKBM5 [OK BB M 5 6 4.0 | 120.0 | 36.0 | 24.0 | 12.0 84.0 3.0|4.0

OKBMé6 |OK BB I 6 7 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0|4.0

OKBM7 [OKBBIMMN7 7 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0]40
Educational components of the student's free

4.3 choice from the university catalogue 12.0 | 360.0 | 132.0 | 88.0 | 44.0 228.0 3.0 4.0|3.0(40|3.0]|4.0

OkB1 |OKBB 31 5 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0|4.0




1 |_ e 3 I3 3 § 10 11 1z 13 | 14 [ 15 | 16 | a7 | 16 | 18] 20 [ 21 | 22 | 25 | 24 | 25 | 26 | 27 | 28 | 29
oKB2 |OKBB3N2 6 24,0 | 120 840 30|40
oke3 |OKBB3M3 7 32,0 | 16,0 720 30[40
| number for the trainin 4372,0| 24,0 | 30,0 | 25,0 30,0 24,0 [ 30,0 | 24,0]30,0/23,0] 30,0]21,0] 30,0 23,0] 30,0{24,0] 30,0
Number of hours per week i 0 250 240 | 240 | 230 [ 210 230 240
Number of exams 4 4 3 3 3 2 4
Number of credit tests 3 4 5 5 3 6 2
Number of course cts (works] 1 1 1
MNumber of disciplines per semester T 8 8 8 6 8 6
Individual tasks

C_[Calculation task

CG |Caleulation and graphic task

A |Abstract

CP |Course project

CW |Course work
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* Practice and attestation is carried out by the graduvating department
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List 1 - Educational components of the free choice of a student of specialised training
D'Zg:::g?:r:y Number of hours Distribution of classroom hours per week and ECTS credits by semesters
[}
§ Classroom | year | Il year | Il year | IV year
(4} Ub) includin Semesters I
2]
g 2| €18 N t 1 2 | 3 4 [ s 6 [ 7 8 g
Q Name of academic discipline e | 2 % o ; Number of weeks per semester §_
o a = S S T _ S @
w 5 g -g g 8 @ 5‘ 3 -g 20 20 20 20 20 20 20 20 o
= < 2 S =
°|Z 5 é 8 8 2 égfg.@ égfg.@ égfg.@%gfg.@%gfg.@%gfg%%gfg%%gfgé
z 2 © a R R I R R R R R R R R R R R
o E w o o E w o o E LIJo(—)ELUo(—)ELUo(—)ELUo(—)ELUo(—)ELIJo
1 2 3 4 5 6 7 8 10 1 12 13 14 15 16 17 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 29
OcBiTHI ™ Bi 0 Py CTyAeHTa
4.2 npodinbHOI NiAroToBKM
Ban1 Legal regulation of information security 3 4.0 | 120.0 | 48.0 | 32.0 16.0 72.0 30 [ 40 328
BN 2 |intellectual property of security systems | 3 40 | 1200 [ 480 | 320 160 | 720 30 | 40 328
BAON 3 Design templates 3 4.0 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0 | 40 328
BOM 4 Methods and technologies of information warfare 4 4.0 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0/ 4.0 328
4 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0 | 4.0 328
Databases with SQL and Python 4 4.0 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0| 4.0 328
Security at DEVOPS 5 4.0 | 120.0 | 48.0 [ 32.0 | 16.0 72.0 3.0 [ 4.0 328
5 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0 | 4.0 328
Risk theory in cybersecurity 5 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 30140 328
Cryptanalysis methods 6 4.0 | 120.0 | 36.0 [ 24.0 | 12.0 84.0 3.0 40 328
6 4.0 | 120.0 | 36.0 | 24.0 | 12.0 84.0 3.0 | 4.0 328
Development of server applications (Java Spring Boot) 6 4.0 | 120.0 | 36.0 | 24.0 | 12.0 84.0 30140 328
6 4.0 | 120.0 | 36.0 | 24.0 | 12.0 84.0 30140 328
Cloud security 6 4.0 | 120.0 | 36.0 [ 24.0 | 12.0 84.0 3.0 [ 4.0 328
BAM 15  |Testing mobile applications 6 4.0 | 120.0 | 36.0 | 24.0 | 12.0 84.0 30140 328
Administering UNIX-like systems 7 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0 4.0 328
7 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0 40 328
IT project management and security 7 4.0 | 120.0 | 48.0 [ 32.0 | 16.0 72.0 3.0 40 328
7 4.0 | 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0 | 4.0 328
Business intelligence 7 4.0 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0[40 328
BOM 21 |Evo|utionary programming 7 4.0 120.0 | 48.0 | 32.0 | 16.0 72.0 3.0[40 328
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