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KinbkicTb HaykoBUX Ny6Jikalii: moHaj 350, 3 HUX NaTeHTiB Ha KOPHUCHY
MoJienb 42, 17 moHorpadil, 3 IKUX 9 KoJIeKTUBHUX MOoHOrpaodiii, 31
HaBYaJIbHUM NMOCIOHUK, 3 sIKUX 4 3 rpudoM MiHicTepcTBa ocBiTH i HayKu
Ykpainy, 163 cTaTTi y 3aKOpA0HHUX BUAAHHSAX Ta GaXx0BUX BUJAHHSX YKpaiHY,
3 HUX 61 y HayKOMeTpU4Hiil 6a3i Scopus. [IpoBifHUI JIEKTOP 3 JUCIUILIiH:
«MeHemxMeHT iHopMaLiiiHOI 6e3neku», «BBegeHHs B Mepexi», «be3neka
GaHKIBCbKHUX cucTeM» , «['iOpuIHI BiiHU Ta HallioHA/IbHA 6e31eKay», «AyIUT Ta
MOHITOPHUHT KOPIOPAaTUBHUX Mepex», «Blockchain: ocHoBU Ta npukiagu
3acToCyBaHHA», «OCHOBM CMapT-KOHTPAKTiB», «OCHOBH Kibepbe3neKku» y
CTyZAeHTiB 6akasiaBpiaTa Ta marictpatypy, Po3gin «MeToau i TexHotorii
MOHITOPUHTY Ta ayAuTYy iHpopMauiiiHoI 6e3neku», «MeTou No6yL0BU
NOCTKBAHTOBUX KPUIITOCUCTEM», « HOBITHI TexHoJIOTii 3a6e3Me4eHHs
Kibepbe3neKHu Ha OCHOBI TeXHOJIOTii 6/J10K4YelH» /15 acllipaHTiB

AeTaJ’[bHiI_He PO BUKJIAd[d494d HA canTi Kagl}eg![!I/I

3arasibHa iHpopmanisa

AHoTanjisa

HaBuasbHa gucnumniida "OcHoBY KiGep6e3neku” € BUOIPKOBO HaBYaJIbHOIO AUCLMILIIHOIO. BUBYeHHS
JUCLMILIIHYU CIPSIMOBAHO Ha 0BOJIOLIHHSA HEOOXiIHUMU 6a30BUMH NOHATTAMMU Ta IpaBUJIaMU 6e3NeyHoi
MOBEJIIHKY B MepeXKi, 03HallOMJIEHHS CTYJeHTiB 3 IPUHIIMIIaMU TOOYJ0BU CUCTEM 3aXUCTy iHdopMaliii,
03HAaMOMJIEHHSI 3 OCHOBHHMM MeXaHi3MaMH NOC/Iyr 6e3neKy, BABYEHHS MEHeXKMeHTY iHdopMaLiiHol
6e3neKy, HaBYaHHS CTYyZeHTIB OCHOBaM ayAuTy iHpopMaLiiiHOl 6e31eKH, a TAKOXK BUBYEHHS
CTYy/leHTaMU Clieljia/IbHUX MeXaHi3MiB Kibep3axucTy.


mailto:serhii.yevseiev@khpi.edu.ua
https://cybersecurity.kpi.kharkov.ua/євсеєв-сергій-петрович/

MeTa Ta mijli AUCHUILTIHU

HaBuyaHHS CTy/|leHTiB NIpUHLMIIAM MO6Y/I0BU CUCTEM 3aXUCTY iHdOopMallii, 1oCTiPKeHHIO Ta
BUKOPUCTAaHHIO Cy4aCHUX NpoLefyp 3abe3nedyeHHs HalaHHsI OCHOBHUX NOCJAyT 6e3neky iHpopmalii B
KiGeprnpocTopi, MpoBeIeHHS ayAUTY IIOTOYHOTO CTaHy iHGopMaliiiHOI 6e3MeKH.

dopmar 3aHATD

Jlekii, 1abopaTopHi po60TH, caMoCTiiHA po60Ta, KOHCY bTallil. [1ifIcyMKOBUH KOHTPOJIb — iCITHT.

KoMneTreHTHOCTI

K3-2. 3HaHH# Ta po3yMiHHSA npeAaMeTHOI 06J1acTi Ta po3yMiHHA npodecil.

K3-5. 3paTHicTb A0 noliyky, 06po6JieHHs Ta aHasi3y iHpopmarii.

K® 2. 3gaTHicTb 0 BUKOPUCTAHHSA iHpOpMaIliliHO-KOMYHIiKalliiHUX TEXHOJIOTiH, CydaCHUX METOZIB i
Mojiesiedt iHdpopMaliiiHoi 6e3meku Ta/abo KibepOe3neKu.

K® 5. 3paTHicTh 3a6e3ne4yBaTH 3axUcT iHdopMallii, 1110 06pobIseThcs B iHpopmaniiHo-
TeJIEKOMYHiKaliiHUX (aBTOMaTU30BaHUX) CUCTEMax 3 MeTOI0 peastizallii BCTaHOBJIEHOT MOJIITUKH
iHpopMalliliHoi Ta/a60 KibepOe3neKH.

K® 8. 3patHicTb 34ilicHIOBAaTH NpoLeAypH YIIpaBJliHHSA iHIUJeHTaMU, IPOBOAUTH PO3C/iyBaHHS,
HaJaBaTH IM OLIHKY.

K® 10. 3gaTHicTh 3acTOCOBYBaTH METO/M Ta 3aCO6U KPUNTOTPAdiYHOTO Ta TEXHIYHOT'O 3aXUCTY
iHpopMarii Ha 06’eKkTax iHpopMaIiliHOI AiIITBHOCTI.

K® 12. 3gaTHicTh aHa/i3yBaTH, BUSBJISATH Ta OI[iHIOBATH MOXKJ/IMBI 3arpo3H, ypa3JIMBOCTi Ta
JlecTabisiyroui YUHHUKY iHopMaLiiiHoMy npocTopy Ta iHdopMalifHUM pecypcaM 3TiiHO 3
BCTaHOBJIEHOIO MOJIITUKOI iHQOpMaliiiHOi Ta/ab0 Kibep6e3neku.

Pe3lebTa'm HaBYaHHA

PH-1. 3acTocoByBaTH 3HaHHS Jiep:KaBHOI Ta iHO3eMHHUX MOB 3 MeTOI0 3a6e3ne4eHHsT epeKTUBHOCTI
npodeciiiHol KOMyHiKaIlii;

PH-2. opraHizoByBaTH BJlacHy npodeciiiHy AisJIbHICTb, 06MpaTH ONTUMaJbHI METOAH Ta CIIOCOOH
pO3B’sI3yBaHHS CKJIAIHUX CIiel[iali30BaHMX 33/1a4 Ta NPAKTUYHUX MPo6JeM y npodeciiiHii AisgIbHOCTI,
OILiHIOBATH IXHI0 ePEKTUBHICTD;

PH-3. BUKOpUCTOBYBaTH pe3y/iIbTaTH CaMOCTIiHHOrO MOIIYKY, aHa/Ii3y Ta cuHTe3y iHdopMariii 3 pisHux
JbKepeJi AJ1s1 eheKTUBHOTO pillleHHs creljianizoBaHuX 3a7a4 npodeciiiHol isIbHOCTI.

PH-4. AnanisyBaTHy, apryMeHTyBaTH, IpUIUMaTH pillleHHs NPU PO3B’si3aHHI CK/Ia/[HUX CHelliali30BaHuUX
3aJlay Ta NpaKTUYHHUX Npo6JieM y npodeciiiHiil AisIbHOCTI, sIKi XapaKTepU3yIOThCS KOMILJIEKCHICTIO Ta
HENOBHOI BU3HAYEHICTIO YMOB, BiINOBiJaTH 32 IPUHHATI pilleHHS.

PH-5. AganTyBaTucsl B yMOBax 4acTol 3MiHH TEXHOJIOTiH npodeciiiHOol AiIIbHOCTI, IPOrHO3yBaTH
KiHL|eBHUH pe3yJIbTarT.

PH-6. KpuTU4HO OCMUC/IIOBAaTH OCHOBHI TeOpil, TIPUHI UK, METOH | NOHATTA Y HAaBYaHHI Ta
npodeciiHil AigIbHOCTI.

PH-7. JliaTu Ha OCHOBi 3aKOHO/AaBY0i Ta HOPMAaTUBHO-NPABOBOI 6a3u YKpaiHU Ta BUMOT BiZiNOBiAHUX
CTaHAAPTIB, y TOMY YMCJIi Mi>)KHapOJHUX B rajysi inpopmauiiiHoi Ta /abo Kibepbe3neku.

PH-8. T'oTyBaTH mpomno3ulii Jo HOpMaTUBHHUX aKTiB 1[0/0 3a6e3nedyeHHs iHpopMalliiiHoi Ta /a60
KibepOe3neKHy.

PH-9. BnpoBazxyBaTu npouecy, 1110 6a3y0TbCs Ha HalliOHaJIbHUX Ta M>KHApOJAHUX CTaHAAPTaX,
BUsIBJIeHHS, ileHTUiKallii, aHa/Mi3y Ta pearyBaHHs Ha iHUUAeHTH iHPopMaliiiHoi Ta/abo Kibepbe3neKy.
PH-10. BukoHyBaTH aHasi3 Ta JeKOMI03H1Li10 iHpopmMaLiiHO-Te/IeKOMYHIKal[iHHUX CUCTEM.

PH-11. BukoHyBaTu aHaJ1i3 3B’13KiB Mix iHpopMaLiiHUMHU NpoliecaMy Ha BififjaieHUX 06YUCTI0BaIbHUX
cUucTeMax.

PH-12. Po3po6siaTH MoieJli 3arpo3 Ta MopyIIHUKA.

PH-13. AHanizyBaTH npoeKkTH iHpopManiiHO-TeJeKOMYHIKaliiHUX CHUCTeM 6a3y4YrCh Ha
CTaHAapTHU30BaHUX TEXHOJIOTIAX Ta IPOTOKOJIAX llepejiadi JaHHUX.

PH-14. BupilyBaTu 3aBAaHHs 3aXUCTy nporpam Ta iHpopmatiii, 1110 06pobJisieTbcs B iHpopMaljiiiHo-
TeJIEKOMYHiKaliHHUX CUCTeMaX IPOrpaMHO-anapaTHUMU 3ac06aMu Ta AABaTH OLiHKY
pe3yJIbTaTUBHOCTI AKOCTi NPUUHATHUX pillleHb.
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PH-15. BukopucToByBaTH CyyacHe NIporpaMHo-anapaTHe 3abe3neyeHHs iHpopMaliliHo-
KOMYHIiKal[iHHUX TE€XHOJIOTiM.

PH-16. PeasizoByBaTu KOMILJIEKCHI CUCTEMHU 3aXUCTY iHPopMaIlii B aBTOMaTH30BaHUX cucTeMax (AC)
opranizanii (miagnpuemcTBa) BiINOBIIHO /10 BUMOT HOPMAaTUBHO-TPABOBUX JJOKYMEHTIB.

PH-17. 3a6e3neyyBaTH Npo1ecH 3aXUCTy Ta QYHKIiOHYBaHHSA iHpOpMaI[iHHO-TeJIeKOMYHIKaI[iHHUX
(aBTOMaTH30BaHMUX) CUCTEM HA OCHOBI IPAKTHK, HABUYOK Ta 3HaHb, 11[0/]0 CTPYKTYPHUX (CTPYKTYpHO-
JIOTiYHUX) CXeM, TOIO0JIOTii Mepexi, CydacHUX apXiTeKTyp Ta MoJieJiel 3aXUCTy eJIEKTPOHHUX
iHdpopMaliliHUX pecypciB 3 Bijo6paxkeHHSIM B3a€MO3B’sI3KiB Ta iHpOopMalliiHUX MOTOKIB, MPOIeciB A5
BHYTPILIHIX i BiiJa/leHUX KOMIIOHEHT.

PH-18. BukopucToByBaTH NporpaMHi Ta NporpaMHo-anapaTHi KOMIJIEKCH 3aXUCTy iHGopMaLiiHUX
pecypcis.

PH-19. 3acTocoByBaTH Teopii Ta METOAM 3aXUCTY /i 3abe3nedueHHs 6e3neku iHpopmallii B
iHpopMaIiliHO-TeJIeKOMYHIKaI[iHHUX CUCTEMaX.

PH-20. 3a6e3neuyBaTH QyHKI[iOHYBaHHS CIEl[ia/IbHOTO MPOrpaMHOro 3abe3edeHHs], 010 3aXUCTY
indopmarii Big pylHyOUNX TPOrpaMHUX BIUIMBIB, pyHHYIOUUX KO/iB B iHpOpMalliiiHO-
TeJIeKOMYHIKaliHHUX CUCTeMaX.

PH-21. BupimyBaTu 3a7ja4i 3a6e3mne4eHHs Ta CynpoBoAy (B.T. YMCJIi: OTJIS]I, TECTYBaHHS, Mi3BiTHICTB)
CUCTEMH YIpaBJiHHA JOCTYIIOM 3Ti/lHO BCTAHOBJIEHOI NO/ITUKM Ge3neky B iHpopManiiiHuX Ta
iHpopmaniliHO-TesleKOMYHiKaLiHHUX (aBTOMaTH30BaHUX) CUCTEMAX.

PH-22. BupiniyBaTu 3aa4i ynpaBJiHHS npolieAypaMH ileHTUiKalii, aBTeHTHiKaLlii, aBTOpU3aIlil
npoieciB i KOpHUcTyBauiB B iHpopMaIiiHO-TeJIeKOMYHIKalliHHUX CHCTeMax 3TiJHO BCTAHOBJIEHO]
noJiTUKM iHpopMaLiiiHoi i\abo kibepbe3neku.

PH-23. PeasizoByBaTu 3aX0 1 3 NPOTU/Il OTPUMaHHIO HECAHKLIIOHOBAHOT 0 JOCTYNY A0 iHdopManiiHux
pecypciB i mpoueciB B iHpopMarniliHux Ta iHpopMaliiHO-TeJIeKOMYHIKaI[iHHUX (ABTOMaTHU30BaHUX )
CUCTEMAX.

PH-24. BupimyBaTu 3aa4i ynpaBJiHHs LOCTyHoM [Ji0 iHpopMaLiiHUX pecypciB Ta NPOLECiB B
iHpopmaniliHux Ta iHpopMaLifiHO-Te/leKOMYHIKaLiHHUX (aBTOMAaTHU30BaHUX) CUCTEMAX Ha OCHOBI
Mo/iesied yIpaBJliHHA AOCTYNOM (MaHJATHUX, AUCKPEeLiHHUX, POJIbOBUX).

PH-25. 3a6e3neuyBaTH BBeJleHHA NiI3BITHOCTI CUCTEMU YIIPABIAiHHA JOCTYNOM [0 eJ1eKTPOHHUX
iHpopmawiiHUX pecypciB i npoleciB B iHpopMaLiiiHUX Ta iHpopMaLiliHO-Te/leKOMYHiKaliiHUX
(aBTOMaTH30BaHUX) CHUCTEMAX 3 BUKOPUCTAHHSM KypHaJliB peecTpauii noAin, ix anaisy ta
BCTAHOBJIEHUX NPOLEAYP 3aXUCTY.

PH-26. BnpoBa/iKyBaTH 3ax0/1 Ta 3abe3MeuyBaTH peasisallilo NPoLeciB nonepepKeHHs] OTPUMaHHIO
HeCaHKIL[i0HOBAHOTO AOCTYIY i 3axucTy iHpopMaLiiHUX, iHpOpMaLiliHO-TeleKOMyHiKaLlitHUX
(aBTOMATH30BaHUX) CUCTEM Ha OCHOBI €TaJIOHHOI MO/ies1i B3aEMOJ il BiJKPUTHUX CUCTEM.

PH-27. BupilyBaTu 3ajaui 3aXUCTy NOTOKIB JJaHUX B iHQopMaLiiiHUX, iHpopMalliiiHo-
TeJIeKOMYHiKaliiHUX (aBTOMaTH30BaHUX) CUCTEMAX.

PH-28. AHanizyBaTH Ta NpOBOAUTH OLiHKY epeKTUBHOCTI Ta piBHS 3aXHUILEHOCTI pecypciB pisHUX KjaciB
B iHpopMaLiiiHuX Ta iHpopMaliliHO-TeJeKOMYyHIKal[ilHUX (ABTOMAaTU30BaHUX) CUCTEMAX B XO/i
MpOBe/IeHHSI BUIPOOYBaHb 3TiZJHO BCTAHOBJIEHOI NOJITUKY iHPpopMalliliHoi Ta\abo Kibepbe3neKu.
PH-29. 3xilicHI0OBaTH OI[iHIOBAaHHS MOXJIMBOCTI peastizallii moTeHiiHUX 3arpo3 iHpopmariii, mo
06p06.iseThCA B iHpopMaliiHO-TesleKOMYHIKaL[iHHUX cUcTeMaX Ta epeKTUBHOCTI BUKOPHUCTAHHS
KOMILJIEKCiB 3aC006iB 3axMCTy B YMOBax peaJiizallii 3arpo3 pisHUx KJacis.

PH-30. 3gilicHI0BaTH OL[iHIOBAaHHS MO>JIMBOCTI HECAHKIIOHOBAaHOI'0 IOCTYIY /10 €JIEMEHTIB
iHpopmaniliHO-Te/IeKOMYHIKaL[iHHUX CUCTEM.

PH-31. 3acTocoByBaTH Teopii Ta MeTO1 3aXUCTY [Jis 3a6e31e4eHHsT Oe3MeKU eJIEMEHTIB
iHpopMaliliHO-TeJIeKOMYHIKal[iMHUX CUCTEM.

PH-32. BupiwmyBaTu 3a7ja4i yrpaBJ/iHHS NpolLiecaMU BiJTHOBJIEHHS IITATHOTO QPYHKI[IOHYBaHHSA
iHpopmaniliHO-Te/IeKOMYHIKaL[iHHUX CUCTEM 3 BUKOPUCTAHHSIM HPOLeyp pe3epByBaHHS 3TifHO
BCTAHOBJIEHOI MOJIITUKU Ge3MeKHU.

PH-33. BupimyBaTu 3ajaui 3abe3neyeHHs 6e3nepepBHOCTI 6i3Hec MpolieciB opraHisalii Ha ocHOBI Teopii
PU3HUKIB.

PH-34. [IpuiiMaTu y4acTb y po3po61i Ta BIpoBapKeHHi cTpaTerii iHpopmauiiiHol 6e3neku Ta/a6o
Kibepbe3nekHu BiAMoBiHO A0 Lisel i 3aBAaHb opraHizaliii.

PH-35. BupimyBaTtu 3aza4i 3a6e3nedyeHHs Ta CyIpoBOJy KOMILJIEKCHUX CUCTEM 3aXUCTy iHpopMaliii, a
TaKO MPOTHU/il HeCAaHKIIIOHOBAaHOMY A0OCTYMy A0 iHpopMaLiiiHUX pecypciB i npoleciB B iHpopManiiHUX
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Ta iHpopManiiHO-TesleKOMYHiKallilHUX (aBTOMaTU30BaHUX) CUCTEMAX 3TiITHO BCTAaHOBJIEHOI MOJIITUKU
iHdpopmMmariiiiHoi i\a6o kibepbe3neKy.

PH-36. BusBnsiTH He6Ge3neuHi CHrHaIM TeXHIYHHX 3aC06iB.

PH-37. BumiptoBaTu napaMeTpu He6e3MeYHUX Ta 3aBa,0BUX CUTHAJIIB i/l YaC iHCTPYMEHTAJIbHOTO
KOHTPOJIIO MTPOLIECiB 3aXMCTy iHPopMalii Ta BU3Ha4YaTH ePeKTUBHICTb 3aXUCTy iHopMallii BiJ BUTOKY
TeXHIYHUMHU KaHa/IaMHU BiJIOBIJHO 0 BUMOT HOPMaTUBHUX JOKYMEHTIB CACTEMH TEXHIYHOTO 3aXUCTYy
indpopmariii.

PH-38. [HTepnpeTyBaTu pe3y/abTaTH NPOBeJeHHA Clielia/IbHUX BUMipIOBaHb 3 BUKOPUCTAHHAM
TeXHIYHHUX 3aC00iB, KOHTPOJIIO XapaKTEPUCTUK iHPOpMal[iHHO-TeJIeKOMYHIKaI[iHHUX CUCTEM BiJIIOBi/IHO
J10 BUMOT HOPMaTUBHUX IOKYMEHTiB CUCTEMH TEXHIYHOTO 3aXUCTy iHdopMaIlii.

PH-39. [IpoBoauTH aTecTallilo (CnMpardYrch Ha 06JIiK Ta 06CTEXKEHHS) pEXXKUMHUX TepUuTopilt (30H),
MpUMIll[eHb TOIO B YMOBaX JA0AePKaHHS PEXHUMY CEKPETHOCTI i3 GiKCyBaHHSM pe3y/bTaTiB y
BiINOBIAHUX JOKYMEHTAX.

PH-40. InTepnipeTyBaTH pe3y/JbTaTU NIPOBEEHHA Clielia/IbHUX BUMiPIOBaHb 3 BAKOPUCTAHHAM
TexHiYHUX 3ac006iB, KOHTpOJIt0 XapakTepucTuk ITC BiAMOBIAHO 10 BUMOT HOPMAaTUBHUX JOKYMEHTIB
CHUCTEMM TEeXHIYHOTO 3aXUCTy iHdopMallii.

PH-41. 3a6e3neuyBaTH HelepepBHICTh MPOIECY BeJleHHS XKYPHaJIiB peecTpallii mo/ii Ta iHIUAeHTIB Ha
OCHOBI aBTOMaTU30BaHUX NIPOLEAYD.

PH-42. BnpoBaXyBaTu NpoLecy BUsABJIEeHHS, ileHTUiKaLlii, aHa/1i3y Ta pearyBaHHs Ha iHUJIEHTHU
iHdpopMaliiiHoi i/a60 Kibep6e3neKy.

PH-43. 3acTocoByBaTH HallioHa/JbHI Ta M>XKHApPO/HI peryJ/iordi akTH B cdepi iHpopmaliliHoi 6e3neku
Ta/ abo Kibep6e3neKHu A/ po3CaiAyBaHHS iHIUEHTIB.

PH-44. BupimyBaTu 3aa4i 3a6e3neuyeHHs 6e3nepepBHOCTI 6i3Hec-NpoLeciB opraHisanii Ha OCHOBI
Teopil pU3UKiB Ta BCTAHOBJIEHOI CUCTEMHU YNIPaBJAiHHA iHQOpMaLiiiHO0 6e3MeKo, 3Ti/[HO 3
BITYM3HAHUMMU TA MDPKHAPOJHUMU BUMOTraMU Ta CTaHAApPTaMU.

PH-45. 3acTocoByBaTH piHi K/1acu noJiiTUK iHpopMaLiiiHOI 6e3neku Ta/ abo Kibepbe3nekH, 1110
6a3yl0ThCsl HA PU3UK-OPIEHTOBAaHOMY KOHTPOJIi AOCTyny A0 iHpopMaLiiHUX aKTHUBIB.

PH-46. 3xilicHIoBaTH aHaJIi3 Ta MiHiMi3aliio pu3ukKiB 06po6KkH iHpopMalii B iHpopMaliiiHo-
TeJIeKOMYHiKallilHUX CUCTEMaX.

PH-47. BupimyBatu 3aza4i 3axucty iHpopmaliii, 1110 06pobJisieTbest B iHpopMaLiiiHo-
TeJIEKOMYHiKaLitHUX CUCTeMaX 3 BUKOPUCTAHHSM Cy4YaCHUX MeTO/iB Ta 3aco6iB KpunTorpadiyHoro
3axucTty iHpopmariil.

PH-48. BUKOHYBaTH BIIPOBaKeHHA Ta NiATPUMKY CUCTEM BUSIBJIEHHSI BTOPrHEHDb Ta BUKOPUCTOBYBATHU
KOMIIOHEHTH KpUNITOrpadivHOTO 3aXUCTY AJis 3abe3nedyeHHs] HeoOXiJHOro piBHA 3aXUIEHOCTI
iHpopmMalii B iHpopMaliiHO-TeseKOMYHIKalliHHUX CHUCTEMaX.

PH-49. 3a6e3neuyBaTu HajiexkHe QYHKIIIOHYBaHHS CUCTEMU MOHITOPUHTY iHQOopMaLiiHUX pecypciB i
npoieciB B iHpopMaliiiHO-TeJIeKOMYHIKaI[iHHUX CUCTEeMaX.

PH-50. 3a6e3neuyBaTu QpyHKIiOHyBaHHS MPOrpaMHHUX Ta MPOrpaMHO-anapaTHUX KOMILJIEKCIB
BUSIBJIEHHS BTOPTrHEHb Pi3HUX PiBHIB Ta KJIACiB (CTATUCTUYHUX, CATHATYPHUX, CTATUCTUYHO-
CUTHATYpPHHUX).

PH-51. [lizTpuMyBaTH npane3faTHiCTb Ta 3a6e31e4yBaTH KOHPIrypyBaHHsI CUCTEM BUSIBJIEHHS
BTOPrHeHb B iHpopMaliliHO-TeJleKOMYHiKaliHHUX CHCTEMaX.

PH-52. BUKkopuCTOBYBaTH iHCTpyMeHTapil A/ MOHITOPUHTY NpoleciB B iHpopManiiHo-
TeJIeKOMYHiKallilHUX CUCTeMaX.

PH-53. BupimyBaTtu 3aza4i aHas1isy nporpaMHOro Koy Ha HasiBHICTb MOKJIMBUX 3arpo3.

PH-54. YcBioM/II0BaTH I[IHHOCTI FPOMaAHCHKOTO (BIJIBHOTO IEMOKPATHYHOI'0) CyCIiJIbCTBA Ta
HeoOXiAHICTb HOr0 CTas0ro po3BUTKY, BEPXOBEHCTBA IPaBa, Npas i cB060/, IIAMHU i TPOMa/IAHMHA B
YkpaiHi.

06cAr AMCHUIIIHA

3aranbHuit o6car aucnumiing 90 rof. (3 kpeautu ECTS): sekuii - 16 roa., 1abopaTopHi po6oTn - 16
roJ., caMmocTiiiHa po6oTa - 58 rog.

IlepeayMOBY BUBYEHHS JUCLUIUIIHM (IpepeKBi3UTH)

Buija maTeMaTrka, Komn'toTepHi Mepexi, [HpopMariiiiHa 6e3neka siep>kaBy, AITOPUTMHU Ta CTPYKTYPHU
JaHux, Po3po6ka Be6-10/1aTKiB.
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0co6JIMBOCTi AUCIUIJIIHH, METOAHU TAa TEXHOJIOTiI HaBYaHHA

B xoAi BUKJIaJaHHA JUCLUILJIIHU BUKJIaZ@4€M 3aCTOCOBYIOTHCSA MOSICHIOBAJIbHO-1JIFOCTPATUBHUM
(indopmarnifiHo-peLlenTUBHUI ) TAa PENPOAYKTUBHHUM MeTOAY HaBYaHHA. B IKOCTi MeTo/1iB BUKJIaJaHHS,
sIKi HampaBJleHi Ha aKTUBi3allil0 Ta CTUMYJ/IIOBAaHHS HaBYa/IbHO-MTI3HABa/IbHOI Jisl/IbHOCTI 3/1060yBadviB,
3aCTOCOBYIOThCS Mpe3eHTallii, 6ecify, iHAUBIAyaabHI rpyoBi MPOEKTH, MaliCTep-KJIaCH.

[Iporpama HaBYaJIbHOI AUCHHUILIIHU

TeMM JIeKIiHHUX 3aHATH

Cisco Networking Academy:

Tema 1. KibepnpocTip Ta 3arposa.

TeopeTuuHi ocHOBU 3axucTy iHpopMaiiil. JlomeHHU Kibep6e3neku. KibepasounHIli npoTH dpaxiBiuis 3
Kibep6e3neku. Tumnosi 3arpo3u. O6J1acTi po3MOBCIO/XKEHHS 3arpo3. Biuiue npo6JsieM Kibep6e3neku Ha
6e3/1poToBi Mepexi. [liiroToBKa 6isbII0i KiJibKOCTI cieniasnicTiB. CepTudikariis 3 kibepbesneku.
Cisco Networking Academy:

Tema 2. Ky6 kibep6e3neku. CHMeTPUYHI Ta HECUMETPUYHI MeXaHi3MHU.

Tpu Bumipu. Tpiaga KU/ (CIA). Mozeni cekpeTHUx cucteM. besneka Tpasuuinoi kpunrorpadii. CtaHu
Janux. KonTpsaxoau kibepbesneku. CTpykTypa ynpasiiHHs [T-6e3nekoro.

Cisco Networking Academy:

Tema 3. Kibepb6esneka - 3arpo3u, Bpa3JMBOCTi Ta aTaKU.

[lIkizuBe nporpaMHe 3a6e3neyeHHs Ta 3JI0BMUCHUM koA, laxpakicTBo. ATaku. Knacudikanis
nudpoBux nianuci. OCHOBHI BU3HaueHHs. MexaHi3aMu aBTeHTUdiKaLjil. /IBodpakTopHa aBTeHTUIKALis.
Cisco Networking Academy:

Tema 4. MUCTELITBO 3aXMCTy TAEMHHIb.

Kpunrtorpadis. Koutposb goctymny. [[puxoByBaHHS AaHHUX.

Cisco Networking Academy:

TeMma 5. MuctenTBO 3a6e3ne4yeHHs 1iJIiCHOCTI JaHUX.

Tunu 3aco6iB KOHTPOJIIO LijsicHOCTi JaHux. [{udposi mignucu. CeprudikaTtu. 3a6e3neyeHH IiJIiCHOCTI
0a3 JJaHuX.

Cisco Networking Academy:

TeMma 6. Konuenuisa n’saTHu neB’aToK.

Bucoka focTynHicTb. 3aX0u AJ1s1 MOJINIIEHHS AOCTYNHOCTI. Peakuisi Ha iHuaeHT. ABapiiiHe
BiJHOBJIEHHS.

Cisco Networking Academy:

Tema 7. 3axuct joMeHy Kibepbe3neKu.

3axuCT cuCcTeM Ta IPUCTPOIB. YKpinJieHHs 3aXUCTy cepBepiB. YKpinieHHs 3axucTy Mepexi. PisnyHa
6e3mneka.

Cisco Networking Academy:

Tema 8. flk cTaTu cnenianicToM 3 Kibepbe3neKu.

JloMeHH kibepbe3neku. Po3yMiHHs eTHKH po60TH y KibepbOe3mneni. HacTynHuit Kpok.

Temu MNPAKTUYHHUX 3aHATD

[IpakTU4Hi pO6OTH B paMKax JUCHUILIIHUA He repea6adeHi.

Temu 1a60paTOPHUX POGIT

Cisco Networking Academy:

Tema 1. AyrenTudikalisi, aBTOpu3allisi Ta 06JIiK.

Cisco Networking Academy:

Tema 2. BcTaHOBUTH BipTyasibHYy MaIIMHY HA [IEPCOHAIBHUN KOMIT' IOTEP.
Cisco Networking Academy:

Tema 3. BuaBsieHHA 3arpo3 i Bpa3JIuBOCTEM.

Cisco Networking Academy:

Tema 4. BukopucTtaHHs cTeraHorpadii.

Cisco Networking Academy:

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

OcHosu kibep6esneku «XapKiBCBKMIT HOAITEXHIYHMI IHCTHTY T »




Tema 5. 3/1am napo.iiB.

Cisco Networking Academy:

Tema 6. BukopucTaHHs IUPPOBUX MiAMHUCIB.
Cisco Networking Academy:

Tema 7. BigganeHui JoCTy1.

Cisco Networking Academy:

Tema 8. 3axucT Linux cucrem.

CaMocTiiHa po6oTa

CamocrTiliHa po60Ta CTy/leHTa € o/iHi€l0 3 popM opraHizallii HaBYaHHs, OCHOBHOIO GOPMOI0 OBOJIO/iHHS
HaBYaJIbHUM MaTepiajioM y BiIbHUU BiJ ayIUTOPHUX HaBYaJbHUX 3aHATH Yac. [1ig yac camocTiiHoi
po6GOTH CTY[IeHTH BUBYAIOTh JIEKL[iIHHUHM MaTepiasl, FOTYIOThCA [0 1a60paTOPHUX POGIT, KOHTPOJIbHHUX
poo6iT, 3a/1iKiB Ta icnuTiB. CTyIeHTaM TaK0X PEKOMEHAYIOThCS 10/1aTKOBI MaTepianu (Bigeo, ctaTti) ans
CaMOCTIMHOI0 BUBYEHHS Ta aHaJi3y.

HedopmasbHa ocBita

B pamkax HepopMasibHOI OCBiTH 3rifiHO BianoBigHoro [MosoxeHHs (http://surl.li/pxssv), ocBiTHS
KOMIIOHEHTA abo il OKpeMi TeMH MOXYThb O6YTH BpaxOBaHO Yy pa3i caMOCTiHHOTO TPOXO/IPKeHHS
npodeciiiHUX KypciB/TpeHiHTiB, OTpMMaHHsI FPOMaJisIHCbKOI OCBITH, OHJIaiiH 0CBiTH, IpodeciiiHoro
CTa)XyBaHHS TOLLO.

3o0KkpeMa, OKpeMi TEMHU JJaHOT KOMIIOHEHTH MOXKYThb OYTH Bpax0BaHO y pa3si ycniliHOro 3aBeplieHHs
Takux KypciB CISCO:

PaloAlto (Cybersecurity Foundation)

https://paloaltonetworksacademy.net/course/index.php.

JliTepaTypa Ta HaBYaJ/IbHi MaTepiaiun

OcHOBHa JiiTepaTypa

1. €Bcees C.II. Kibepbesneka: cyyacHi TexHoJiorii 3axucty. / €BceeB C. I1, Octanos C. E., Koposab O.T. //
HaByasibHUM MOCIGHUK /1S CTY/IeHTiB BUIUX HaBYaJIbHUX 3akJaAiB. JIbBiB: “HoBuii CeiT - 2000”7, 2019.
- 678.

http://ns2000.com.ua/wp-content/uploads/2019/11 /Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf
2. Kibepbesneka B cyyacHOMY cBiTi : MaTepiasu Il BceykpaiHcbkoi HAQyKOBO-ITPaKTUYHOI KOHpepeHLii
(M. Opeca, 19 nuctonaaa 2021 p.) / 3a pea. O. B. Jlukoro ;yknag.: C. A. T'op6ayenko, H. I. JloriHoBa. -
Opeca, 2020. - 148 c.

http://dspace.onua.edu.ua/handle/11300/15973

3. JlicoBcbka 0. Kibep6esneka. Pusuku ta 3axoqu. - K.: Kongop, 2019. - 272 c.
http://dcmaup.com.ua/assets/files /kiberbezpeka.pdf

4. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov and others. — Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

5. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S.
Ostapov, O. Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

6. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. — Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p. https://drive.google.com /drive /u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju.

JoaaTKoBa JiTepatypa

7. lokTpuHa iHpopMalliiiHoi 6e3meKku YKpaiHy, 3aTBepkeHo Yka3oM [Ipe3uieHTa YKpaiHu pefjaKiiis
Bif 30.12.2021 N2 47/2017. [EnekTpoHHHU pecypc].

https://zakon.rada.gov.ua/laws/show/47 /2017 #Text.

8. IIpo pimeHHs Pagu HanionasbHOI 6e3nexku i 060poHu Ykpainu Big 14 TpaBHs 2021 poky "IIpo
Crtparerito kibepbe3sneku Ykpainu", 3aTBepaeHo Yka3oM [IpesuseHTa Ykpainu pefakiiis BiJ
26.08.2021 N2 447/2021).
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http://surl.li/pxssv
https://paloaltonetworksacademy.net/course/index.php
http://ns2000.com.ua/wp-content/uploads/2019/11/Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf
http://dspace.onua.edu.ua/handle/11300/15973
http://dcmaup.com.ua/assets/files/kiberbezpeka.pdf
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://zakon.rada.gov.ua/laws/show/47/2017#Text

https://zakon.rada.gov.ua/laws/show/447/2021#Text

9.1SO/IEC 15408-1:2022 Information security, cybersecurity and privacy protection - Evaluation criteria
for IT security - Part 1: Introduction and general model.

URL: https://www.iso.org/search.html?q=15408-1.

10.ISO/IEC 15408-2:2022 Information security, cybersecurity and privacy protection - Evaluation
criteria for IT security - Part 2: Security functional components. URL:
https://www.iso.org/search.html?q=15408-2&hPP=10&idx=all en&p=0.

11.1SO/IEC 15408-3:2022 Information security, cybersecurity and privacy protection - Evaluation
criteria for IT security - Part 3: Security assurance components.

URL: https://www.iso.org/search.html?q=15408-3&hPP=10&idx=all en&p=0.

12.1SO/IEC 31010:2019 Risk management . URL:
https://www.iso.org/ru/contents/data/standard/07/21/72140.html

13.1SO/IEC 27001:2022 Information security, cybersecurity and privacy protection - Information
security management systems - Requirements URL:
https://www.iso.org/ru/contents/data/standard/08/28/82875.html

14.1SO/IEC 27002:2022 Information security, cybersecurity and privacy protection - Information
security controls URL:

https://www.iso.org/ru/contents/data/standard/08/05/80585.html

15.1SO/IEC 27003:2017 Information technology - Security techniques - Information security
management systems - Guidance URL:
https://www.iso.org/ru/contents/data/standard/06/34/63417.html

16.1SO/IEC 27005:2022 Information security, cybersecurity and privacy protection - Guidance on
managing information security risks. URL:
https://www.iso.org/ru/contents/data/standard/08/05/80585.html

17.1SO/IEC 27032:2023 Cybersecurity - Guidelines for Internet security. URL:
https://www.iso.org/ru/contents/data/standard/07/60/76070.html.

CucremMma OLiHIOBAaHHA

KpuTepii oniHI0BaHHSA yCHIIIHOCTI CTYyA€HTa IlIkana oniHIOBaHHA

Ta po3Mmo/ i 6asiB Cyma HanioHanbHa onjiHKa ECTS
Basin HapaxoByOThCsA 32 HACTYIIHUM 6aJiB
CIIiBBiIHOILIIEHHSAM: 90-100 BigmiHHO A
eslabopaTopHi poboTu: 30% ceMecTpOBOI OLIHKY; 82-89 Jobpe B
ecaMocTifiHa po6oTa: 10% ceMecTpOBOi OIIHKHY; 75-81 Jobpe C
*KOHTpOJIbHA poboTa: 20% ceMeCcTpOBOI OLiHKH; 64-74 3a/10BiJIbHO D
eiciut: 40% ceMeCcTpPOBOI OLIiIHKHU 60-63 3a/10BiJIbLHO E
35-59 HesanmosinbHO FX
(moTpi6bHe fonaTKOBE
BUBYEHHS )
1-34 HezagoBisnibHO F
(moTpi6He moBTOpHE
BUBYEHHS)

HopMu akaaeMiyHOI eTHKM i MOJIITUKA KYpCYy

CTyZeHT NOBUHEH AoTpuMyBaTuca «KojeKcy eTHKM akaZieMiuHMX B3aEMOBIJJHOCHH Ta JOOPOYECHOCTI
HTY «XIIl»: BUSBAATH AUCUUILIIHOBAHICTh, BUXOBAHICTbh, J0OPO3UUINBICTD, YECHICTD, BiANOBIAANBbHICTb.
KonuikTHI cuTyanil noBUHHI BiKpUTO 06GroBOPIOBATHUCS B HABYAJbHHUX IPyIax 3 BUKJIAAa4ueM, a IPU
HEMOXJIMBOCTI BUpilIeHHs KOHQJIIKTY — JOBOAUTHCA A0 BigoMa criBpobiTHUKIB JUPEKIil iIHCTUTYTY.
HopMaTrBHO-IpaBoBe 3a6e3neyeHHs1 BIPOBa>KeHHsI IPUHLUINIB akajeMiuHol fob6podyecHocTi HTY
«XI1I» po3mimeHo Ha cauTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist/
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IloroaxeHHsa

Cusabyc moro/KeHo 3aBigyBau kadegpu

28.08.2024 = G Ceprii1 EBCEEB
FapanT OII
28.08.2024 = S Ceprii1 EBCEEB
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OcHosu Kibep6e3neku



