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KaHaugaT TeXHIYHUX HayK, IOLIEHT, A0leHT Kadepu Kibepoesneku HTY «XI1I».

KinbkicTs HaykoBUx my6Jtikalii: noHaz 80, 3 HUX MAaTEHTIB HAa KOPUCHY MO/JIe/b
12, 1 konekTuBHa MoHOTpadis, 2 HaBYaTbHUX MOCIOHUKA, 65 CTaTTiy
3aKOPAOHHHUX BU/JAHHSX Ta paxOBUX BUAAHHAX YKpaiHy, 3 HUX 5 ¥
HayKoMeTpU4Hil 6a3i Scopus. [IpoBigHuil 1ekTop 3 fucuuILIiH: «be3apoToBa Ta
Mo6isibHa 6e3meka», «OCHOBU cTeraHorpadii», «bisHec iHTe1imKeHe» , «Pi3udHi
OCHOBH TEeXHIYHHUX 3aCc06iB pO3BiIKU» y CTYAeHTIB 6akajiaBpiaTa Ta
MaricTpaTypH.

JleTanbHillle Ipo BUKJIaja4a Ha cauTi kadeapu

3arasibHa iHpopMaList

AHoTanisa

HaBuanbHa gucuumnina "be3sneka Ta ayauT 6e3/pOTOBUX Ta PYXOMHUX Mepex" € BUOIPKOBOIO
HaBYaJIbHOIO JUCHUILIIHOW. [lucuuiiiHa cipsiMoBaHa Ha popMyBaHHS TEOPETUYHUX 3HAHb Ta
NPaKTUYHUX YMiHb ¥ chepi 6e31poTOBUX i MOGIIBHUX TEXHOJIOTiH, iHpopMaIlliiHoi Ta KiGEpHETUYHOI
6e3MneKku Ta HAOYTTA BiAMOBIAHUX KOMIIETEHTHOCTEH.

MeTa Ta IiJ1i AUCHUILIIHU

®opMyBaHHA Y CTYAEHTIB YMiHHS BUpPILIYBaTH 3aa4i aZlMiHiCTpyBaHHs 6€31POBOJAOBUX i MOGIIbHUX
Mepex i cucTeM, 3aCTOCOBYBAaTH HOPMATUBHO-MIPABOBI, opraxisaljiiiHi Ta TexHiyHi nmpoueaypHy npu
po6OTi 6€3/IPOTOBUX i MOGIIBHUX TEXHOJIOTIH.

dopmMaT 3aHATH

Jlektii, 1abopaTopHi po60TH, caMocTiliHa po60Ta, KoHCyAbTallil. [1ijcyMKOBUI KOHTPOJIb — iCITUT.

KoMmnereHTHOCTI

K3-2. 3HaHH# Ta po3yMiHHSA NpeAMeTHOI 06/1acTi Ta po3yMiHHS npodecii.
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K3-5. 3paTHicTb A0 nouykKy, 06po6JieHHs Ta aHati3y iHpopmariii.

K® 2. 3naTHicTb 0 BUKOPUCTaHHSA iHPOpMaIiiHO-KOMYHIKaIliIHHUX TEXHOJIOTiH, CydyaCHUX METO/IB i
MozeJsel iHpopmaniiHoi 6e3neky Ta/abo Kibepoe3neKH.

K® 5. 3naTHicTh 3a6e3neyyBaTH 3aXUCT iHopMaliii, 1[0 06po6isieTbes B iHpopMariifiHo-
TeJIeKOMYHiKallilHUX (aBTOMaTH30BaHUX) CUCTEMAX 3 MeTOI0 peasisallii BCTaHOBJIEHOI MOJIITUKU
iHpopMariiliHoi Ta/a60 KibepOe3neKH.

K® 8. 3paTHicTb 34ilicHIOBAaTH MpOLeAypH YIIpaBJiHHA iIHIUAEHTAMU, IPOBOAUTH PO3CIiAyBaHHs,
HaJlaBaTH IM OLLIHKY.

K® 10. 3paTHicTh 3acTOCOBYBAaTH METOAM Ta 3aCO6U KpUNTOrpadiyHOro Ta TEXHIYHOr'0 3aXUCTY
iHdopmariii Ha 06’ekTax iHpopMaliiiHOI AiAAbHOCTI.

K® 12. 3paTHicTh aHa/i3yBaTH, BUSBJISTH Ta OLIiIHIOBAaTU MOXJIMBI 3arpo3u, ypas3MuBOCTi Ta
Jlectabinizyroui yMHHUKY iHPopMarliiHOMy npocTopy Ta iHpopMaLiiHUM pecypcaM 3TifjHo 3
BCTAHOBJIEHOIO MOJIITUKOK iHdopMaliiiHoi Ta/a60 Kibep6e3neKy.

Pe3ysibTaTH HaBYaHHA

PH-1. 3acTocoByBaTH 3HAaHHS Jlep>KaBHOI Ta iHO3€eMHUX MOB 3 MeTOI0 3a6e3ne4eHHs ePeKTUBHOCTI
npodecilinoi kKoMyHikarlii;

PH-2. opraHizoByBaTH BJiacHy lpodeciiiHy AifbHICTb, 00MpPATH ONTHUMaJIbHI METOAU Ta CIOCOOU
PO3B’sI3yBaHHSA CKJIAJHUX Cllellia/Ji30BaHUX 3a/a4 Ta NPaKTUYHUX Mpo6JieM y mpodeciiiHiil AibHOCTI,
OI[iHIOBATH iXHI0 ePEKTHUBHICTBH;

PH-3. BukopucTOBYyBaTH pe3y/IbTaTU CAMOCTiIHHOT0 MOLIYKY, aHaJi3y Ta cMHTe3y iHdopMallii 3 pisHUx
xepe a1 eGeKTUBHOTO pillleHHd crelliasizoBaHUX 3a/1a4 npodeciiiHol JisiIbHOCTI.

PH-4. AHani3yBaTH, apryMeHTyBaTH, IPUUMaTH pillleHHsI TPX PO3B’sI3aHHI CKJIaJHUX Cllellia/li30BaHUX
3a/lay Ta NPaKTUYHUX Npo6JieM y npodeciiiHil AiATbHOCTI, IKi XapaKTepU3yITbCs KOMIIJIEKCHICTIO Ta
HENMOBHOI BU3HA4YE€HICTHO yMOB, Bi/IOBiZjJaTH 3a NPUHHSATI pillleHHS.

PH-5. AganTyBaTHCsl B yMOBax 4acToi 3MiHM TeXHOJIOTiH npodeciiiHoi AiAIbHOCTI, MPOrHO3yBaTH
KiHL|eBUU pe3y/IbTarT.

PH-6. KpyuTH4HO OCMUC/IIOBAaTH OCHOBHI Teopil, TPUHIUNY, METOH | IOHATTH Y HAaBYaHHI Ta
npodeciiiHii AisIbHOCTI.

PH-7. JliaTy Ha 0CHOBi 3aKOHO/1aBY0l Ta HOPMATHBHO-IIPABOBOI 6a3u YKpaiHU Ta BUMOT BiiMOBiAHUX
CTaHJAPTIB, Y TOMY YHMCIi Mi>XHapOAHUX B raiy3i iHpopmaniiiHoi Ta /a6o Kibepbe3neKy.

PH-8. T'oTyBaTu npono3ulii o0 HOpMaTUBHUX aKTiB 1[0/10 3a6e3nedyeHHs iHpopMalliiiHoi Ta /a6o
KibepbOe3neKkH.

PH-9. BopoBai»xyBaTu npolecHy, 1[0 6a3yl0ThCs HA HallioOHaJIbHUX Ta Mi>)KHapOAHUX CTaHAApTaX,
BUSIBJIEHHS], iieHTUiKaLil, aHaIi3y Ta pearyBaHHs Ha iHIUAeHTH iHpopMaLiiiHOi Ta/abo Kibepbe3nekH.
PH-10. BukoHyBaTH aHasi3 Ta fekoMno3uLio iHpopmaniliHo-Te/leKOMYHiKaL[ilHUX CUCTEM.

PH-11. BukoHyBaTu aHaJi3 3B’13KiB MiX iHpopMaLiiHUMU NpoliecaMy Ha BifjasieHUX 06UYUCTI0BaJIbHUX
cucTeMax.

PH-12. Po3po6iATH Mo/ieJli 3arpo3 Ta MopyIIHUKA.

PH-13. AHanizyBaTH npoeKkTH iHpopMaLiliHO-TeleKOMyHiKaLiiHUX cucTeM 6a3y04uch Ha
CTaHJapTU30BaHUX TEXHOJIOTIAX Ta IPOTOKOJIAaX llepe/iadi JaHHUX.

PH-14. BupimyBaTu 3aBJlaHHs 3aXUCTy Iporpam Ta iHpopmariii, 110 06pobsisieTbes B iHGopMalliiiHo-
TeJeKOMYHIKal[ilHUX CUCTeMaX NPOorpaMHO-anapaTHUMHU 3acO06aMHU Ta JJaBaTH OLiHKY
pe3y/IbTaTUBHOCTI IKOCTi NPUUHATUX pillleHb.

PH-15. BukopucToByBaTH Cy4acHe NporpaMHo-anapaTHe 3abe3nedyeHHs iHpopmaniiHo-
KOMYHiKallilHUX TEXHOJIOTiH.

PH-16. PeanizoByBaTH KOMIJIEKCHI cCUCTEMHU 3aXUCTy iHPopMaliii B aBToMaTU30BaHUX cucTeMax (AC)
opradisatii (mignpueMcTBa) BiimoBiZHO ;0 BUMOT HOPMAaTUBHO-NPABOBUX JJOKYMEHTIB.

PH-17. 3a6e3mneuyBaTH Npoliecy 3aXUCTy Ta PyHKIIioHyBaHHSA iHopMaIliiHO-TeJeKOMYHiKallinHUX
(aBTOMATH30BaHUX) CHCTEM Ha OCHOBI MPAKTUK, HABUYOK Ta 3HAHB, L1010 CTPYKTYPHUX (CTPYKTYPHO-
JIOTIYHHUX) cXeM, TONOoJIOTil Mepexi, CyyacHUX apXiTeKTyp Ta MoJeJiel 3aXUCTy eJIeKTPOHHUX
iHdpopMaliliHUX pecypciB 3 Bijo6pakeHHSIM B3a€EMO3B’sI3KiB Ta iHpopMalliiHUX OTOKIB, TPOIeciB A5
BHYTpIlIHIX i BifJaJeHUX KOMIIOHEHT.

PH-18. BukopucToByBaTH NporpaMHi Ta nporpaMHo-anapaTHi KOMILJIEKCH 3aXUCTY iHpopMariiHux

pecypcis.
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PH-19. 3acTocoByBaTu Teopii Ta METOU 3aXUCTY AJis 3abe3nedyeHHs1 6e3neku iHpopMallii B
iHpopMaIiliHO-TeJIeKOMYHIKaI[iHHUX CUCTEeMaX.

PH-20. 3a6e3neuyBaTu GyHKLiOHYBaHHS Cllellia/IbHOTO MPOrpaMHOTro 3abe3neyeHHs, 040 3aXUCTY
indopmMmariii Bi pyiHy0UMX TPOrpaMHUX BIJIMBIB, pyHHYIOUMX KOAiB B iHdopMalliiiHo-
TeJIeKOMYHiKallilHUX cCUCTeMaX.

PH-21. BupimyBaTu 3a7ia4i 3a6e3ne4eHHs Ta CYyNPoBOAY (B.T. YUCJIi: OTJIsA[], TECTyBaHHS, MiA3BITHICTH)
CHUCTEMH yIPaABJIiHHSA JOCTYIIOM 3TiZJHO BCTAHOBJIEHOI MOJIITUKHY O6e3IeKHu B iHpopMaIniiHUX Ta
iHdpopMaliliHoO-TesIeKOMyHIKaI[iHHUX (ABTOMaTU30BaHUX) CUCTEMAX.

PH-22. BupiwyBaTu 3a/iaui yrpaBaiHHSA npoleAypaMu ifeHTHdikanii, aBTeHTUdiKkalii, aBTOpU3anil
npolieciB i KopucTyBauiB B iHpopMaLiiHO-Te/IeKOMYHIKaLliHHUX CUCTeMax 3rilTHO BCTAHOBJIEHO]
noJiiTuku iHpopMmaliiiiHoi i\abo ki6epbe3neKu.

PH-23. PeasnizoByBaTH 3ax0/i 3 MPOTH/Il OTPMMaHHIO HECAHKIIIOHOBAHOI0 A0CTYMY A0 iHpopMaliiHUX
pecypciB i mporieciB B iHpopManiiHuX Ta iHpopMalilHO-TeJIeKOMYHiKal[iHHUX (ABTOMaTHU30BaHUX)
cucTeMax.

PH-24. BupimyBaTu 33ia4i ynpaBjiHHSA JOCTYIIOM A0 iHGOpMaLiiHUX pecypciB Ta NpoieciB B
iHpopMaliliHux Ta iHpopMaliliHO-TesleKOMYHiKalilHUX (aBTOMaTU30BaHUX) CUCTEMAX Ha OCHOBI
MoJiesiel ynpaBJ/liHHA JOCTYIIOM (MaHAATHUX, JUCKPeLiHHUX, POJIbOBHUX).

PH-25. 3a6e3nedyBaTu BBeJ€HHS MiZ3BITHOCTI CUCTEMH YIPABIiHHS JOCTYIIOM J10 €JIEKTPOHHUX
indpopmMarniiHux pecypciB i mporeciB B iHpopMariiHux Ta iHpopmanifiHo-TeleKOMYyHIKalliHHUX
(aBTOMaTHM30BaHUX) CHCTEMAX 3 BUKOPUCTAHHAM XKypHaJiB peecTpaliil moAil, ix aHanizy ta
BCTAHOBJIEHUX IIPOLEAYD 3aXUCTY.

PH-26. BupoBamxyBaTu 3ax0/1 Ta 3a6e3MedyBaTH peasisalilo npoLeciB nonepesKeHHs1 OTPUMaHHIO
HecaHKIioHOBaHOro focTyny i 3axucty iHpopmaniiHux, iHpopmaLiiHO-Te/leKOMYHIKaLiHHUX
(aBTOMaTHM30BaHUX) CUCTEM Ha OCHOBI eTaJIOHHOI MO/ieJli B3aEMO/Iii BiIKPUTHUX CUCTEM.

PH-27. BupiuyBaTtu 3asa4i 3axucTy NOTOKIB jaHUX B iHpopManiiHux, iHpopManiiiHo-
TeJIeKOMYHiKalilHUX (aBTOMAaTH30BaHUX) CUCTEMAX.

PH-28. AHanisyBaTu Ta NPOBOJIUTH OLIiHKY eQeKTHUBHOCTI Ta piBHS 3aXUIlEHOCTI pecypciB pi3HUX KJIaciB
B iHbopMaliiHux Ta iHpopManiiHo-Te/leKOMyHiKalilHUX (aBTOMAaTU30BaHUX) CUCTEMAX B XO/i
poBeeHHS BUNIPOOYBaHb 3TiAHO BCTAHOBJIEHOI NOMITUKY iHpopMaliiHoi Ta\abo Kibepbe3neKy.
PH-29. 3ailicHioBaTH OI[iHIOBaHHS MOXJIMBOCTI peasizalii mnoTeHniiHUX 3arpo3 iHpopmarii, 1o
06po6.1si€ThCA B iHOpMaliiHO-TeJleKOMYHIKallilHUX cUcTeMax Ta epeKTUBHOCTI BUKOPUCTaHHA
KOMILJIEKCiB 3ac06iB 3aXUCTy B yMOBax peasisaliii 3arpos pisHUX KJaciB.

PH-30. 3ailicHIOBaTH OLIiIHIOBaHHS MOXXJIMBOCTI HECAHKI[IOHOBAHOTO JJOCTYIY /10 €JIEMEHTIB
iHpopmanifiHO-Te/leKOMYHIKaL[iHHUX CUCTEM.

PH-31. 3acTocoByBaTu Teopii Ta METOIU 3aXUCTY [iJis 3abe3neyeHHs] 6e3MeKU eJIEMEHTIB
iHbopMalliiiHo-TeleKOMYHIKalliHHUX CUCTEM.

PH-32. BupiuyBaTu 3aa4i ynpasJiiHHS poLecaMy BiJHOBJIEHHS IITATHOTO QYHKI[iOHYBaHHS
iHbopMaIiliHO-TeJIEKOMYHIKAI[iIMHUX CUCTEM 3 BUKOPUCTAHHSAM IPOIeAYP Pe3epByBaHHS 3TiTHO
BCTAHOBJIEHOI OJIITUKU GE3MEKHU.

PH-33. BupiumyBaTtu 3asa4i 3a6e3nedeHHs 6e3nepepBHOCTI 6i3Hec npo1eciB opraHisalii Ha ocHOBI Teopil
PU3HUKIB.

PH-34. [IpuiiMmaTu y4acTb y po3po06iii Ta BOpOBa/PKeHHi cTpaTerii iHpopmMaliiiHoi 6e3neku Ta/a6o
KibepOe3neKH BiANIOBIIHO /10 1ijieH i 3aBAaHb OpraHisariii.

PH-35. BupimyBaTu 3a7ia4i 3a6e3mne4eHHs Ta CYyNIPOBO/Y KOMIJIEKCHUX CUCTEM 3aXUCTy iHopMalii, a
TAKOX NPOTHU/ii HECAHKLIOHOBAaHOMY JOCTYyNy A0 iHpopManiiHuX pecypciB i npoueciB B iHpopMaLiiHUX
Ta iHpopMallifiHO-TeJIeKOMYHIKalliiHUX (aBTOMAaTHU30BaHUX) CUCTEeMaX 3Ti/JHO BCTAHOBJIEHOI MOJITUKH
iHdopmariiiiHoi i\abo KibepbHe3neKHu.

PH-36. BusiBisiTu He6e3MeuHi CUrHAIM TeXHIYHUX 3aC006iB.

PH-37. BumiproBaTu napamMeTpu HebGe3MeYHUX Ta 3aBaJ0BUX CUTHAJIIB MiJ 4ac iHCTPYMEeHTaIbHOT 0
KOHTPOJIIO IPOIieciB 3aXUCTy iHopMallii Ta BU3HAYaTU epeKTUBHICTh 3aXUCTy iHopMallii Bii BUTOKY
TeXHIYHUMHU KaHaJlaMH BiZiIOBIJHO /10 BUMOT HOPMAaTHUBHUX JJOKYMEHTIB CUCTEMHU TEXHIYHOI'0 3aXUCTY
iHpopmMmariii.

PH-38. [uTepnpeTyBaTH pe3y/bTaTH POBeeHHA CleliaJlbHUX BUMIpIOBaHb 3 BUKOPUCTAaHHAM
TeXHIYHUX 32C06iB, KOHTPOJIIO XapaKTEPUCTUK iHPOpMaIlilHO-TeSleKOMYHIKaI[iMHUX CHUCTeM BiiIOBi/HO
Jl0 BUMOT HOPMaTHBHUX JOKYMEHTIB CUCTEMH TeXHIYHOI0 3aXUCTy iHdpopMariil.
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PH-39. [IpoBoauTH aTecTallilo (CIUparYMCch Ha 06JIiK Ta 06CTEXKEeHHs) PeXXKUMMHUX TepUTOpii (30H),
IPHUMIIeHb TOIIO B YMOBAX A0/Iep>KaHHS PEXUMY CEKPETHOCTI i3 pikcyBaHHSAM pe3y/bTaTiB y
BiINOBIZHUX JOKYMEHTAaX.

PH-40. InTepnpeTyBaTH pe3y/bTaTH NPOBeAeHHS Clleljia/IbHUX BUMIPIOBaHb 3 BUKOPUCTAHHAM
TexHiYHUX 3ac06iB, KOHTpoJI10 XapakTepucTuk ITC BiAnOBiAHO A0 BUMOT HOPMAaTUBHUX JOKYMEHTIB
CHUCTEMHM TEXHIYHOI0 3aXUCTy iHpopMaIlii.

PH-41. 3a6e3nedyBaTy HeNEPEpPBHICTb NpOLieCcy BeJleHHs KypHaJIiB peecTpanil noil Ta iHLUAEHTIB Ha
OCHOBI aBTOMaTU30BaHUX NPOLEAYDP.

PH-42. BunpoBa/KyBaTU NpoLecy BUsSBJEHHS, ifeHTUIiKallil, aHa/1i3y Ta pearyBaHHs Ha iIHIUJEHTH
iHdopmariiiiHoi i/abo kibepbHe3nekHu.

PH-43. 3acTocoByBaTH HalliOHaJIbHI Ta Mi>kHapo/iHi peryJotdi akTu B chepi iHpopMalliliHol 6e3neku
Ta/ abo Kibepbe3neKku AJs1 po3C/ilyBaHHS iHIIUAEHTIB.

PH-44. BupimyBaTu 3a/1a4i 3a6e3neuyeHHs 6e3nepepBHOCTI Oi3Hec-MpolieciB opraHizaijii Ha 0CHOBI
Teopii pU3MKiB Ta BCTAaHOBJIEHOI CHCTEMHU yIpaBJ/iHHA iHpopMaliiHOI0 6e3MeKo1o, 3TiHO 3
BiTUM3HAHUMM Ta MIXKHAPOJAHUMU BUMOTAaMHU Ta CTaHapTaMHU.

PH-45. 3acTocoByBaTH piHi kjlacu nojiTUK iHopMaliiiHoi 6e3neku Ta/ ab6o kibepbe3neky, 10
6a3yTbhCS HAa pU3UK-OPIEHTOBAHOMY KOHTPOJIi AOCTYNY A0 iHpopMalliiHUX aKTHUBIB.

PH-46. 3xilicHloBaTH aHaJi3 Ta MiHiMi3aliro pu3uKiB 06po6Ku iHpopMmalii B iHpopMmaliiHo-
TeJIEKOMYHIKal[ilHUX CUCTeMaX.

PH-47. BupimyBaTu 3a7a4i 3axucty iHdopmallii, 1o 06po6/isieThbes B iHpopManifiHo-
TeJIEKOMYHiKaLlilHUX CUCTeMaX 3 BAKOPUCTAHHSAM Cy4YaCHUX MeTO/[iB Ta 3ac06iB KpuntorpadiyHoro
3axucty iHpopmarii.

PH-48. BukoHyBaTH BIpOBa/KeHHS Ta NiATPUMKY CUCTEM BUSABJIEHHSA BTOPTHEHDb Ta BUKOPUCTOBYBATH
KOMIIOHEHTH KpunTorpadpiyHoro 3aXucTy [ijisl 3a6e3neyeHHss He06XiAHOTO PiBHS 3aXUIIEHOCTI
iHnpopmanii B iHpopManifiHO-TeleKOMyHIKaliHHUX CHUCTEMAX.

PH-49. 3a6e3neuyBaTu HajexHe GYHKIIOHYBAaHHSI CUCTEMU MOHITOPUHTY iHopMaLiliHUX pecypciB i
npoiieciB B iHpopMalliiHO-TeJleKOMYHIiKallilHUX cCHCTeMaX.

PH-50. 3a6e3mneuyBaTu GyHKI[IOHYBAaHHS MPOrPaMHUX Ta MPOTrpaMHO-anapaTHUX KOMILJIEKCIB
BUSIBJIEHHSI BTOPIrHEHb Pi3HUX PiBHIB Ta KJaciB (CTaTUCTUYHUX, CATHATYPHUX, CTATUCTUYHO-
CUTHaTYpPHUX).

PH-51. [liaTpuMyBaTH Npale3JaTHICTb Ta 3a6e3Me4yBaTy KOHIrypyBaHHsI CHCTeM BHUSIBJIEHHS
BTOpPTHeHb B iHQOpMalliiHO-Te/IeKOMYHIKallilHUX CUCTEeMaX.

PH-52. BukopucToByBaTH iHCTpyMeHTAapiH AJ151 MOHITOPUHTY HpoueciB B iHpopMarifiHo-
TeJIEKOMYHIKal[iiHUX CUCTeMaX.

PH-53. BupimyBaTu 33ja4i aHa i3y MporpaMHOro KoJly Ha HasiBHiCTb MOXXJIMBUX 3arpo3.

PH-54. YcBigomJ/roBaTH iHHOCTI FTpOMaisiHCbKOT0 (BiJIbHOTO IeMOKPATHYHOTI'0) CYyCIiJIbCTBA Ta
HeoOXi/HICTb HOTO CTa/Joro po3BUTKY, BEPXOBEHCTBA IIPaBa, PaB i CBO6O/, JIIOAUHU i TpOMa/iIsiHUHA B
YkpaiHi.

06cAr AMCHMITIiHU

3aranbHui o6car aucuumiainy 90 rog. (3 kpeautu ECTS): nekuii - 24 ro., 1abopaTopHi po6oTu - 12
roj., caMocCTifiHa po6oTa - 54 roz,.

[lepeaymMoBU BUBYEHHS JUCLHUILIIHM (IpepeKBi3UTH)

aTeMaTHW4YHi ocHOBU KpunToJorii, Komn'rorepHi Mepexi.
M K ' p

0Co6JIMBOCTI AUCIUIJIIHMA, METOAH Ta TEXHOJIOTil HABYaHHA

B xoi BUK/IalaHHA JUCLUIIIIHYA BUKJIaZladeM 3aCTOCOBYIOTHCA NOACHIOBAIbHO-IIIOCTPAaTUBHUM
(iHpopmanifiHO-peleNTUBHUI) Ta peNPOAYKTUBHUN MeTOIU HaBYaHHS. B fikocTi MeToAiB BUK/IaAaHHS,
sIKi HanpaBJieHi Ha aKTUBi3allil0 Ta CTUMYJ/IIOBAaHHS HaBYaJIbHO-Ni3HABaJIbHOI AisIbHOCTI 37106yBauiB,
3aCTOCOBYIOThCS pe3eHTallii, 6ecify, iHAUBIAyaIbHI IpyMOBi NPOEKTH, MalcTep-KJIacH.

HamionaAbHNMI TeXHIYHMIT yHIBEpCUTET
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IIporpama HaB4YaJIbHOI AUCHUILIIHA

TeMH JIeKI{iMHUX 3aHATD

Tema 1. BBesieHHs1 B 6€3/1pOTOBI Mepexi.

Oco6sMBOCTI pagioMepex. TeXHOJI0Tis MUPOKOCMYTOBOT0 CUrHay. CTaHIapTH 6e3pOTOBOI Mepexi.
KananbHuii piBeHb ctangapta 802.11. CtpykTypa Mepexi.CepBicH KaHaJIbHOTO piBHA.

Tema 2. ®yHaaMeHT 6e3me4HOI Mepexi.

[ToniTuka 6e3neku. bazoBi MexaHi3Mu 3axucTy. CIUCKU KOHTPOJIS AOCTYIY.

Tema 3. besneka nporokosia WEP.

OcHogHi Hegosriku WEP. CitaGki BekTOpH iHinmjamizarii.

Tema 4. [IpoTokosn WPA.

[Ipotokosa WPA-PSK. IIpoTokos TKIP.

TeMma 5. besneka TexHoJiorii Bluetooth.

Crek npoTtokouiB Bluetooth. YpasnusocTi npuctpois Bluetooth.

Tema 6. besneka MepexeBOro piBHS.

MixxmepexkeBe ekpaHyBaHHsA 6e3/1poToBoi Mepexi. TomoJsoris Mepexi. Bubip Tuny mixkmepexeBoro
ekpaHa. HasalmtyBaHHA Mi>kMepexeBoro ekpaHa. BiptyanbHi npuBaTHi Mepexi. VPN mepexxeBoro
piBHs1. [IpoTokou IPv6. OcHOBU 6e3neku npoTokoJa [Pvé.

Tema 7. Ataku Ha kopuctyBauiB WLAN.

Xu6bHa Touka goctyny. ATaku Ha 802.1X. YpasauBocTi ApaiiBepiB..

Tema 8. 3axucT M06GIIBHUX KOPHUCTYBAYiB.

KoHTposib 6e31poToBUX KJIi€HTIB. lleHTpasnizoBade HasnaurtyBanHsd Wi-Fi. [lepcoHanbHi cuctemMu
BUSIBJIEHHS aTaK.

Tema 9. BusiBjIeHHSI aTaK Ta KOHTPOJIb 3aXUL€HHOCTI.

BusiByieHHs1 6e3/JpoTOBUX aTakK. [[puk/iIazy cucTeM BUSIBJIEHHS 6€31POTOBHUX aTakK.

Tema 10. OuiHka 3aXUIEHHOCTI 6€3/[POTOBUX MEPEXK.

Ananisz koHirypaniil. TecTyBaHHS Ha TPOHUKHEHHS.

Tema 11. 3axucT iHpopmalii B cucTeMax MO6iJIbHOTO 3B'SI3KY.

3aco06U 3aXKUCTy B Cy4aCHUX CUCTEMaX MOOIJIbHOTO 3B'SI3KY.

TeMmu NPAaKTHYHUX 3AHATDb

[IpakTu4uHi po60TH B paMKax JUCHUILIIHU He Nepei6adeHi.

Temu J1abopaTOPHUX POOGIT

Tema 1. BctanoBsieHHs Kali Linux Ha koMm'toTep a6o BipTyasibHY MaluHy (dJienn Hociit ab6o 30BHIIIHIN
JIUCK).

Tema 2. [locnimxeHHs cTilikocTi To4oK JocTyny 6e3apoToBoi Mepexi Wi-Fi.

Tema 3. BukopuctranHs yTuiit Kali Linux /iyist cTBOpeHHS CJIOBHUKIB.

Tema 4. BukopucTaHHs ckaHepa 6e3neku Nmap Ta Zmap Ha Kali Linux.

CamocTiiiHa po6oTa

CamocrTiliHa po6oTa CTy/leHTa € OJ/Hi€l0 3 popM opraHizanil HaBYaHHs, OCHOBHOI0 GOPMOI0 OBOJIOAIHHA
HaBYaJIbHMM MaTepiasioM y BiJIbHUU BiJi ayIMTOPHUX HaBYaJbHUX 3aHATb 4ac. [lig yac camocTiiHoOi
pPOGOTHU CTYIEHTH BUBYAIOTh JIEKIIiIHHUU MaTepias, TOTYIOTbCSA [10 Iab0OPaTOPHUX POOIT, KOHTPOJIbHHUX
poo6iT, 3atikiB Ta icnuTiB. CTyIeHTaM TAK0K pEKOMEHAYIOThCS 10AaTKOBI MaTepianu (Bigeo, ctaTTi) ass
CaMOCTiHHOTO BUBYEHHS Ta aHaJi3y.

HedopmasbHa ocBiTa

B pamkax HedpopMasibHOI 0CBiTH 3rijjHO BiAnoBigHoro [Mosoxenns (http://surl.li/pxssv), ocBiTHSA
KOMIIOHEHTa abo0 ii OKpeMi TeMU MOXKYTb 6YTH Bpax0BaHO y pasi caMOCTiHHOT0 NPOX0/KeHHS
npodeciiHUX KypCiB/TpeHIHTiB, OTpUMaHHSA rPOMaJsIHCbKOI OCBITH, OHJIAMH OCBITH, MpodeciiHOTO
CTa)KyBaHHS TOIL0.

30KkpeMa, OKpeMi TeMHU JJaHOI KOMIIOHEHTHU MOXYThb OYTH BpaX0BaHO Yy pasi yCcHillHOTO 3aBepilleHHSA
Takux KypciB CISCO:

HamionaAbHNMI TeXHIYHMIT yHIBEpCUTET

Besneka ma aydum 6e30pomogux ma pyxXoMux Mepeic «XapKiBCHXHIE TOATTeXHIHMI IHCTHTYT



http://surl.li/pxssv

Network Support and Security
https://www.netacad.com/catalogs/learn?category=course.

JliTepaTypa Ta HaBYaJIbHI MaTepiaau

OcHOBHa JiiTepaTtypa

1. Bypsiyok B. JI. OcHoBH iHpopManifiHOI Ta KibepHeTHYHOI 6e3neku. [HaBuanbHUM noci6Huk]. / B. JI.
Bypsadok, P. B. Kupuyok, I1. M. Cknagannuii - K., 2018. - 320 c.
https://elibrary.kubg.edu.ua/id/eprint/27370/1/V _Buriachok Posibnik 2019 FITU.pdf

2. Bypsiuok B. JI,, CokosioB B. H0. MeToau 3ab6e3neyeHHsI rapaHTO3/]aTHOCTI i dyHKIIioHANBbHOI 6e3neKu
6e3MpoBo0BOI iHPPACTPYKTYPH HA OCHOBI anapaTHOTO Po3/iJieHHs ab0HeHTiB : MoHorpaodis. Kuis :
KVYBr, 2019. 164 c.

https://elibrary.kubg.edu.ua/id/eprint/28225/1/V Buriachok V Sokolov WMS.pdf

3. CokouioB, B. 0. be3rneka 6e3npoBo/joBUX i MOOGiIbHMX Mepex : HaBuasbHU#M nocioHuk / B. 10. CokoJioB,
B. JI. Bypsiuok, M. M. Tampxaidi / pen. nepekJ. O. I1. Paittep. — 2 Bug,, gon. — K. : KYBT', 2019. — 130 c.
https://elibrary.kubg.edu.ua/id /eprint/27294/1/V Sokolov V Buriachok M Taj Dini WMS 2.pdf

4. AxpamoBu4 B.M. Kypc jsiek11iii 3 HaByabHOI AucHumIiHg «Kibepbe3sneka 6aHKIBCbKHUX Ta KOMEPLiHHUX
cTpykTyp» /B.M.AxpamMoBuu. [lep>kaBHUM YHiBepcUTeT TesnekoMmyHikaniid. - K.: YT, 2019. - 163 c. in. -
Bi6aiorpag.: 166 c.

https://b.twirpx.link/file /3149823 /

5. besneka esieKTpoHHOI KoMep1iii: HaBY. noci6H. [.M. [lictyHos, €.B., Kouypa; Ha,. ripH. yH-T.
JninponerpoBcbk: HI'Y, 2014. 125 c.

http://pistunovi.infua/6 E K.pdf

6. lynukeBud, B. b. OcHoBu iHpopmanifiHoi 6e3neku : HaBY. noc. / Jlyaukesuu B. b., Xopoiiko B. 0.,
Apemuyk 10. €. - Binnung : BHTY, 2018. - 316 c.

https://pdflib.vntu.edu.ua/books/IRVC/Dudikevich 2018 316.pdf

JoaaTKoBa JjiTepatypa

7. HZ1 T31 2.5-004-99 Kpurtepii onjinku 3axuiieHocTi iHpopMaLii B KOMI'IOTEpHUX CUCTEMaX Bif,
HecaHKIlioHOBaHoro foctyny, Haka3 JICTC3I CBY Big 28.04.99 Ne 22 (3mina N2 1 Haka3 Big 28.12.2012
Ne 806).

https://tzi.com.ua/downloads/2.5-004-99.pdf

Cucrema OLiHIOBAaHHA

KpuTepii onjiHIOBaHHS yCHIIIHOCTI CTyAEeHTa IlIkaa oniHIOBaHHS

Ta po3M0oAi 6asiB Cyma HauioHa/sbHa oLiHKa ECTS
Ba/ii HapaxoBYIOThCS 3a HACTYITHUM 6asiB
CIiBBiIHOIIEHHSAM: 90-100  BigmiHHO A
esiabopaTopHi po6oTu: 40% ceMecTpoBOi OL[iHKY; 82-89 Jobpe B
ecamocTiiiHa po6oTa: 10% ceMecTpoBOI OL[iHKY; 75-81 Jobpe C
*KOHTpOJIbHA po6oTa: 10% ceMecTpoOBOI OLIHKY; 64-74 3a/0BiJIbHO D
eiciut: 40% ceMecTpOBOi OI[iHKU 60-63 3a/10BiNIbHO E
35-59 HeszazoBizibHO FX
(moTpibHe A0AATKOBE
BHUBYEHH)
1-34 He3agoBisibHO F
(moTpi6bHE MOBTOPHE
BUBYEHHS)

HopMu akageMiyHOI eTHMKHM i MOJIITUKA KYPCYy

CTyleHT MoBHHEH JloTpuMyBaTHcs «KoJekcy eTUKM aka/leMiYHUX B3aEMOBI/THOCHH Ta JI06pOYECHOCTI
HTY «XIl»: BUSABAATH AUCIUILIIHOBAHICTb, BUXOBAHICTb, JOOPO3UUIUBICTh, YECHICTD, BiINOBiAA/IbHICTD.

6 HamionaAbHNMI TeXHIYHMIT yHIBEpCUTET
Besneka ma ayoum 6e30pomogux ma pyxXoMmux Mepeic 38 . Xapkincsxsii noairexminmmi iHCTHTYT >


https://www.netacad.com/catalogs/learn?category=course

KoHaikTHI cuTyalii MOBHHHI BiKPUTO 06roBOPIOBAaTHUCS B HABYAJbHUX I'PyIax 3 BUKJIaZjaueM, a IpU
HEMOXKJIMBOCTI BUpillleHHS KOHQJIIKTY — IOBOAUTHUCS 0 BijoMa ciBpOoOITHUKIB AUPEKIIil iHCTUTYTY.
HopmaTuBHO-IpaBoOBe 3a6e3ne4eHHs] BIPOBAXKeHHsI IPUHIUIIB akaZeMiuHoi gfo6podecHocti HTY
«XI1l» posmimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/

IloroaxeHHA
Cunabyc noroAxxeHo 3aBiayBau kadeapu
28082024 > OO Cepriii EBCEEB
['apanT OIl
28.08.2024 = & Cepriit EBCEEB
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