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serhii.yevseiev@khpi.edu.ua
JlokTop TexHIYHUX HayK, podecop, 3aBigyBau kadeapu Kibepoesnexku HTY
«XTIII».

KinbkicTp HaykoBuUX ny6Jtikanii: noHas 350, 3 HUX NaTeHTiB HA KOPUCHY
MoJienb 42, 17 moHorpadil, 3 IKUX 9 KoJIeKTUBHUX MOoHorpaodiii, 31
HaBYaJIbHUM NMOCIOHUK, 3 sIKUX 4 3 rpudoM MiHicTepcTBa ocBiTH i HayKu
Ykpainy, 163 cTaTTi y 3aKOpA0HHUX BUAAHHSAX Ta $aX0BUX BUJAHHSX YKpaiHY,
3 HUX 61 y HayKOMeTpU4Hiil 6a3i Scopus. [IpoBifHUI JIEKTOP 3 JUCIUIIiH:
«MeHemxMeHT iHpopMaliliHOI 6e3neku», «BBe/leHHs B Mepexi», «be3neka
GaHKIBCbKUX cucTeM» , «['i6puIHI BiiHY Ta HallioHA/IbHA 6e31eKay», «AyIUT Ta
MOHITOPUHT KOPIOPaTUBHUX Mepex», «Blockchain: ocHoBU Ta npukiagu
3acTOCyBaHHA», «OCHOBU CMapT-KOHTPAKTiB», «OCHOBH Kibepbe3neku» y
CTy/leHTiB 6akasiaBpiaTa Ta MarictpaTypy, Po3ain «MeToau i TexHoJ1OTii
MOHITOPUHTY Ta ayAuTy iHpopMauiiiHOI 6e3neku», «MeTou No6yL0BU
MOCTKBAHTOBUX KPUIITOCUCTEM», « HOBITHI TexHoJIOTii 3a6€3me4eHHs
Kibep6e3neKHu Ha OCHOBI TeXHOJIOTii 6/J1I0K4YelH» /IJ151 acllipaHTiB

AETaJ'[bHiI.LIe PO BUKJIAd[d494d HA canTi Kag]gegpn

I'ABPUJIOBA Asia AHapiiBHa

alla.havrylova@khpi.edu.ua
PhD, noueHT kadenpu kioepbesneku HTY «XIII».

KinbkicTh HaykoBuUX my6Jtikauii: noHas 30, 3 HUX NaTEHTIB HA KOPUCHY
MoJzesib 2, 3 MoHorpadii, 3 ikux 1 - y penieH30BaHOMY BUAHHI, [0 BXOAUTb /10
6a3u gaHux Scopus, 1 — B iHO3eMHOMY HayKOBOMY BU/JIaHHI, 2 - Y GpaxoBoMy
BU/laHHI Ykpainy; 14 cTaTel, 3 HUX 7 HAYKOBUX CTaTel — Yy HAYKOBUX HpaXx0BUX
BUJAHHAX YKpaiHy, 4 HAyKOBI CTAaTTi — y peljeH30BaHUX BUJAHHAX, 1110 BXOAATb
Jlo 6a3u JaHux Scopus, 3 cTaTTi - B iHO3eMHUX HAyKOBUX BUJIAHHSX. JleKTOp 3
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AVCHMILIIH: «BcTyn Ao cnenianbHocTi. O3HalloM4a paKTHKa», «OpraHisaiiiine
3abe3MevyeHHs 3aXUCTy iHpopMarii» y cCTyeHTiB 6akaaBpiaTa
JleTanbHillle Mpo BUKJaJa4ya Ha calTi kKabeapu

BOPOIIAM HaTans IropisHa

voropay.n@gmail.com
KanguaaTt TeXHIYHUX HayK, JOIEeHT Kadeapu Kibepoeadneku HTY «XI1I».

ABTop noHa/ 30 HAYKOBUX Ta HaBYaJIbHO-MeTOAUYHUX NpaLb.. [IpoBigHUN
JIEKTOP 3 AucHuIIiH: «TexHosoril nporpamyBaHHs Y.1», «/leneHTpasnizoBaHi
CHUCTEMU», «3aXUCT 06 EKTIB KpUTHUHOI iHPPACTPYKTYpu» , «kAHTHUBIpyCHUI
3axucT iHpopMalii», «bJIoKUYelH Ta CMapT-TEeXHOJIOTIi B eJIEKTPOHHOMY
JIOKyMEHTO0O06iry».

JleTanbHille 1po BUKJ/aja4a Ha CalTi Kapeapu

3arasbHa iHpopmanisa

AHoTanis

HaBuasibHa aucuumiiza "3axucT 06 €KTiB KpUTHUYHOI iIHGPaCTPYKTypH" € BUGIPKOBOI HaBYa/IbHOIO
JUCIHHUIIIHOW. BUBYEHHS AUCUMILIIHY COPSIMOBAHO Ha BU3HAYeHHSA iHpopMaliil, 1110 HOTpedye 3aXUCTy
Ha 06’ekTax KpuTH4yHOi iHppacTpykTypu (OKI). OnanyBaHHSI MeTOAiB Ta 3aC06iB TEXHIUHOTO 3aXUCTY
inpopmauii Ha OKI. O3HalioMJyieHHs 3 KaHaJlaMU BUTOKY iHpopMaliii Ta migcTaB ix yTBOpeHHsI.
OBoJIoZiHHA HABUYKAaMU POOOTH i3 3aco06aMU Ta KOMIIJIEKCAMU BUSIBJIEHHS 3aKJ/IaJJHUX IPUCTPOIB
HECaHKI[iOHOBAaHOTO OTpUMaHHS iHpopmMarii. OBoJIoiHHS HaBUYKAaMM pO6OTH i3 3aco6amMu Ta
KoMILJIeKcaMu 3axucTy iHpopmarnii Ha OKI. 3acBoeHHs mopsiKy NpoBeieHHs o6cTexxeHHs i aHanizy OKI
3 MeTOlo 3a6e3eyeHHs 3axucTy iHpopmauii. OBos1oAiHHSA opraHi3aliiHO-TeXHIYHMMHU 3aX0/jaMH L0/0
3axucty iHpopmarnii Ha OKI.

MeTa Ta niji AUCHUILIIHA

3acBO€EHHSA CTyZeHTaMU IPUHIMIIB BUSHAYEHHS 3araJlbHUX BUMOT J10 Kibep3aXxUcTy 00’ €KTiB KPUTUYHOI
iHQpacTpyKTypH, BCTaHOBJEHHS NepesiKy 6a30BUX 3aX0/1iB 3 Kibep3axUCTy, sIKi TOBUHHI OyTH
BIPOBa/IXKeHi Ha 06’€KTiI KpUTUYHOI iIHPPACTPYKTYpH, HA OCHOBI BUMOT Mi>KHapOAHHUX CTAHAAPTIB 3
iHpopmaniliHoi 6e3neKy, jep>kaBHUX HOPMAaTUBHHUX JJOKYMEHTIB 3 TeXHOJIOTrii 3axucTy iHdopMauii
BU3HaueHHd NOPsJKY Ta KpPUTePIiiB BiflHECEHHS 00'€KTIB /10 06’€KTIB KDUTUYHOI iHQPaACTPYKTYpH.

dopmMaT 3aHATH

Jlekuii, 1abopaTopHi po60TH, caMocTiiHA po60Ta, KOHCyAbTallil. [1liIcyMKOBUH KOHTPOJIb — iCIIUT.

KoMnereHTHOCTI

K3-6. 3paTHicTb 0 afanTanii Ta Ail B HOBil cuTyalji.

K3-8. 3paTHicTh BUKOpUCcTOBYBaTH iHpopMaLiliHi Ta KoMyHikaLilHi TexHoJoril i Ha 11il ocHOBI
dopmyBaTH epeKTUBHY cUCTEMY iHGOpMaLiliHO-aHAMITUYHOTO 3abe3neYyeHHs NiATPUMKU NPUNHATTS
yIpaBJliHCbKUX PillleHb 1[0/10 3an06iraHHs, NpoTU/ii Ta HelTpasisalii 3arpo3 HallioHaIbHIN 6e3mnel.
®K-2. 3paTHicTh aHa/Mi3yBaTH BUKJIMKHU Ta 3arp0o3M Hal[iOHa/IbHIN Ge3meni 3a HanpsiMKaMu npodeciiiHoi
JisIIBHOCTI, CHHTe3yBaTH iHpopMariio 110/10 po3pob6sieHHS Ta peastisallii eJieMeHTiB cTpaTerii y
BU3HaYa/IbHUX cdepax HallioHa/IbHOI 6e3neky (MoMiTUUHIN, eKOHOMIYHIH, collia/ibHiN, TYMaHITapHIN).
®K-3. 3paTHiCTP BUKOPUCTOBYBATH 3HAHHS L0/A0 POJIi, MiClisl Ta MPU3HAYEHHS MOJITUYHUX Ta
0e3MeKOBUX iIHCTUTYTIB YKpaiHu A1 epeKTHBHOTO 3AiHCHEHHS 3aX0/[iB IPY BUKOHAHHI 060B’SI3KiB 3
NHUTaHb 3a6e3ne4eHHs HalliOHAJbHOI Ge3IeKH.

®K-4. 3paTHICTb AeMOHCTPYBaTH Ta 3aCTOCOBYBATHU 3HaHHA 3 OCHOB Teopil HaljioHa/IbHOI 6e3MeKH.
®K-7. 3paTHicTh BU3HAYaTH HEOOXiAHI mpaBoBi Ta opraHisaniiHi 3axo/j1 Bpery/il0BaHHS KOHQJIIKTIB,
MOB’I3aHUX i3 3a0€e3MeYeHHAM HallioHaJIbHOI 6e3IeKH.

O®K-8. 31aTHiCTh BUKOPUCTOBYBATU MeXaHi3MU 3abe3MedyeHHs HallioHaJbHOI 6e3neku y ii
BU3Haya/JbHUX cdHepax.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

3axucm o6’exmie kpumuuHoi inghpacmpykmypu «XapKiBCBKMIT HOAITEXHIYHMI IHCTHTY T »
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©®K-12. 3gaTHiCTh BUKOHYBATH 3aX0/iY TePUTOPialbHOI 060POHH, a TAKOXK I[UBIJILHOTO 3aXUCTY y MeXax
npodeciiiHOI KOMIIETEHTHOCTI.

O®K-14. 3paTHiCcTb 3AiHCHIOBATH MOHITOPHUHT 30BHILIHbOI Ta BHYTPILIHbOI MOJITHKU AEP>XKaBU Y
KOHTeKCTi 3a6e3MeueHHs HallioHa/IbHOI 6€3MeKH, TOTYBATH MPOMO3UILii 111010 NiBUIIeHHS 11
epEeKTHUBHOCTI.

PesyanaTn HaBYaHHA

[IPH-5. BisibHO crizIKyBaTHCS iHO3eMHOI MOBOIO Y MexKaX OTPeOH cBOEl mpodeciiHOI MisiIbHOCTI.
[IPH-6. BMiTU alanTOBYBaTUCH 10 HOBUX BUKJIMKIB Ta il Y IEBHUX CUTyaLlifX.

[IPH-7. BMiTU BUSBJIATH, CTABUTH Ta BUpilyBaTU npodeciliHi 3aBAaHHs, BMITH y3arajbHIOBaTU
OTpHMaHi pe3yJibTaTH, 06pO6JISTH Ta aHa/Ti3yBaTH iHpopMallito 3 pisHUX mKepesi, 0bOPMJIIOBATH i
Npe3eHTyBaTH pe3yAbTaTH AOCHifKeHb BiANOBIAHO 10 BUMOT.

[TPH-8. BMiTu BUKOpucTOBYyBaTH iHpopMalliliHi Ta koMyHikaniliHi TexHoJ10Til i Ha 11l ocHOBI
dopmyBaTu edeKTHUBHI cicTeMU iHpopMaliiHO-aHAMITUYHOTO 3a6e3MeUyeHHs NiATPUMKA NPUNRHATTSA
pillleHb 010 3ano6iraHHs, MPOTUAII Ta HelTpaJli3anii 3arpo3 HallioHaJIbHIM Ge3MeKH.

[IPH-9. BMiTH BUKOPUCTOBYBATH 6€3MEKOBI PEXKUMU I1iJl YaC BUKOHAHHS CJIY?KO0BUX 060B SI3KiB.
[IPH-10. BMiTH aHa/ni3yBaTH BUKJIMKHU Ta 3arpo3u HallioOHa/IbHIH 6e3mneli 3a HanpsiMmaMu npodeciiHoi
JislJIbHOCTI Ta CMHTe3yBaTH iHdopMalLliio 111010 po3po6seHHs Ta peasisalil cTpaTeriil y BUsHa4aJlbHUX
cdepax HaliOHA/TBHOI 6e3MeKH (MOJiTUYHIN, eKOHOMIYHIH, collia/bHIN, TyMaHITapHiN).

[IPH-11. BMiTH NOSICHIOBATH POJib, MiClle Ta HIpU3HAYE€HHS NOJIITUYHUX Ta 6€3MEeKOBUX IHCTUTYTIB
Ykpainu g1 ebeKTUBHOTO 3/[iiCHEHHS 3aX0/[iB TPHU BUKOHAHHS 060B’SI3KiB 3 MUTaHb 3a0e3Me4YeHHs
HalioHaJIbHOI 6e3MeKH.

[IPH-12. BMiTH 3acTOCOBYBaTH 3HAaHHS 3 OCHOB Teopii HallioHa/IbHOI 6e31eKH, 30KpeMa: OLliHIOBaTH
00CTaHOBKY, piBeHb BUKJIMKIB Ta 3arpo3 Hal[iOHAJIbHIN Oe3mnelri.

[IPH-16. BukopucToByBaTH Yy npodeciiHill AisIIbHOCTI OKpeMi eJleMeHTH MeXaHi3My BIJIMBY Ta
B3a€EMOJil y nporueci 3abe3nevyeHHs OKpeEMUX CKJIaI0OBUX HalliOHAJNbHOI 6e3MeKH.

[IPH-17. BMiTH BUKOPUCTOBYBAaTH OTPUMaHIi 3HaHHS 111010 6€3M1EeKOBOI CKJIa[0BOI 30BHIIIHbOI MOJITUKU
Ykpainu Ta iHIIUX JepKaB.

[IPH-18. Po3yMiTu 0CHOBHi TEOpETUYHi OHSATTS, 3aCTOCOBYBATH HAOYTi NPaKTUYHI HABUYKHU
JlOCJIiPDKEHHS Ta MiATOTOBKHU JOKYMEHTIB, iX NPaBUJIbHOTO BUKOPUCTAHHS B yIPaBJIiHCbKIH AiIIbHOCTI.
[TPH-20. BMiTH BUKOHYBATH 3aX0/i¥ TepUTOPiaibHOI 0O0POHH, a TAKOX I[UBIJILHOTO 3aXUCTY y MeXax
npodeciiHOI KOMIIETEHTHOCTI.

[IPH-21. BMiTH OLIiHIOBATH BILIMB IJI06a/bHUX MPO6JieM i TpaHChOpPMaIlii reomnoiTHIHOTO Ta
re0eKOHOMIYHOTr0 MPOCTOPY Ha HallioOHa/NbHY 6e3MNeKy, 3AiCHIOBATH MOHITOPHHT 30BHIIIHBOI Ta
BHYTPIIIHbOI MOJIITUKHU Jlep>KaBU ¥ KOHTEKCTI 3a6e3neyeHHs HallioHa/IbHOI 6e3MeKU Ta FOTYBaTH
MpOoMNo3ullii mo/10 nigBuieHH il e)eKTUBHOCTI.

06cAr AMCHUILIIHA

3aranbHui o6car aucnuiiiny 90 rof. (3 kpeautu ECTS): nekuii - 24 rox., 1abopaTopHi po6oTu — 12
roJ., caMocTiiiHa po6oTa - 54 rog.

IlepeayMoBY BUBYEHHA AUCHMILIIHU (MpepPeKBi3UTH)

Buma matemaTyka, MaTeMaTH4YHi OCHOBY KpUNTOJIOTII Ta KpUNToaHamli3, besneka cMmapT-TeXHOJIOTiH Ta
[HTEpHET-peyel.

0co06JIMBOCTI AUCIUILIIHU, METOAH TA TEXHOJIOTiI HABYaHHA

B xoni BUKJIalaHHs JUCLMILIIHY BUKJ/IaJlaueM 3aCTOCOBYIOThCS T0SICHIOBAJIbHO-1JIIOCTPAaTUBHUU
(iHpopmMarniiHO-peleNTUBHUI) Ta penpPOAYKTUBHUN MeTO/IU HaBYaHHs. B sikocTi MeTo/iB BUKJIalaHHS,
sIKi HanpaBJ/IeHi Ha aKTHUBi3allil0 Ta CTUMYJIIOBAaHHS HaBYaJIbHO-MI3HABAJIbHOI AisSIBHOCTI 3,06yBadyiB,
3aCTOCOBYIOThCS pe3eHTalil, 6eciiy, iHAUBIAyasbHI TPyNOBi HPOEKTH, MalcTep-KJIaCH.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

3axucm o6’exmie kpumuuHoi inghpacmpykmypu «XapKiBCBKMIT HOAITEXHIYHMI IHCTHTY T »




IIporpama HaB4YaJIbHOI AUCHUILIIHU

Temu J1IeK1iiHUX 3aHATh

Tema 1. 3arasbHi BUMOTH /10 Kibep3axUCTy 06’ €KTiB KPUTUUHOI iHPPaCTPYKTypHU.

[IepeJsik 6a30BHUX BUMOT i3 3a6e3IeueHHs Kibep3axXHUCTy 00’ EKTIiB KpUTHYHOI iHOPACTPYKTYPH.

Tema 2. ®i3uyHUM 3aXUCT 00'€KTIB KPUTUYHOI iHPPACTPYKTYpH.

[cTopii 6uTB. Xakepu. Biuius 3arpo3. CyyacHUM IIeHTP MOHITOPUHTY Ta yIpaBJaiHHA 6e3nekoto (SOC).
3axucT iHQpaCTPYKTypPHUX KOMYHiKaLlill.

Tewma 3. KiGepsaxuct iHppacTpyKTypH.

OCHOBHI Kibep3arposu Aj1s1 KpUTUIHOI iHGpacTPYKTYpU. 3JIOBMUCHHUKH Ta iXHi iHCTPYMEHTH.

Tema 4. YnpaBJliHHS KpU30BUMM CUTYaLiIMU Ta JIIKBiaLlifl HACTIAKIB.

Ak opraHizyBaTH epeKTHUBHE YIIPaBJiHHA KPU30BUMH CUTYalliIMH B KPUTHYHIN iHPpacTpyKTypi.
Peastizanisi koHnenuii Ha npukJazai ObC Ykpainu. Kimacudikatop 3arpos. YjockoHasieHa Moiesb
inppactpykTypu ABC. KoHLlenTya/ibHa Ta CUHepreTH4YHa MoJieJli 6e3neKy. Y 10CKOHa/leHHs MoJei
OLiHIOBaHHA piBHA 3axuleHOCTi. KoopauHauia fiil pisHUX areHTiB MiJi 4ac KpU30BOI CUTYyalil.

Tema 5. 3axuCT TeJIeKOMYHiKalliiHOI iHPpPacTPyKTypH.

fAx Mox<Ha 3aXHMCTUTHU TeJIeKOMYHIiKalliiiHi Mepexi BiJ kibepaTak. CermeHTalis i MikpocerMeHTallisl
Mepexi. MoHiTOpUHT i LeHTpasizoBaHe ynpas/iHHA. Next Generation Firewall (NGFW). Unified threat
management (UTM). Iucniekuis 3amindpoBaHoro Tpadiky. 3axucT Bif BUTOKY KOHiieHIiHHO]
inpopwmarii. BupoBapxeHHs piieHb ABodakTopHOI ayTeHTUdiKalil. 06'eJHAHHS JIOKAJbHUX Mepex i
BiAa/leHuH AOCTYII.

Tema 6 3aXuUCT eJieKTpOeHePreTUYHOI iHPPaCTPYKTYPHU.

3arposu i Bpas3J/iMBOCTi JJ151 eJleKTpOeHepreTUYHOI iHQpacTpyKTypU. ATaku Ha iHPpPaCTPYKTypy
IHTepHeTy peueld. CTparerii Ta TeXHOJIOTII /151 3aXUCTY eJleKTPOeHepreTUYHOI iHGpacTpyKTypH.
BukmKy, IKi CTOATH epe/ MiXKHAPO/JHUM CHiBPOOITHUITBOM Y cdepi 3aXUCTy eHepreTUIHOT
iHdpacTpyKTypH.

Tema 7. 3axucT ¢piHaHCOBOI iHPPACTPYKTYPH.

OcHOBHI 3arposu Ta pu3ukH 11 GiHaHCOBOI iIHPPACTPYKTYPH, IHCTPYMEHTH /151 IX BUSIBJIEHHS Ta
ouiHKU. MeTou Ta TeXHoJIoril g 3axucTy piHaHCOBUX TpaH3aKILii Ta JaHUX B 6aHKaxX Ta GpiHAaHCOBUX
ycTtaHoBax. CTaHIapTH Ta PEryJAATOPHI BUMOTH JJisd 3a6e3nedeHHs 6e3neku GpiHaHCOBOI
iHppacTpykTypu. Cy4yacHi TeHAeHLil Ta iHHOBallil B rajysi kibepbe3neku s 3axUcTy GpiHAHCOBUX
CUCTeM Ta iIHGpaCTPYKTYpH.

Tema 8. MixkHapoHa ciiBnpals y 3aXUCTi KPUTUYHOI iHQpacTPyKTypH.

MixknaponHi opranisanii Ta iHinjaTuBu A5 KoopAuHaLil 3aX0AiB 3 3aXUCTY KPUTUYHOI iHPpacTpyKTypu
Mix kpaiHaMu. Mi>kHapoiHi JOTOBOPH i MeXaHi3MU ciBpOGITHUITBA /115 3abe3neyeHHs 6e3MeKu
KPUTUYHOI iIHQpacTpyKTypH. 3eJieHa KHUTA 3 IUTAHb 3aXUCTY KPUTUYHOI iHQpacTpyKTypH B YKpaiHi.
CekTopH, 06’€KTH, CUCTEMHY, 110 MOKYTb Oy TH BiHeceHi 0 KpUTHUYHOI iH)pacTpykTypHu. OCHOBHI
3arpo3u KpUTH4HIH iHdpacTpykTypi. JepxaBHa MoJiTHKA 3aXUCTY KPUTUYHOI iHPpacTPyKTypH.
CtpaTerivHi 1jiji Aep>kaBHOI NOJITUKU 3aXUCTy KPUTUUHOI iHOpacTpyKTypu. OCHOBHI NIPUHLUIIU
$opMyBaHHA 3aXUCTYy KPUTHUYHOI iHQpacTpyKTypHu B YKpaiHi. CucTeMa 3aXuUCTy KpUTHUYHOI
iHppacTpykTypH B YKpaiHi. PO3BUTOK MexaHi3MiB 3aXHUCTY KPUTHUYHOI iHQpacTpyKTypHu B YKpaiHi.
Tema 9. YMOBY BUHUKHEHHS] TEPOPUCTHUYHOI 3arpO31 Ta 3aX04H NPOTUAIIL.

Anannis cyTHocTi Ta 3MicTy npo6seMu iHpopMaliiiHOI 6e3MeKH JepKaBU Ha CydaCHOMY eTali pO3BUTKY
HaykH i TexHikd. PaKTOpH 3apoKeHHs Tepopu3My. BapianTu kinacudikanii repopusmy. Tunu
TepopucTiB. MOTHUBU TepopucTiB. MeToau nifBUILEHHS piBHA Kibep3axucTy KpUTUYHOI iHpopmariiHoi
CTPYKTYPH.

Tema 10. [HcTpyMeHTasbHI 3aco6u ynpaBJliHHS pU3rKaMU iHpopMaliiiHoi 6e31eKku 06 EKTIB KPUTHUYHOI
iHppacTpyKTypH.

[HCTpyMeHTaJIbHI 3ac00U yIpaBJiiHHSA pU3nKaMu iHpopMalliiiHoi 6e3neku/ MogeJti OI[iHKY PU3HKIB
komMmnaHii Digital Securit. Moziesib aHai3y 3arpo3 Ta BpasJyiuBocTel. [IpuHLUI po6OTH aJITOPUTM.
Po3paxyHok pU3UKiB 3a 3arpo3oto iHdpopMalliiiHoi 6e3neku. 3aBJjaHHs KOHTpP3axo/iB. [lnaTixkHa
iHppacTpykTypa.

Tema 11. Cuctema ynpaB/iHHSA K 06’ €KT KiOEpHETUYHOI Oe3MeKH.

AHnari3 cucTeMHu ynpaBJliHHA SIK 00’ €KTY KibepHeTHYHOI 6e3nekd. 0cobIMBOCTI aHai3y. OCHOBHU
BUSIBJIEHHA Ta NOLIYKY 00’€KTIB 3 KDpUTUYHOIO KibepHETUYHOI0 iHPPACTPYKTYPOIO.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

3axucm o6’exmie kpumuuHoi inghpacmpykmypu «XapKiBCBKMIT HOAITEXHIYHMI IHCTHTY T »




Temu NPAKTUYHHUX 3aHATD

[IpakTH4Hi po6OTH B paMKax AUCLUIIIHU He epe/i0avyeHi.

Temu 1a60paTOPHUX POGIT

Tema 1. BuBueHHs 3araJibHUX BUMOT /10 KiGep3axucTy 06’€KTIiB KPpUTUUHOI iIHGPACTPYKTYPH.

Tema 2. KputnuHa iHppacTpykTypa 3a perioHamu Ykpainu. Opranizaniiidi 3acagy periony Ykpainu sk
CKJIaZI0Bi HALliOHAJIbHOI CUCTEMHU 3aXUCTy KPUTHUYHOI iIHQPACTPYKTYpH.

Tema 3. CkyiafiaHHs BiJloMocTel Mpo 06’eKT KpUTUUHOI iHPopMaliiiHOl iHPpacTpyKTypy BUSHAUEHOTO
perioHy YKpaiHu.

Tema 4. BuBueHHs1 0cO6/IMBOCTEHN HAlLliOHAIbHOI CUCTEMA 3aXUCTY KPUTHYHOI iIHQPACTPYKTYpH.

Tema 5. BuBueHHs1 0co6/1MuBOCTeN GopMyBaHHs TexHIYHUX BUMOT HAa CTBOPEHHS Clielia/li30BaHOTr 0
MporpamMmHoro 3abesnedyeHHs «/lep>kaBHUU peecTp 06’€KTIiB KpUTUUHOI iHPopMalifiHO]
iHOpacTpyKTypu».

Tema 6. [locstixkeHHsI 3aX0/1iB i3 3a6e3neYeHHs Kibep3axucTy KpUTUYHOI iHpopMaliiHoi
iHdpacTpykTypu GaHKIB.

Tema 7. MeToan4Hi pekoMeHAallil 111010 PO3POOKH MOTOYHOTO Ta LIJIbOBOTO NPodisto Kibep3axucry.
MeToau4Hi pekoMeHAalil 111010 aHa/i3y MOTOYHOTI0 Ta [iJIbOBOTO NPodiJiio Kibep3axucry.

Tema 8. [IpoBesieHHs Kyiacudikallii 3ax0/1iB Kibep3axHUCTy 06’ €EKTIB KPpUTUUHOI iIHOPaCTPYKTYpHU.

CamocriiiHa po60Ta

CamocrTiliHa po6oTa CTy/leHTa € OJHi€l0 3 popM opranizaliii HaBYaHHs, OCHOBHOIO GOPMOI0 OBOJIOAIHHA
HaB4YaJIbHUM MaTepia/ioM y BiJIbHUH Bifj ayIMTOPHUX HaBYaJIbHUX 3aHATH Yac. [1iff 4ac camocTiiHOI
pPOGOTHU CTYIEHTH BUBYAIOTh JIEKI[IMHUI MaTepiaJ, TOTYIOTbCS 10 1a60paTOPHUX POOIT, KOHTPOJIbHUX
po6iT, 3asikiB Ta icnuTiB. CTyZleHTaM TaKoX peKOMeHAYIThCs A0JaTKOBI MaTepianu (Bigeo, ctaTTi) aus
CaMOCTIMHOI'0 BUBYEHHS Ta aHaJIi3y.

HedopmasbHa ocBiTa

B pamkax HedopMasibHOI OCBiTH 3TifiHO BiAnoBigHoro [losioxkeHHs (http://surlli/pxssv), ocBiTHs
KOMIIOHeHTA a6o0 ii okpeMi TeMU MOXYTb 6YTH BpaXOBaHO y pa3i caMOCTIHHOI0 NPOXO/»KEeHHS
npodeciiHUX KypcCiB/TpPeHiHTiB, OTpUMaHHs IPOMa/IIHCbKOI OCBITH, OHJIalH OCBITH, IpodeciiHOro
CTaXKyBaHHS TOILO.

3o0KpeMa, OKpeMi TeMH JJaHOI KOMIIOHEHTH MOXYTb 6yTH BpaxOBaHO Y pasi yCMilIHOT0 3aBeplIeHHs
Takux KypciB CISCO:

CyberOps

https://www.netacad.com/catalogs/learn?category=course.

JliTepaTypa Ta HaBYaJ/IbHiI MaTepian
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1. [Ipo kpuTHuHY iHpaCTPYKTYpY: 3aKoH YKpaiHu Bijg 16.11.2021 Ne 1882-IX. /laTa oHOBJ/IeHHS:
01.01.2024. URL: https://zakon.rada.gov.ua/laws/show/1882-20#Text

2. IIpo 3aTBepKeHHs 3araJbHUX BUMOT JI0 Kibep3axucTy 06’€KTiB KPpUTHUYHOI iHPpaCTPYKTypH:
[ToctanoBa Ka6inety MiHicTpiB Ykpainu Big 19 uepBHsa 2019 p. Ne 518. /lata oHoBsienHs: 07.09.2022.
URL: https://zakon.rada.gov.ua/laws/show/518-2019-%D0%BF#Text

3. Jleski nuTaHHs 06’€KTIiB KpUTHUYHOI iHpopMariiiiHoi iHppacTpykTypu: [loctanoBa KabineTy MiHicTpiB
Ykpainu Biz 9 xxo0BTHA 2020 p. Ne 943. [laTta oHoBJsieHHs: 07.09.2022. URL:
https://zakon.rada.gov.ua/laws/show/943-2020-%D0%BF#Text

4. MeToaW4Hi peKoMeHAAIlii 1[0/10 MiIBUIIIeHHSA PiBHA Kibep3axucTy KpUTHYHOI iHpopMariiHoi
inppacTpykTypu. Hakas Aaminictparii JlepkaBHoi c/1y>k6U clieliaJibHOTO 3B’I3KY Ta 3axUCTy iHpopmMarnii
Ykpainu Big 06 )koBTHA 2021 poky Ne 601.

https://cip.gov.ua/ua/news/nakaz-ad-2021-10-06-601

5. lpo 3aTBepmkeHHs popM NOAAHHSA BiJOMOCTEH 10 A€PKABHOTO PEECTPY 06’ EKTIB KPUTHUYHOI
inpopmMarniiiHoi iHdpacTpykTypu: Hakas AaMminictpanii Jlepkcrenss’s3ky Big 02.09.2023 Ne793
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podannya-vidomostei-do-derzhavnogo-reyestru-ob-yektiv-kritichnoyi-informaciinoyi-infrastrukturi-vid-
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6. [Ipo 3aTBepmxenHs [loJio:keHHs PO opraHisaliio Kibep3axUcTy B 6aHKIBCbKil cucTeMi YKpaiHu:
[ToctaHoBa [IpaBsiinHa HanioHasnbHoro 6aHky Ykpainu Big 12.08.2022 Ne 178. URL:
https://zakon.rada.gov.ua/laws/show/v0178500-22#Text

8. TexHouiorii 3axucty iHdpopmatii./ C. E. Octanos, C. I1. EBcees, O.I'. KopoJib. - YepHiB1i : YepHiBelbKuUit
HalioHa/IbHUH yHiBepcuTeT, 2013. - 471 c.

http://kistntu.edu.ua/textPhD /tzi.pdf

9. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p.
http://monograph.com.ua/pctc/catalog/view/64/52/231-1

10. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S. Os-
tapov, O. Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p.
http://monograph.com.ua/pctc/catalog/view/978-617-7319-72-5/978-617-7319-72-5/746-2

11. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. — Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p. http://monograph.com.ua/pctc/catalog/view/978-617-7319-57-2/117 /419-2.

JoaaTkoBa JiTeparypa

12.1SO/IEC 27001:2022 Information security, cybersecurity and privacy protection — Information
security management systems — Requirements URL:
https://www.iso.org/ru/contents/data/standard/08/28/82875.html

13.1SO/IEC 27002:2022 Information security, cybersecurity and privacy protection — Information
security controls URL:

https://www.iso.org/ru/contents/data/standard/08/05/80585.html

14.1SO/IEC 27005:2022 Information security, cybersecurity and privacy protection — Guidance on
managing information security risks. URL:
https://www.iso.org/ru/contents/data/standard/08/05/80585.html.

CucremMa OLiHIOBAHHA

Kpurepii onjiHIOBaHHA yCHIIIHOCTI CTyAE€HTa IIIkaJia oIiHIOBaHHS

Ta po3MNoAia 6asiB Cyma HanjioHasbHa oLiHKa ECTS
Banu HapaxoBYIOThHCS 32 HACTYITHUM basiB
CHiBBiJHOLIEHHSM: 90-100 BigminHO A
es1abopaTopHi po6oTu: 30% ceMecTpPoOBOi OI[iHKY; 82-89 Jobpe B
ecaMocTiliHa po6oTa: 10% ceMecTpOBOi OLIHKY; 75-81 Jobpe C
*KOHTpOJIbHA po6oTa: 20% ceMecTpOBOI OLiHKY; 64-74 3aJ10BiJIBHO D
eicrut: 40% CeMECTpOBOT OL[iHKH. 60-63 3a/10BiJIbHO E
35-59 HesazoBinbHO FX
(moTpibHe g0oAaTKOBE
BUBYEHHS)
1-34 HesazoBinbHO F
(moTpi6HE MOBTOpPHE
BUBYEHHS )

HopMu akaaeMiyHOI eTHKHM i IOJIITUKA KYpCYy

CTyZeHT NOBUHEH AoTpUMyBaTucs «KoeKcy eTHKHY akaJieMiuHMX B3aEMOBIJHOCHH Ta JJ0OPOYECHOCTI
HTY «XIll»: BUABJAATH AUCHUILIIHOBaHICTb, BUXOBAHICTBh, J0O0PO3UUYJIMBICTD, Y€CHICTB, BiANIOBIAA/IBHICTb.
KoHuikTHI cuTyalii NOBUHHI BiIKPUTO 06r0OBOPIOBATHUCS B HABYAJbHUX I'PYIaX 3 BUKJIaJayeM, a IpU
HEMOXKJIUBOCTI BUpillleHHSA KOHPJIIKTY — JOBOJUTUCA /10 BiJloMa CiBPOOITHUKIB UPEKLil iIHCTUTYTY.
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https://zakon.rada.gov.ua/laws/show/v0178500-22#Text
http://monograph.com.ua/pctc/catalog/view/978-617-7319-57-2/117/419-2

HopMaTHBHO-IpaBOBe 3a6e3MeYyeHHsI BIPOBA/PKeHHs NMPUHIUIIB akaJieMiuHoil o6podecHocTi HTY
«XIII» po3mimieHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist/
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