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3arasbHa iHpopmanin

AHoTanisa

Y cyyacHOMYy cBiTi MOGiJIbHI TeXHOJIOTII CTaly HeBi/Jj'€MHOI0 YaCTUHOM XKUTTA. BogHo4ac 3 ix po3BUTKOM
3pOCTAOTh PU3HUKHU Ge3MEKH, SAKi MOXYTb 3arp0oXKyBaTH 0COGHCTIH iHOopMallii Ta MPHUBAaTHOCTI
KopHucTyBauiB. llelt Kypc Ma€ Ha MeTi 03HaHOMUTH CTY/AE€HTIB i3 OCHOBHUMHU NOHATTAMHU Ge3NeKu
MOGIJIbHUX TEXHOJIOTIH, METOJJaMH 3aXUCTY, a TAKOXK aHaIi30M 3arpo3 i Bpa3/IMBOCTEN.

MeTa Ta niJji AUCHUILIIHA

MeTa Kypcy — HaBYHUTHU CTY/eHTiB OCHOBaM 6e3MeKH MOOIJIbHUX TEXHOJIOTIH, iX 3arpo3am Ta MeTo/laM
3aXMCTY, @ TAaKOX HaZlaTU NPAaKTUYHI HABUYKHU [/l 3aXUCTY MOOGIJIbHUX NPUCTPOIB Ta JaHUX.

dopmar 3aHATD

Jlektii, 1abopaTopHi po60TH, caMocTiiHA po60Ta, KOHCY/abTamil. [TicyMKOBUH KOHTPOJIb — 3aJIiK.

KoMnereHTHOCTI

K3-1. 3paTHicTb 3aCTOCOBYBAaTH 3HaHHA Y NPAKTUYHUX CUTyaLligX.

K3-2. 3paTHicTh NPOBOAUTH JOCAIAKEHHS Ha BiIOBIAHOMY piBHI.

K3-4. 3paTHicTb oLiHIOBaTU Ta 3a6€3Me4yBaTU SIKICTb BUKOHYBaHUX POOGIT.

K®1. 3paTHicTh 06r'pYyHTOBAHO 3aCTOCOBYBATH, iIHTErpyBaTH, pO3pPOOJISITH Ta YAOCKOHATIOBATU Cy4acHi
iHpopmauiiiHi TexHoJsoril, $isuyHi Ta MaTeMaTHUYHI MOZeJIi, @ TAKOK TEXHOJIOTIi CTBOpEeHHs Ta
BUKOPHUCTAaHHS NPUKJIAZHOTO i Cllellia/1i30BaHOr0 NPOrpaMHOro 3abe3neyeHHs JJIs BUpillleHHA
npodeciitHux 3a/1a4 y cdepi iHpopmaliliHoi 6e3neku Ta/a6o KibepOe3neKH.

K®3. 3paTHicTb focaiAKyBaTH, po3po6JIsiTH i CynpoBOJKYBaTH METO U Ta 3acobu iHpopMaLiliHOI
6e3neky Ta/abo kibepbe3neky Ha 06’ekTax iHpopmMaLilHOI AiIBHOCTI Ta KPUTUUHOI iIHPPACTPYKTYpPH.
K®9. 3paTHicTb aHaMi3yBaTH, pO3pOO6JISATH i CymPOBOAXKYBATH CUCTEMY ayJUTy Ta MOHITOPUHTY
edpexkTUBHOCTI QyHKI[iOHYBaHHSA iHGOPMALITHUX CUCTEM i TEXHOJIOTIH, 6i3Hec/onepaliiiHUX NIpoIeCiB B
rasy3i inpopmanifiHoi 6e3neku Ta/abo Kibepbe3neku opraxisaiii B misiomy.

PeBy.JIbTaTl/I HAaBYaHHA

PH1. BinibHO cnizIKyBaTHUCh AepKaBHOK Ta iIHO3€eMHOI0 MOBaMH, YCHO | IMCbMOBO [J1 Ipe/iCTaBJIeHHd |
06roBOpeHHs pe3yJIbTaTiB AOCJIiIKEHb Ta iHHOBAllill, 3a6e3ne4yeHHs 6i3Hec\onepaniiHUX NpoLeciB Ta
NUTaHb podeciiiHoi AisTAbHOCTI B ranysi inpopmaliiiHoi 6e3neku Ta/abo Kibepbe3neku.

PH2. InTerpyBaTu ¢yH/jaMeHTalbHi Ta crieljiajbHi 3HaHH AJ151 PO3B’sI3yBaHHS CKJIa/JHUX 33124
iHpopmaniliHoi 6e3meku Ta/a6o Kibep6e3neKkH y MUPOKUX a60 MyJIbTUAUCIHHUIIIIHAPHUX KOHTEKCTAX.
PH3. l[IpoBaguTu focaiHULbKY Ta/ab0 iHHOBaLiMHY Ais/JbHICTb B cdepi iHpopmaniliHoi 6e3neku
Ta/abo Kibepbe3IeKky, a TAaKOXK B cdepi TeXHIYHOro Ta KpunTorpadpidyHoro 3axucty iHpopmaii y
KibepnpocTopi.

PH4. 3acTocoByBaTH, iHTErpyBaTH, pO3p006JISTH, BHPOBAXKyBaTH Ta YA0CKOHAJIIOBATH Cy4yacHi
iHpopMaliiiHi TexHoJOTiIi, Gi3MYHI Ta MaTeMaTU4HI MeToAHU i MoJieii B cdepi iHdopMalliiiHOI 6e3neku
Ta/abo Kibepbe3neKHu.

PH5. KpuTu4Ho ocMucoBaTy npobJsemMu iHpopMauiiiHoi 6e3neku Ta/abo kibepbe3neky, y TOMy YUCIi
Ha MiXKrajiy3eBOMYy Ta MDKJUCLUILJIIHAPHOMY PiBHI, 30KpeMa Ha OCHOBI pO3yMiHHA HOBUX pe3yJbTaTiB
iHXXeHepHUX i pi3MKO-MaTeMaTUYHUX HayK, @ TAKOX PO3BUTKY T€XHOJIOTIH CTBOPEHHS Ta BUKOPUCTAHHA
Creniaji3oBaHOTO MPOrpaMHOro 3a6e3MedYeHHs].

PH6. AHasizyBaTH Ta OL[iHIOBATH 3aXUIEHICTb CUCTEM, KOMILJIEKCIB Ta 3ac00iB Kibep3axucTy, TEXHOJIOTI]
CTBOPEHHS Ta BUKOPUCTAHHSA Cllellia/li30BaHOro NporpaMHoro 3abe3neyeHHsl.

PH7. O6rpyHTOBYBaTHM BUKOPHUCTAHHS, BIPOBA/XKYBaTH Ta aHa/li3yBaTH Kpallli CBiTOBI cTaHAAPTH,
NPaKTHUKHU 3 METOI0 PO3B’I3aHHA CKJIAAHUX 3a/ia4 npodeciiiHoi AissbHOCTI B rany3i iHpopManifiHol
6e3neku Ta/abo KibepOe3neKu.

PHS8. [locaimxyBaTH, po3po6JIsTH i CYyIPOBO/PKYBATU CUCTEMU Ta 3acobu iHpopMalliliHoi 6e3neku Ta/abo
Kibepbe3neku Ha 06’ekTax iHGOpMalLilHOI AiA/IbHOCTI Ta KPUTUYHOI iHPpaCTPyKTypH.

PHO. AHasnizyBaTH, po3po0JIsTH i CyIpOBOAXKYBATH CUCTEMY YIIPaBJliHHS iHpOopMaLiliHOO 6e31eKo0
Ta/abo Kibepbe3nekoro opraHizauii Ha 6a3i crpaTerii i nosliTukK iHGopManiiiHOI 6e3neKu.
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PH10. 3a6e3neyyBaTy 6e3nepepBHICTb H6i3Hec/onepaLiiiHUX IPOLEeCiB, a TAKOX BUABJISATH YPa3JIUBOCTI
iHpopMaIiiHUX CUCTEM Ta PeCypCiB, aHA/Ii3yBaTH Ta OI[iHIOBATH PU3UKH AJ1s iHGOpMaLliliHOI 6e3MeKu
Ta/abo KibepOe3neku opraHisariii.

PH11. AnanizyBaTH, KOHTPOJIIOBATU Ta 3a6e3neuyBaTH epeKTUBHE PYHKI[IOHYBaHHS CUCTEMU
YIpPaBJIiHHA JOCTYIIOM J0 iHGOpMaliiHUX PeCYPCiB BiIMOBIAHO /10 BCTAHOBJIEHUX CTPATETII i MO THKH
iHdpopMariiHOI 6e3neKH Ta/abo Kibepbe3neku opraHisariii.

PH12. JlocnimxyBaTy, po3p06J/IsTH Ta BOPOB/XKYBATH METO/IM i 3aX0/AU MPOTUAIT KibepiHIIMIeHTaM,
3JiMCHIOBATH NpOLEeAypU yIPaBJiHHSA, KOHTPOJIIO Ta PO3CJIiAyBaHHS, a TAK0X HalaBaTU peKoMeHJalil
1010 MOoTNepePKeHHS Ta aHaJTi3y KiGepiHIUIeHTIB B LIiJIOMY.

PH13. JlocimkyBaTy, po3po0JisTH, BIPOBa>KyBaTH Ta BUKOPUCTOBYBAaTH METO/U Ta 3aCOOH
KpunTtorpadiyHoro Ta TeEXHIYHOro 3axUcTy iHpopMallii 6i3Hec/onepaliiHUX MPOILIECiB, a TAKOXK
aHaJisyBaTH i Ha/laBaTH OL[iHKY e(PEKTUBHOCTI iX BUKOPHUCTAaHHS B iHpopMaliiHUX cucTeMaX, Ha
00’ekTax iHpopMaliiHOI AiIBHOCTI Ta KPUTHUYHOI iIHGPACTPYKTYPH.

PH14. AnasnisyBaTH, po3p0o0JIATH i CYNIPOBO/KYBAaTH CUCTEMY ayAUTY Ta MOHITOPUHTY eeKTUBHOCTI
dyHk1ioHyBaHHSA iHQOpMaI[iHUX CUCTEM i TEXHOJIOTIH, 6i3Hec\onepaliiHux npoteciB y chepi
iHdpopmMmariiliHoi Ta\abo kibepOe3neKu B 1[iJIOMY.

PH15. 3po3yMiJio i HeIBO3HAYHO JOHOCUTH BJIaCHi BUCHOBKH 3 Ipo6JieM iHGopMalliiiHOi 6e3reku Ta/a6o
KibepbOe3IeKH, a TAK0K 3HaHHA Ta MOACHEeHHs], 1[0 iX 0OI'pYHTOBYIOTH /10 IIepCOHaly, TapTHePIB Ta
iHLIKX 0Cib.

PH16. [IpuiimaTy 06I'pyHTOBaHI pillleHHs 3 OpraHisaliiHo-TeXHIYHUX MUTaHb iHpopmaliiHoi 6e3neKu
Ta/abo Kibepbe3neku y CKJIaJHUX | Hellepe6adyyBaHUX YMOBaX, Y TOMY YMCJI i3 3aCTOCYyBaHHAM
Cy4acHHUX MeTO/iB Ta 3aco6iB onTHUMi3alii, IpOrHO3yBaHHS Ta NIPUUHATTS pillieHb.

PH17. MaTu HaBUYKU aBTOHOMHOTO i caMocCTiiiHOro HaB4YaHH#A y cdepi iHpopmanifiHoi 6e3neku Ta/abo
Kibepbe3nekH i JOTUYHUX raay3eil 3HaHb, aHa/li3yBaTH BJaCHi OCBITHI oTpe6u Ta 06’€KTUBHO
OLIiHIOBATH pe3yJbTaTH HaBYaHHH.

PH18. [l1anyBaTH HaBYaHHS, a TAKOXX CYITPOBO/PKYBATH Ta KOHTPOJIIOBATU POOGOTY 3 EPCOHAJIOM Y
HanpsMy iHpopmarniiiHoi 6e3neku Ta/abo kibepbe3neKy.

PH19. O6upaty, aHanisyBaTHu i po3pobsSTH NpUAATHI TUNIOBI aHa/MiTUYHI, pO3paxyHKOBI Ta
eKCIlepUMeHTaJbHi MeTOIU Kibep3axUcTy, po3po0bJIsTH, peali3oByBaTH Ta CYNPOBOJXKYBAaTH IPOEKTH 3
3axucty iHpopmarii y kibeprpocTopi, iHHOBaI[ilHOI AiATBHOCTI Ta 3aXUCTY iHTE/IeKTya/lbHOI BJIaCHOCTI.
PH20. CTaBUTH Ta BUpiLIyBaTH CKJIAHI iH)KeHEpHO-NIPUKJIaiHI Ta HayKoBi 3aja4i iHpopManifiHol
6e3neky Ta/abo Kibepbe3neky 3 ypaxyBaHHSAM BUMOT BiTUM3HAHHUX Ta CBITOBUX CTaHAAPTIB Ta KpalLux
NpPAKTHK.

PH21. BukopucToByBaTH MeTO M HATYPHOT0, pi3sUYHOTO i KOMII'IOTEPHOr0 MO/IE/I0BAaHHA AJ1s1
JlOCJIiPDKEHHS NMPOLECiB, sIKi cTocytoThbcs iHPpopMaliiiHoi 6e3nekd Ta/abo Kibepbe3neKHu.

PH22. [lnaHyBaTy Ta BUKOHYBATH eKCIIEPUMEHTa/IbHI | TeOpeTUYHI JOC/IiIP)KEHHS, BUCYBATH i
MepeBipsATH rinoTesu, 06UpPaTH /i [[bOT0 MPUAATHI METOAU Ta iIHCTPYMEHTH, 3JiHCHIOBATU
CTaTUCTUYHY 06POOKY JAHUX, OLiHIOBATH JJOCTOBIPHICTh pe3y/IbTaTiB AOC/iKEHb, apryMeHTyBaTH
BUCHOBKH.

PH23. O6rpyHTOBYBaTH BUOip NporpaMHOro 3abe3neveHHs, yCTaTKyBaHHSA Ta iIHCTPYMEHTIB,
iH)KeHepHUX TeXHOJIOTiH i mporieciB, a TaK0XK 06MeXXeHb 111010 HUX B rajy3i iHpopMaliiiiHoi 6e3neku
Ta/abo Kibepbe3neKu Ha OCHOBI Cy4YaCHUX 3HaHb Y CYMDKHUX rajy3six, HAyKoBOi, TeXHi4HOI Ta
JIOBi/IKOBOI JIiTepaTypH Ta iHIIOI JOCTynHOI iHpopMariii.

PH24. Ilna"nyBaTu Ta BUKOHYBAaTHU HAyKOBI Ta NPUKJ/Ia/IHI AocaimkeHHs y cdepi iHPopMaLiiiHOI 6e3neku
Ta/abo KibepOe3IeKH i3 3aCTOCYBaHHSAM CY4YaCHUX TEXHOJIOTiH, eKCIIepUMEHTABHUX | TEOPETUIHUX
MeTOJIB i Moziesiell Teopii IPUMUHATTA pillleHb, CAHCTEMHOT0 aHaJli3y, ONTUMi3alii IpoleciB,
MaTeMaTUYHOI CTAaTUCTUKH.

PH25. OnjiHioBaTH epeKTUBHICTD Ta NPAKTUYHY LIiHHICTb pe3yJIbTaTiB HAYKOBUX i PAKTUYHUX
JOCJIiPKeHb Ta iHHOBaIliH.

06cAr AMCHUIIIHA

3aranbHuit o6car guctumiinu 120 roa. (4 kpeautu ECTS): nekuii - 32 roa., 1abopatopHi poboTu - 16
roJ., caMocTiiiHa po6oTa - 72 roJ.

IlepeayMOBY BUBYEHHS JUCLUILUIIHM (IpepeKBi3UTH)

[Ho3eMHa M0Ba, OCHOBHI MOHATTS PO Ge3MeKy.
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0co6JIMBOCTi AUCIUIJIIHH, METOAHU TAa TEXHOJIOTiI HaBYaHHA

B xoAi BUKJIaJaHHA JUCLUILJIIHU BUKJIaZ@4€M 3aCTOCOBYIOTHCSA MOSICHIOBAJIbHO-1JIFOCTPATUBHUM
(indopmarnifiHo-peLlenTUBHUI ) TAa PENPOAYKTUBHHUM MeTOAY HaBYaHHA. B IKOCTi MeTo/1iB BUKJIaJaHHS,
sIKi HampaBJleHi Ha aKTUBi3allil0 Ta CTUMYJ/IIOBAaHHS HaBYa/IbHO-MTI3HABa/IbHOI Jisl/IbHOCTI 3/1060yBadviB,
3aCTOCOBYIOThCS IIpe3eHTallii, 6eciau.

[Iporpama HaBYaJIbHOI AUCHHUILIIHU

TeMM JIeKIiHHUX 3aHATH

Tema 1. Bctyn 1o 6e3neky MOGiJIbHUX TEXHOJIOTIH.

Tema 2. Tunu 3arpos Ta BpasauBocTel. Bipycy, wikignuse I13, ¢pimuHr, aTaky Ha 6e31MeKy Mepexi.
[Ipuk/aaau peaJbHUX aTaKk Ha MOGIJIbHI MPUCTPOI.

Tema 3. be3neka onepaniiHUX CUCTEM MOGIJIBHUX IPUCTPOIB.

Tema 4. MeToau ayTeHTUdiKaLii Ta ndpyBaHHS .

Tema 5. Po3po6ka Ta BIpOBa»>KeHHs MOJIITUK 6e3MeKH AJis1 MOb6iIbHUX NPUCTPOIB. OlLliHKA pU3UKIB Ta
BiZIMOBiAHICTb CTaHAAapTaM 6e3MeKHU.

Tema 6. Maii6yTHi TeHAeHNil y 6e3neni Mo6ijibHUX TexHoJorik. HoBi TexHos10Ti], Taki sik [oT, 5G Ta ix
BIJIUB Ha Ge3IleKy.

TeMmu NPAKTUYHHUX 3aHATD

[IpakTHU4YHi pOGOTH B paMKax JUCIUILIIHU He Ilepei6adyeHi.

Temu 1a60paTOPHUX POOGIT

Tema 1. BuByennsa tumniB mkigyausoro [10 Ta MeToiB Horo BUsIBJIEHHS.

Tema 2. CTBOpeHHS JOKYMEHTY MOJiTUKU 6e3neKH A1 MOOIJIbHUX TPUCTPOIB.

Tema 3. [IpakTrune HanautyBaHHs VPN ta Wi-Fi 3 mudpyBaHHAM.

Tema 4. BukopucTaHHS iHCTpYMEHTIB [AJ151 OL[iHKM 6e3MeKu MOOiIbHUX J0/JaTKiB.

Tema 5. [IpoBeieHHs ayAUTy 6€3NeKU peajbHOTr0 MOOiIIBHOTO MPUCTPOIO.

Tema 6. HanawrtyBaHHs Ta TeCTyBaHHS ABoQaKTOpHOI ayTeHTHdiKalil Ha NpUKIaZi peaJbHOro cepBicy.

CaMocTiiHa po6oTa

CamocrTiiiHa po60Ta CTy/leHTa € OJ/Hi€l0 3 popM opraHizaliil HaBYaHHs, OCHOBHOIO GOPMOI OBOJIOiHHA
HaBYaJIbHUM MaTepiajioM y BiIbHUH Bijj ayIUTOPHUX HAaBYaJbHUX 3aHATH 4ac. [1iff yac camocTiitHol
po6OTH CTYleHTHU BUBYAIOTh JIEKLIHHUI MaTepiaJl, TOTYIOTbCA 10 J1ab0paTOPHUX pOOIT, KOHTPOJIbHHUX
po6iT, 3asikiB Ta icnuTiB. CTyZileHTaM TaKoX peKOMeHAYIOThCS A0JaTKOBI MaTepianu (Bigeo, craTTi) fus
CaMOCTIMHOT0 BUBYEHHS Ta aHaJi3y.

HedopmasbHa ocBita

B pamkax HedpopMaJsibHOI OCBITH 3TifiHO BignoBigHoro [losoxenHs (http://surl.li/pxssv), ocBiTHs
KOMIIOHEHTa abo Ii OKpeMi TeMH MOXKYTb OYTH Bpax0BaHO y pasi caMOCTiIHHOTO NPOX0/PKeHHS
npodeciiiHUX KypciB/TpeHiHTiB, OTpUMaHHs rPOMaJIsIHCbKOI OCBITH, OHJIaliH OCBiTH, TpodeciiiHOTO
CTaXyBaHHA TOLIO.

30KpeMa, OKpeMi TeMHU JJaHOI KOMIIOHEHTH MOXYTb OYTH BpaXx0BaHO Yy pasi ycnilIHOro 3aBeplieHHs
Takux Kypcis CISCO:

Network Support and Security

https://www.netacad.com/catalogs/learn?category=course.

JliTepaTypa Ta HaBYaJIbHiI MaTepian

OcHoBHa JiliTepaTtypa:

1. Stephen F. McKearin, Mobile Security: A Comprehensive Guide. URL:
https://www.google.com.ua/books/edition/Mobile Device Security/HmX6QQAACAA]?hl=ru
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https://www.google.com.ua/books/edition/Mobile_Device_Security/HmX6QQAACAAJ?hl=ru

2. Shai Aharony and Gilad Keren, The Mobile Security Ecosystem. URL:
https://icrc.tau.ac.il/sites/cyberstudies-

english.tau.ac.il/files/media server/cyber%20center/Report%202014-2016.pdf

3. Ross Anderson, Security Engineering: A Guide to Building Dependable Distributed Systems. URL:
https://books.google.com.ua/books?id=e040tm TcW8C&printsec=frontcover&redir esc=y#v=onepage&
q&f=false

4. Nikolay Elenkov, Android Security Internals. URL:
https://books.google.com.ua/books/about/Android Security Internals.html?id=R-
9FAQAACAA]&redir esc=y

5. Kevin D. Mitnick, The Art of Deception: Controlling the Human Element of Security/ URL:
https://books.google.com.ua/books/about/The Art of Deception.html?id=0Iy4F-8b uEC&redir esc=y

CucremMma OLiHIOBAaHHA

KpuTepii oniHloBaHHA yCHIIIHOCTI CTYyA€HTa IlIkana oniHIOBaHHSA

Ta po3mojis 6asiB Cyma HauioHasbHa ouninka ECTS
Basin HapaxoByOThCs 32 HACTYIIHUM 6aJiiB
CIIiBBiIHOLIIEHHSAM: 90-100 BigmiHHO A
esabopaTopHi po6oTu: 40% ceMecTpoBOI OL[iHKY; 82-89 Jo6pe B
ecaMocTiliHa poboTa: 10% ceMecTpoOBOi OL[IHKHY; 75-81 Jobpe C
*KOHTpOJIbHA poboTa: 10% ceMecTpoBOI OLiHKY; 64-74 3a/0BiJIbHO D
e3aJ1iK: 40% ceMecTpPOBOI OL[iHKH. 60-63 3a/10BiJILHO E
35-59 HesanmoBinbHO FX
(noTpi6bHe fonaTKOBE
BUBYEHHs)
1-34 HezagoBisibHO F
(noTpi6bHe moBTOpHE
BUBYEHHS)

HopMu akaaemMiyHOI eTHKM i IOJIITUKA KYpCYy

CTyZeHT NOBUHEH AoTpUMyBaTHca «KoJeKcy eTHKHM akaZieMiuHUX B3aEMOBIJJHOCHH Ta J0OPOY€ECHOCTI
HTY «XIIl»: BUABAATH AUCUUILIIHOBAHICTh, BUXOBAHICTh, J0OPO3UUINBICTD, YECHICTD, BiANIOBIAANBbHICTD.
KonuikTHi cuTyanii noBUHHI BiKpUTO 06GroBOPIOBATUCSA B HAaBYaJbHHUX IPyIax 3 BUKJIaAa4eM, a IpU
HEMOJIMBOCTI BUpilIeHHsS KOHQJIIKTY — JOBOAUTHCSA A0 BifoMa criBpobiTHUKIB JUPEKLil IHCTUTYTY.
HopmMmaTuBHO-IIpaBOBe 3a6e3neyeHHs BIPOBaAKEHHSI IPUHIUIIIB akaAeMiuHoi fjo6podyecHocTi HTY
«XI1I» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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Besnexa mo6iabHux mexHono2il «XapKiBCBKM MOAITEXHIYHMIM IHCTUTYT »
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