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3arasbHa iHpopmanin

AHoTanisa

HaBuanbHa aucnumiidHa "Mojeni Ta TexHoJsiorii 3a6e3nedyeHHs1 O6e3MeKU iHTeJEeKTYaJlbHUX CUCTEM" €
BUOIpKOBOIO HAaBYAJIbHOIO AUCHHUILIIHOW. JJMCUIIIHA CIPSIMOBAaHA HA 3aCBOEHHS TEOPETUYHUX OCHOB,
dopMyBaHHSA YMiHb 3 opraHizarii 6e3rneKku iHTeJeKTyaJIbHUX CUCTEM Ta OTPUMaHHS 3HAaHHS TEXHOJIOTIH
Mo6GyZI0BU CUCTEM pPiBHS CY4acCHOTO LIEHTPY O6pO6KH JaHUX, (HOpMyBaHHS KOMIICTEHTHOCTEH 070
3aCBOEHHS OCHOBHHX CII0c00iB 3aXUCTY KOHQiAeHIiHHOT iHQopMmalii, TpoTuaii HECaHKLIOHOBAaHOMY JOCTYITy Ta
Kibep3arpos.

MeTa Ta miJjii AMCIUIIIHA

3HaOMCTBO 3 HOBITHIMH MOJIENIIMH Ta METOJaMH 3aXHCTy iHTeJeKTyaJbHOTO KibepmpocTopy; hopMyBaHHS
KOMIIETEHTHOCTEH IOJJ0 3aCBOEHHS OCHOBHUX CHOCOOIB 3axvCTy KOH(]iAeHLiHHOI iHpopmaii, mpoTuaii
HECaHKI[IOHOBAaHOMY JIOCTYILY Ta Kibep3arpos.

dopmar 3aHATD

Jlekuii, 1abopaTopHi po60TH, caMocTiiHa po60Ta, KOHCyAbTaLii. [lifcyMKOBUI KOHTPOJIb — 3aJiK.

KoMnereHTHOCTI

K®1. 3paTHicTh 06IpYHTOBAHO 3aCTOCOBYBATH, iIHTErPyBaTH, PO3POBJISATHU Ta YA0CKOHATIOBATHU Cy4yacHi
iHpopmauiliHi TexHosoril, ¢i3MyHi Ta MaTeMaTH4yHi MoJeJi, a TaKOX TeXHOJOorii CTBOpeHHs Ta
BUKODHUCTAHHs MPHUKJAAHOTO I CIeNia/li30BaHOro IMpOrpaMHOro 3abe3sledyeHHA [ BUpilleHHA
npodeciitHux 3a/1a4 y cdepi iHpopmaliliHoi 6e3neku Ta/abo KibepOe3neKH.

K®7. 3paTHicTb JocCaipKyBaTH, PO3pPOOJATH Ta BIPOBA/PKyBAaTH METOAU 1 3axoAd MPOTHAIL
KibepiHUMAeHTaM, 34iMCHIOBAaTH NpOLEeAYpPU YIPaBJ/iHHS, KOHTPOJIIO Ta pO3CAiAyBaHHs, a TaKOX
HaJilaBaTU peKoMeH/alil 110/10 nomnepe/PKeHHS Ta aHaJli3y KibepiHIIMIeHTIB B LiJIOMY.

K®8. 3paTHicTb AocaigkyBaTH, po3po06/sTH, BIPOBA/XKyBaTH Ta CYNpPOBOXKYBaTH METOAM i 3acobu
KpunrorpagidyHoro Ta TexHiyHoro 3axucty iHpopmarnii Ha 06’ekTax iHpopMauifiHOI AisIIBHOCTI.

K®9. 3paTHicTh aHasizyBaTH, pO3pO6GASATH i CYyNpOBOJKYBAaTH CUCTEMY ayLUTy Ta MOHITOPUHIY
epeKTUBHOCTI QyHKIiOHyBaHHS iHQOpMalLiiHUX CUCTEM i TexXHOJIOTiH, 6i3Hec/omnepalLiiiHUX NMPOIECiB B
rasy3i iHpopmaniliHoi 6e3neku Ta/abo kibepbe3neku opranisalii B Lijiomy.

PeBy.JIbTaTl/I HAaBYaHHA

PH1. BinbHO cnizIKyBaTHCh AepKaBHOIO Ta iHO3eMHOI0 MOBaMH, YCHO i MHUCbMOBO [IJ19 NIpe/CTaBJeHHd i
06TrOBOpeHHS pe3y/bTaTiB J0CJi)KeHb Ta iHHOBalil, 3a6e3neyeHHs Gi3Hec\onepaLiliHUX MpOLEeCiB Ta
NUTaHb podeciiiHoi AisLAbHOCTI B ranysi inpopmaliiiHoi 6e3mneku Ta/abo Kibepbe3neku.

PH2. InTerpyBatu ¢yHAaMeHTa/bHi Ta cneliasibHi 3HaHHS [JIsI PO3B’I3yBaHHS CKJAJAHUX 33ad
iHpopmaniliHoi 6e3meku Ta/a6o Kibep6e3neKkH y MUPOKUX a60 MyJIbTUAUCLHHUIIIIHAPHUX KOHTEKCTAX.
PH3. [lpoBaguTtu AociaifHULbKY Ta/a6o iHHOBalilHY AisjbHICTH B cdepi iHbopMaliiiHOI Ge3neku
Ta/abo kibepbe3sneku, a Takok B cdepi TexHiuHOro Ta KpunrtorpadiyHoro 3axucty iHdopmauii y
KibepnpocTopi.

PH4. 3acrtocoByBaTH, iHTerpyBaTH, po3po0JIsATH, BINPOBA/PKyBaTH Ta YAOCKOHAJIOBATH Cy4acHi
iHdpopMarliiiHi TexHoJs0Tii, pi3u4Hi Ta MaTeMaTUuHi MeTo U i Mozesi B chepi iHpopmanifiHoi Ge3neku
Ta/abo Kibepbe3neKu.

PH6. AHanizyBaTH Ta OLiHIOBATH 3aXUILEHICTb CUCTEM, KOMILJIEKCIB Ta 3ac06iB Kibep3axucTy, TEXHOJIOTri]
CTBOPEHHS Ta BUKOPUCTAHHS CIeniai30BaHOro MpOrpaMHOro 3abe3neyeHHsl.

PHS8. [locaimxyBaTH, po3p06JIsTH i CYIPOBO/XKYBATHU CUCTEMU Ta 3acobu iHdopMalliiiHol 6e3neku Ta/abo
Kibepbe3neku Ha 06’ekTax iHGOpMalLilHOI AiA/IbHOCTI Ta KPUTUYHOI iHPpaCTPyKTypH.

PH9. AnasizyBaTu, po3po6J/siTH i CynpoBOAXKYyBaTH CUCTEMY YNpaBJiHHA iHPopMaliiiHOW Ge3meKoro
Ta/abo Kibepbe3nekor opraHizaunii Ha 6a3i crparerii i nosliTukK iHpopManifiHoI 6e3neKu.

PH10. 3abe3neuyBaTy 6e3nepepBHicTb 6i3Hec/onepauiiHUX NPOLECIB, @ TAKOXK BUSABJIATU ypa3JIMBOCTI
iHpopMaLiiHUX cMCcTeM Ta pecypciB, aHa/i3yBaTH Ta OLHIOBATH PU3UKHU A5 iHopMaLiiiHOI 6e3neKu
Ta/abo KibepOe3neku opraHisaiiii.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

Modeni ma mexHoo2ii 3a6e3neueHHs1 6e3neku iHmMe1eKMya/abHUX cCUcmeMm «XapKiBCBKIIA IOAITEXHIMHMUI (HCTHTYT »




PH12. JocnimkyBaTH, po3po6/sATH Ta BIPOBaKYBaTH METOAM i 3ax0Au MPOTHJII KibepiHIMeHTaM,
3[iMICHIOBaTH NPOLEAYPU yIpaBJIiHHSA, KOHTPOJIIO Ta PO3CJAilyBaHHs, a TAaKOX HaJlaBaTU peKoMeHJaril
1010 MOoTNepePKeHHS Ta aHAJTi3y KiGepiHIIUIEeHTIB B LIiJIOMY.

PH13. /[locnimxyBaTH, po3po6JsTH, BOPOBA/PKYBaTU Ta BUKOPHUCTOBYBAaTH  METOAM Ta 3acobu
KpunrtorpadiyHoro Ta TeXHIYHOro 3axucCTy iHpopMalii GizHec/omepauiliHUX IWPOIECIB, a TaKOX
aHaJlisyBaTH i HajgaBaTH OLIHKY e(peKTHBHOCTI iX BHUKOpPUCTAHHS B iHpopMamilHUX CcHCTeMaX, Ha
00’ekTax iHpopMaliiHOI AiABHOCTI Ta KPUTUUHOI iIHGPACTPYKTYPHU.

PH14. AnanisyBaTH, po3po06JsTH i CynpoBOKYBAaTH CUCTEMY ayAUTY Ta MOHITOPUHIY epeKTHUBHOCTI
dyHKIioHyBaHHA iHGOpPMaIiMHUX CHCTEM 1 TeXHoJIOTiHM, O6i3Hec\omepaliiiHux mpoleciB y cdepi
iHdpopMariiHoi Ta\a6o KibepOe3NneKH B IiJIOMY.

PH16. [IpuiiMaTu o6GIpyHTOBAaHI pillleHHS 3 OpraHi3aliiHO-TeXHIYHUX NMUTaHb iHpopMaliiHoil 6e3neKu
Ta/abo Kibepbe3neku y CKJIAJHUX i HemepejbadyyBaHUX YMOBAX, ¥ TOMYy 4YHUCJI i3 3aCTOCyBaHHSM
Cy4acHUX METO/iB Ta 3aco6iB oMTUMIi3allil, IpOrHo3yBaHHSA Ta MPUUHSATTS PillleHb.

PH19. O6upaTru, aHaji3yBaTH i po3poO6JATH NpPUAATHI THINOBI aHaJITH4YHI, pPO3paxXyHKOBi Ta
eKCllepuMeHTabHI MeTOAU Kibep3axucTy, po3po0JIsiTH, pealisoByBaTHU Ta CYyNMPOBO/KYBATU MPOEKTH 3
3axucty iHpopmarii y kibepnpocTopi, iHHOBaI[ilHOI AiATBHOCTI Ta 3aXUCTY iHTE/IeKTya/bHOI BJaCHOCTI.
PH20. CtaBuTH Ta BUpilIyBaTH CKJI3JHiI iHXXKeHepHO-NPHUKJIAJAHI Ta HaykoBi 3ajadi iHpopmaliiHOI
6e3neku Ta/abo Kibepbe3neku 3 ypaxyBaHHSIM BUMOT BiTUM3HSIHUX Ta CBITOBUX CTaHJAApPTiB Ta KpaLlux
MPAKTHUK.

PH21. BukopucToByBaTHM MeTOJd HATypHOTO, GIi3MYHOTO 1 KOMITHOTEPHOTO MOJENIOBAHHS JIJIs
JOCJTi/PKeHHS TPOIIECIB, SIKi CTOCYI0ThCS iHpopMaliiHoi 6e3neku Ta/a6o Kibepoe3eKH.

PH22. IlnaHyBaTHM Ta BHUKOHYBaTHM eKCIepUMEHTAJbHI i TeOpeTHWYHi [OCHi[)KeHHd, BHUCYyBaTH |
nepeBipATH rimoTe3w, o6UpaTd JJd LbOro MNPUAATHI MeTOAU Ta IHCTPYMEHTH, 3/[iMCHIOBATU
CTaTUCTUYHY OOPOOKY [JaHUX, OLIiHIOBAaTH JOCTOBIpHICTb pe3yJbTaTiB AOCJ]iMKeHb, apryMeHTyBaTH
BUCHOBKHU.

PH23. O6rpyHTOoBYyBaTH BUOIp mnporpamMHOro 3abe3leyeHHs], YCTaTKyBaHHS Ta IHCTPyMeHTIB,
iH)KeHepHUX TeXHOJIOTIH i mpoIleciB, a TaKoXK 0OMeXXeHb 11010 HUX B Traiysi iHdpopmaliiiHol 6e3meku
Ta/abo Kibepbe3leku Ha OCHOBI CYy4aCHUX 3HaHb y CYMDKHHUX Tajy3sX, HAyKOBOI, TeXHi4YHOi Ta
JIOBiZIKOBOI JliTepaTypu Ta iHLIoi JocTynHOI iHpopmaIrii.

06car AMCHMILTIHA

3aranbHui o6car aucuumiaing 120 rog. (4 kpegutu ECTS): nekuii - 32 roa., 1abopaTopHi po6oTH - 16
roj., caMocTifiHa po6oTta - 72 rof,.

IlepeaymMoBU BUBYEHHS AUCHMIUIIHU (IpepeKBi3UTH)

Texnounorii 3axucty iHpopmarii.

0Co06JIMBOCTi AUCHUIJIIHK, METOJAHM Ta TEXHOJIOTil HaBYaHHA

B xoani BuUKJaJaHHA JAUCUMILUIIHM BHKJaJadeM 3aCTOCOBYIOTbCA IOSCHIOBAJIbHO-IJIIOCTPaTHBHUAM
(indopmarifiHo-peLlenTUBHUI) Ta peIPOAYKTUBHUN METOAU HaBYaHHSA. B KocTi MeTo/iB BUK/IaZaHHS,
skl HampaBJieHI Ha aKTHBi3aLil0 Ta CTUMYJIOBAaHHS HaB4aJIbHO-Mi3HABaJbHOI Jisl/IbHOCTI 300yBadiB,
3aCTOCOBYIOTbCS pe3eHTallii, 6ecify, iHAUBIAyaabHI TPyOBI MPOEKTH, MallCTep-KJIaCH.

IIporpama HaB4YaJIbHOI AUCIUILIIHA

TeMu JIeKIiHHUX 3aHATH

Tema 1. [IpaBoBi acniekTu iHpopMaliiiHOI 6e3MeKH.

3akoHO/laBYa Ta HOPMAaTUBHO-MIPaBOBa 6a3a YkpaiHu y ranysi inpopmariiiinoi Ta /abo kibepbe3neku.
Tema 2. Hanpsimku 3a6e3neyeHHs1 iHpopmariiHoi 6e3neKy iHTe/IeKTyaJlbHUX CUCTEM.

Kanann HecaHKLiOHOBaHOIO OTpPHMaHHA JaHUX. BUMMKayi eJeKTPOMAarHiTHUX KOJIMBaHb. ONTHYHI
BUMMKaui. EnekpuuHe mnosie. Crnoco6u 3axucty. MarHiTHe mnoJie. Crmoco6u 3axucty. Kiacudikauis
aKyCTHYHUX KaHaJiB BUTOKY iHdopmauii. CepefoBulle NMOLMpPeHHs i cnoci6 nepexBaTy. Hampsmku
3abe3neyeHHs iHpopmalniHoi 6Ge3nekd. 3aBAaHHA cayx6u Oesnekd. @isuuynHi 3acobu 3axUCTy.
[IpaBoBUi i TeXHIUHUH 3aXUCT iHPopMallii. AHaJi3 pU3UKIB.

Tema 3. MeToau 3axucty iHdopMallii iHTeIeKTyalTbHUX CUCTEM.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

Modeni ma mexHoo2ii 3a6e3neueHHs1 6e3neku iHmMe1eKMya/abHUX cCUcmeMm «XapKiBCBKIIA IOAITEXHIMHMUI (HCTHTYT »




3abe3sneueHHsa iHdopmaliiiHoi 6e3neku. OpranizaniiHi 3axoAu. opraxizanidHo-TexHiYHi 3axou.
XapakTepuCTHKa 3aXUCHUX Aid. OCHOBHI BH3Ha4YeHHs. 3aXHUCT iHpopmarii. Mojesi ceKpeTHUX CHUCTEM
CUMEeTpUYHi KpunrtocucteMu. HesiHiliHI By3/iM 3aMiH CHUMETPUYHHUX KPUNTOAITOPUTMIB. bBJiouHi
asroputMd. [loTouHi anroputmu. AcumetpuuHi cxemu mudpyBanHsa. Kiaacudikauiga nudpoBux
MiAIHUCIB.

Tema 4. OcHoBHI Mojes1i iHGOpMaLiHOT 6e3MeKH iHTe/IeKTyaJlbHUX CUCTEM.

KoHuenTtyanbHa MoJiesib. JJUcKpelliiiHe po3aMexxeHHs JocTyny. Mozenb afenT-50

Mogenb guckpetHoro poctyny XapTcoHa. Mogesi Ha ocHOBI Marpuui goctyny. Mopenb XapucoHa-
Py330-Yabmana Mogennb take-grant . Mogenn Besna-Jlanaaynu. Mogesti 6e3mekd Ha OCHOBI TEMaTHUYHOI
noJliTuku. PopmasnbHa cnenudikallis Ta pisHOBUAM POJIbOBUX Mojesed. Juckpeniiina moaesb Kiapka-
BinbcoHa. TeopeTuko-rpadoBi Moiesi KOMILJIEKCHOI OI[iHKU 3aXUIIEHOCTI.

Tema 5. BHyTpiuHi Ta 30BHiHi 3arpo3u. Bukopucrtanus IDS Ta IPS.

KutouoBi kputepii s kiaacudikanil KiGepiHIUJAeHTIB BiJi JlerKux A0 ckKJagHux. BpassumBocti IP.
BpazsuBocti TCP Ta UDP. IP-cepBicu. KopnopaTuBHi cepBicu. MoX/IHBI Hacaigky st oprasizamii a6o
CHUCTEMM MPU KOXXHOMY piBHI ki1acudikanii. Knacudikatop 3arpos. CucteMu BUSIBJIEHHS Ta 3aN06iraHHs
BTOprHeHb. OUiHIOBaHHA cHoBilleHb Security Onion. IHcTpymMeHTH aHasi3y. 'eHepanis CHoBilleHb.
CtpykTypa npaBuJ Snort.

Tema 6. YnpaBJ/liHHA KpU30BUMU CUTYALliSIMM Ta JIIKBiZalid iX HaCaiIKiB.

OpraHizanis e¢deKTUBHOTO yHpaB/JiHHSA KPU30BUMHU CUTYaLisIMU B KPUTHUUYHIH iHPpacTpyKTypi.
Peanizanisn xonuenuii Ha npuraagi OBC Ykpainu. KnacudikaTtop 3arpos. YmockoHaseHa MoOJesb
inppactpyktypu ABC. KoHuenTyalbHa Ta CHHepreTHUYHa Mojesi 6e3neku. YIOCKOHaJIeHHSI Mo/iesi
OLiHIOBaHHSA piBHA 3axulleHOCTi . KoopauHanis Ail pisHUX areHTiB MiJ; 4ac KPU30BOI cUTYyallil.

Tema 7. [liaxoau 10 no6yA0BU MO/eJli 3arpo3 Ta MOPYIIHUKA.

MexaHi3M JeCTpyKTUBHOI'O BIUIMBY Ha iHdopManiiiHy cuctemy. [Jkepesa 3arpos iHdopmanii. Mojenb
nopyuiHuKa iHdopmaniiiHoi 6Ge3nekd . MoxauBi TUnW mnopymHUKIB. OCHOBHI KaHalu BUTOKY
inpopmauii. Tun iHcaitzepa. Knacudikanii iHcaiiziepiB 3a piBHeM pusuky. Knacudikanii 30BHilIHBOrO
NOPYLIHHUKA 3a HAssBHUMM y HbOTO 3HaHb Npo iHpopMaliiiHy cucTeMy opraHisauii.

Tema 8. IlosiTUKa CUCTEMH MEHEPKMEHTY.

Cucrema MeHePKMeEHTY iHopMalliiHoi 6e3neku. (3arajbHa) moJiTyuka iHpopmariiHoi 6e3neku. [laanH
3abe3neyeHHs 6e3nepebiiiHOI AisfbHOCTI opraHisauii B pa3i HelITaTHUX CUTYyaLil.

Tema 9. Ananis sioriB. 36ip, arperauis, iHTepnpeTarnisi.

[HCTpyMeHTH AJs 360Dy JIOT-JJaHUX 3 Pi3HUX KOMIIOHEHTIB Mepexi Ta cucteM. MeToau A arperarii
Jor-$aiB 3 pi3HUX JKepes B OJiHe LieHTpasnizoBaHe cxoBulle. HopManizaunis sor-ganux. TexHiku Ta
aJITOPUTMHU JJ151 BUSIBJIEHHS1 aHOMaJIil B jiorax. PesysibraTu aHanisy sor-¢aiiis. [IpodintoBanHsa Mepexi
Ta cepBepa. 3arajsbHa cdcTeMa OLiHKH BpasauBocTed (CVSS). [IpodintoBaHHA Mepexi Ta cepBepa.
BesneyHe KkepyBaHHSA NPUCTPOSMH.

Tema 10. YnpasiinHsa iHuueHTaMy iHpopMaliiiiHoi 6e31eKH iHTeJIeKTyalbHUX CUCTEM.

B3aeM03B'130K MOHATb. 3MICT NpOLECY ynpaB/iHHS iHIUAeHTaMU. [[pUiMHYM BUHUKHEHHS iHIIU/JeHTiB.
[InanyBaHHA i niaroroska. [[puHIMnu epeKTUBHOI OJITUKY pearyBaHHS Ha iHUWAEeHTH iHpopMaliiHoi
6e3neku. Pecypcu i iHcTpymMeHTapiit po3ciifyBaHHs iHUUAeHTIB iHQopMaliiiHoi 6e3neku. [IpeBeHTUBHI
3axoAd. BusiBieHHs Ta aHani3 iHUMAeHTIB iHpopmMmariiHol 6e3nmekn. O3Haku iHOUIAEeHTY. AHasi3
iHuupgenTiB. [lokyMeHTyBaHHA iHLuAeHTy. lIpiopuTesania iHuugeHTiB. Po3cuiika nmoBigoMiieHb Npo
iHnuaeHT. [lpoTUAia nomupeHHIO iHIUAEHTY. 36ip cBilueHb iIHIUAEHTY i ix 06pobka. IgeHTUdikaLis
nopymHuka. [Iponeaypa nikBimauii HachaiakiB iHUuUAeHTy. 36epiraHHs MaTepiaJsiiB po3ciiflyBaHHSA
IHIIUJEHTIB.

Temu NPAKTUYHHUX 3aHATD

[IpakTU4Hi pO6OTH B paMKax JUCHHUILIIHU He Nepei6adeHi.

Temu 1a60paTOPHUX POGIT

Tema 1. PosropraHHs omnepaniiiHol cuUcTeMU /[JiS TpPOBeJeHHs ayAuTy iHdopMaliiiHol 6e3neku
KOMIT'IOTEPHUX Mepex Ta iHpopMaliiHUX cUCcTeM.

Tema 2. IHCcTpyMeHTH mNpuxoBaHOrO 360py TexHiuHOI iHdopMmanii 3 iHPopmauiitHOI cucTeMu ab6o
KOMIT'IOTepHOI Mepexi.

Tema 3. J[ociigpxeHHs cy4acHHUX OJIOUHUX CUMETPHUYHUX WHPPIB Ta pexuMiB MmUPpyBaHHS.
JlocipkeHHS CydacHUX aCHMEeTPUYHUX KPUIITOCHUCTEM LU PYBaHHS.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

Modeni ma mexHoozii 3a6e3neveHHs 6e3neku iHmMeaeKmya bHUX cucmem «XapKiBCBKIIA IOAITEXHIMHMUI (HCTHTYT »




Tema 4. JlocnimxeHHs esekTpoHHoro nudposoro mignucy. UIl Enp Tamansa, JCTY 4145, ECDSA.
JlocnipkeHHs: Bpas/iMBOCTEd cucTeMu ab6o Mepexi 3a JONOMOrO Creliaji3oBaHOTO CKaHepa
BpasJyuBoCcTel — Nessus.

Tema 5. CreranorpadivyHi meTou 3axucTty iHpopmariii.

Tema 6. CTaTUCTUYHI JOCAIKeHHSI TeHepaTOPiB BUMAJKOBHX Ta ICEBA0BUINAJKOBUX MOCAiJOBHOCTEH 3a
MmeTtoaukor NIST.

Tema 7. BusHaueHHs Bpa3/IMBOCTeN Beb pecypciB Ta Beb Jo1aTKiB. CkaHep Bpa3jiuBocTei — Vega.

Tema 8. 36ip TexHiyHOI Ta yyTTEBOI iHPopMariii 3a gonomororo [13 kiacy - cHipepu. 3acib6 gocimKeHHs
Bpas3JIMBoOCTel 6e3npoBigHux Mepex Wi-Fi - Aircrack-ng.

CaMocTiiHa po6oTa

CaMocrTiiiHa po60Ta CTyleHTa € OHi€l0 3 PopM opraHisalii HaBYaHHS, OCHOBHOIO (OpPMOI0 OBOJIOAIHHSA
HaBYaJIbHUM MaTepiajsioM y BiJIbHUMW BiJ, ayAMTOPHUX HaBYaJbHUX 3aHATH 4yac. Iliag dyac camocTiiHOI
po6GOTH CTYyAEHTHU BUBYAIOTH JIEKLiHHUN MaTepias, FOTYIOTbCS 0 JIJaG0OPAaTOPHUX POOGIT, KOHTPOJIBHUX
po6iT, 3aikiB Ta icnuTiB. CTyeHTaM TaKO> peKOMeHAYI0ThCs 10JaTKOBI MaTepiaau (Bifeo, cTaTTi) Aas
CaMOCTIMHOIr0 BUBYEHHS Ta aHaJi3y.

HedopmasbHa ocBita

B pamkax HedopMmasibHOI OCBiTH 3rigHo BigmoBigHoro IlosoxkenHs (http://surlli/pxssv), ocBiTHsA
KOMIIOHEHTa ab6o Ii OKpeMi TeMH MOXYThb OyTH BpaxoOBaHO y pasi CaMOCTIHHOTO HPOXO/PKEHHS
npodeciiiHUX KypciB/TpeHiHriB, OTpUMaHHSI I'POMaZsSHCBKOI OCBITH, OHJIAlH OCBiTH, NmpodeciiiHOro
CTaXyBaHHS TOLLO.

30KpeMa, OKpeMi TeMH JaHOI KOMIOHEHTH MOXYTh OGYTH BpPaxXOBaHO y pasi ycCHilIHOTO 3aBeplIeHHs
Takux Kypcis CISCO:

DevNet

https://www.netacad.com/catalogs/learn?category=course.

JliTepaTypa Ta HaBYaJ/IbHi MaTepiaiun

OcHoBHa JiiTepaTtypa:

1. €BceeB C.II. Kibepb6e3sneka: cyyacHi TexHoJorii 3axucty. / €BceeB C.II, Ocranos C.E., Koposas O.I. //
HaB4asibHUM MOCIGHUK JJIsI CTY/IeHTIiB BUIMX HaBYAJIbHUX 3akaa/liB. JIbBiB: “HoBuit CeiT- 2000”, 2019. -
678. [EnekTpoHHUHI pecypc]. - Pexxum JOCTyIy: http://ns2000.com.ua/wp-
content/uploads/2019/11 /Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf.

2. Bonaventure O. Computer Networking: Principls, Protocols and Practice. - Louvain-la-Neuve:
Universite catholique de Louvain (Belgium), 2019. - 272 p. [EnekTpoHHU# pecypc]. — Pexxum goctyny:
https://resources.saylor.org/wwwresources/archived/site /wp-content/uploads/2012 /02 /Computer-
Networking-Principles-Bonaventure-1-30-31-OTC1.pdf.

3. C. II. €cee, 0. 0. Moxos, Ta O. I'. Kopoab lemyBaHHS faHMX B iHQOpPMaliHUX CHCTEMaXx.
Monorpadis. XapkiB, Ykpaina: Bug. XHEY, 2013. [Enektponnuii pecypc]. - Pexxum foctymy:
http://repository.hneu.edu.ua/jspui/bitstream/123456789/6813/1/%D0%93%D0%B5%D1%88%D1
%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%B4%D0%B0%D0%BD%D0%B8%D1%
85%20%D0%B2%20%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1
%96%D0%B9%D0%BD%D0%B8%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%B
C%D0%B0%D1%85%20%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%849
D1%96%D1%8F.pdf

4. €BceeB C.II. Kibepbesmeka: ocHOBM KojayBaHHs Ta kpunrtorpadii/ C.II. €scees, 0.B. Minos, C.E.
Ocranos, 0.B. CeBepinoB. - XapkiB: Bug. “Hosuit CBiT-2000”, 2023. - 657 c. [EnekTpoHHU# pecypc]. -
Pexxum poctyny:
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-
37f76ca508c5/?x api client id=chrome extension viewer&bookmarkAcrobat=true&x api client location
=bookmark&filetype=application%2Fpdf&viewer%?21megaVerb=group-discover

5. EHcoH C. PearyBaHHa Ha koMmn'toTepHi iHuugeHTH. [Ipuknaguuii kypc / . CtuB Encon. JIMK Ilpecc,
2021.- 436 c. [EnexTpoHHui pecypc]. - Pexxum goctymny:
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http://surl.li/pxssv
https://www.netacad.com/catalogs/learn?category=course
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02/Computer-Networking-Principles-Bonaventure-1-30-31-OTC1.pdf
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02/Computer-Networking-Principles-Bonaventure-1-30-31-OTC1.pdf
http://repository.hneu.edu.ua/jspui/bitstream/123456789/6813/1/%D0%93%D0%B5%D1%88%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%B4%D0%B0%D0%BD%D0%B8%D1%85%20%D0%B2%20%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0%D1%85%20%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F.pdf
http://repository.hneu.edu.ua/jspui/bitstream/123456789/6813/1/%D0%93%D0%B5%D1%88%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%B4%D0%B0%D0%BD%D0%B8%D1%85%20%D0%B2%20%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0%D1%85%20%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F.pdf
http://repository.hneu.edu.ua/jspui/bitstream/123456789/6813/1/%D0%93%D0%B5%D1%88%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%B4%D0%B0%D0%BD%D0%B8%D1%85%20%D0%B2%20%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0%D1%85%20%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F.pdf
http://repository.hneu.edu.ua/jspui/bitstream/123456789/6813/1/%D0%93%D0%B5%D1%88%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%B4%D0%B0%D0%BD%D0%B8%D1%85%20%D0%B2%20%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0%D1%85%20%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F.pdf
http://repository.hneu.edu.ua/jspui/bitstream/123456789/6813/1/%D0%93%D0%B5%D1%88%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%B4%D0%B0%D0%BD%D0%B8%D1%85%20%D0%B2%20%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0%D1%85%20%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F.pdf
http://repository.hneu.edu.ua/jspui/bitstream/123456789/6813/1/%D0%93%D0%B5%D1%88%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%B4%D0%B0%D0%BD%D0%B8%D1%85%20%D0%B2%20%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0%D1%85%20%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F.pdf
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover

6. Johnson, Leighton. Computer incident response and forensics team management: conducting a
successful incident response / Leighton Johnson. Elsevier Inc., 2014. - 349 p. [EnexTpoHHU# pecypc]. -
Pexxum foctymy:

https://www.google.com.ua/books/edition/Computer Incident Response and Forensics/6l]xGXfLWKYC
?hl=ru&gbpv=1&dg=]ohnson,+Leighton.+Computer+incident+response+and+forensics+team+manageme
nt:+conducting+a+successful+incident+response+/+Leighton+Johnson.+Elsevier+Inc.,+2014.+%E2%80
%93+349+p.&printsec=frontcover

7. Synergy of building cybersecurity systems: monograph / S. Yevseyev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p. [EnnekTponHui pecypc]. - Pexxum
Joctyny: https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

8. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S.
Ostapov, O.Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p. [EnekTpoHHu
pecypc]. - Pexxum foctyny: https://drive.google.com/drive/u/1/folders /ITwOTN8N-
GBGO06AnvjQHU1SdBI3xCaUju

9. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. - Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p. [EnextponHuit pecypc]. - Pexxum goctyny: https://drive.google.com/drive/u/1/folders/1wOTN8N-
GBGO06AnvjQHU1SdBI3xCaUju.

JlogaTkoBa JiTepaTypa :

10.ISO/IEC 15408-1:2022 Information security, cybersecurity and privacy protection - Evaluation
criteria for IT security - Part 1: Introduction and general model. URL:
https://www.iso.org/search.html?q=15408-1.

11.1SO/IEC 15408-2:2022 Information security, cybersecurity and privacy protection - Evaluation
criteria for IT security - Part 2: Security functional components. URL:
https://www.iso.org/search.html?q=15408-2&hPP=10&idx=all en&p=0.

12.1SO/IEC 15408-3:2022 Information security, cybersecurity and privacy protection - Evaluation
criteria for IT security - Part 3: Security assurance components. URL:
https://www.iso.org/search.html?q=15408-3&hPP=10&idx=all en&p=0.

13.1SO/IEC 31010:2019 Risk management — Risk assessment techniques

5.1SO/IEC 27001:2022 Information security, cybersecurity and privacy protection — Information
security management systems — Requirements

14.1SO/IEC 27002:2022 Information security, cybersecurity and privacy protection — Information
security controls

15.1SO/IEC 27003:2017 Information technology — Security techniques — Information security
management systems — Guidance

16.1SO/IEC 27005:2022 Information security, cybersecurity and privacy protection — Guidance on
managing information security risks.

17.1SO/IEC 27032:2023 Cybersecurity — Guidelines for Internet security
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https://www.google.com.ua/books/edition/Computer_Incident_Response_and_Forensics/6lJxGXfLWkYC?hl=ru&gbpv=1&dq=Johnson,+Leighton.+Computer+incident+response+and+forensics+team+management:+conducting+a+successful+incident+response+/+Leighton+Johnson.+Elsevier+Inc.,+2014.+%E2%80%93+349+p.&printsec=frontcover
https://www.google.com.ua/books/edition/Computer_Incident_Response_and_Forensics/6lJxGXfLWkYC?hl=ru&gbpv=1&dq=Johnson,+Leighton.+Computer+incident+response+and+forensics+team+management:+conducting+a+successful+incident+response+/+Leighton+Johnson.+Elsevier+Inc.,+2014.+%E2%80%93+349+p.&printsec=frontcover
https://www.google.com.ua/books/edition/Computer_Incident_Response_and_Forensics/6lJxGXfLWkYC?hl=ru&gbpv=1&dq=Johnson,+Leighton.+Computer+incident+response+and+forensics+team+management:+conducting+a+successful+incident+response+/+Leighton+Johnson.+Elsevier+Inc.,+2014.+%E2%80%93+349+p.&printsec=frontcover
https://www.google.com.ua/books/edition/Computer_Incident_Response_and_Forensics/6lJxGXfLWkYC?hl=ru&gbpv=1&dq=Johnson,+Leighton.+Computer+incident+response+and+forensics+team+management:+conducting+a+successful+incident+response+/+Leighton+Johnson.+Elsevier+Inc.,+2014.+%E2%80%93+349+p.&printsec=frontcover
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://www.iso.org/search.html?q=15408-1
https://www.iso.org/search.html?q=15408-2&hPP=10&idx=all_en&p=0
https://www.iso.org/search.html?q=15408-3&hPP=10&idx=all_en&p=0
https://www.iso.org/ru/contents/data/standard/07/21/72140.html
https://www.iso.org/ru/contents/data/standard/08/28/82875.html
https://www.iso.org/ru/contents/data/standard/08/28/82875.html
https://www.iso.org/ru/contents/data/standard/07/56/75652.html
https://www.iso.org/ru/contents/data/standard/07/56/75652.html
https://www.iso.org/ru/contents/data/standard/06/34/63417.html
https://www.iso.org/ru/contents/data/standard/06/34/63417.html
https://www.iso.org/ru/contents/data/standard/08/05/80585.html
https://www.iso.org/ru/contents/data/standard/08/05/80585.html
https://www.iso.org/ru/contents/data/standard/07/60/76070.html

Cucrema OLiHIOBAaHHA

KpuTepii oniHIOBaHHA YCHILIHOCTI CTyA€HTa
Ta po3NnoAii 6asiiB

Bany HapaxoByHOTbHCA 32 HACTYITHUM
CIiBBiJHOIIEHHSIM:

e sjabopaTopHi po6oTu: 30% ceMecTpPOBOI OLIHKY;
¢ camocrTiitHa po6oTa: 10% cemecTpoBoOi OI[iHKY;

¢ KOHTpOJIbHA po6oTa: 20% ceMecTpOBOI OL[iHKY;
* 3aJ1ik: 40% ceMecTpOBOI OL[iHKU

IIIxaJ1a oLiHIOBaHHSI

Cyma HanionanbHa oniHKa ECTS

baJsiiB

90-100 BigmiHHO A

82-89 Jo6pe B

75-81 Jo6pe C

64-74 3a/10BiJIbHO D

60-63 3a0BiJIbHO E

35-59 HesagosinbHO FX
(moTpibHe Jo/aTKOBE
BUBYEHHS )

1-34 HezapoBinbHO F
(moTpiObHEe MOBTOpPHE
BUBYEHHS )

HopMmu akaageMiyHOI eTHKH i IOJIITUKA KYPCY

CTyleHT MOBHHEH AO0TpUMyBaTHCH «KoJeKCy eTMKH aKaJieMiYHUX B3a€EMOBIJJTHOCHMH Ta J0OGPOYECHOCTI
HTY «XIIl»: BUSBJAATHU AUCHHUIIIHOBAHICTb, BUXOBAHICTh, J06PO3UYJIUBICTD, YECHICTD, Bi/INMOBiJa/bHICTB.
KonouikTHI cuTyalii HOBUHHI BiAIKPUTO 0GrOBOPIOBATUCS B HABYAJIbHUX I'PyMax 3 BUKJIAJa4yeM, a NPU
HEMOJIMBOCTI BUpilleHHsI KOHQJIIKTY — JOBOAUTHCA [0 BifoMa crliBpobiTHUKIB JUPEKLI] iIHCTUTYTY.

HopMaTuBHO-nIpaBoBe 3abe3nedyeHHs BIPOBaJKeHHS MNPUHLMMNIB akajgeMiuHoi pobpodecHocti HTY

«XTIII» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/

IloroaxeHHsAa

Cuiabyc moroJKeHo
28.08.2024

28.08.2024
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