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AETaJ'IbHiI.LIe PO BUKJIala4a HA canTi Kag]geg[gn
3arasbHa iHpopmanisa

AHoTanis

HaByasibHa auciuniina " OCHOBM IJIaHYBaHHS Ta aAMiHICTpyBaHHA cayK6 AocTymy 0 iHpopMaLilHUX
pecypciB " € BUGIpKOBOIO HaBYaJIbHOI JUCLUILIIHOW. JJucIUIIiHA CIpsIMOBAaHA Ha IPUAGAaHHS HABUYOK
3 IPOEeKTYBaHHA Ta CTBOPeHHs iHopMaLiliHOro pecypcy A1l MaJIoro MiJJIPUEMCTBA, @ TAK0XK
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KOMIIJIEKCHUX MPAKTUYHUX HABUYOK 111010 IIJIAaHYBaHHSA, afiMiHiCTpyBaHHs Ta 3abe3neyeHHs 6e3neKu
cay6 goctyny 0 iHGopMaliiiHUX pecypciB.

MeTa Ta mijii AUCHUIIIHA

®dopMyBaHHS Y CTY/IeHTIB TEOPETUYHUX 3HAHb 3 OCHOB IJIAHYBAaHHS Ta a/[MiHICTPYBaHHS CIYKO OCTYIY
Jlo iHpopManifiHUX pecypciB, 10 AKUX ¥ 6IbIIOCTI BiJHOCATHCSA CydyacHi CUCTEMU KepyBaHHS BMiCTOM, 3a

JIOMIOMOTOI0 SIKUX peaJsli30BYIOThCS BEG-pecypcH Ta cepBicH, a TaK0X GOpPMyBaHHS IPAKTUYHUX HABUYOK

i3 MoOyIOBHY Ta aAMiHiCTpyBaHHS BiJIMOBiTHUX CEPBEPHUX CUCTEM.

dopmar 3aHATH

Jlekii, 1abopaTopHi po60TH, caMocTiliHa po60Ta, KOHCyAbTalil. [lifcyMKOBUI KOHTPOJIb — 3aJIiK.

KoMneTreHTHOCTI

K3-2. 3HaHH# Ta po3yMiHHSA npeAaMeTHOI 06J1acTi Ta po3yMiHHA npodecil.

K3-5. 3paTHicTk A0 NOIIyKy, 06p0o6JieHHS Ta aHaJTi3y iHpopmarii.

K® 2. 3paTHicTh 10 BUKOpUCTaHHA iHGOpMaIiiHO-KOMYHIKAI[iHHUX TEXHOJIOTIH, Cy4aCHUX MeTO/IB i
MoJeJiell iHdpopMauiiiHol 6e3neku Ta/abo Kibepbe3neku.

K® 5. 3gaTHicTh 3a6e3ne4yBaTH 3aXUCT iH$opMallii, 1[0 06pobIgeThcs B iHpopmaniiHo-
TeJIeKOMYHiKal[iiHHUX (aBTOMaTU30BaHMUX) CUCTEMAX 3 METOI0 peasizallil BCTaHOBJIEHOI MO TUKH
iHpopMaliiliHoil Ta/a60 KibepOe3neKH.

K® 8. 3paTHicTb 34ilicHIOBAaTH NpOLeAypH YIIpaBJiHHA iHIUAeHTaMU, IPOBOAUTH PO3C/iyBaHHS,
HaJaBaTHU IM OLIHKY.

K® 10. 3gaTHicTh 3acTOCOBYBaTH METO/M Ta 3aCO6U KPUNTOTPAdiYHOTO Ta TEXHIYHOT'O 3aXUCTY
iHpopMarii Ha 06’eKkTax iHpopMaIiliHOI AiIITBHOCTI.

K® 12. 3gaTHicTh aHa/i3yBaTH, BUSBJISATH Ta OI[iHIOBATH MOXKJ/IMBI 3arp03H, ypa3JIMBOCTi Ta
JlecTabisiyroui YUHHUKY iHopMaLiiiHoMy npocTopy Ta iHdopMaLifHUM pecypcaM 3TiiHO 3
BCTaHOBJIEHOIO MOJIITUKOI iHQOpMaliiiHOi Ta/ab0 Kibep6e3neku.

Pe3lebTa'm HaBYaHHA

PH-1. 3acTocoByBaTH 3HaHHS Jlep>KaBHOI Ta iIHO3EMHUX MOB 3 MeTOI0 3a6e3neyeHHs ePeKTUBHOCTI
npodeciiiHol KOMyHiKalii;

PH-2. opranizoByBaTH BJyiacHy npodeciiiHy JisJIbHICTb, 00UPATU ONTUMAJbHI METOAU Ta CIOCOOU
pO3B’sI3yBaHHS CKJIA/IHUX Cllellialli30BaHUX 33/jay Ta NPaKTUYHUX NpobJieM y npodeciiiHil AiIbHOCTI,
OI[iHIOBATH IXHIO ePEKTUBHICTB;

PH-3. BUKOpUCTOBYBaTH pe3y/ibTaTH CaMOCTIHHOrO MOIIYKY, aHa/Ii3y Ta cuHTe3y iHopMmariii 3 pisHux
JbKepeJi AJ11 eheKTUBHOTO pillleHHs creljianizoBaHuX 3a7a4 npodeciiiHol isIbHOCTI.

PH-4. AnanisyBaTu, apryMeHTyBaTH, IpUIUMaTH pillleHHs NPU PO3B’si3aHHI CK/Ia/[HUX CHelliali30BaHuUX
3aJlay Ta NpaKTUYHHUX Npo6JieM y npodeciiiHiil AisIbHOCTI, sIKi XapaKTepU3yIOThCS KOMILJIEKCHICTIO Ta
HENOBHOI BU3HAYEHICTIO YMOB, BiINOBiJaTH 3a IPUHUHATI pilleHHS.

PH-5. AganTyBaTucsl B yMOBax 4acTol 3MiHH TEXHOJIOTiH npodeciiiHOoI AiIJIbHOCTI, IPOrHO3yBaTH
KiHL|eBHUH pe3yJIbTarT.

PH-6. KpuTU4HO OCMUC/IIOBAaTH OCHOBHI TeOpil, TPUHIUIHK, METOH | NOHATTA Y HABYaHHI Ta
npodeciiHil AigIbHOCTI.

PH-7. JlisTu Ha OCHOBi 3aKOHO/IABYOi Ta HOPMATUBHO-NIPABOBOI 6a3U YKpaiHU Ta BUMOT BiZiNOBiAHUX
CTaH/JAAPTIB, y TOMY YMCJIi Mi>)KHapOJHUX B rajysi inpopmaliiiHoi Ta /abo Kibepbe3neku.

PH-8. l'oTyBaTH mpomno3ullii Jo HOpMaTUBHUX aKTiB 1[0/[0 3a0e3MedyeHHs iHpopMalliiiHoi Ta /a60
Kibepbe3neku.

PH-9. BnpoBazxyBaTu npolecy, 1110 6a3y0TbCs Ha HalliOHaJIbHUX Ta M>KHApOJAHUX CTaHAAPTaX,
BUsIBJIEHHS, ineHTUdikalil, aHami3y Ta pearyBaHHs Ha iHUAeHTH iHopMauiiiHoi Ta/abo Kibepbe3neku.
PH-10. BukoHyBaTH aHasi3 Ta JeKOMI03H1Li10 iHpopMaLiiHO-Te/IeKOMYHIKal[iHHUX CUCTEM.

PH-11. BukoHyBaTu aHaJ1i3 3B’13KiB Mix iHpopMaLiiHUMHU NpoliecaMy Ha BififjaieHUX 06YUCTI0BaIbHUX
cucTeMax.

PH-12. Po3po6JiaTH MoieJli 3arpo3 Ta MopyIIHUKA.

PH-13. AHanisyBaTH npoeKkTH iHpopMaLiiiHO-TeJeKOMYHiKaliiHUX cHCTeM 6a3yvrCh Ha
CTaHAapTHU30BaHUX TEXHOJIOTIAX Ta IPOTOKOJIAX llepejiadi JaHHUX.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

OcHosu naHy8aHHs ma adMiHicmpysaHHs cAyxc6 docmyny do iHpopmayitinux «XapKiBCBKIIA IOAITEXHIMHMUI (HCTHTYT »




PH-14. BupilyBaTu 3aBAaHHs 3aXUCTy nporpam Ta iHpopmatiii, 1110 06pob.JisieTbcs B iHpopMaljiiiHo-
TeJleKOMYHiKalliHHUX cUcTeMax NporpaMHoO-anapaTHUMU 3ac06aMu Ta JJaBaTH OLIHKY
p€e3y/JIbTaTUBHOCTI IKOCTi NPUUHATUX pillleHb.

PH-15. BukopucToByBaTH Cy4yacHe NporpaMHo-anapaTHe 3abe3neyeHHs iHpopmariifiHo-
KOMYHIiKaIl[iHHUX TE€XHOJIOTiM.

PH-16. PeaslizoByBaTu KOMILJIEKCHI CUCTEMHU 3aXUCTY iHPopMallii B aBTOMaTHU30BaHUX cucTeMax (AC)
opranizanii (mianpuemcTBa) BiINOBIIHO /10 BUMOT HOPMaTUBHO-TPABOBUX JOKYMEHTIB.

PH-17. 3a6e3neyyBaTH npoliecy 3axucTy Ta QyHKIiOHYBaHHSA iHpopMaIiiHO-TeJeKOMYyHIKaI[iHHUX
(aBTOMaTH30BaHMUX) CUCTEM HA OCHOBI IPAKTHK, HABUYOK Ta 3HaHb, 11[0/]0 CTPYKTYPHUX (CTPYKTYpHO-
JIOTIYHHUX) CXeM, TOIO0JIOTii Mepexi, CydacHUX apXiTeKTyp Ta MoJeJiel 3aXUCTY eJIeKTPOHHHUX
iHdpopMaliliHUX pecypciB 3 Bijo6paxkeHHSIM B3a€MO3B’sI3KiB Ta iHpOopMaliiHUX MOTOKIB, MPOIeCiB A5
BHYTPILIHIX i BIAAa/I€HUX KOMIIOHEHT.

PH-18. BukopucTOBYyBaTH IporpaMHi Ta NporpaMHo-anapaTHi KOMIJIEKCH 3aXUCTy iHGopMaLiiHUX
pecypciB.

PH-19. 3acTocoByBaTH Teopii Ta METOAM 3aXUCTY /i 3abe3nedueHHs 6e3neku iHpopmaliii B
iHdpopMaliliHO-TesIeKOMYHIKaI[iHHUX CUCTEMaX.

PH-20. 3a6e3neuyBaTH QyHKI[iOHYBaHHS CIEl[ia/IbHOTO MPOrpaMHOro 3abe3edyeHHs], 010 3aXUCTY
iHpopmarii BiJj pyHHYIOUHX MPOrpaMHUX BILIMBIB, pyHHYIOUNX KOAIB B iHpopMarliiiHo-
TeJIeKOMYHIKalilHUX CUCTeMaX.

PH-21. BupiumyBaTu 3aa4i 3a6e3nedyeHHs Ta CynpoBOAY (B.T. YMCJIi: OTJISA]], TECTYBAaHHS, MiI3BITHICTD)
CUCTEMH yIpaBJiHHA JOCTYIIOM 3TilHO BCTAHOBJIEHOI NO/ITUKM Ge3neky B iHpopManiiiHuX Ta
iHpopmaniliHO-TesleKOMYHiKaliHHUX (aBTOMaTH30BaHUX) CUCTEMAX.

PH-22. BupiumyBaTu 3aa4i ynpaBJiHHs npoueaypaMH ijleHTUdikalii, aBTeHTUiKaLii, aBTOpU3aLil
npoieciB i KOpHUcTyBayiB B iHpopMaIiiHO-TeJIeKOMYHIKalliHHUX CHUCTeMax 3TiJHO BCTAHOBJIEHO]
MOJIITUKH iHOopMaliiHoi i\a6o kibep6e3neKy.

PH-23. PeasnizoByBaTH 3aX01 3 NPOTU/Il OTPUMAHHIO HECAHKLIIOHOBAHOT0 JOCTYNY A0 iHdopMarniiHux
pecypciB i mpoijeciB B iHpopmaniiHux Ta iHpopMaliiiHO-Te/leKOMYHIKaliiHUX (aBTOMAaTH30BaHUX)
CUCTEMAX.

PH-24. BupiutyBaTu 3aa4i ynpaBJiiHHS JOCTYIIOM /10 iHpOpMaLiiHUX pecypciB Ta MPOLECiB B
iHpopmaniliHux Ta iHpopMaLifiHO-Te/leKOMYHIKaLiHHUX (aBTOMAaTHU30BaHUX) CUCTEMAX Ha OCHOBI
Mo/Jesiell ynpaBJ/iHHSA AOCTYNIOM (MaHAATHUX, JUCKPELiMHUX, pOJIbOBUX).

PH-25. 3a6e3neuyBaTH BBe/JleHHS NiI3BITHOCTI CUCTEMU YIIPABIAiHHA JOCTYIIOM [0 eJ1eKTPOHHUX
iHpopMalilHUX pecypciB i mpoleciB B iHpopMaLiliHUX Ta iHpopMaLiliHO-Te/leKOMYHIKaliHHUX
(aBTOMaTH30BaHUX) CHUCTEMAX 3 BUKOPUCTAHHSM KypHaJliB peecTpauii noAin, ix anaisy ta
BCTAHOBJIEHUX NPOLEAYP 3aXUCTY.

PH-26. BnpoBa/iKyBaTH 3ax0/1 Ta 3abe3euyBaTH peasisallilo NPoLeciB nonepeKeHHs] OTPUMaHHIO
HeCaHKIL[i0HOBAHOTO A0CTYY i 3axucTy iHpopMaLiiHUX, iHpOpMaLiliHO-TeleKOMyHiKaLlitHUX
(aBTOMATH30BaHUX) CUCTEM Ha OCHOBI eTaJIOHHOI MO/ieJsli B3aEMO/Iii BiIKPUTHUX CHCTEM.

PH-27. BupiuyBaTu 3ajaui 3aXUCTy NOTOKIB JJaHUX B iHpopMaLiliHUX, iHpopMariiliHo-
TeJIeKOMYHIKal[iHHUX (aBTOMaTH30BaHUX) CUCTEMAX.

PH-28. AHanizyBaTH Ta NpOBOAUTH OLiHKY epeKTUBHOCTI Ta piBHS 3aXUILEHOCTI pecypciB pisHUX KjaciB
B iHpopMaLiiHUX Ta iHpopMaLiiHO-Te/leKOMYHiKaliiHUX (aBTOMaTU30BaHUX) CUCTEMAaX B XO/i
MpOBe/IeHHSI BUIPOOYBaHb 3TiZJHO BCTAHOBJIEHOI NOJITUKY iHPpopMalliliHoi Ta\abo Kibepbe3neKku.
PH-29. 3xilicHI0BaTH OL[iHIOBaHHS MOXJIMBOCTI peasisalii noTeH1ikHUX 3arpo3 iHpopmariii, 1o
06p06.g€THCA B iHpopMaliiHO-Te/IeKOMYHIKal[iHHUX cUcTeMaX Ta epeKTUBHOCTI BUKOPHUCTAHHS
KOMILJIEKCiB 3ac06iB 3aXMCTy B yMOBax peasisaliii 3arpo3 pisHux KJjacis.

PH-30. 3gilicHI0BaTH OI[iHIOBAaHHS MO>K/JIMBOCTI HECAHKIIOHOBAHOI'0 IOCTYIY /10 €JIEMEHTIB
iHpopMaliliHO-TeJIeKOMYHIKal[iMHUX CUCTEM.

PH-31. 3acTocoByBaTH Teopii Ta MeTO1 3aXUCTY [Jis 3a6e31e4eHHsI Oe3MeKU eJIEMEHTIB
iHpopMaliliHO-TeJIeKOMYHIKal[iMHUX CUCTEM.

PH-32. BupimyBaTu 3a7ja4i yrpaBJ/iHHS NpolLiecaMU BiTHOBJIEHHS IITATHOTO QPYHKI[IOHYBaHHSA
iHpopmaniliHO-Te/IeKOMYHIKaL[iHHUX CUCTEM 3 BUKOPUCTAHHSIM HPOLeyp pe3epByBaHHS 3TifHO
BCTaHOBJIEHOI MOJIITUKH Ge3MeKHU.

PH-33. BupimyBaTu 3ajaui 3abe3neyeHHs 6e3nepepBHOCTI 6i3Hec MpolieciB opraHisalii Ha ocHOBI Teopii
PU3UKIB.

PH-34. [IpuiiMaTu y4acTb y po3po61ii Ta BIpoBapKeHHi cTpaTerii iHpopMaLiiiHol 6e3neku Ta/a6o
Kibep6e3rneKH BiJIMOBIIHO /10 Iijiel i 3aBJjaHb opraxisariii.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

OcHosu naHy8aHHs ma adMiHicmpysaHHs cAyxc6 docmyny do iHpopmayitinux «XapKiBCBKIIA IOAITEXHIMHMUI (HCTHTYT »




PH-35. BupimyBaTu 33jaui 3a6e3ne4eHHs Ta CyNIPOBO/y KOMILJIEKCHUX CUCTEM 3aXUCTy iHdopMaliii, a
TaKOX MPOTU/Il HECAHKI[IOHOBAHOMY JIOCTYITY J10 iHpopManiiHUX pecypciB i mpoiieciB B iHpopMamiiHuX
Ta iHpopManiiHO-TeJleKOMYHIKalliHHUX (aBTOMaTU30BaHUX) CUCTEMAX 3TiIHO BCTAaHOBJIEHOI MOJIITUKU
inpopmariiiiHoi i\abo kibepbe3neku.

PH-36. BusBasiTH He6Ge3neuHi CHrHAIM TeXHIYHHX 3aC06iB.

PH-37. BumipioBaTu napaMeTpu He6e3MeYHMX Ta 3aBaJ0OBUX CUT'HAJIIB i/l YaC iHCTPYMEHTaJbHOTO
KOHTPOJIO MPOLIeCiB 3axUCTy iHPopMallii Ta BU3Ha4YaTH ePeKTUBHICTb 3aXUCTy iHdopMallii Bis BUTOKY
TeXHIYHUMU KaHaJlaMU BiIIOBiAHO O BUMOT HOPMAaTUBHHUX JJOKYMEHTIB CUCTEMU TEXHIYHOI'0O 3aXUCTY
iHpopmMmariii.

PH-38. InTepnpeTyBaTH pe3y/bTaTU NPOBEEHHA Clieljia/IbHUX BUMiPIOBaHb 3 BAKOPUCTAHHAM
TexXHIYHUX 3aC006iB, KOHTPOJIIO XapaKTEPUCTUK iHPopMaliliHO-TeJIeKOMYHIKaI[iHHUX CUCTEM Bi/[IOBi/HO
J10 BUMOT HOPMaTUBHUX IOKYMEHTIB CUCTEMU TeXHIYHOT0 3aXUCTy iHdopMaIiii.

PH-39. [IpoBoauTH aTecTaliio (CIUpardrch Ha 06JIiK Ta 06CTEXXKEeHHS) PEXKUMHUX TePUTOPiH (30H),
NpUMilleHb TOLIO B YMOBAX J0/iePKaHHS PEXXUMY CEKPETHOCTI i3 pikcyBaHHSM pe3y/ibTaTiB y
BiANOBIAHUX JOKYMEHTAaX.

PH-40. [nTepnpeTyBaTu pe3y/abTaTH NPOBeJeHHA Clielia/IbHUX BUMipIOBaHb 3 BUKOPUCTAHHAM
TeXHIYHHUX 3aC00iB, KOHTPOJIIO XapaKTepucTuk ITC BiAIOBIAHO 10 BUMOT HOPMaTHUBHUX JOKYMEHTIB
CUCTEMH TEeXHIYHOTO 3aXUCTy iHopMaii.

PH-41. 3a6e3ne4yBaTH HellepepBHICTb IPOLECY BeJleHHs KYpHaJIiB peecTpalii noAii Ta iHIMeHTiB Ha
OCHOBI aBTOMaTU30BaHUX NPOLEAYD.

PH-42. BnpoBa/KyBaTH Npoliecy BUSABJIeHHS], ileHTUiKallii, aHaJi3y Ta pearyBaHHs Ha iHI[UJIeHTH
inpopmaniiiHoi i/abo kibepbesneku.

PH-43. 3acTocoByBaTH HallioHa/lbHI Ta Mi>kHAapoOJHI peryJiordi akTy B cdepi iHpopmaniliHoi 6e3neku
Ta/ abo kibepbe3neku AJis1 po3CaiAyBaHHs iIHIUJEHTIB.

PH-44. BupilnyBaTu 3a7jaui 3a6e3neyeHHs 6e3nepepBHOCTI 6i3Hec-NpolieciB opraHizaliii Ha OCHOBI
Teopil pU3UKIB Ta BCTAHOBJIEHOI CUCTEMHU YNPaBJiHHS iHpopMaLiiiHO 6e3MeKoo, 3TiJjHO 3
BITYM3HAHUMHU Ta MDKHApOJHUMH BUMOTraMH Ta CTaHAApTaMH.

PH-45. 3acTocoByBaTH piHi K/1acu MoJliTUK iHpopMaLiiiHOI 6e3neku Ta/ abo KibepOe3nekKHy, 10
6a3yThCs HA pU3UK-OPIEHTOBAHOMY KOHTPOJIi 0CTYyNy A0 iHpopMaliiHUX aKTUBIB.

PH-46. 3gilicHI0BaTH aHaJi3 Ta MiHiMi3alio pu3ukiB 06po6ku iHpopmalii B iHpopmarliiiiHo-
TeJIeKOMYHiKal[ilHUX CHUCTeMaXx.

PH-47. BupilyBaTu 3aZaui 3axucTy iHdopmMmallii, 1o 06pob/sseThcs B iHpopManiiHo-
TeJIeKOMYHiKallilHUX CUCTEMaX 3 BUKOPUCTAHHSM Cy4YacHHUX METO/IiB Ta 3ac06iB KpuntorpadiuHoro
3axucty iHpopmarii.

PH-48. BUKOHYBaTH BIIPOBa>KeHHA Ta NiATPUMKY CUCTEM BUSIBJIEHHSI BTOPrHEHDb Ta BUKOPUCTOBYBATHU
KOMIIOHEHTHU KpUNTOrpadiyHOro 3aXuUcTy /15l 3a6e3neyeHHs He0OXiAHOT0 PiBHSA 3aXULIEHOCTI
inpopmarii B iHpopManiliHO-TesIeKOMYHIKaLiHHUX CHUCTEMAX.

PH-49. 3a6e3neuyBaTu HajiexKHe QYHKIIOHYBaHHS CUCTEMH MOHITOPUHTY iHopMaLiiHuX pecypciB i
npoleciB B iHpopMaliiiHO-TeJleKOMyHiKal[iMHUX CUCTeMaX.

PH-50. 3a6e3neuyBaTy QPyHKI[iOHYBaHHS MIPOTPaMHUX Ta MPOTPaMHO-aNapaTHUX KOMILJIEKCIB
BUSIBJIEHHS] BTOPTHEHb Pi3HUX PiBHIB Ta KJACiB (CTATUCTUYHUX, CATHATYPHUX, CTATUCTUYHO-
CUTHATYPHHUX).

PH-51. [lizTpuMyBaTH npane3faTHICTb Ta 3a6e3MedyyBaTy KOHQIrypyBaHHS CUCTEM BUSIBJIEHHS
BTOpPTrHEHb B iHpopMalliiHO-TeeKOMYHIKallilHUX CHCTEeMaX.

PH-52. BukopucToByBaTH iHCTpyMeHTAapiH AJ151 MOHITOPUHTY Hpo1eciB B iHpopMariiHo-
TeJIeKOMYHiKal[ilHUX CHCTeMaX.

PH-53. BupimyBaTu 3a7jaui aHa/1i3y NporpaMHOro Ko/ly Ha HasiBHiCTb MOXXJIMBUX 3arpo3.

PH-54. YcBiloM/110BaTH LiIHHOCTI FPOMa/iIIHCHKOTO (BiJILHOTO JIEMOKPAaTUYHOI'0) CyCHiJIbCTBA Ta
HeoOXiAHICTb HOro CTa/Ioro pO3BUTKY, BEPXOBEHCTBA IPaBa, NpaB i cB060/ IIAMHHU i TPOMa/IIHUHA B
YkpaiHi.

06car AMCHMILTIHA

3aranbHuit o6car guctumiinu 120 roa. (4 kpeautu ECTS): nekuii - 32 roa., 1abopatopHi po6oTu - 16
roJi., caMocCTiiHa po6oTa - 72 ro.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

OcHosu naHy8aHHs ma adMiHicmpysaHHs cAyxc6 docmyny do iHpopmayitinux «XapKiBCBKIIA IOAITEXHIMHMUI (HCTHTYT »




IlepeAyMOBU BUBYEHHS AUCHUIUIIHU (MpepeKBi3UTH)

ApxiTeKTypa Ta 3aXUCT Cy4yaCHUX ollepaliliHux cucteM, Kommn'totepHi Mepexi, besneka B
iHdpopMaliliHO-KOMYHiKallilHUX CUCTEMAX.

0co06JIMBOCTi AUCIUIJIIHH, METOAHM TAa TEXHOJIOTII HaBYaHHA

B xoAi BUKJIaJaHHs JUCLMILIIHA BUKJ/IaJladeM 3aCTOCOBYIOThCS OSICHIOBAJIBHO-IJIIOCTPAaTUBHUN
(indpopmanifiHO-peLleNTUBHUN) Ta peNPOAYKTUBHUIN MeTOAM HaBYaHHA. B AKkocTi MeTo/iB BUK/Ia/jaHHS,
SKi HalpaBJieHi HAa aKTHUBi3allil0 Ta CTUMYJIIOBaHHS HaBYabHO-Ti3HaBa/IbHOI Ais/IbHOCTI 3100yBayiB,
3aCTOCOBYIOThCS Mpe3eHTallii, 6ecify, iHAUBIAyaabHI rpyoBi MPOEKTH, MaCTep-KJIaCH.

IIporpama HaB4YaJIbHOI AUCLHUILIIHU

Temu J1IeK1iiHUX 3aHATh

Tema 1. Oco61uBoCTi cyyacHux CMS (Content Management System).

Tema 2. HacTporoBaHHs Be6-cepBepy Ha 6a3i oneparniliHoi cucteMu Linux.

Tema 3. 3aco6u LDAP y pinienHi 3aBjanb AocTy1y Ao iHbopMaliiHuX pecypci.

Tema 4. Hanaromkenus WordPress. [lariny, TexHOJI0TisSI MyJIbTHCANT.

Tema 5. Oco6.1MBoCTI Ta MoxyuBocTi WordPress API.

Tema 6. Kibep6esneka cayk6 gocTyny /0 iHpopManiiHUX pecypciB.

Tema 7. HanaromxkeHHs goctyny fo iHpopmaniiHux pecypciB Ha npukJaai WordPress.
Tema 8. [IporpamMyBaHHs 3aB/aHb i3 3acTocyBaHHs APl iHpopmaLiiiHUX pecypciB.
Tema 9. 0co6JIMBOCTI cepBepHUX pillleHb [/ 3a6e3MeYeHHs CyK0 A0CTymy A0 iHdopMaLinHUX
pecypciB.

Tema 10. [lepciekTUBU PO3BUTKY CJayK6 JOCTYIy J10 iHpopMaLiliHUX pecypciB.

TeMmu NPAKTHUYHHUX 3aHATD

[IpakTU4Hi pO6OTH B paMKax JUCHUILIIHU He Nepei6aveHi.

Temu 1a60paTOPHUX POGIT

Tema 1. BuBueHHs MepexeBHX 3aC00iB AOCTYMY A0 iHGOpMaL[iiHUX CUCTEM.
Tema 2. PosropTaHHs BipTya/ibHOI MallKMHU Ha 6a3i Linux.

Tema 3. PosropTaHHs BeG-cepBepy Ta 3ac06iB yrpaBiHHA 6a3aMU JJaHUX.
Tema 4. Posropranus WordPress.

Tema 5. 3actocyBaHHs 3aco6iB LDAP.

Tema 6. B3aemogis Ta 06MiH iHpopMalii€to y cucteMi Ha 6a3i Wordpress.
Tema 7. IlporpamyBanns foctyny go APL

Tema 8.3acobu 6e3meku caiTy Ha 6a3i WordPress.

CaMocTiiHa po6oTa

CamocrTiliHa po60Ta CTy/leHTa € 0JHi€l0 3 popM opraHizaliii HaBYaHHS, OCHOBHO0 GOPMOI0 OBOJIOAIHHA
HaBYaJIbHUM MaTepiajioM y BiIbHUH Bijj ayIUTOPHUX HaBYaJbHUX 3aHATH Yac. [1iff yac camocTiitHol
pO6OTH CTYIeHTH BUBYAIOTh JIEKI[IHHUI MaTepiali, TOTYIOThCS /10 JTab0PaTOPHUX POOIT, KOHTPOJbHHUX
poo6iT, 3a/ikiB Ta icnuTiB. CTyieHTaM TaK0X PEKOMEHAYIOThCS 10/1aTKOBI MaTepiasnu (Bigeo, ctaTti) ans
CaMOCTiIHOTO BUBYEHHS Ta aHaJi3y.

HedopmasibHa ocBiTa

B pamkax HedopMaJibHOI OCBITH 3TiZiHO BianmoBigHoro [losoxkeHHs (http://surlli/pxssv), ocBiTHs
KOMIIOHEHTA abo il OKpeMi TeMH MOy Thb Oy TH Bpax0BaHO y pa3i caMOCTiMHOTr0 NPOXOAKEeHHS
npodeciiHUX KypcCiB/TpPeHIHTiB, OTpUMaHHs IPOMa/ITHCbKOI OCBITH, OHJIalH OCBITH, podeciiHOoro
CTa)KyBaHH{ TOILO.

3o0kpeMa, oKpeMi TEMHU JJaHOI KOMIIOHEHTH MOXYTh OYTH Bpax0BaHO y pasi ycniliHOro 3aBepuieHHs
Takux Kypcis CISCO:

Network Defence
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http://surl.li/pxssv

https://www.netacad.com/catalogs/learn?category=course.

JliTepaTypa Ta HaBYaJIbHiI MaTepian

OcHOBHa JiiTepaTypa

1. Kibepb6esmneka: cy4acHi TexHoJ10Tii 3axycTy. HaBuya/ibHUM MOCIGHUK JJIs1 CTYIEHTIB BUIUX HaBYaJIbHUX
3akuagiB. / C. E. Ocranos, C. I1. EBcee, O.I'. Kopoutb. - JIbBiB: «HoBwuii CeiT- 2000», 2020 .- 678 C.
https://ns2000.com.ua/wp-content/uploads/2019/11/Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf
2. AnekcieB B. O. 3actocyBanHs GRID-TexHosorii y TpaHcnopTHoMy BH3: HaB4u.-MeTo/1. oci6. / B. O.
Anekcie.- X. : XHA/ZTY, 2008. - 208 c.
https://api.dspace.khadi.kharkov.ua/server/api/core/bitstreams/e0d0eOcc-d807-4b6f-af0b-
54aad9bcc9bf/content

3. Microservices vs. Service-Oriented Architecture. Mark Richards. / O'Reilly Media. All,, 2016., 57 p.
[Electronic resource]. —~Access mode: https://www.oreilly.com /radar/microservices-vs-service-oriented-
architecture/.

4. UNIX and Linux System Administration Handbook URL:

https://mog.dog/files /SP2019/2017%20Nemeth%20Evi%20etal%20-
%20UNIX%20and%20Linux%20System%20Administration%20Handbook%5B5thED%5D Rell.pdf.

JoaaTKoBa Jjitepatypa

1. WordPress User Manual for Beginners URL:

https://www.epecorp.com/assets /wordpress user manual.pdf.

2. WordPress PDF Manual URL: https://wp-tutoring.com/wordpress-pdf-manual-now-available/.

3. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

4. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S.
Ostapov, O. Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

5. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. — Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p. https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju.

CucremMma OLiHIOBAaHHA

Kpurepii onjiHI0OBaHHA yCHIIIHOCTI CTyA€HTa IIIkaJia oIiHIOBaHHS

Ta po3MNoAia 6asiB Cyma HanjioHasbHa oLiHKa ECTS
Basiv HapaxoByOTbCS 32 HACTYITHUM basiB
CHiBBIJHOLIEHHSM: 90-100 BigmiHHO A
ej1abopaTopHi po6oTu: 40% ceMecTpoBOi OIiIHKY; 82-89 Jo6pe B
ecaMocTiliHa po6oTa: 10% ceMecTpOBOI OLIHKY; 75-81 Jobpe C
*KOHTpOJIbHA po6oTa: 10% ceMecTpoBOi OLiHKY; 64-74 3aJ10BiJIBHO D
e3aiik: 40% ceMecTpOBOi OLIHKH 60-63 3a/10Bi/IbLHO E
35-59 HesazoBinbHO FX
(moTpibHe foAaTKOBE
BUBYEHHS)
1-34 HezapnoBisnibHO F
(moTpi6HE MOBTOpHE
BUBYEHHS)

HopMu akaaeMiyHOI eTHKM i IOJIITUKA KypCy

CTyleHT NMOBUHEH J0TpUMyBaTUCA «KoJleKcy eTUKHU aKaieMiYHUX B3a€EMOBITHOCHH Ta 106p0OYEeCHOCTI
HTY «XIIl»: BUABAATH AUCUUILIIHOBAHICTh, BUXOBAHICTh, J0OPO3UUIUBICTD, YECHICTH, BiANIOBIAANBbHICTD.
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https://www.netacad.com/catalogs/learn?category=course
https://mog.dog/files/SP2019/2017%20Nemeth%20Evi%20etal%20-%20UNIX%20and%20Linux%20System%20Administration%20Handbook%5B5thED%5D_Rell.pdf
https://mog.dog/files/SP2019/2017%20Nemeth%20Evi%20etal%20-%20UNIX%20and%20Linux%20System%20Administration%20Handbook%5B5thED%5D_Rell.pdf
https://wp-tutoring.com/wordpress-pdf-manual-now-available/
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju

KoHuiikTHI cuTyalii NOBUHHI BiIKPUTO 06r0BOPHOBATHUCS B HABYAJbHUX I'PYIaX 3 BUKJIaJayeM, a Ipu
HEMOXKJIMBOCTI BUPilIeHHS KOHQJIIKTY — JOBOJAUTHCA /10 BiJloMa CIiBPOGITHUKIB UPEKIIiT iIHCTUTYTY.
HopmaTuBHO-TIpaBOBe 3a6e3neYyeHHs BIIPOBaKEHHS MPUHITUIIB akageMidyHoil o6podecHocTi HTY
«XI1I» po3mieHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/

IloroaxeHHsAa
Cuabyc noro/ixeHo 28.08.2024 S 3aBigyBau kadespu
Cepriii EBCEEB
['apanT OII
28.08.2024 S Cepriit EBCEEB
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