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KinbkicTb HaykoBUX Ny6Jikalii: moHaz 350, 3 HUX NaTeHTiB Ha KOPHUCHY
MoJienb 42, 17 moHorpadil, 3 IKUX 9 KoJIeKTUBHUX MOoHorpadiii, 31
HaBYaJIbHUM NMOCIOHUK, 3 sIKUX 4 3 rpudoM MiHicTepcTBa ocBiTH i HayKu
Ykpainy, 163 cTaTTi y 3aKOpA0HHUX BUAAHHSAX Ta $aX0BUX BUJAHHSX YKpaiHY,
3 HUX 61 y HayKOMeTpU4Hiil 6a3i Scopus. [IpoBifHUI JIEKTOP 3 JUCIUIIiH:
«MeHemxMeHT iHopMaLiiiHOI 6e3neku», «BBegeHHs B Mepexi», «be3neka
OGaHKIBCbKUX cucTeM» , «['i6puIHI BiiHY Ta HallioHA/IbHA 6e31eKay», «AyIUT Ta
MOHITOPUHT KOPIOPAaTUBHUX Mepex», «Blockchain: ocHoBU Ta npukiagu
3acToCcyBaHHA», «OCHOBM CMapT-KOHTPAKTiB», «OCHOBH Kibepbe3neKku» y
CTyZAeHTiB 6akasiaBpiaTa Ta marictpatypy, Po3gin «MeToau i TexHoorii
MOHITOPUHTY Ta ayAuTy iHpopMaLiiiHOI 6e3nekun», «MeTo U No6yf0BU
NOCTKBAHTOBUX KPUIITOCUCTEM», « HOBITHI TexHoJIOTii 3a6€e3ne4eHHs
Kibepbe3neKH Ha OCHOBI TeXHOJIOTii 6/J10K4YelH» /15 acllipaHTIB

JeTa/bHillle 1po BUKJIaJa4a Ha CalTi kKapeapu

3arasibHa iHpopmanisa

AHoTanis

HaByasibHa gucuuniina "MeTo gy KpunToaHasi3y" € BUGipKOBOIO HaBYaJbHOIO AUCLUILIIHOIO.
Jucuuniina cnpssMoBaHa GOPMYBaHHS Y CTYAEHTIB Ha OCHOBI CHCTEMHOTIO MiJIX0/ly HAYKOBOTO
CBiTOrIAy, IKUH [,03BOJIFE IM BIJIbHO OPiEHTYBAaTUCh Y TEOPETUYHUX MiIX0AaX A0 peaJsizalil cydacHUX
NPUHLMIIB NO6YA0BY Cy4aCHUX KPUNITOTpadidyHUX cUcTeM i GOpMYyBaHHSI 3HaHb [10 BU3HAUYEHHIO
CTiMKOCTI KpunTorpapivHUX CUCTEM [JI0 CyYaCHUX METO/IiB KPUIITOAHATI3Y.

MeTa Ta niJji AUCIUILIIHU

OTpuMaHHS 3HaHb 10 OCHOBHUM MeTO/laM KPUIITOAHAIi3y KpunTorpadgiuHuxX cucTeM, sIKi 03BOJISIOTh
BU3HAYUTH IX CTIMKICTb a TakoK GOpMyBaHHS 3HaHb Ta yMiHb 10 BUKOHAHHIO KpUIITOrpadivHUX
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JloctiipkeHb WKUQPIB ¥ OLIHKK piBHSA BiIMOBIAHOCTI IX BJIaCTUBOCTEN 33/IlaHOMY PiBHIO 6e3MEKHU, KOTPY
BOHU MOBHHHI 3a6e31e4yBaTH y CKJIaAi iHpopMaliliHOI CUCTEMHU.

dopmar 3aHATD

Jlekii, 1a6opaTopHi po60TH, caMocTiiHA po60Ta, KOHCY/abTamil. [TicyMKOBUH KOHTPOJIb — 3aJIiK.

KoMneTreHTHOCTI

K3-2. 3HaHH# Ta po3yMiHHSA npeaMeTHOI 06J1acTi Ta po3yMiHHA npodecil.

K3-5. 3paTHicTb A0 noliykKy, 06po6JieHHs Ta aHasi3y iHpopmarii.

K® 2. 3gaTHicTb 0 BUKOPHUCTAHHSA iHpOpMaIliliHO-KOMYHIiKalifHUX TEXHOJIOTiH, CydaCHUX METOZIB i
Mojiesied iHdopMmaliiiHoi 6e3meku Ta/abo KibepOe3neKu.

K® 5. 3paTHicTh 3a6e3ne4yBaTH 3axUcT iHdopMallii, 1110 06pobJIseThbcs B iHpopMaliiHo-
TeJIEKOMYHiKaliiHUX (aBTOMaTU30BaHUX) CUCTEMAax 3 MeTOI0 peasti3allii BCTaHOBJIEHOT MOJIITUKH
iHpopMarriliHoi Ta/a60 KibepOe3neKH.

K® 8. 3aaTHicTb 3/ilicHIOBATH MPOLIEeAYPH YIIPABIAiHHSA iHI[UIEHTAMU, TPOBOAUTH PO3CIi[yBaHHS,
HaJaBaTH iM OLIHKY.

K® 10. 3gaTHicTh 3acTOCOBYBaTH METO/M Ta 3aCO6U KPUNTOTPAdiYHOTO TA TEXHIYHOI'O 3aXUCTY
iHpopMarii Ha 06’eKkTax iHpopMaIiliHOI AiIITBHOCTI.

K® 12. 3gaTHicTh aHa/i3yBaTH, BUSBJISATH Ta OI[iHIOBATH MOXKJ/IMBI 3arp03H, ypa3/JIMBOCTi Ta
JlecTabisizyroui YUHHUKY iHopMaLiiiHoMy npocTopy Ta iHpopMaliiHUM pecypcaM 3TiiHO 3
BCTaHOBJIEHOIO MOJIITUKOI iHQOpMaliiiHOi Ta/ab0 Kibep6e3neku.

Pe3lebTa'm HaBYaHHA

PH-1. 3acTocoByBaTH 3HaHHS Jiep:KaBHOI Ta iHO3eMHHUX MOB 3 MeTOI0 3a6e3ne4eHHsT epeKTUBHOCTI
npodeciiiHol KOMyHiKallii;

PH-2. opraHizoByBaTH BJlacHy npodeciiiHy AisJIbHICTb, 06MpPaTH ONTHMaJIbHI METO/ M Ta CIOCOOU
pO3B’sI3yBaHHS CKJIQIHUX CIiel[iai30BaHMX 33/1a4 Ta NPAKTUYHUX MPo6JeM y npodeciiiHii fisgIbHOCTI,
OI[iHIOBATH IXHIO ePEKTUBHICTB;

PH-3. BukopucTOByBaTH pe3y/ibTaTH CaMOCTiHHOrO MOLIYKY, aHa/i3y Ta cuHTe3y iHopMaliii 3 pisHux
JbKepeJi AJ11 eheKTUBHOTO pillleHHs creljianizoBaHuX 3a7a4 npodeciiiHol isIbHOCTI.

PH-4. AnanisyBaTu, apryMeHTyBaTH, IpUIUMaTH pillleHHs NPU PO3B’si3aHHI CK/Ia/[HUX CHelliali30BaHuUX
3aJlay Ta NpaKTUYHHUX Npo6JieM y npodeciiiHiil AisIbHOCTI, sIKi XapaKTepU3yIOThCS KOMILJIEKCHICTIO Ta
HENOBHOI BU3HAYEHICTIO YMOB, BiINOBiJaTH 32 IPUHHATI pilleHHS.

PH-5. AganTyBaTucsl B yMOBax 4acTol 3MiHH TEXHOJIOTiH mpodeciiiHOoi AiIIbHOCTI, MPOrHO3yBaTH
KiHL|eBHUH pe3yJ/bTarT.

PH-6. KpuTU4HO OCMUC/IIOBAaTH OCHOBHI TeOpil, TIPUHIUIIHK, METOH | NOHATTA Y HABYaHHI Ta
npodeciiHil AigIbHOCTI.

PH-7. JliaTu Ha OCHOBi 3aKOHO/AaBY0i Ta HOPMAaTUBHO-NPAaBOBOI 6a3Uu YKpaiHU Ta BUMOT BiZiNOBiAHUX
CTaHJAAPTIB, y TOMY YMCJIi Mi>KHapOJHUX B rajysi inpopmauiiiHoi Ta /abo Kibepbe3neku.

PH-8. l'oTyBaTH nmpomno3ulii Jo HOpMaTUBHUX aKTiB 1[0/0 3a6e3nedyeHHs iHpopMalliiiHoi Ta /a60
KibepOe3neKH.

PH-9. BnpoBa/>KyBaTH NPOLECH, 1110 6a3yI0ThCA HA Hal[iOHAJbHUX Ta Mi)KHAPOJHUX CTaHJapTaX,
BUsIBJIEHHS, ieHTUdikalil, aHami3y Ta pearyBaHHs Ha iHUAeHTH iHopMaLiiiHol Ta/abo Kibepbe3neku.
PH-10. BukoHyBaTH aHasi3 Ta JeKOMI03H1Li10 iHpopMaLiiHO-Te/IeKOMYHIKal[iHHUX CUCTEM.

PH-11. BukoHyBaTu aHaJ1i3 3B’13KiB MiX iHpopMaLiiHUMHU NpoliecaMy Ha BififjajieHUX 06YUCTI0BaIbHUX
cUcTeMax.

PH-12. Po3po6uiaTH MoieJli 3arpo3 Ta MopyIIHUKA.

PH-13. AHanisyBaTH npoeKkTH iHpopManiiHO-TeJeKOMYHIKaliiHUX CHUCTeM 6a3y0vYrCh Ha
CTaHAapTHU30BaHUX TEXHOJIOTIAX Ta IPOTOKOJIAX llepejadi JaHHUX.

PH-14. BupilyBaTu 3aBAaHHs 3aXUCTy nporpam Ta iHpopmatiii, 110 06pobJisieTbcs B iHpopMaliiiHo-
TeJIEKOMYHIKal[iHHUX CUCTeMaX MPOrpaMHO-anapaTHUMH 3ac06aMU Ta AABATH OLiHKY
pe3yJIbTaTUBHOCTI AKOCTi NPUUHATHUX pillleHb.

PH-15. BukopucToByBaTH cyyacHe NIporpaMHo-anapaTHe 3abe3neyeHHs iHpopMaliliHo-
KOMYHiKallilHUX TEXHOJIOTiM.

PH-16. PeasnizoByBaTH KOMIJIEKCHI cUcTeMU 3axUCTy iHpopmalii B aBToMaTu30BaHUX cucTteMax (AC)
opranizauii (mignpuemcTBa) BiioBiZHO /10 BUMOT HOPMAaTUBHO-NPAaBOBUX JOKYMEHTIB.
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PH-17. 3a6e3neuyBaTH npoliiecu 3axucTy Ta QyHKIiOHYBaHHSA iHpOpMaliliHO-TeJeKOMYyHIKaI[iHHUX
(aBTOMaTH30BaHMUX) CUCTEM HA OCHOBI NPAKTHK, HABUYOK Ta 3HaHb, 11[0/]0 CTPYKTYPHUX (CTPYKTYpHO-
JIOTIYHHUX) CXeM, TOIO0JIOTii Mepesxi, CydacHUX apXiTeKTyp Ta MoJeJiel 3aXUCTY eJIeKTPOHHHUX
iHdpopMaliliHUX pecypciB 3 Bijo6paxkeHHSIM B3a€MO3B’sI3KiB Ta iHpopMaliiHUX MOTOKIB, MPOIeCiB A5
BHYTPILIHIX i BiiJa/IeHUX KOMIIOHEHT.

PH-18. BukopucTOByBaTH IporpaMHi Ta NporpaMHo-anapaTHi KOMIJIEKCH 3aXUCTy iHGopMaLiiHUX
pecypcis.

PH-19. 3acTocoByBaTH Teopii Ta METOAM 3aXUCTY /i 3abe3nedyeHHs 6e3neku iHpopmaliii B
iHpopMaIliliHO-TeJIeKOMYHIKaI[iHHUX CUCTEMaX.

PH-20. 3a6e3neuyBaTH QyHKI[iOHYBaHHS CIEl[ia/IbHOTO MPOrpaMHOro 3abe3edyeHHs], 010 3aXUCTY
indopmMmarii Big pylHyOUMX TPOrpaMHUX BIUIMBIB, pyHHYIOUUX KO/iB B iHpopMalliiiHO-
TeJIeKOMYHIKaliHHUX CUCTeMaX.

PH-21. BupimyBaTu 3a7ia4i 3a6e3ne4eHHsI Ta CynpoBoy (B.T. YMCJIi: OTJIS[I, TECTYBaHHS, MiJ3BiTHICTB)
CHCTEMH YIPaBJIiHHSA JJOCTYIIOM 3Ti/JHO BCTAHOBJIEHOI IOJIITUKY Oe3MeKH B iHpopMalliiHUX Ta
iHpopMalliliHO-TesIeKOMYHiKal[iMHUX (ABTOMaTHU30BaHUX) CUCTEMAX.

PH-22. BupimyBaTu 33ja4i yrpaB/iHHSA NpoueaypaMu ifeHTudikanii, aprenTudikanii, aBropusarii
NpoleciB i KOpUcTyBayviB B iHGOpMaliiHO-TeJIEKOMYHIKaI[iHHUX CUCTeMaXx 3TiJHO BCTAHOBJIEHO]
MOJIITUKH iHOopMalliiHoi i\a6o kibep6e3neKy.

PH-23. PeasnizoByBaTH 3aX0/ 1 3 MPOTU/Il OTPUMAHHIO HECAHKLIIOHOBAHOT 0 JOCTYNY A0 iHdopMarniiHux
pecypciB i mpoueciB B iHpopMarliliHux Ta iHpopMaliiHO-TeJIeKOMYHIKaI[iHHUX (ABTOMaTHU30BaHUX )
CUCTEMAX.

PH-24. BupimyBaTu 3aa4i ynpaBJiHHS LOCTyIOM [Ji0 iHpopMaLiiHUX pecypciB Ta NPOLEeCiB B
iHpopmaniliHux Ta iHpopMaLifiHO-Te/leKOMYHIKaLiHHUX (aBTOMAaTHU30BaHUX) CUCTEMAxX Ha OCHOBI
Mo/iesied yIpaBJliHHA AOCTYNOM (MaHJATHUX, AUCKPEeLiHHUX, POJIbOBUX).

PH-25. 3a6e3neuyBaTy BBeJleHHA NiI3BITHOCTI CUCTEMHU YIIPABIAiHHA JOCTYNOM [0 eJ1eKTPOHHUX
iHpopmawiiHUX pecypciB i npoleciB B iHpopMaLiiiHUX Ta iHpopMaLiliHO-Te/leKOMYHiKaliiHUX
(aBTOMaTH30BaHUX) CHUCTEMAX 3 BUKOPUCTAHHSM XypHaJliB peecTpauii noAin, ix anaisy ta
BCTAHOBJIEHUX NPOLEAYP 3aXUCTY.

PH-26. BnpoBa/;)KyBaTH 3ax0/j1 Ta 3abe3MeuyBaTH peasisallilo NpoLeciB nonepepKeHHs] OTPUMaHHIO
HeCaHKLi0HOBAHOTO AOCTYMY i 3axucTy iHpopMaLiiHUX, iHpOopMaLiliHO-TeleKOMyHiKaLitHUX
(aBTOMATH30BaHUX) CUCTEM Ha OCHOBI eTaJIOHHOI MO/ieJs1i B3aEMO/Iii BiIKPUTHUX CHCTEM.

PH-27. BupilyBaTu 3ajaui 3aXUCTy NOTOKIB JJaHUX B iHpopMaLiliHUX, iHpopMariiliHo-
TeJIeKOMYHIKaliHHUX (aBTOMaTH30BaHUX) CUCTEMAX.

PH-28. AHanizyBaTH Ta NpOBOAUTH OLiHKY epeKTUBHOCTI Ta piBHS 3aXHUILEHOCTI pecypciB pisHUX KjaciB
B iHpopMaLiiiHuX Ta iHpopMaliiHO-TeJeKOMYyHIKal[inHUX (ABTOMAaTU30BaHUX) CUCTEMAX B XO/i
MpOBe/IeHHSI BUIPOOYBaHb 3TiZJHO BCTAHOBJIEHOI NOJITUKY iHPpopMalliliHoi Ta\abo Kibepbe3neKu.
PH-29. 3xilicHI0OBaTH OI[iHIOBaHHS MOXJIMBOCTI peastizalii moTeHIiiHUX 3arpo3 inpopmariii, mo
06p06.iseThCA B iHpopMaliiHO-TesleKOMYHIKal[iHHUX cUcTeMaX Ta epeKTUBHOCTI BUKOPHUCTAHHS
KOMILJIEKCiB 3aC006iB 3axMCTy B YMOBax peaJiizallii 3arpo3 pisHux KJacis.

PH-30. 3gilicHI0BaTH OL[iHIOBAaHHS MO>JIMBOCTI HECAHKIIOHOBAaHOI'0 IOCTYIY /10 €JIEMEHTIB
iHpopmaniliHO-Te/IeKOMYHIKaL[iHHUX CUCTEM.

PH-31. 3acTocoByBaTH Teopii Ta MeTO M 3aXUCTY [Jis 3a6e31e4eHHs1 6e3MeKH eJIEMEHTIB
iHpopMaliliHO-TeJIeKOMYHIKal[iMHUX CUCTEM.

PH-32. BupiwyBaTu 3aZjaui yrpaB/iHHS NPoLleCaMU BiJTHOBJIEHHS IITATHOTO QPYHKI[iOHYBaHHSA
iHpopmaniliHO-Te/IeKOMYHIKaL[iHHUX CUCTEM 3 BUKOPUCTAHHSIM HPOLeyp pe3epByBaHHS 3TifHO
BCTaHOBJIEHOT MOJIITUKH Ge3MeKHU.

PH-33. BupimyBaTu 3ajaui 3abe3neyeHHs 6e3nepepBHOCTI 6i3Hec MpolieciB opraHisalii Ha ocHOBI Teopii
PU3UKIB.

PH-34. [IpuiiMaTu y4acTb y po3po61i Ta BIpoBapKeHHi cTpaTerii iHpopmauiiiHol 6e3neku Ta/a6o
Kibepbe3nekHu BiAMoBiHO A0 Lisel i 3aBAaHb opraHizaliii.

PH-35. BupimyBaTtu 3aza4i 3a6e3nedyeHHs Ta CyIpoBO/y KOMILJIEKCHUX CUCTEM 3aXUCTy iHpopMallii, a
TAKO NPOTHU/Il HECAHKIIIOHOBAHOMY A0OCTYyMy A0 iHpopMaLiifHUX pecypciB i npoueciB B iHpopManiiHux
Ta iHpopMmanifiHO-TeleKOMYHIKaliHHUX (aBTOMaTU30BaHUX) CUCTEMAX 3TiTHO BCTAaHOBJIEHOI MOJIITUKU
iHpopmariiiiHoi i\abo kibepbe3neku.

PH-36. BuaBasaTu He6e3ne4yHi CUTHA/IU TEXHIYHUX 3aC0O0iB.

PH-37. BumiproBaTu napamMeTpu HeGe3NMeYHUX Ta 3aBaJ0BUX CUTHAJIIB Mi/Ji 4ac iHCTPYMEeHTabHOT O
KOHTPOJII0 po1ieciB 3axucty iHpopMmariii Ta BU3Ha4YaTH ePeKTUBHICTh 3aXUCTy iHopMariil Bij BUTOKY
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TeXHIYHUMHU KaHa/laMHU BiANIOBiHO 4O BUMOT HOPMaTHBHUX JJOKYMEHTIB CUCTEMU TEXHIUHOTO 3aXUCTY
iHpopmMmariii.

PH-38. InTepnpeTyBaTH pe3y/ibTaTH IPOBeleHHS Cllellia/IbHUX BUMipIOBaHb 3 BUKOPUCTAaHHAM
TexXHIYHUX 3aC006iB, KOHTPOJIIO XapaKTEPUCTUK iHPopMaliliHO-TeJIeKOMYHIKaI[iHHUX CUCTeM Bi/|IOBi/HO
J10 BUMOT HOPMaTUBHUX IOKYMEHTiB CUCTEMH TEXHIYHOTO 3aXUCTy iHopMaIlii.

PH-39. [IpoBoauTH aTecTaliio (CIHpardrch Ha 06JIiK Ta 06CTEXXKEeHHS) PEXKUMHUX TePUTOPiH (30H),
MpUMIll[eHb TOILO B YMOBaX JA0AePKaHHS PEXHUMY CEKPETHOCTI i3 GiKCyBaHHSM pe3y/bTaTiB y
BiANOBIAHUX JOKYMEHTAaX.

PH-40. InTepnipeTyBaTH pe3y/JbTaTU NPOBEEHHA Clielia/IbHUX BUMiPIOBAaHb 3 BAKOPUCTAHHAM
TeXHIYHHUX 3aC00iB, KOHTPOJIIO XapaKTepucTuk ITC BiAIOBIAHO 0 BUMOT HOPMaTHUBHUX JOKYMEHTIB
CHUCTEMM TEeXHIYHOTO 3aXUCTy iHdopMallii.

PH-41. 3a6e3neuyBaTu HeNepepBHICTh MPOIleCy BeJleHHS XKYPHaJIiB peecTpalii mo/ii Ta iHUUJAeHTiB Ha
OCHOBI aBTOMaTHU30BaHUX NpoLeLyp.

PH-42. BnpoBaKyBaTH NPOLeCH BUABJEHHS, ieHTHIKallii, aHaJIi3y Ta pearyBaHHs Ha iHIUJeHTH
inpopmariiiiHoi i/abo kibepbe3neKy.

PH-43. 3acTocoByBaTH HallioOHaJIbHI Ta Mi>kKHApOAHI perystoodi akTy B cdepi iHpopmaliiiHoi 6e3neku
Ta/ abo Kibep6e3neKkHu JJis po3C/iAyBaHHs iHIUEHTIB.

PH-44. BupiliyBaTu 3a7jaui 3a6e3neyeHHs 6e3nepepBHOCTI 6i3Hec-npolieciB opraHizaliii Ha OCHOBI
Teopil pU3UKIB Ta BCTAaHOBJIEHOI CUCTEMH YNPaBJiHHS iHpopMaLiiiHO 6e3MeKoo, 3TiJjHO 3
BiITYM3HAHUMHU Ta MDKHapOJAHUMU BUMOTraMHU Ta CTaHJApTaMH.

PH-45. 3acTocoByBaTH piHi K/1acu MoJliTUK iHopMaLiiiHOI 6e3neku Ta/ abo Kibepbe3nekKHy, 110
6a3yl0ThCsl HA pU3UK-OPIEHTOBAaHOMY KOHTPOJIi AOCTyny A0 iHpopMaLiiHUX aKTUBIB.

PH-46. 3gilicHI0BaTH aHaJi3 Ta MiHiMi3alio pu3ukiB 06po6ku iHpopmalii B iHpopmarliiiiHo-
TeJIeKOMYHiKallilHUX CUCTEMaX.

PH-47. BupimyBatu 3asa4i 3axucty iHpopmaliii, o o6po6JisieTbest B iHpopMalliiiHo-
TeJIeKOMYHiKaLitHUX CUCTeMaX 3 BUKOPUCTAHHSIM Cy4YacCHUX MeTO/iB Ta 3aco6iB KpunTorpagiyHoro
3axucty iHpopmarii.

PH-48. BUKOHYBaTH BIIPOBaKeHHA Ta NiATPUMKY CUCTEM BUSIBJIEHHSI BTOPrHEHDb Ta BUKOPUCTOBYBATHU
KOMIIOHEHTH KpUnTorpadiyHoro 3axucTy /s 3abe3neyeHHs] HEO6XiJHOI0 PiBHSA 3aXUILEHOCTI
iHpopmaii B iHpopManiliHO-TesleKOMYHIKaLiHHUX CHUCTEMAX.

PH-49. 3a6e3neuyBaTu HajiexHe QYHKIIOHYBAaHHS CUCTEMH MOHITOPUHTY iHopMaLiiHUX pecypciB i
npoleciB B iHpopMaliiiHO-TeJIeKOMyHiKal[iMHUX CUCTeMaX.

PH-50. 3a6e3neyyBaTy QPYHKI[iOHYBaHHS MPOTPaMHUX Ta MPOTPaMHO-aNnapaTHUX KOMILJIEKCIB
BUSIBJIEHHS] BTOPTHEHb Pi3HUX PiBHIB Ta KJACiB (CTATUCTUYHUX, CATHATYPHUX, CTATUCTUYHO-
CUTHATYPHHUX).

PH-51. [lizTpuMyBaTH npane3aTHICTb Ta 3a6e3MedyyBaTy KOHQIrypyBaHHS CUCTEM BUSBJIEHHS
BTOPrHeHb B iHpopMaliliHO-TeJleKOMYHiKalliHHUX CHCTEMaX.

PH-52. BukopucToByBaTH iHCTpYyMeHTAapil AJ151 MOHITOPUHTY HpoleciB B iHpopMariiHo-
TeJIeKOMYHiKallilHUX CUCTEMaX.

PH-53. BupilyBaTu 3aZjaui aHa i3y NporpaMHOro Ko/ly Ha HasiBHiCTb MOXKJIMBUX 3arpos.

PH-54. YcBifoM/TI0BaTH I[IHHOCTI FPOMaATHCHKOTO (BIJIBHOTO ZIEMOKPAaTHYHOI0) CyCHiJIbCTBA Ta
HeoOXiAHICTb HOro CTasoro po3BUTKY, BEPXOBEHCTBA IPaBa, Npas i cB060/ IIAMHU i TPOMa/iiHUHA B
YkpaiHi.

06car AMCHMILTIHA

3aranbHuii o6car gucuumainu 120 rog. (4 kpeautu ECTS): nekuii - 24 roa., 1abopaTopHi po6oTu - 12
roi., caMocTiiHa po6oTa - 84 rog.

IlepeaymMOBU BUBYEHHS AUCHMIUIIHU (MpepeKBi3uTH)

Buia maTemaTuKa.

0co06JIMBOCTI AUCIUILIIHU, METOAH TAa TEXHOJIOTiI HaBYaHHA

B xoAi BUKJIalaHHs JUCLMILIIHY BUKJ/IaJlaueM 3aCTOCOBYIOTBCS [T0SICHIOBAJIbHO-1JIIOCTPAaTUBHUM
(iHpopmManiliHO-peleNTUBHUI) Ta peNPOAYKTUBHUN MeTO/IU HaBYaHHs. B ikocTi MeToAiB BUKJIalaHHS,
sIKi HanpaBJ/ieHi Ha aKTHUBi3allil0 Ta CTUMYJIIOBAaHHS HaBYaJIbHO-Mi3HABAJIbHOI AisSl/IBHOCTI 3,06yBayiB,
3aCTOCOBYIOThCS pe3eHTalil, 6eciiy, iHAUBIAyasbHI TPyNOBi HPOEKTH, MalicTep-KJIacH.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

Memodu kpunmoananizy «XapKiBCBKMIT HOAITEXHIYHMI IHCTHTY T »




IIporpama HaB4YaJIbHOI AUCHUILIIHU

TeMM JIeKIiHHUX 3aHATH

Tema 1. 3arasibHi BijloMOCTi Ipo MeTOU KPUIITOAHAI3Y 6JI0YHUX U PIB.

KopoTka xapakTepuCTHKa Cy4aCHOT0 eTany Po3BUTKY kpunTorpadii. KpunroaHnasnis Ta crangapTusalis
aJrOpUTMIB M PYyBaHHS.

Tema 2. bsiouHi mudpw.

BusHaueHHs 6Jsi04HOro mindpy. byioku s nobyayBaHHs. [1o6yayBaHHs 6/109HUX U PPiB. 3/1aM
6s10uHoro mKudpy. Knacudikauis atak. Ataku Ha BCIIL. /ludepeHuianbHuil kKpuntoaHais. JliHikHUN
KpunrtoaHasis. CabKi KiIrodi.

Tema 3. Judbepenuniiinuit kpuntoaHasis mudpy DES.

[MpuHuunu qudepeHiiiHoro kpuntoaHanisy. Ilouatiinuit anapat. [IpoxomxeHHs yepe3 uukiand DES
pi3Hunpk (XOR) TekctiB. Komm'toTepHi BipycH i mpo6JieMu aHTUBIpYCHOTO 3aXUCTY.

Tema 4. JliniiHU# KpuntoaHasi3 mudpy DES.

CyTHicTb MeToAy AiHiMiHOr0 KpunToaHaidy. [loby/joBa JiHIMHUX alpoOKCUMaI[iTHUX TabauLb. JIiHIAHI
anpoKCUMalilHI XapaKTepUCTUKH, BUKOPUCTaHI B aTakax Manyi.

Tema 5. ludepenuiiinuil kpunToaHasis mudpis, no6ysoBaHux Ha ocHOBi SPN cTpyKTyp.

AHauni3 BiacTuBOCTeH HesliHiHOTO IepeTBopeHHs. [106y/10Ba udepeHIiHHOI XapaKTEPHUCTHUKH.
JlobyBaHHS KJIIOYOBUX 6iTiB. CK/IaIHICTh aTaKH.

Tema 6. JliniliHui kpuntToaHasuis WUdpiB, ki nobygoBaHi Ha ocHOBI SPN cTpyKTYyp.

AHani3 BiacTUBOCTel HesliHiHHOr0 NepeTBOpeHHs. 3HAX0>KeHHs 6iTiB K/toya. CKIagHICTh ATaKU.
Tema 7. [IpyucKkopeHUH MeTO/J, KPUNITOAHAJIi3Y HAa OCHOBI BUKOPHUCTAHHS 3MeHIIIeHUX MojieJiel mudpis.
CyTHicTb IPUCKOPEHOTO METO/y KPUIITOAHai3y. Pe3yibTaTy 064YHC/II0BaIbHUX €KCIIEPUMEHTIB 110
BU3HaueHHIO NOBHUX AudepeHLia/iB 3MeHIIeHUX MoJesiel cyyacHux wnudpis. JliHifiHI BAacTUBOCTI
3MeHIlIeHUux MoJeJieil mudpis.

Tema 8. MeTog, ouinku ctiiikocTi BCII Ha ocHOBI OLiHKY eHTpOTIil.

CyTHicTb eHTpOMNIMHOI OL[iHKU CTIMKOCTI cy4acHUX UPPIB.

Tema 9. XapakTepUCTHKaA Ta aHaJ/i3 po60TH MeTOIUKHU OLiHKM Ha ocHOBi nmakeTy HICT 822-STS.
3arasbHi IPUHIMNY OLiHKU CcTilKOCTi Ha ocHOBI makeTy HICT 822-STS. MeToau onjiHKH.

Tema 10. XapakTepucTrka Ta aHa/i3 po60TH MOBGIIbBHUX MepeX YeTBEPTOro NOKOJIiHHS.
XapaKTepUCTHKA Ta aHaIi3 pOGOTH MOGIJIBHUX MEPEeX YeTBEPTOr0 MOKOJIiHHS.

Temu NPAKTUYHHUX 3aHATD

[IpakTU4Hi pO6OTH B paMKax JUCHUILIIHU He iepeAdaveHi.

Temu 1a60paTOPHUX POOGIT

Tema 1. 3acBo€eHHS U JOC/AII)KeHHS METOJUKU BUKOHAHHS aTak JUpepeHLiaJIbHOr0 KpMIITOaHa i3y Ha
CUMeTpUYHi 6J10K0BI udpu.

Tema 2. BuBueHHs1 METO/IMKY BUKOHAHHS aTaK JiHIHHOr0 KpUNTOaHa i3y Ha 6JI0YHI CUMeTPUYHI
mudpu.

Tema 3. 3HaxXo/I»KeHHS KJI0UY0BUX OiTiB HAa OCHOBI BUKOPHMCTAHHS BiJoMUX BXiJHUX Map Ta BUXiTHUX
XORiB S-6.10KiB.

Tema 4. Ananiz BUMor 10 Bif6opy S-6J10KiB, 1110 BUKOpUCTaHi po3pobHHUKaMu cTaHaapTy DES.

Tema 5. JlocipkeHHS a/ITOPUTMIB Ha OCHOBI €HTPOMiHOT0 METOAY.

Tema 6. locigxeHHs aaroputMiB Ha ocHoBi nakety HICT 822-STS.

CamocTiiHa po6oTa

CamocrTiiliHa po6oTa CTy/leHTa € OJHi€l0 3 popM opraHizaliii HaBYaHHs, OCHOBHOIO GOPMOIO0 OBOJIOiHHSA
HaB4YaJIbHUM MaTepia/ioM y BiJIbHUH Bifj ayIMTOPHUX HaBYaJbHUX 3aHATH 4ac. [liff 4ac camocTiiiHOI
pO6OTH CTYleHTU BUBYAIOTh JIEKLIHHUI MaTepiaJl, FOTYIOTbCA 10 J1ab0paTOPHUX pOOIT, KOHTPOJbHHUX
po6iT, 3asikiB Ta icnuTiB. CTyZileHTaM TaKoXK peKOMEeHAYIOThCS A0JaTKOBI MaTepianu (Bigeo, craTTi) aus
CaMOCTiIMHOT0 BUBYEHHS Ta aHaJi3y.
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HedopmanbHa ocBiTa

B pamkax HedopMaJsibHOI OCBITH 3TifiHO BiAnoBigHoro [losoxeHHs (http://surlli/pxssv), ocBiTHs
KOMIIOHEHTa a6o i OKpeMi TeMU MOXKYTh 6YTH BpaxOBaHO y pa3i caMOCTiHOI0 MPOX0/IKEHHS
npodeciiHUX KypCiB/TPeHIHTIB, OTpUMaHHS rPOMaJIsTHCbKOI OCBITH, OHJIAMH OCBITH, IpodeciiHOTO
CTaXKyBaHHA TOLIO.

3a JaHMM KOMIIOHEHTOM BpaxyBaHHs TeM, V pa3i yCHilllHOT0 3aBeplIeHHs KypcCiB, He epejibayeHo.

JliTepaTtypa Ta HaB4YaJ/ibHi MaTepiaau

OcHoBHa JiTepaTtypa

1. OcHoBu kpunTtorpadii: HaBuyasnbHU# noci6Huk /. C. E. Octanos, JI. 0. Banb. - YepHiBii: KHnuru-XXI,
2008.-188c.
https://dspace.uzhnu.edu.ua/jspui/bitstream/lib/36505/1/%D0%9A%D1%80%D0%B8%D0%BF%D1
%82%D0%BE%D0%B0%D0%BD%D0%B0%D0%BB%D1%96%D0%B7.%20%D0%9A%D1%80%D0%
B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%87%D0%BD%D1
%96%20%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D0%B8.pdf

2. €Bcees C.IT. KIBEPBE3IEKA: JIABOPATOPHUM TPAKTUKYM 3 OCHOB KPUIIOIPA®IYHOTO
3AXUCTY / C.II. €Bcees, 0.B. Minos, O.I'. Koposb - JIbBiB: «HoBuit CeiT- 2000», 2020 . - 241 c.
http://library.hneu.edu.ua/storage/new-arrivals-books/December2020/Yevseiev.pdf.

3. OHaupkuii 0. B, Hona JI. T. KpuntorpagidHi cucTeMu : HaB4aIbHHUH MOCIGHHUK 3 JUCHUILIIH
"KpunTorpacdis Ta kpuntoaHasiz" s ocBiTHbO-npodeciiHol miAroToBKY 6akaiaBpiB B rajysi 3HaHb 12
"Indopmaniitni TexHosorii" 3a cnenjanbHicTio 125 "Ki6ep6esneka” / 0. B. Onanpkuii, JI. T. Mona. - Ogeca
: Mi>xxnapoaHuUi rymMmaHiTapHu# yHiBepcuTeT, 2023. - 156 c.
https://dspace.onua.edu.ua/server/api/core/bitstreams/7d8fb278-794c-4b0d-9254-
64acb7892ed1/content

4. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov and others. — Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p.
http://monograph.com.ua/pctc/catalog/view/64/52/231-1.

5. €sceeB C.I1. Kibep6e3neka: ocHoBU KoAyBaHHsA Ta kpunrorpadii/ C.I1. Escees, 0.B. Minos, C.E.
Ocranos, 0.B. CeBepinoB. - XapkiB: Bug. “Hosuit CiT-2000”, 2023. - 657 c.
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-
37f76ca508c5/7x api client id=chrome extension viewer&bookmarkAcrobat=true&x api client location
=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover.

JoaaTkoBa JiTepatypa

1. A. Rukhin, and ]. Soto. A Statistical Test Suite for Random and Pseudorandom Number Generators for
Cryptographic Applications. NIST Special Publication 800-22, 09.2000, 164 p.
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-22rla.pdf
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http://surl.li/pxssv
https://dspace.uzhnu.edu.ua/jspui/bitstream/lib/36505/1/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B0%D0%BD%D0%B0%D0%BB%D1%96%D0%B7.%20%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%87%D0%BD%D1%96%20%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D0%B8.pdf
https://dspace.uzhnu.edu.ua/jspui/bitstream/lib/36505/1/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B0%D0%BD%D0%B0%D0%BB%D1%96%D0%B7.%20%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%87%D0%BD%D1%96%20%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D0%B8.pdf
https://dspace.uzhnu.edu.ua/jspui/bitstream/lib/36505/1/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B0%D0%BD%D0%B0%D0%BB%D1%96%D0%B7.%20%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%87%D0%BD%D1%96%20%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D0%B8.pdf
https://dspace.uzhnu.edu.ua/jspui/bitstream/lib/36505/1/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B0%D0%BD%D0%B0%D0%BB%D1%96%D0%B7.%20%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%87%D0%BD%D1%96%20%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D0%B8.pdf
http://library.hneu.edu.ua/storage/new-arrivals-books/December2020/Yevseiev.pdf
https://dspace.onua.edu.ua/server/api/core/bitstreams/7d8fb278-794c-4b0d-9254-64acb7892ed1/content
https://dspace.onua.edu.ua/server/api/core/bitstreams/7d8fb278-794c-4b0d-9254-64acb7892ed1/content
http://monograph.com.ua/pctc/catalog/view/64/52/231-1
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover

Cucrema OLiHIOBAaHHA

Kpurepii onjiHI0OBaHHA yCHIIMHOCTI CTyA€HTa IlIkasa oniHIOBaHHA

Ta po3mojii 6asiB Cyma HauionasbHa oLiHka ECTS
Basin HapaxoBYIOThCS 32 HACTYITHUM baJsiB
CHiBBiJHOIIIEHHSIM: 90-100 BigmiHHO A
eslabopaTopHi po6oTu: 40% ceMecTpoOBOI OLiHKY; 82-89 Jobpe B
ecamocTiiiHa po6oTa: 10% ceMecTpOBOi OLIHKY; 75-81 Jo6pe C
*KOHTpOJIbHA po6oTa: 10% ceMeCcTpOBOi OLIiHKY; 64-74 3a/j0BiJILHO D
e3aJtik: 40% ceMecTpOBOI OLIHKH 60-63 3aJl0BiJIbHO E
35-59 HesagosinbHO FX
(moTpibHe Jo/aTKOBE
BUBYEHHS )
1-34 HezapoBinbHO F
(moTpiOHE MOBTOpPHE
BUBYEHHS )

HopMmu akaaemMiyHOI eTHKM i IOJIITUKA KypCy

CTyleHT NOBUHEH J0TpUMyBaTUCcA «KoJlekcy eTUKHU akaieMiYyHUX B3a€EMOBITHOCHH Ta 106pOYeCHOCTI
HTY «XIIl»: BUABJAATH AUCUUILIIHOBAHICTh, BUXOBAHICTBh, J060PO3UUYJINBICTD, YECHICTB, BiANIOBIAAIBHICTb.
KoHouikTHI cuTyaliil NIoBUHHI BiIKPUTO 0GroBOPIOBATHUCSA B HABYAJbHHUX I'PyIax 3 BUKJIAAAueM, a IPU
HEMOJIMBOCTI BUpilleHHsI KOHQJIIKTY — JOBOAUTHCA [0 BifoMa crliBpobiTHUKIB JUPEKLil iIHCTUTYTY.
HopmaTuBHO-IIpaBoOBe 3a6e3MeYyeHHs BIIPOBAKEHHS IPUHIIUIIIB akaaeMidyHoi jo6podecHocTi HTY
«XTIII» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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