Cuy1aGyc OCBIiTHBOIO KOMIIOHEHTA
[Iporpama HaB4YaJIbHOI AUCLIUIIJIIHA

AL
P B

TecTyBaHHA MOOL/IBHUX AO0AATKIB

[lTudp Ta Ha3Ba creliaJbHOCTI [HCTUTYT
125 - Ki6epb6e3neka Ta 3axucT iHopmariii HHI koM roTepHUX HayK Ta iHpopMaliHHUX
TexHoJioriH (320)

OcBiTH4 nporpama Kadenpa

Kibep6e3sneka Kibep6esneku (328)

PiBeHb ocBiTHU Tun gucuunaiHu

BbakasiaBp [IpodinbHa miaroToBka, Bubipkosa
Cemectp MoBa BUKJIalaHHSA

6 YkpaiHncbka

Bukiagaui, po3poGHUKHU

AYHAEB Cepriut BiaguciaBoBuy

Serhii.Dunaiev@cs.khpi.edu.ua
AcucteHT Kadenpu Kibepbesneku HTY «XIII».

KinbkicTh HaykoBUX my6JtiKallii: 5, 3 HUX 3 cTaTTi, 1[0 pedepyrThCa y
HayKOBO MeTPUYHUX 6azax Scopus. JlekTop 3 AucuuILiiH: "Be6-
nporpaMyBaHHs" Ta iHIIKX V CTY/IeHTiB 6aKasaBpiaTa Ta MaricTpaTypH.

JleTasibHillle PO BUKJIaia4ya Ha calTi kadeapu

€EBCEEB Cepriu [leTpoBuy4

serhii.yevseiev@khpi.edu.ua
JlokTop TexHIUHUX HayK, npodecop, 3aBigyBay kadpepu kibepbesnekn HTY
«XTI».

Agence Universital

KinpkicTe HaykoBUX ny6Jikanii: noHaz 350, 3 HUX NaTEHTIB Ha KOPUCHY
Mojienb 42, 17 moHorpadil, 3 IKkux 9 KoJIeKTUBHUX MoHorpadiii, 31
HaBYaJIbHUU NOCIOHUK, 3 IKUX 4 3 rpudom MiHicTepcTBa 0CBITH i HAYKH
Ykpainy, 163 cTaTTi y 3aKOpAOHHUX BUJAHHSAX Ta PaxOBUX BUAAHHAX YKpaiHy,
3 HUX 61 y HaykoMeTpuuHil 6a3i Scopus. [IpoBigHUI JIEKTOP 3 AUCLHUIIIIH:
«MenemxmeHT iHpopMariliHol 6e3neku», «BBeZileHHs B Mepexi», «be3neka
6aHKiBCcbKUX cucTeM» , «['i6puJHi BilHU Ta HallioHa/IbHA Oe3neKa», «KAyIUT Ta
MOHITOPUHT KOPNOPAaTUBHUX Mepex», «Blockchain: ocHoBU Ta npuknagu
3actocyBaHHs», «OCHOBU CMapT-KOHTPAKTiB», «OCHOBU KibepOe3neKku» y
CTy/ZleHTiB 6akasiaBpiaTa Ta MarictpaTtypu, Po3ain «MeToau i TexHos1Orii
MOHITOPUHTY Ta ayAuTY iHbopMaliiiHol 6e3neku», «MeToau No6yA0BHU
MOCTKBAaHTOBUX KPUIITOCUCTEM», « HOBITHI TexHoJI0Tii 3a6€3ne4eHHs
Kibepbe3neKH Ha OCHOBI TexHOJIOTii 6/I0KYelH» /151 aclipaHTiB.

JleTaJibHille IIpO BUKJIAZid49d HA caunTi Ka@eapu


https://cybersecurity.kpi.kharkov.ua/teachers/
mailto:serhii.yevseiev@khpi.edu.ua
https://cybersecurity.kpi.kharkov.ua/%D1%94%D0%B2%D1%81%D0%B5%D1%94%D0%B2-%D1%81%D0%B5%D1%80%D0%B3%D1%96%D0%B9-%D0%BF%D0%B5%D1%82%D1%80%D0%BE%D0%B2%D0%B8%D1%87/

3arasibHa iHpopMaList

AHoTanisa

Kypc "TecTyBaHHS MO6GiIbHUX 10JIaTKIiB" NpU3HAUYEHUH AJIs1 CTY/IEHTIB, sIKi IparHyTh OTPUMAaTH
I'PYHTOBHI 3HaHHA Ta PAaKTU4YHI HABUYKH B rajysi TeCTyBaHHS NpOrpaMHOro 3abe3neyeHHs Ha
M06inpHUX mnaTdopmax (i0S, Android). [IpoTsiroMm Kypcy po3rsifaloThCs KJIH4Y0Bi KOHIeMLii
TeCTYBaHHS MOGI/IbHUX 10/1aTKiB, 0CO6/JIMBOCTI GYHKIiOHA/NbHOTO, HeQYHKIIOHAJbHOTO TECTYBAaHHS,
cneuudiyHi MeToAM i MiAX0AH, a TAKOXK IHCTPYMEHTHU aBTOMAaTU30BaHOI'0 TECTYBaHHS.

MeTa Ta HiJji AUCOUIIiHA

MeTo10 KypCy € HaZlaHHA CTyZleHTaM TeOpeTUYHUX 3HaHb Ta IPAaKTUYHUX HABUUOK, HEOOXiIHUX A1
ebeKTHBHOI0 TECTYBAaHHS MOGIJIbBHUX JOAATKIB Ha pi3HuX miaatdopmax (i0S, Android). CTyzeHTH
HaBYaTbCS BUSBJIATU Ta aHaJi3yBaTH NOMUJIKH, OIIiIHIOBAaTU MPOAYKTHUBHICTb, CTAGLILHICTD i 6e3MeKy
MOOIJIBHUX A0AATKIB, a TAKOK BUKOPHUCTOBYBATH CYy4YacHi iIHCTPYMEHTH JJisi aBTOMaTH3allii TECTyBaHHS.
Kypc rotye ciyxadiB [0 yCHilIHOI0 3aCTOCYBaHHA OTPUMaHUX 3HaHb Y peaJbHUX IPOEKTAX, JlolloMarae
3po3yMiTH cnenudiky MoGiIBHUX cepeIOBUIL Ta CIPHUSIE PO3BUTKY HABUYOK JJ151 HOAAJIBLIOTO
npodeciiHOro 3pocTaHHs B rajaysi TecTyBaHHs IPOrpaMHOro 3abe3neyeHHsl.

dopmar 3aHATH

Jlekii, 1abopaTopHi po60TH, caMocTiliHa po60Ta, KoHcyabTallil. [1lilIcyMKOBUI KOHTPOJIb — 3aJiK.

KoMneTeHTHOCTI

K3-2. 3HaHH#A Ta po3yMiHHSA NpeAMeTHOI 06J1acTi Ta po3yMiHHSA npodecii.

K3-5. 3paTHicTb A0 nowmyKy, 06po6seHHs Ta aHaai3y iHopMauii.

K® 2. 3naTHicTb 0 BUKOpUCTAHHA iHpopMaIliiHO-KOMYHIKalliiHUX TEXHOJIOTiN, CydyaCHUX MeTO/IB i
Mojesielt iHbopmariiiHol 6e3neku Ta/abo Kibepbe3neKHu.

K® 5. 3naTHicTb 3a6e3meyyBaTH 3aXUCT iHopMallii, 1o 06po6JIsETbCA B iHPpopMariiiHo-
TeJIeKOMYHiKaliiHuX (aBTOMaTU30BaHUX) CUCTEMAX 3 MeTO0 peasisallii BCTaHOBJIEHOI MOJIITUKH
indopmariiiiHoi Ta/abo kKibepbe3neKu.

K® 8. 3paTHicTb 3/iiCHIOBAaTH NPOLeAYPH YIIPaBJAiHHS iHIIUeHTaMU, IPOBOAUTH PO3CJIilyBaHHS,
Ha/ZlaBaTH IM OLiHKY.

K® 10. 3gaTHicTh 3aCTOCOBYBAaTH METOAM Ta 3aCO6U KpUNTOrpadiyHOro Ta TEXHIYHOr0 3aXUCTY
iHbopmariii Ha 06’ekTax iHpopMalliiiHOI 1iAAbHOCTI.

K® 12. 3naTHicTb aHa/i3yBaTH, BUSBJISTU Ta OL[iHIOBATH MOXKJIMBI 3arpo3u, ypasJiMBOCTI Ta
Jectabinisyroui YUHHUKY iHopManiiiHOMy npocTopy Ta iHpopmaliiHUM pecypcaM 3rigHo 3
BCTAHOBJIEHOI MOJIITUKOK iHdopMaliiiHoi Ta/abo kibepbe3neKy.

PEBYJIbTaTI/I HaBYaHHA

PH-1. 3acTocoByBaTu 3HaHHS [lep:KaBHOI Ta iIHO3eMHUX MOB 3 MeTOl0 3a6e3ne4eHHs ePeKTUBHOCTI
npodecifiHoi KOMyHiKallii;

PH-2. opraHizoByBaTH BJlacHy MpodeciiiHy AifbHICTb, 06MPATH ONTHMAaIbHI METOAU Ta CIOCOOU
pPO3B’sI3yBaHHSA CKJIAIHUX Cllellia/li30BaHUX 33/1a4 Ta NPAKTUYHUX NpobJieM y npodeciiiHiil AiabHOCTI,
OI[iHIOBATH IXHI0 ePEeKTUBHICTD;

PH-3. BukopucTOBYyBaTH pe3y/IbTaTh CAMOCTiIHHOTI0 MOIIYKY, aHaJIi3y Ta CHHTe3y iHdopMalii 3 pisHUX
JoKepest a1 eheKTUBHOTO PillleHHS Crieljiali3oBaHuX 3aia4d npodeciiiHoi AigIbHOCTI.

PH-4. AHanisyBaTH, apryMeHTyBaTH, NIPUUMaTHU pillleHHS NPU PO3B’sA3aHHI CKJIaJHUX Clellia/li30BaHUX
3a/1a4 Ta NPaKTUYHUX MPo6JieM y mpodeciiHil AiIbHOCTI, IKi XapaKTepU3YIThCS KOMIJIEKCHICTIO Ta
HeNOBHOIO BU3HAYEHICTIO YMOB, BiZiIOBiJaTH 38 NPUHHATI pilieHHS.

PH-5. AganTyBaTuCs B yMOBax 4acToi 3MiHU TeXHOJIOTiH npodeciiiHoi AiAAbHOCTI, MPOrHO3yBaTH
KiHLIeBUI pe3yJbTaT.

PH-6. KpuTH4HO 0CMUC/II0OBAaTU OCHOBHI TeOpil, IPUHLANY, METO/M | NOHATTA y HABYaHHI Ta
npodeciliHil AiAIbHOCTI.

PH-7. [liaTu Ha OCHOBI 3aKOHOABY0i Ta HOPMATUBHO-NPaBOBOi 6a3u YKpaiHU Ta BUMOT BiJJIOBiAHUX
CTaH/IAPTiB, Y TOMY YMC/i Mi>KHApOAHUX B rajysi iHpopMaliiiHoi Ta /abo kibep6e3neKu.
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PH-8. T'oTyBaTu npono3ulii 0 HOpMaTUBHUX aKTiB 1[0/0 3a6e3nedyeHHs iHpopMaliiiHoi Ta /abo
Kibep6e3neKH.

PH-9. BupoBa»xyBaTH Npo1ecH, 1110 6a3y0ThCsI Ha HAl[iOHAJbHUX Ta Mi)XHApPOAHUX CTAaHAAPTAX,
BUsIBJIEHHS, ineHTUiKallil, aHa/Ii3y Ta pearyBaHHs Ha iHIUAEHTU iHopMaliiiHoi Ta/abo kibepOe3neKy.
PH-10. BukoHyBaTu aHaJ/i3 Ta JleKOMNo3uLil0 iHpopMaLliliHO-TeJIeKOMYHIKal[iHHUX CUCTEM.

PH-11. BukoHyBaTH aHaJi3 3B’I3KiB MiK iHpopMaLiiHMMH NpoIiecaMy Ha BiJaJieHUX 06UYHNCTIOBATbHUX
cucTeMax.

PH-12. Po3po6JiaTH Mo/ieJii 3arpo3 Ta NopyIHUKa.

PH-13. AHanisyBaTu npoekTu iHpopMaliliHO-TeJeKOMyHIiKal[iHHUX CUCTeM 6a3yIOUYUCh Ha
CTaHJapTU30BaHUX TEXHOJIOTIAX Ta IPOTOKOJIaX Nepejadi JaHHUX.

PH-14. BupimyBaTu 3aB/iaHHS 3aXUCTY Nporpam Ta iHdpopmariii, 110 06pobJisieTbed B iHpopMariiliHo-
TeJIeKOMYHiKallilHUX cCUCTeMaX NPOrpaMHO-anapaTHUMU 3acC00aMU Ta JaBaTU OL[iHKY
p€e3y/IbTaTUBHOCTI SIKOCTi NPUUHATUX pillleHb.

PH-15. BukopucToByBaTH Cy4yacHe IporpaMHo-anapaTHe 3abe3nedyeHHs iHpopManiiiHo-
KOMYHIiKallilHUX TEXHOJIOTIMN.

PH-16. PeanizoByBaTH KOMILJIEKCHI CUCTEMU 3axXUCTy iHpopMaril B aBToMaTU30BaHUX cucTeMax (AC)
opraHisanii (migmpyueMcTBa) BimoBiHO 10 BUMOT HOPMAaTHBHO-IIPAaBOBUX IOKYMEHTIB.

PH-17. 3a6e3nedyBaTu npouecy 3axucty Ta QyHKIioHyBaHHS iHPopMaLiliHO-Te/IeKOMYHIKaiHHUX
(aBTOMaTH30BaHUX) CUCTEM Ha OCHOBI MPAKTHK, HABUYOK Ta 3HaHb, L[0J[0 CTPYKTYPHUX (CTPYKTYypPHO-
JIOTIYHUX) CXeM, TOMOJIOTii Mepexi, cydacHUX apXiTeKTyp Ta MoJeJiell 3aXUCTy eJIeKTPOHHUX
iHbopMaliiHuX pecypciB 3 Bifo6pakeHHSIM B3aEMO3B’sA3KiB Ta iHpopMaLiiHHUX MOTOKIB, MPoO1eciB s
BHYTPILIHIX i BiifiaJleHUX KOMIIOHEHT.

PH-18. BukopucToByBaTH porpaMHi Ta nporpaMHo-anapaTHi KOMILJIEKCH 3aXUCTy iHopMarniiHux
pecypcis.

PH-19. 3acTocoByBaTH Teopii Ta MeTOAH 3aXUCTY AJs 3ab6e3nedeHHs 6e3neku iHpopmarii B
iHpopmaniliHO-Te/leKOMYHIiKaL[iHHUX CUCTeMaX.

PH-20. 3a6e3neyyBaT pyHKI[iOHYBaHHS CIlel[ia/iIbHOTO IPOrpaMHOro 3abe3nedeHHs, 00 3aXUCTY
iHdopmarii Big pyiiHyI0UHMX MPOrpaMHUX BIJIMBIB, pyWHYIOUUX KO/IiB B iHopMalliiiHo-
TeJIeKOMYHIiKal[ilHUX CUCTeMaX.

PH-21. BupiumyBaTtu 3asa4i 3a6e3nedyeHHs Ta CynpoBoAY (B.T. YMCJi: OIS, TECTYBAaHHS, MiA3BITHICTD)
CUCTEMH yIPaBJiHHS JOCTYIIOM 3TiZJHO BCTAHOBJIEHOI NONITUKHY 6e3Ieku B iHpopMaliiHUX Ta
iHbopMariiiHo-TesieKOMYHiKaI[iHHUX (aBTOMaTU30BaHUX) CUCTEMaX.

PH-22. BupiutyBaTu 3aaa4i ynpasJiHHe npoueaypamu ijeHtudikarii, asTenTrdikauii, aBTopusanii
npolleciB i KOpUcTyBauiB B iHpopMaIliliHO-TeJIEKOMYHIKAI[IMHUX CUCTeMaXx 3Ti/{HO BCTAHOBJIEHO]
noJiiTuku iHpopMariiiHoi i\abo ki6epbe3neKu.

PH-23. PeasiizoByBaTH 3aX0/14 3 NPOTH /il OTpUMaHHIO HECAHKIIIOHOBAHOTO AOCTYNY A0 iHpopMaLiHHUX
pecypciB i mpo1ieciB B iHpopmaniiHuX Ta iHGopMaliiHO-TeJIeKOMYHiKal[iHHUX (ABTOMAaTHU30BaHUX)
cUucTeMax.

PH-24. BupimyBaTu 33ja4i ynpaBjiHHS JOCTYIIOM /0 iHGOopMalLliliHUX pecypciB Ta NpolLeciB B
iHpopmaniiHux Ta iHpopMaLiHHO-TeIeKOMYHIKal[iHHUX (ABTOMAaTHU30BaHUX) CUCTEMAX HAa OCHOBI
MoJesiel ypaBaiHHS JOCTyHnOM (MaHAaTHUX, JUCKPELiHHUX, POJIbOBUX).

PH-25. 3a6e3neyyBaTu BBe/leHHS Ni/I3BITHOCTI CHCTEMU YIIPaBIiHHA JOCTYIIOM A0 eJ1EKTPOHHUX
iHdpopMalnilHUX pecypciB i npoleciB B iHpopMaliiHUX Ta iHpopMaLiliHO-TeleKOMYHiKaliiHUX
(aBTOMaTH30BaHHUX) CHCTEMAaX 3 BUKOPUCTAHHAM XKypHaJIiB peecTpallii moAiH, ix aHaJsi3y Ta
BCTAHOBJIEHUX NIPOLeAYP 3aXUCTY.

PH-26. BnpoBa/kyBaTu 3ax0/iy Ta 3a6e3MeuyBaTH peasisallilo MpolieciB nonepepKkeHHs1 OTPUMaHHIO
HECaHKIiOHOBAHOI0 AOCTYMY i 3axucTy iHpopManiiHux, iHpopMaLiiiHO-Te/IeKOMYHiKal[itHUX
(aBTOMaTH30BaHMX) CHCTEM Ha OCHOBI eTaJIOHHOI MO/ieJli B3aEMO/Iii BIiIKPUTHUX CUCTEM.

PH-27. BupiuyBaTu 3asa4i 3axucTy NOTOKIB jJaHUX B iHpopManiiiHuX, iHpopMauiiiHo-
TeJIeKOMYHiKallilHUX (aBTOMAaTHU30BaHUX) CUCTeMaXx.

PH-28. AHanisyBaTu Ta NIPOBOJUTH OLIiHKY epeKTHUBHOCTI Ta piBHS 3aXHUILEHOCTi pecypciB pi3HUX KJaciB
B iHpopMaliiHuX Ta iHpopManiiHo-TeleKOMYHIKailHMX (aBTOMaTU30BaHUX) CUCTEMAX B XO/i
poBeieHHS BUNPOOYBaHb 3TiAHO BCTAHOBJIEHOI NoMiTUKY iHpopMaliliHoi Ta\abo Kibepbe3eKH.
PH-29. 3ailicHioBaTHU OI[iHIOBAaHHS MOXJIMBOCTI peasisalii noTeHniiHUX 3arpo3 iHpopmariii, 1o
06po6Is€ThCA B iHQOpMaliiHO-TeJIeKOMYHIKaiHHUX cUcTeMax Ta epeKTUBHOCTI BUKOPUCTAHHS
KOMILJIEKCiB 3ac06iB 3axUCTy B YMOBAax peasisalii 3arpo3 pisHux KJaciB.
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PH-30. 3ailicHi0BaTH O1[iHIOBAaHHS MOXJIMBOCTI HECAaHKLIOHOBAHOI'0 JOCTYIY /10 eJIEMEHTIB
iHpopMaIiHHO-TeJIeKOMYHIKaI[iHHUX CUCTEM.

PH-31. 3acTocoByBaTH Teopii Ta MeTOAM 3aXUCTY AJ1s 3ab6e3neyeHHsI 6e3MeKU eJleMEeHTIB
iHbopMaliliHO-TeIeKOMYHIKAI[iIHHUX CUCTEM.

PH-32. BupilyBaTu 3ajaui yrpaBiHHSA MpolLiecaMU BiJHOBJIEHHS LITaATHOTO QYHKIIIOHYBaHHSA
iHpopmaliiHO-Te/IeKOMYHIKal[iHHUX CUCTEeM 3 BUKOPUCTAHHSIM IPOLEeAYyp pe3epByBaHHS 3TigHO
BCTAHOBJIEHOI MOJIITUKU GE3MEKHU.

PH-33. BupimyBaTu 3a/iaui 3abe3neyeHHs 6e31MepepBHOCTI 6i3Hec npolieciB opraHisaiii Ha ocHOBI Teopii
pPU3UKIB.

PH-34. [IpuiiMaTu y4yacTb y po3po01ii Ta BOpoBa»KeHHi cTpaTerii iHpopmaniiHoi 6e3neku Ta/abo
KiGep6e3neku BiAnoBigHO A0 Lisel i 3aBAaHb opraHizariii.

PH-35. BupiwyBaTu 3a/jaui 3a6e3neyeHHs Ta CyIpoOBOy KOMIIJIEKCHUX CUCTEM 3aXUCTy iHopMalii, a
TaKO0X MPOTHU/II HECAHKI[IOHOBAHOMY AOCTYyIy /10 iHGOopMalLiiiHUX pecypciB i mporeciB B iHGopManiiHuX
Ta iHpopMaLifiHO-TeJIeKOMYHIKallilHUX (aBTOMAaTHU30BaHMX) CUCTEeMax 3Ti/lHO BCTAHOBJIEHOI MOJIITUKHU
indpopmariiiiHoi i\a6o ki6epbe3neKu.

PH-36. BusaBassTH He6e3Mne4yHi CUrHa/IU TEXHIYHUX 3aC00iB.

PH-37. BumipioBaTHy napamMmeTpu Hebe3MeYHUX TA 3aBa/[0BUX CUTHAJIIB MiJ Yac iHCTPYMEHTa/JbHOT0
KOHTPOJII0 TpoLeciB 3axucTy iHpopManii Ta BUsHauaTu ePpeKTUBHICTD 3aXUcTy iHpopMmarii Bif BUTOKY
TeXHIYHUMU KaHa/laMU BiZilIOBIZHO /0 BUMOI HOPMAaTUBHUX JOKYMEHTIB CUCTEMU TEXHIYHOI'O 3aXUCTY
indpopmMmarii.

PH-38. InTepnpeTryBaTu pe3ybTaTU NPOBEJEHHS Cliellia/lbHUX BUMIPIOBaHb 3 BUKOPUCTAaHHSAM
TEXHIYHHUX 3aC06iB, KOHTPOJIIO XapaKTEPUCTHK iHPOpMaLiiHO-TeIeKOMYHIKaliHHUX CHUCTEM BiJjIOBiAHO
Jl0 BUMOT HOPMaTUBHHUX JJOKYMEHTIB CUCTEMHU TEXHIYHOI0 3axUCTy iHpopmalii.

PH-39. [IpoBoauTH aTecTallito (CnMparwyrch Ha 06J1iK Ta 06CTEXKEeHHS) PEXKUMHUX TePUTOPiH (30H),
NPHUMIlLLeHb TOIIO B YMOBaX A0/lep>KaHHS PEXUMY CEKPETHOCTI i3 pikcyBaHHSAM pe3y/bTaTiB y
BiZANOBIAHUX JOKYMEHTAaX.

PH-40. InTepnpeTyBaTHu pe3y/bTaTH NpOBeeHHA Clleljia/IbHUX BUMIPIOBaHb 3 BUKOPUCTAHHAM
TexXHiYHUX 3aC06iB, KOHTPOJIIO XapakTepucTUk ITC BiANOBiIHO 10 BUMOT HOPMAaTUBHUX JJOKYMEHTIB
CUCTEMH TEXHIYHOTO0 3aXUCTy iHdopMauii.

PH-41. 3a6e3neuyBaTu HellepepBHICTb NMpoLiecy BeJleHHs XKypHaJliB peecTpalii noJii Ta iHIUAEHTIB Ha
OCHOBI aBTOMaTH30BaHUX NPOLLEAYP.

PH-42. BnpoBamKyBaTH Npoliecyd BUSABJEHHS, ifeHTUdiKallil, aHa/1i3y Ta pearyBaHHs Ha iHIUJEHTH
inpopmaniliHoi i/a6o kiGepbe3neku.

PH-43. 3acTocoByBaTH HallioHa/lbHi Ta Mi>kHapoAHI peryJitorodi akTy B chepi iHpopMmanifiHoi 6e3neku
Ta/ a6bo Kibepbe3neku AJs1 po3C/ilyBaHHS iHIIUAEHTIB.

PH-44. BupimyBaTu 3a/1a4i 3a6e3neuyeHHs 6e31nepepBHOCTI 6i3Hec-MpolleciB opraHizailii Ha 0CHOBI
Teopii pU3UKiB Ta BCTAaHOBJIEHOI CHCTEMHU yIpaBJliHHSA iHpopMaliiHOIO 6e3MeKOo10, 3TiZiHO 3
BITYN3HAHUMHU Ta MXKHapOJHUMH BUMOTAaMHU Ta CTaHJApTaMHU.

PH-45. 3acTocoByBaTH piHi kjacu nojaiTuk iHopMaliiiHoi 6e3neku Ta/ ab6o kibepbe3neky, 10
6a3yThCs HA PU3UK-OPiEHTOBAaHOMY KOHTPOJIi AoCcTyny A0 iHpopMalilHUX aKTUBIB.

PH-46. 3xilicHioBaTH aHaJi3 Ta MiHiMi3aliro pu3ukiB 06pobku iHpopmarlii B iHbpopmarliiHo-
TeJIEKOMYHIKal[iMHUX CUCTeMaX.

PH-47. BupiwyBaTu 3aZa4i 3axucty iH$opmallii, 110 06pob6JisseTbesa B iHpopManifiHo-
TeJEKOMYHIKal[ilHUX CUCTeMaX 3 BUKOPUCTAHHSIM Cy4YaCHUX METO/iIB Ta 3ac06iB KpuntorpagivHoro
3axucty iHpopmarii.

PH-48. BukoHyBaTH BIpPOBa>KEHHS Ta NiTPUMKY CUCTEM BUSIBJIEHHS] BTOPIHEHb Ta BUKOPUCTOBYBATHU
KOMIIOHEHTH KpUnTorpadpiyHoro 3aXucTy /sl 3a6e3neyeHHs He06XiAHOT0 PiBHSA 3aXULIEHOCTI
iHdpopMarii B iHpopMaliiHO-TeleKOMYHIKalliHHUX CHCTeMaX.

PH-49. 3a6e3neuyBaTu HajlexkHe QYHKIIOHYBaHHSI CUCTEMHU MOHITOPUHTY iHopManiiiHUX pecypciB i
npoiieciB B iHpopMaIlliiHo-TeleKOMYHIiKallilHUX CHCTeMaX.

PH-50. 3a6e3neyyBaTu QyHKIiOHyBaHHS MPOTPaMHUX Ta IPOTPaMHO-anapaTHUX KOMILJIEKCIiB
BUSIBJIEHHSI BTOPrHEeHb Pi3HUX PiBHIB Ta KJaciB (CTaTUCTUYHUX, CATHATYPHUX, CTATUCTUYHO-
CUTHaTYpPHUX).

PH-51. [linTpuMyBaTH Npale3jaTHICTb Ta 3a6e3Me4yBaTy KOH}IrypyBaHHS CHUCTEM BUSIBJIEHHS
BTOPrHEHb B iHpopMalifHO-TeleKOMYHIKalliHHUX CHCTeMaX.

PH-52. BukopucToByBaTH iHCTpyMeHTapil AJ151 MOHITOPUHTY npoueciB B iHpopMmarifiHo-
TeJIEKOMYHIKal[iMHUX CUCTeMaX.
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PH-53. BupilyBaTu 3ajaui aHa 1i3y MporpaMHOro Koy Ha HasiBHiCTb MOXKJIMBUX 3arpo3.

PH-54. YcBimoMii0BaTH I[iHHOCTI FPOMaAiHCbKOTO (BIJIBHOTO JIeMOKPAaTUYHOI0) CYyCHiJIbCTBA Ta
HeoOXi/IHiCTb 1OTO CTa/Ioro pO3BUTKY, BEPXOBEHCTBA IIPaBa, IpaB i cB0O60/ JIIOAUHU i rpoMaJisiHUHA B
YkpaiHi.

06cAr AUCHUILIiHU

3aranbHui o6car aucuumiainy 120 rog. (4 kpeautu ECTS): sekuii - 24 roj., 1abopaTopHi po6oTu - 12
roj., caMocCTifiHa po6oTa — 84 roz,.

[lepeaymMoBU BUBYEHHS JUCLHUILIIHM (IpepeKBi3UTH)

[Ho3eMHa MoBa, OCHOBHI NOHATTS PO TeCTYBAaHHA.

0Cco6JIMBOCTI AUCIUIJIIHMA, METOAH Ta TEXHOJIOTil HABYaHHA

B xo/1i BUK/IaIaHHSA JUCIUIIIHY BUKJIaIladyeM 3aCTOCOBYIOTHCS MOSICHIOBAIbHO-1/TIOCTPAaTUBHUN
(iHpopmanifiHO-peleNTUBHUI) Ta peNPOAYKTUBHUN MeTOIU HaBYaHHS. B ikocTi MeToAiB BUK/IaAaHHS,
sIKi HampaBJIeHi Ha aKTUBi3allil0 Ta CTUMYJIIOBAaHHS HaBYaJIbHO-MiI3HABAJIBHOI Jlisl/IbHOCTI 3/106yBadviB,
3aCTOCOBYIOThCS MMpe3eHTallii, 6eciau.

IIporpamMa HaBYaJIbHOI AU CLUILIIHA

TeMHU JIeKIiHHUX 3aHATH

Tema 1. BBefieHHS B TeCTyBaHHSA MOGiJIbHUX A0AATKIB: OCOGJHUBOCTI Ta BUK/IHKHU.

Tema 2. @yHK1ioHA/NIbHE TECTYBaHHSA MOGIJIBHUX A0AATKIB: MeToy Ta iIHCTPYyMEHTH.

TeMa 3. HedyHKuioHanbHe TecTyBaHHS: [IpoAyKTUBHICTB, 6e3Meka Ta 103a6iiTi.

Tema 4. ABTOMaTH3allis TeCTyBaHHSA MOGUIBHUX J0JaTKiB: OCHOBHM Ta iHcTpyMeHTH (Appium, Espresso).
Tema 5. TecTyBaHHS Ha pi3HUX NPUCTPOsAX: EMy/isTOpH Ta peasbHi cepeZjoBUILA.

TeMa 6. YnpaBJiiHHA TecTyBaHHAM: CTBOpEHHS TeCT-KeHCiB Ta 3BiTiB PO MOMUJIKH.

Temu NPAaKTHYHUX 3dHATDb

[IpakTHU4Hi po60TH B paMKax JUCIUILIIHU He Mepe/ibaveHi.

TeMu 1a60paTOPHUX POGIT

Tema 1. HasramryBaHHS cepeAOBHILA AJIA TECTYBAaHHS MOGIJILHUX A0AATKiB: BcTaHOB/IEHHSA
eMyJII0I0YHX NPorpaM Ta iHCTpyMeHTiB A TectyBaHHA (Android Studio, Xcode).

TeMa 2. DyHKIiOHAa/IbHE TECTYBAaHHA MOGIJIBHOTO A0AATKY: Po3po6Ka Ta BUKOHAHHS TeCT-KeNCiB A5
nepeBipKU OCHOBHUX QYHKI[il 3aCTOCYHKY.

Tema 3. TecTyBaHHS NPOAYKTUBHOCTI MOGIIBHOTO JO0AATKY: BukopucTaHHs iHCTPYMeHTIB A5
OLIHKMY IBU/KOCTI 3aBaHTa>KE€HHS Ta BiAT'yKY 3aCTOCYHKY i/l HABAHTaXEHHAM.

TeMa 4. TecTyBaHHS 6e31€eKH MOGIJIBHOI0 J0AAaTKY: AHaJli3 Bpa3J/IMBOCTeN Ta nepeBipka HaJ{iliHOCTI
JIaHUX, BUKOPUCTOBYIOYH IHCTPyMEHTH JIs TECTYBAaHHS Ge3MeKH.

Tema 5. ABTOMaTH3aI1lid TECTYBaHHA MOGIJIbHOTO A0AATKY: CTBOPEHHS Ta BUKOHAHHSA
aBTOMAaTHU30BaHUX TECTIB 3 BUKOPUCTAHHAM Appium a6o Espresso.

Tema 6. AHaJIi3 pe3yJ/bTaTiB TeCTYBaHHS Ta CKJIAaJaHHA 3BiTiB: [HTepnpeTalis pe3yJbTaTiB
TeCTYBaHH$, CKJIaZlaHH4 3BiTiB PO MOMUWJIKW Ta peKOMeHJalLil /15 MoJiNIeHHs AKOCTi J0AATKY.

CamocTiitHa po6oTa

CamocrTiliHa po6oTa CTy/leHTa € O[Hi€I0 3 popM opranizanil HaBYaHHS, OCHOBHOIO GOPMOI0 OBOJIOAIHHA
HaBYaJIbHUM MaTepiasioM y BiJIbHUU BiJi ayIMTOPHUX HaBYaJbHUX 3aHATH 4ac. [lig yac camocTiiHOi
pPOOOTH CTYIEHTH BUBYAIOTh JIEKIIiIHHUIM MaTepias, TOTYIOTbCSA [10 Iab0OPaTOPHUX POOIT, KOHTPOJIbHHUX
po06iT, 3asikiB Ta icmuTiB. CTyIeHTaM TaK0X PEKOMEHYIOThCA 10IaTKOBI MaTepiasau (Bigeo, ctaTTi) as
CaMOCTiHHOTO BUBYEHHS Ta aHaJi3y.
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HedopmasibHa ocBiTa

B pamkax HedpopMasibHOI OCBiTH 3rijjHO BignoBigHoro [Mosoxenns (http://surl.li/pxssv), ocBiTHsA
KOMIIOHeHTa a60 il okpeMi TEMU MOXXyTb OYTH BpaX0OBaHO Yy pa3i CaMOCTiHHOTO NPOXO/PKEHHS
npodeciiHUX KypCiB/TpeHIHTiB, OTpUMaHHSA rPOMaJsIHCbKOI OCBITH, OHJIaMH OCBITH, MpodeciiHOTO
CTa)KyBaHHS TOIL0.

3a JaHUM KOMITIOHEHTOM BpaxXyBaHHS TeM, y pasi ychilHoro 3aBepiieHHs KypciB, He nepea6avyeHo.

JliTepaTypa Ta HaBYaJIbHiI MaTepiaau

OcHoBHa JiiTepaTypa:

1. "Mobile Testing: An Essential Guide" - KHura, 1110 0X0OIJIIOE OCHOBU TECTYBaHHS MOGIIbBHUX JI0JaTKiB,
METO/IU Ta iIHCTPYMEHTH, a TAKOXK BUKJIUKH, 3 AKUMU CTUKAIOTHCA TECTYBaJbHUKHU.

2. Daniel Knott, Hands-On Mobile App Testing A Guide for Mobile Testers and Anyone Involved in the
Mobile App Business

https://www.google.com.ua/books/edition/Hands On Mobile App Testing/M8wkCQAAQBAJ?hl=ru&gb
pv=1&dg=Mobile+Testing:+An+Essential+Guide&printsec=frontcover

3. Paul Blundell, Diego Torres Milano, Learning Android Application Testing
https://www.google.com.ua/books/edition/Learning Android Application Testing/TP2rBwAAQBA]J?hl=
ru&gbpv=1&dg=Testing+Android+Applications&printsec=frontcover

JoaaTkoBa JiTeparypa:

4. Eran Kinsbruner, Continuous Testing for DevOps Professionals.
https://www.google.com.ua/books/edition/Continuous Testing for DevOps Profession/ 1 ruwEACAAJ?
hl=ru

5. Manoj Hans, Appium Essentials.

https://www.google.com.ua/books/edition/Appium Essentials/bQoDCAAAQBA]?hl=ru&gbpv=1&dg=Ap
pium+Essentials&printsec=frontcover

CucreMa OLiHIOBAHHA

KpuTepii oniHI0BaHHA YyCHIIIHOCTI CTYyAeHTa Illkas1a oniHIOBAaHHSA

Ta po3M0oAi 6asiB Cyma HauioHa/sbHa oLiHKa ECTS
Basii HapaxoBYOThCs 32 HACTYIIHUM 6aiB
CHiBBiJHOIIIEHHSAM: 90-100  BigmiHHO A
esiabopaTopHi po6oTu: 40% ceMecTpoBOi OLiHKY; 82-89 Jobpe B
ecamocTiiiHa po6oTa: 10% ceMecTpoBOI OL[iHKY; 75-81 Jlobpe C
*KOHTpOJIbHA po6oTa: 10% ceMecTpoOBOI OLiIHKY; 64-74 3a/0BiJIbHO D
e3asik: 40% ceMecTpOBOi OI[iHKH. 60-63 3a/10BiNIbHO E
35-59 He3aioBizIbHO FX
(moTpibHe A0AATKOBE
BUBYEHHH)
1-34 He3amoBisibHO F
(moTpi6bHe mOBTOpPHE
BUBYEHHS )

HopMu akageMiyHOI eTHMKHM i MOJIITUKA KYPCYy

CTyneHT MoBHUHEH JoTpuMyBaTHcs «KoJekcy eTUKM akaJleMiYHUX B3aEMOBI/ITHOCUH Ta J06pOYECHOCTI
HTY «XIll»: BUABJIATH JUCUMILIIHOBaHICTb, BUXOBaHICTh, J00PO3HUUYJIMBICTh, YECHICTB, BiZIMOBiAa/IbHICTD.
KonouikTHi cuTyanii moBUHHI BiZKpPUTO 06roBOpPOBAaTHUCA B HaBYaJbHHUX IPyNax 3 BUKJIAAA4YeM, a IPU
HEMOXKJIMBOCTI BUpillleHHS KOHQJIIKTY — JOBOJAUTHCS 0 BijoMa ciBpo6ITHUKIB AUPEKIIil iIHCTUTYTY.
HopmaTuBHO-NIpaBoBe 3a6e3ne4eHHs BIPOBaKEHHS IPUHIUIIB akaieMiuHoi fo6podyecHocTi HTY
«XIIl» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist/
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