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KaHaugaT TeXHIYHUX HayK, IOLIEHT, A0leHT Kadepu Kibepoesneku HTY «XI1I».

KinbkicTs HaykoBUx my6Jtikalii: noHaz 80, 3 HUX MaTEHTIB HA KOPUCHY MO/JIe/b
12, 1 konekTuBHa MoHOTpadis, 2 HaBYaIbHUX MOCIOHUKA, 65 CTATTiy
3aKOPAOHHHUX BU/JAHHSX Ta paxOBUX BUAAHHAX YKpaiHy, 3 HUX 5 ¥
HayKoMeTpU4Hil 6a3i Scopus. [IpoBigHuil 1ekTop 3 fucuuILIiH: «be3apoToBa Ta
Mo6isibHa 6e3meka», «OCHOBU cTeraHorpadii», «bisHec iHTe1imKeHe» , «PizuuHi
OCHOBH TEeXHIYHHUX 3aCc06iB pO3BiIKU» y CTYAeHTIB 6akajiaBpiaTa Ta
MaricTpaTypH.

JleTanbHillle PO BUKJIaja4a Ha cauTi kadeapu

3arasibHa iHpopMaLis

AHoTanisa

HaBuanbHa gucuumnina "be3sneka Ta ayauT 6e3/pOTOBUX Ta PYXOMHUX Mepex" € BUOIPKOBOIO
HaBYaJIbHOIO JUCHUILIIHOW. [lucuuiiiHa cipsiMoBaHa Ha popMyBaHHS TEOPETUYHUX 3HAHb Ta
NPaKTUYHUX YMiHb ¥ chepi 6e31poTOBUX i MOGIIBHUX TEXHOJIOTiH, iHpopMaIlliiHoi Ta KiGepHETUYHOI
Ge3MneKku Ta HAOYTTA BiAAMOBIAHUX KOMIIETEHTHOCTEMH.

MeTa Ta IiJ1i AUCHUILIIHU

®opMyBaHHA Y CTYAEHTIB YMiHHS BUpPILIYBaTH 3aa4i aZlMiHiCTpyBaHHs 6€31POBOJAOBUX i MOGIIbHUX
Mepex i cucTeM, 3aCTOCOBYBAaTH HOPMATUBHO-MIPABOBI, opraxisaljiiiHi Ta TexHiyHi nmpoueaypHy npu
po6OTi 6€3/IPOTOBUX | MOGIIBHUX TEXHOJIOTIH.

dopmMaT 3aHATH

Jlektii, 1abopaTopHi po60TH, caMocTiliHa po60Ta, KOHCyAbTallil. [1iIcyMKOBUI KOHTPOJIb — 3aJiK.

KoMmnereHTHOCTI

K3-3. 3paTHicTb 10 abCTpaKTHOTO MUCJEHHS, aHaJIi3y Ta CUHTE3Yy.


mailto:korolevrv01@ukr.net
https://cybersecurity.kpi.kharkov.ua/%D0%BA%D0%BE%D1%80%D0%BE%D0%BB%D1%8C%D0%BE%D0%B2-%D1%80%D0%BE%D0%BC%D0%B0%D0%BD-%D0%B2%D0%BE%D0%BB%D0%BE%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B8%D1%87/

K3-4. 3paTHIiCTh CHiNIKYBaTUCSA Aep>KaBHOK MOBOIO fIK YCHO, TaK i IMCbMOBO.

®K-1. 3gaTHiCTb BUKOPHUCTOBYBATH 0€3IMEeKOBI PEXKUMHU I1iJ] YaC BUKOHAHHSA CJIY>KO0BUX 060B’AA3KiB.
®K-5. 3paTHicTb y3arajbHeHHs BITYU3HSHOTO Ta 3aKOPAOHHOTO JA0CBiAY 3 NUTaHb yIPaBJIiHHS
iHdpopMalliliHO 6e3MeKOo10.

®K-7. 3paTHicTb opranizoByBaTH Ta IPOBOJUTHU aHaJli3 0TOYEHHS OpraHisallii ycTaHOB 3 METOI0
BUSIBJIEHHS Ta 3aKPUTTS MOXKJIMBUX KaHaJIiB BUTOKY iHpopmalii.

®K-8. 3paTHICT BUKOPHUCTOBYBATH MeXaHi3MU 3abe3eueHHs ynpaB/aiHHs iHpopMarnifiHowo 6e3neKoro y
ii BU3HavabHUX chepax.

PEBYJIbTaTI/I HaBYaHHA

[1PH-3. BMiTH 3a onoMOrot abCTPaKTHOTO MUC/IEHHS, aHaJli3y Ta CUHTEe3y OLIiHIOBaTU pe3yJbTaTH
npodecifiHoi iIbHOCTI Ta 3a6e3Me4yBaTH ii AKiCTb, 6YyTH KPUTUYHUM i CAMOKPUTHYHUM,
HaIoJIeTJIMBUM II[0J10 MOCTABJIEHUX 3aBJjaHb i B3TUX 30600B’13aHb.

[IPH-4. BisnibHO cllizIKyBaTHCA Jep:KaBHOK MOBOIO.

[IPH-6. BipoBaaxyBaTH IpOIeCH, 1110 6a3YIThCA Ha HAIliOHAJIbHUX Ta MiXKHAPOAHUX CTaHAAPTaX,
BUSIBJIEHHS], ileHTUiKaLii, aHa/Ii3y Ta pearyBaHHs Ha iHIIMeHTH iHpopmMaLiliHoi 6e3neKu

[TPH-7. BMiTH po3po6JisiTH KOMILJIEKC OpTaHi3aliiHUX 3aX0/1iB 11[0/10 GOpMyBaHHS CUCTEMH YIIPaBJIiHHS
iHbopMmariifiHow 6e3MeKolo.

[TPH-9. BMiTH BUKOPUCTOBYBaTH 6€3MEKOBI PEXXUMU I1iJl YaC BUKOHAHHS CJIYKOO0BHUX 000B’SI3KiB.
[IPH-13. BMiTu BupimyBaTu 3a/jaui 3a6e3nedeHHs Ta CyIpPoBoAY (B.T. YHUCJIi: OIJIs/, TECTYBaHHS,
ni/I3BiTHICTB) cCMCTEMMU yIpaBaiHHA iHopMaIlliiHOI 6e3neKU 3ri/{HO BCTAaHOBJIEHOI MOJIITHUKYU 6e3MeKU B
iHpopMaliliHO-KOMYHIKaLiTHUX CUCTEMAX.

[IPH-17. BMiTH po3B’s3yBaTH 33ja4i ynpaBJiHHs iH$opalliiiHO0 6e3MeKo B iHpopMaliiiHo-
KOMYHiKaIilHUX CHUCTEeMaX HA OCHOBI Mo/ieJiel ynpaBJliHHS 6€3MeKOor0.

[TPH-18. Po3yMiTu 0CHOBHi TEOpPETHUYHI MOHATTS, 3aCTOCOBYBATH HAOYTi MPAaKTU4YHI HABUUKHU
JlOCJIiPDKeHHS Ta MiAITOTOBKU JOKYMEHTIB, iX MpaBUJIbHOI0 BUKOPUCTAHHSA B yIPaBJIiHCHKIN JisIIbHOCTI.
[TPH-19. BMiTH BpoBaAKyBaTH 3ax04H Ta 3a6e3neuyBaTH peasizallito NpoleciB nomnepeKeHHs
OTPUMaHHIO HECAHKLIOHOBAHOI0 JOCTYMY i 3aXucTy iHpopManii B iHpopmaLiiHO-MyHiKaLiHUX
CHUCTeMax.

[TPH-21. BMiTH 3acToCcOBYBaTH Teopii Ta MeTOIU 3aXUCTY [IJisl 3a0e3MeyeHHs1 6e3MeKH eJleMeHTiB
06’€KTiB KPUTHUYHOI iHpaCTPYKTYpH, KibepdiznuHux cucteM Ta iHpopmalinHO-KOMYHIKaLiHHUX
CHUCTEM.

[IPH-22. BMiTH 3acToCOBYyBaTH HallioHa/bHI Ta MiXkHapoAHi peryasaTopu B chepi iHpopmanifinoi
6e3MeKH 1[0/10 PO3CaiAyBaHHS KOMI IOTEPHUX iHIIU/IEHTIB.

06car AMCHUILIIHHN

3arasibHui o6car gucuuiiinu 120 rog. (4 kpegutu ECTS): nekuii - 32 roz., 1abopatopHi po6oTy — 16
roji., caMocTiliHa po6oTa - 72 roj,.

[lepeayMOBY BUBYEHHS AUCHUILUIIHU (MpepeKBi3NTH)

MaTeMaTHU4YHi OCHOBHY KpUINITOJIOTiI, BeleHHA B Mepexi.

0Cc06J/IMBOCTi AMCIUILIIHHM, METOAH Ta TEXHOJIOTiI HABYaHHA

B xoai BUK/IajlaHHs JUCLUILIIHY BUKJ/IaJladeM 3aCTOCOBYIOThCS MOSICHIOBAJIbHO-IJIIOCTPAaTUBHUH
(indopmanifiHo-penenTUBHUI) Ta pENPOAYKTUBHHUM MeTO/IM HABUYaHHS. B IKOCTi MeTO/1iB BUKJIaJaHHS,
sIKi HanmpaBJ/ieHi Ha aKTUBi3allil0 Ta CTUMYJIIOBAaHHS HaBYaJIbHO-Mi3HABA/IbHOI Jlisl/IbHOCTI 3/106yBauiB,
3aCTOCOBYIOThCS pe3eHTallii, 6ecifiy, iHANBiAyabHI TPYyIOBi NPOEKTH, MalCTep-KJIacH.

IIporpama HaB4YaJIbHOI AUCLUILIIHU

TeMH JIeKI{iMHUX 3aHATD

Tema 1. BBesieHHs1 B 6€3/1pOTOBI Mepexi.
Oco6sMBOCTI pagioMepex. TeXHOJIOoTis MUPOKOCMYTOBOT0 CUrHay. CTaHIapTH 6e3pOTOBOI Mepexi.
Kananbuuii piBens ctangapty 802.11. CTpykTypa Mepexi.CepBicH KaHaJIbHOT'O piBHS.

HamionaAbHNMI TeXHIYHMIT yHIBEpCUTET

Besneka ma aydum 6e30pomogux ma pyxXoMux Mepeic «XapKiBCHXHIE TOATTeXHIHMI IHCTHTYT




Tema 2. DyHgamMeHT 6e3MedHOl Mepexi.

[TosliTuka 6e3neku. bazoBi MexaHi3Mu 3axucTy. CIUCKH KOHTPOJIIO AOCTYIIY.

Tewma 3. besneka npotokosy WEP.

OcHogHi Heposriku WEP. Ciia6ki BekTopH iHinjanizarii.

Tema 4. IlpoTokosn WPA.

[Ipotokosn WPA-PSK. IIpoTokos TKIP.

Tema 5. besneka TexHoJiorii Bluetooth.

Crek npoTokouiB Bluetooth. YpasnusocTi npuctpois Bluetooth.

Tema 6. be3neka MepexeBOro piBHS.

MixkMepexxeBe eKpaHyBaHHs 6e3/1poToBoi Mepexi. TonoJsoriss Mepexi. Bubip Tuny MixkMepexxeBoro
ekpaHa. HaymamtyBaHHSI MixkMepexkeBoro ekpaHa. BipTyanbHi npuBaTHi Mepexi. VPN MmepexxeBoro
piBHs. [IpoTokon [Pv6. OcHOBU 6e3neku npoTokoay [Pvé.

Tema 7. Ataku Ha KopuctyBauiB WLAN.

Xub6Ha Touka goctymny. Ataku Ha 802.1X. YpassnuBocTi ApaiiBepiB.

Tema 8. 3axucT MOGITBHUX KOPHUCTYBaAUiB.

KoHTposib 6e3ApoToBUX KJIi€HTIB. LleHTpasizoBaHe HasnautyBaHHsa Wi-Fi. [lepcoHanbHi cucTemMu
BUABJIEHHA aTaK.

Tema 9. BusaBJ/ieHHAI aTak Ta KOHTPOJIb 3aXUILEHOCTI.

BusiBneHHs 6e3pOTOBUX aTakK. [IpukIaay cucTeM BUSABJIEHHS 6€3JpOTOBHUX aTaK.

Tema 10. OuiHka 3aXHIeHOCTi 6€3/IPOTOBUX MEPEX.

Ananis koHoirypauiii. TecTyBaHHS Ha MPOHUKHEHHS.

Tema 11. 3axuct iHdpopmanii B cucteMax MO6iJIbBHOTO 3B'A3KY.

3aco6u 3aXUCTy B Cy4aCHUX CUCTEMAX MOOIJTbHOTO 3B'SI3KY.

TeMmu NPAKTHYHUX 3AHATDb

[IpakTU4Hi po60TH B paMKax JUCHUILIIHU He Mepe/ibaveHi.

Temu 1a60paTOPpHUX POOGIT

Tema 1. BctanoBnenHs Kali Linux Ha koMn'toTep abo BipTya/ibHY MallMHY (¢Jiell Hocik abo 30BHINIHIN
JIMCK).

Tewma 2. locnipxeHHs cTiHKOCTI TOUOK AoCcTyny 6e31poToBoi Mepexi Wi-Fi.

Tema 3. Bukopuctanuda ytuiit Kali Linux /i1 cTBOpeHHS CJI0BHUKIB.

Tema 4. BukopucrtanHs ckaHepa 6e3neku Nmap Ta Zmap Ha Kali Linux.

CamocriiiHa po60oTa

CamocrTiliHa po60Ta CTy/leHTa € 0/iHi€l0 3 opM opranizaiii HaB4aHHs, OCHOBHOO GOPMOI0 OBOJIOAIHHA
HaBYaJIbHMM MaTepiasoM y BiJIbHUH Bifi ayJUTOPHUX HAaBYAJIbHUX 3aHATb yac. [1ig yac camocTiiiHol
po6GOTH CTYJeHTH BUBYAIOTh JIEKIIHHUH MaTepias, FOTYIOTbCSA A0 1ab0paTOPHUX POGIT, KOHTPOJIbHHUX
po6iT, 3asikiB Ta icnuTiB. CTyZileHTaM TaK0X peKOMeHAYIOThCS A0JaTKOBI MaTepianu (Bigeo, craTti) ansa
CaMOCTIMHOTO BUBYEHHS Ta aHaJli3y.

HedopmasibHa ocBiTa

B pamkax HedpopMasibHOI OCBITH 3rifHO BiAnoBigHoro [losoxenHs (http://surl.li/pxssv), ocBiTHs
KOMIIOHEHTa a60 i OKpeMi TeMH MOXKYTb OYTH Bpax0BaHO y pasi caMOCTiHHOTO MPOXO/PKEHHS
npodeciiHUX KypciB/TpeHiHTiB, OTpUMaHHSA IPOMa/sIHCHKOI 0CBITH, OHJIAMH 0CBiTH, mpodeciiiHOrO
CTaXKyYBaHHS TOIIIO.

30KkpeMa, oKpeMi TeMHU JaHOI KOMIIOHEHTU MOXKYTb OYTH BpaX0BaHO Yy pasi ychillHOTo 3aBeplleHHsA
Takux KypciB CISCO:

Network Support and Security

https://www.netacad.com/catalogs/learn?category=course.
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JliTepaTypa Ta HaBYaJ/IbHi MaTepiaau

OcHOBHa JiiTeparypa

1. Bypsuok B. JI. OcHoBU iHpopMaliiliHol Ta kKibepHeTHYHOI 6e3neku. [HaBuanbHuUM noci6Huk]. / B. JI.
Bypsadok, P. B. Kupuuok, I1. M. Cknagaunuii - K., 2018. - 320 c.
https://elibrary.kubg.edu.ua/id/eprint/27370/1/V Buriachok Posibnik 2019 FITU.pdf

2. Bypsiuok B. JI,, CokosioB B. H). MeTou 3ab6e3neyeHHs rapaHToO3/]aTHOCTI i dyHKIIioOHANBbHOI 6e3neKu
6e3npoBo/0Boi iIHPpPACTPYKTYypPH HA OCHOBI anapaTHOTO po3/ijieHHs aboHeHTIB : MoHorpadodis. Kuis :
KVBI, 2019. 164 c.

https://elibrary.kubg.edu.ua/id /eprint/28225/1/V Buriachok V _Sokolov WMS.pdf

3. CoxkouJioB, B. 10. be3neka 6e3npoBoioBUX i MOGiIbHUX Mepex : HaByanbHuit nocioHuk / B. 10. Cokoios,
B. JI. Bypsuok, M. M. Tagxaidi / pen. nepeka. O. I1. Paittep. — 2 Bug,, gon. — K. : KYBI', 2019. — 130 c.
https://elibrary.kubg.edu.ua/id/eprint/27294/1/V Sokolov V Buriachok M Taj Dini WMS 2.pdf

4. AxpamoBuu B.M. Kypc nekuiit 3 HaB4anbHOI gucuuiiiny «Kibepbesneka 6aHKIBCbKUX Ta KOMepPLiHHUX
cTpyKTyp» /B.M.AxpaMoBuu. [lep:kaBHUMN YHiBepcuTeT TesiekoMyHikauiit. - K.: YT, 2019. - 163 c. in. -
bi6aiorpad.: 166 c.

https://b.twirpx.link/file /3149823 /

5. be3sneka esiekTpoHHOi KoMepLjii: HaBY. noci6H. .M. [lictyHos, €.B., Kouypa; Haw, ripH. yH-T.
Juinponetposcbk: HI'Y, 2014. 125 c.

http://pistunovi.infua/6 E K.pdf

6. lynukeBuy, B. B. OcHoBM iHpopMaLiiiHoi 6e3nekH : HaBuY. noc. / lynukesud B. B., Xopowko B. 0.,
Apemuyk 10. €. - Binuunga : BHTY, 2018. - 316 c.

https://pdflib.vntu.edu.ua/books/IRVC/Dudikevich 2018 316.pdf.

JoaaTkoBa JiTeparypa

7.H/ T3I 2.5-004-99 Kpurepii o1jiHku 3axuineHoCTi iHpopMallii B KOMIT'IOTEPHUX CUCTEMAX BiJl
HecaHKIlioHOBaHoOro foctymny, Haka3 JICTC3I CBY Big 28.04.99 Ne 22 (3mina N2 1 Haka3 Big 28.12.2012
Ne 806).

https://tzi.com.ua/downloads/2.5-004-99.pdf.

8. Jlomapes B. B. be3aneka iHpopMaliiiHUX TexXHOJIOTilH. MeTo/10J10Tis CTBOPEHHS CUCTeM 3axUCTy. KuiB,
2001. 688 c.

http://www.irbis-nbuv.gov.ua/cgi-

bin/irbis nbuv/cgiirbis 64.exe?I21DBN=LINK&P21DBN=UJRN&Z21[D=&S21REF=10&S21CNR=20&S21S
TN=1&S21FMT=ASP meta&C21COM=S&2 S21P03=FILA=&2 S21STR=Zi 2014 16 2 10

9. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

10. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S. Os-
tapov, O. Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

11. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. - Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p.

https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju.
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Cucrema OLiHIOBAaHHA

KpuTepii onjiHlOBaHHS yCHIIIHOCTI CTyAEeHTa
Ta po3MnoAi 6aiB

basy HapaxoBYIOTbHCS 32 HACTYIIHUM
CIiBBiIAHOILIEHHSM:

eslabopaTopHi po6oTu: 40% ceMecTpoOBOi OLiHKY;
ecaMocCTiiiHa po6oTa: 10% ceMecTpoOBOi OI[iHKHY;
*KOHTpOJIbHA po6oTa: 10% ceMecTpoBOi OLIHKH;
e3asik: 40% ceMecTpOBOI OL[IHKH

IlIka/1a oiHIOBAaHHSA

Cyma HanionanbHa oniHKa ECTS

6aJsiB

90-100 BigMiHHO A

82-89 Jlo6pe B

75-81 Jobpe C

64-74 3a/10BiJIbHO D

60-63 3a/10BiJIbHO E

35-59 HeszasoBizibHO FX
(moTpibHe KoAATKOBE
BUBYEHHS )

1-34 He3agoBisibHO F
(moTpi6bHEe MOBTOPHE
BUBYEHHS)

HopMu akaaeMiyHOI eTHKH i OJIITUKA KYPCY

CTyleHT MOBHHEH JloTpuMyBaTHcs «KoJiekcy eTUKM aka/leMiYHUX B3aEMOBI/THOCUH Ta JJ06pOYECHOCTI
HTY «XIl»: BUSABAATH AUCIUILIIHOBAHICTb, BUXOBAHICTb, JOOPO3UUIUBICTh, YECHICTD, BiINOBiAAIbHICTD.
KoHdurikTHI cuTyalii MOBUHHI BiIKPHUTO 06GrOBOPIOBATHCSA B HABYAJIbHUX I'PyIaX 3 BUKJaZayeM, a MpH
HEMOXXJIMBOCTI BUpilIeHHsI KOHQJIIKTY — JOBOAUTHUCH A0 BiloMa CHiBpOGITHUKIB JUpeKLil iIHCTUTYTY.
HopMmaTuBHO-IpaBoBe 3a6e3ne4yeHHs] BIPOBAaXKeHHsI IPUHIUIIB akaZeMiuHoi fo6podecHocTi HTY

«XTIII» po3mimeHno Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/

IloroaxeHHsA

Cusabyc noro/»KeHo

28.08.2024

28.08.2024
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