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| «HanioHanbHa 6e3neka JiepaBu» , «[HpopMaliiiHa 6e3neKa Aep KaBu»,
«KomniekcHuil TpeHiHr «be3neka Be6-3aCcTOCYHKIB»», Y CTY/IE€HTIB
6akaJiaBpiaTa Ta MaricTpatypu.

JleTasbHillle Npo BUKJIaiaya Ha calTi kadeapu

3arasbHa iHpopmanisa

AHoTanjisa

HaBuasbHa gucnumniina "KoMnuiekcHui TpeHiHT «be3neka Be6-3aCTOCYHKIB»" € BUGIPKOBOIO
HaBYaJIbHOIO AUCIUILIIHOW. CKJIAHICTh PO3P06JIIOBAHUX Be6-3aCTOCYHKIB 3pOCTAE 3 KOXKHUM POKOM,
1110, B CBOIO YepTy, pOGUTh BAXKKO3/[iHCHEHHUM 3a6e3ne4eHHs IXHbOI 6e3neku. CaMme TOMY, JOIiJIbHO
NPUAIIATH 0COGJIUBY yBary KpUTUYHUM IPo6JeMaM 3aXUCTy IPOrpaMHOro 3abe3nedyeHHs. BMiHHSA
OILIiHIOBAaTH PU3MKH Ta 3aM06iraTv Bpa3IMBOCTSM Le Ha eTali NPoeKTYBaHHS NIPOAYKTY € BKpau
BaXKJIMBOIO 33/1a4er0, KOTPa 3HWKYE MOTEHIiIMHI CKJIAIHOCTI MPU eKCIIyaTallii 3aCTOCYHKY.

MeTa Ta miji AUCHUIIIHA

dopMyBaHHA NPAaKTUYHUX HABUYOK 11[0/10 BUSABJIEHHS Ta NPOTHUAII Cy4YacHUM 3arpo3aM B KibepnpocTopi
Ha OCHOBI BiZjmpaI[oBaHHs MPAaKTUYHUX 3aB/aHb.

dopmar 3aHATH

Jlekii, 1abopaTopHi po60TH, caMocTiHA po60Ta, KOHCYAbTamil. [Ti,cyMKOBUH KOHTPOJIb — 3aJiK.


https://cybersecurity.kpi.kharkov.ua/король-ольга-григорієвна/

KoMneTreHTHOCTI

K3-1. 3gaTHicTh 3aCTOCOBYBAaTH 3HAHHSA Y NPAKTUYHUX CUTYyaLifX.

K®7. 3aaTHICTb AOCAIAXKYBATH, PO3POOJISTH Ta BIPOBA/XKYBATU METO/IU i 3aX0AM MPOTUAIT
KibepiHIMAEeHTaM, 3iHCHIOBATH MPOLIeAYPH YIIPaBJIiHHSA, KOHTPOJIIO Ta PO3CJIilyBaHHs, a TAKOXK
HaJlaBaTU peKoMeHAalil Io10 Mmolepe/PKeHHS Ta aHaJli3y KibepiHIIUIeHTiB B LIiJIOMY.

Pe3y/ibTaTH HaBYaHHA

PH1. BisibHO CHiJIKYBaTUCh JIEP>KaBHOI Ta iIHO3EMHOI MOBaMH, yCHO i TUCbMOBO /151 IPe/ICTaBJAeHHS i
06roBOpeHHS pe3yJIbTaTiB AOC/iKeHb Ta iHHOBAllill, 3a6e3nevyeHHs 6i3Hec\onepaniiHux MNpolLeciB Ta
NUTaHb MPodeciHHOI AiIbHOCTI B raaysi iHbopmaliiiHoi 6e3meku Ta/abo KibepOe3neKy.

PH3. I[IpoBaguTu foCaiIHULIbKY Ta/ab0 iHHOBaAIIMHY [is/bHICTb B cdepi iHpopmaniliHoi 6e3neku
Ta/abo Kibepbe3Ieky, a TAKOXK B chepi TexHiUHOro Ta KpunTorpadivyHoro 3axucty iHpopmariii y
KiGeprnpocTopi.

PH4. 3acTocoByBaTH, iHTerpyBaTH, po3p00JIsATH, BIPOBaKYBATH Ta YA0CKOHAJIOBATH Cy4acHi
indopmariiiini TexHoJiorii, ¢pi3u4Hi Ta MaTeMaTU4HI MeToAU i MoJieJii B cdepi iHdopMalliiiHOI 6e3neku
Ta/abo Kibepbe3neKHu.

PH6. AHasi3yBaTH Ta OL|iHIOBAaTH 3aXUIIEHICTb CUCTEM, KOMILJIEKCIB Ta 3aC00iB Kibep3aXUCTy, TEXHOJIOTI]
CTBOPEHHS Ta BUKOPUCTAHHA CIellia/li30BaHOro NPOrpaMHOro 3abe3neyeHHs.

PH7. O6rpyHTOBYBaTH BUKOPHUCTAHHS, BIPOBA/X)KyBaTH Ta aHa/Ii3yBaTH Kpalli cBiTOBi cTaHAApTH,
NPaKTHUKH 3 METOI0 PO3B’s3aHHA CKJIaJAHUX 3aJiay npodeciiiHoi AisiibHOCTI B rany3i iHpopMauiiiHoi
6e3neku Ta/abo Kibepbe3nekHu.

PH8. locsimxyBaTH, po3po6JisTH i CympOBOXKYBAaTH CUCTEMH Ta 3aco6U iHpopMaliiiHoI 6e3neku Ta/a6o
Kibepb6e3neku Ha 06’ekTax iHpopMaLilHOI islJIbHOCTI Ta KPUTHUYHOI iIHQPACTPYKTYPH.

PHO. AHasnizyBaTH, po3po06JIsiTH i CyIpOBOKYBATHU CUCTEMY YIIpaBJliHHs iHpopMaLiliHO 6e31eKo0
Ta/a6o Kibepbe3leKow opraxisanii Ha 6a3i cTparerii i mosiTHKH iHpopManifiHOl 6Ge3meKy.

PH10. 3a6e3neuyBaTy 6e3nepepBHICTb 6i3Hec/onepaLiiiHUX NpPOLeciB, a TAKOX BUSIBJISTH YPa3JIUBOCTi
iHpopMaLifiHUX CUCTEM Ta pecypciB, aHa/li3yBaTH Ta OLiHIOBAaTHU PU3UKHU JJIs1 iHpopMaLiiiHOI 6e3neKu
Ta/abo Kibepbe3sneku oprasisariii.

PH11. AHanizyBaTH, KOHTPOJIIOBATH Ta 3abe3MeyyBaTy epeKTHBHE QYHKI[IOHYBAHHS CUCTEMU
yHpaBJiiHHSA 40CTyoM A0 iHpopMaLiiHUX pecypciB BiANOBiJHO A0 BCTAaHOBJIEHUX CTpaTerii i NoJiTUKH
indpopmariliHoi 6e3neku Ta/abo Kibepbe3neku opraHizariii.

PH12. JlocnimxyBaTH, po3p006JisTH Ta BOPOBaXKYBaTH METO/IM i 3aX0AU MPOTUAIT KibepiHIIMeHTaM,
341MCHIOBATH NpoLe/lypH YIIPaBJ/iHHA, KOHTPOJIIO Ta pO3C/Ii[lyBaHHs, a TAKOX HaZlaBaTH peKoMeHJauil
111010 TIoTepe/PKEHHS Ta aHa i3y KibepiHUAEHTIB B Liji0My.

PH13. locnimxyBaTy, po3po06JisiTH, BIIPOB3a/»KyBaTH Ta BUKOPHUCTOBYBATH METO/JM Ta 3aco6H
KpunTtorpadpiyHoro Ta TeXHiuHOro 3axucTy iHpopmauii 6i3Hec/onepaniiHUX NPOLECIB, a TAKOXK
aHaJi3yBaTH i Ha/laBaTH OL[iHKY e(pEeKTUBHOCTI iX BUKOPHUCTaHHA B iHpopMalLiiHUX cMcTeMaX, Ha
06’ekTax iHpopMaLiiHOI Jisl/IbHOCTI Ta KPUTUYHOI iHQPACTPYKTYPH.

PH14. AHanizyBaTH, po3po6JisiTH i CyIpOBOKYBATH CUCTEMY ayAUTY Ta MOHITOPUHTY ePEeKTUBHOCTI
dyHK1ioHyBaHHSA iHQOpMaLiHUX CUCTEM i TEXHOJIOTIH, 6i3Hec\onepaniiHux npoueciB y cdepi
inpopmaniriHoi Ta\abo Kibepbe3neKu B LijJOMY.

PH16. [IpuiiMmaTy 06IpyHTOBaHI pillleHHs 3 opraHisaniiHo-TeXHIYHUX NUTaHb iHpopmaLiliHoi 6e3neKku
Ta/abo Kibepbesneku y Ck/JIaJHUX i Hellepe6adyyBaHUX YMOBaX, Y TOMY YMCJI i3 3aCTOCYyBaHHAM
Cy4acHUX METO/IB Ta 3acobiB onTUMIi3allil, IpOrHO3yBaHHSA Ta NPUUHSATTS pillleHb.

PH18. [l;1anyBaTH HaBYaHHS, a TAKOXX CYIPOBO/PKYBATH Ta KOHTPOJIIOBATHU POOGOTY 3 TePCOHAJIOM Y
HanpsiMy iHpopmaniiiHoi 6e3meky Ta/abo Kibepbe3neKy.

PH19. O6upaTy, aHanisyBaTu i po3po6isTH NPUAATHI TUMOBI aHAMTITUYHI, pO3pPaxyHKOBI Ta
eKCllepUMeHTa/bHi MeToI1 Kibep3axucTy, po3po0bJIsiTH, peali30oByBaTH Ta CYIIPOBOXKYBAaTH IPOEKTH 3
3axucTy iHpopmarii y KibeprpocTopi, iHHOBaI[ilHOI AISIBHOCTI Ta 3aXUCTY iHTE/IeKTya/bHOI BJIACHOCTI.
PH20. CtaBuTH Ta BUpiLIyBaTH CKJIaiHI iHXXKeHEPHO-NIPUKJIA/IHI Ta HAayKOBi 3aga4i iHpopManifiHol
6e3neky Ta/abo kibepbe3neky 3 ypaxyBaHHSM BUMOT BiTUYM3HSHUX Ta CBITOBUX CTaHAAPTIB Ta Kpalux
NpPAKTHK.

PH21. BukopucToByBaTH MeTOAY HATYPHOTO, pi3UYHOTO i KOMI'IOTEPHOT0 MO/IEI0BAHHSA AJ151
JlOCTi/PKeHHS MPOLECiB, sIKi cToCy0Thcs iHpopMaLiliHoi 6e3neku Ta/abo KibepbesneKH.

PH23. O6rpyHTOBYBaTH BUOip NpOorpaMHOro 3abe3neveHHs, yCTaTKyBaHHSA Ta iHCTPYMEHTIB,
iH)KeHepHUX TEeXHOJIOTIH i mpo1ieciB, a TAK0K 0OMeXXeHb 111010 HUX B rajy3i iHpopMalliiiHoi 6e3neKu
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Ta/abo KibepbOe3NeKu Ha OCHOBI Cy4yacHUX 3HaHb ¥ CYMDXKHUX rajly3s1X, HAyKOBOi, TeXHiYHOI Ta
JIOBiJIKOBOI JIiTepaTypH Ta iHIIOI JOCTyHOI iHpopMalIrii.

PH25. OninroBaTH epeKTUBHICTD Ta NPAKTUYHY iHHICTh Pe3yJIbTaTiB HAYKOBUX i IPAKTUYHHUX
JOCJIiPKeHb Ta iHHOBAaIIiH.

06cAar AMCHUIIIHA

3arasbHuM o6cAr auctumtinu 120 rox, (4 kpeautu ECTS): nekuii - 32 roa,., 1abopatopHi po6oTu — 16
ro., CaMoCTiiiHa po6oTa - 72 roJ.

IlepeayMOBM BUBYEHHA AUCLHMILUIIHU (IpepPeKBi3UTH)

Be6-6e3mneka, be3jpoToBa Ta MobisibHa 6e3neka, TecTyBaHHS Ha IPOHUKHEHHS Ta eETUYHUM XaKiHT.

0co06JIMBOCTi AUCIUIJIIHH, METOAHM TAa TEXHOJIOTII HaBYaHHA

B xoAi BUKJIaJjaHHA JUCLUILJIIHU BUKJIaZl@4€M 3aCTOCOBYHOTHCSA MOSICHIOBAJIbHO-1JIFOCTPATUBHUMN
(iHpopmMarnifiHO-pelleNTUBHUNI) Ta peNPOAYKTUBHHHM MEeTOIW HaBYaHHs. B sikocTi MeToiB BUK/IagaHHS,
sIKi HampaBJ/leHi Ha aKTUBIi3allil0 Ta CTUMYJ/I0BaHHS HaBYaJIbHO-Mi3HABa/JIbHOI JisI/IbHOCTI 3100yBauiB,
3aCTOCOBYIOTbCS pe3eHTallil, 6eciiy, iHAMBIAyasbHI TPyNOBI HIPOEKTH, MalicTep-KJIacH.

[Iporpama HaBYaJIbHOI AUCLUUIIIIHA

TeMM JIeKIiHHUX 3aHATH

Tema 1. BupoBaKeHHS KOAY.

BusiByneHHs in’eknii, Takux sk SQL, NoSQL, OC Ta in’eknist LDAP, siKi BUHUKaIOTh, KOJIM HeHaAilHi JaHi
Ha/|CUJIAI0ThCA IHTepnpeTaTopy AK YaCTHHA KOMaH/AU YU 3aIUTY.

Tema 2. HekopekTHa aBTeHTHiKallis i yripaBJIiHHSA ceci€lo.

BusiBienHs pyHKLUiN inuikauii, sski noB’si3aHi 3 aBTeHTU}iKaLi€10 Ta KepyBaHHSIM CEaHCOM, 1[0 J103BOJISIE
3JIOBMUCHHUKaM KOMIIPOMETYBATH MapoJi, KJaodi abo ckesibHI Mapkepu a0 BUKOPUCTOBYBATH iHILI
HeJl0J1iKY BIPOBAKEeHHS], 106 TUMYACcOBO ab0 Ha3aBX AU IPUILYCTUTH OCOOUCTICTD IHIIHUX
KOPHUCTYBaYiB.

Tema 3. MixkcaiiToBUM ckpunTUHT (XSS).

BusiBsieHHs Be6-/10/1aTKiB Ta API, AKi He 3axuIeHi HaJIe)KHUM YUHOM. 3JI0OBMHUCHUKH MOXYTb BKPaCcTH
ab0 3MIHUTH Taki cJ1abKO 3axulleHi AaHi, 1106 BANHUTH 11aXpaiCTBO 3 KPeJUTHOI KapTKOI0, KpaA KKy
0co6u abo iHI 3JI0YMHHU.

Tema 4. He6e3neyHi npsMi nocuaHHs Ha 06’ €KTH.

AHauni3 cTapux a6o noraHo HaJjlalIToOBaHUX npouecopiB XML o1jiHIOIOTh NOCKJIaHHS 30BHIIIHIX 06'€EKTIB y
JokyMeHTax XML. 30BHilIHI 06’€KTU MOXXYTb BUKOPUCTOBYBATHCS [IJIs1 PO3KPUTTSA BHYTPILLHIX dailiiB
3a gonomMoro o6po6Huka URI ¢paiinis, 06MiHy BHyTpillHIMU paiiaMu, CKaHYBaHHSI BHYTPILIHIX NOPTIB,
BifilasieHOro BUKOHAHHS KOy Ta BiIMOBU B aTalli CIy>KOH.

Tema 5. Hebe3neuHa koHpirypariis.

AHani3 06MeXkeHHs 110/10 103BOJIEHUX KOPUCTYBauiB, sIKi 103B0JIEHO POOUTH, YaCTO He BUKOHYIOTbCS
HaJIe)XKHUM YUHOM. 3JI0BMUCHUKH MOXKYTh BUKOPUCTOBYBATH Lii HEJOJIIKHU A/ JOCTYIY [0
HECAaHKI[IOHOBAaHUX QYHKIIOHAJILHUX MOXKJIUBOCTEHN Ta / a60 JaHUX, TAKUX SIK JOCTYI JI0 06JIiIKOBUX
3amnuciB iHIIMX KOPUCTYBaYiB, Neperysj KoHpieHIiMHUX ¢ailiiB, 3MiHa JaHUX iHIIUX KOPUCTYBauiB,
3MiHa IIpaB JOCTyNy TOILO.

Tema 6. BuTik uyT/IMBUX JaHUX - OoLliHKa KOH}irypauii 6e3nexu.

3a3Buyai I1e pe3yJibTaT Hebe3MeuHUX KOHPIrypailiii 3a 3aMoBYyBaHHAM, HEIIOBHHUX 260 creliaJbHUX
KOH®Irypauii, BiIKpUTOro XMapHOr'o CXOBU11a, HelIpaBUJIbHO HaJlallTOBaHUX 3aroJioBkiB HTTP Tta
6araToc/1iBHUX MOBiIOMJIEHb PO MMOMUJIKY, 1110 MiCTSATh KOHQieHIiMHY iHpopMalito. He Tinbku Bci
omepalliiiHi CUCTEMH, paMKH, 6i6J1i0TeKH Ta AOAATKH IOBUHHI 6y TH HAIilHO HA/IAIIITOBAHI, aJle BOHU
MOBUHHI OyTH BUNpaBJieHi / MoJlepHi30BaHi CBOEYACHO.

Tema 7. Bificy THiCTb KOHTpPOJIIO AOCTYMY /10 GYHKIIOHAJbHOI'O PiBHS.

BusHaueHHs HeJ0JiKiB XSS, fiKi BUHMKAIOTh L[0pa3y, KOJIM IporpaMa BKJIIOYaE HeJ0BipeHi JaHi Ha
HOBil Be6-CTOpIHII 6e3 HaJIexkHOI BasTiAalii abo He BiAKPUTTS, a60 OHOBJIIOE HasiBHY Be6-CTOPIHKY 3a
JIOTIOMOTO0 Ha/laHUX KOPHUCTYBaueM JlaHuX 3a Jonomoroto APl 6paysepa, skuil Mmoxe cTBoptoBaTu HTML
a6o JavaScript. XSS 103BoJisi€ 37I0BMUCHUKAM BUKOHYBAaTHU CKPUIITH B 6pay3epi :KepTBHY, AKI MOXKYTb
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3aXOIJIIOBATU CeaHCH KOPUCTYBAUiB, 3HUIIYBATHU BeEO-calTH abo nepeHaNnpaB/sTH KOPUCTyBava Ha
WKiZIUBI calTH.

Tema 8. Iligpo6ka mixcalToBux 3anuTiB (CSRF).

Ouinka Hebe3neyHoI Jlecepiasizaliii, ska 4acTo NpPU3BOJAUTH [I0 BijiJa/IeHOT'0 BUKOHaHHS KoAy. HaBiTh
K10 JedepH Ae3apiasisallii He TPU3BOAATH A0 BiJilaleHOTO BUKOHAHHSA KOAY, iX MOXKHA
BUKOPHUCTOBYBATH [IJisl BAKOHAHHS aTaK, BKJIIOYAKOUH aTaKU BiITBOPEHHS, aTaKH iH €Kil Ta Hanaau
eckaJsauii npusijeis.

Tema 9. BukopucTaHHS KOMIIOHEHTIB 3 BiJOMUMU YPa3JIMBOCTSIMU.

AHaJli3 KOMIIOHEHT, TaKHUX K 6i6JIi0TEKH, paMKHU Ta iHIIII MporpaMHi Moay.JIi, AKi MpaloTh i3 TUMH K
MpUBizeaMY, 110 i oAaTOK. K10 BUKOPHUCTOBYETHCA Bpa3/IMBUN KOMIIOHEHT, TaKa aTaKa MOXe
MOJIETIIUTH CepHO3Hi BTPATH aHUX ab0 3axoIieHHs cepBepa. [Iporpamu Ta API, 1110 BUKOPUCTOBYIOTh
KOMIIOHEHTH 3 BiZJOMOI0 Bpa3J/IMBiCTIO, MOXKYThb HiipBaTU 3aXUCHI NpOrpaMu Ta BK/IOYUTHU Pi3Hi aTaKU
Ta BIJIMBU.

Tema 10. HeBasizioBaHi pefjipeKTH.

BusiBsieHHS HEJIOCTaTHBHOTO 006JIiKY Ta MOHITOPUHTY y NOEAHAHHI 3 Bi/ICyTHBOI 260 HeepeKTUBHOIO
iHTerpauji€ero 3 peakii€ro Ha iIHUUJEHT J03BOJIAE 3JI0BMUCHUKAM HaZajli aTaKyBaTHU CUCTEMHY,
MiATPUMYBATH CTiHKIiCTb, IepeTBOPIOBATH Ha OiJIbIl KiJIbKOCTI CUCTeM, a TAKOXK MAPOOJIATH,
BUTATYBATH ab0 3HUILYBATH JaHi. BinblicTs foc/igKeHb 11040 NOPYLIEHHS BUABJSAIOTH Yac BUSABJIEHHSA
nopyumeHHd noHaz 200 fHIB, 9K NpaBUJI0, BUABJIAIOTbLCA 30BHILIIHIMY CTOPOHAMH, a He BHYTPILIHIMU
[poLeCaMu Y1 MOHITOPHUHIOM.

Temu NPAKTUYHHUX 3aHATD

[IpakTHU4YHi pOGOTH B paMKax JUCIUILIIHU He Ilepei6adyeHi.

Temu 1a60paTOPHUX POGIT

Tema 1. BupoBagKeHHS KOAY.

Tema 2. HekopekTHa aBTeHTUdiKaLif | yripaBaiHHSA ceci€ero.

Tema 3. MibxkcaiiToBUM ckpunTUHT (XSS).

Tema 4. Heb6e3neuHi npsiMi mocu/iaHHs Ha 06’ EKTH.

Tema 5. He6e3neuHa koHpirypariis.

Tema 6. BuTik uyT/IMBUX JaHUX - oLliHKa KOHirypauii 6e3neku.
Tema 7. BificyTHICTb KOHTpPOJII0 AOCTYNY /10 GYHKI[IOHAJbHOI'O PiBHS.
Tema 8. [lizpo6ka MixkcaliToBux 3anuTiB (CSRF).

Tema 9. BukoprucTaHHA KOMIOHEHTIB 3 Bi/lOMUMHU ypPa3JIUBOCTIMH.
Tema 10. HeBasiioBaHi pefiipeKTH.

CaMocTiiHa po6oTa

CamocrTiliHa po60Ta CTy/leHTa € 0JHi€l0 3 popM opraHizaliii HaBYaHHS, OCHOBHO0 GOPMOI0 OBOJIOAIHHA
HaBYaJIbHUM MaTepiajioM y BiIbHUH Bijj ayIUTOPHUX HAaBYaJbHUX 3aHATH 4ac. [1iff yac camocTiitHol
pO6OTH CTYIeHTHU BUBYAIOTb JIEKL[iIHHUI MaTepiaJi, FOTYIOThCS /10 J1ab0pPaTOPHUX POOIT, KOHTPOJbHHUX
po6iT, 3asikiB Ta icnuTiB. CTyZileHTaM TaK0oX peKOMeHAYIOThCS A0JaTKOBI MaTepianu (Bigeo, craTTi) A
CaMOCTIHOTO BUBYEHHS Ta aHaJIi3y.

HedopmasibHa ocBiTa

B pamkax HedpopMaJsibHOI OCBITH 3TifiHO BiAnoBigHoro [losoxeHHs (http://surlli/pxssv), ocBiTHs
KOMIIOHEHTA abo il OKpeMi TeMH MOy Tb Oy TH Bpax0BaHO Yy pa3i caMOCTiMHOTr0 NPOXOAKEeHHS
npodeciiHUX KypcCiB/TpPeHIHTiB, OTpUMaHHs rPOMa/IIHCbKOI OCBITH, OHJIalH OCBITH, IpodeciiHOoro
CTaXyBaHHA TOLIO.

3a JaHUM KOMIIOHEHTOM BpaxyBaHHS TeM, V pasi ycIilIHoro 3aBeplieHHs KypciB, He epea6adyeHo.
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http://surl.li/pxssv

JliTepaTypa Ta HaBYaJIbHiI MaTepian

OcHoBHa JjiiTepaTtypa:

1. Kali Linux Web Penetration Testing Cookbook, Second Edition (Packt Publishing) [EnexkTponHuit
pecypc]. - Pexxum goctyny : https://www.packtpub.com/product/kali-linux-web-penetration-testing-
cookbook-second-edition/9781788991513.

2. 3pa3oK 3BiTY 3 TeCTYBaHHS HAa NPOHUKHEHHA [EjsiekTpoHHUH pecypc]. - Pexxum goctymny :
https://www.offensive-security.com/reports/sample-penetration-testing-report.pdf.

3. 3pa30K TexXHIYHOrO 3BiTY 3 NPOHUKHEeHHS [EJeKTpoHHMH pecypc]. - Pexxum goctymy :
https://tbgsecurity.

4. OWASP Top 10: issues in the 10 most critical security risk categories in your web applications
[EnexTponHui pecypc]. - Pexxum goctyny :
https://www.sonarqube.org/features/security/owasp/?gads campaign=Europe-1-

Generic&gads ad group=0WASP&gads keyword=owasp%20top%2010&gclid=CjwKCAiAsNKQBhAPEiw
AB-15zQywzTKai6fcrilMphlAn21CRehrl0g9DEjUZNpHUoDt5V bVpLm4RoClIkQAvD BwE.

5. TexHouJiorii 3axucty iHpopmatii./ C. E. Ocramnos, C. I1. EBcee, O.'. Kopouib. - UepHiBi1ii : YepHiBelbKUH
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Cucrema OLiHIOBAaHHA

Kpurepii onjiHI0OBaHHA yCHIIMHOCTI CTyA€HTa IlIkasa oniHIOBaHHA

Ta po3mojii 6asiB Cyma HauionasbHa oLiHka ECTS
Basin HapaxoBYIOThCS 32 HACTYITHUM baJsiB
CHiBBiJHOIIIEHHSIM: 90-100 BigmiHHO A
e jlabopaTopHi po6oTu: 40% ceMecTpPOBOI OLIHKY; 82-89 Jobpe B
¢ camocrTiitHa po6oTa: 10% ceMecTpoBOI OL[iHKY; 75-81 Jo6pe C
¢ KOHTpOJIbHA po6oTa: 20% ceMecTpoOBOI OL[iHKY; 64-74 3aJl0BiJILHO D
« 3asik: 30% ceMecTpoBOi OI[iHKH 60-63 3aJl0BiJIbHO E
35-59 HesagosinbHO FX
(moTpibHe Jo/aTKOBE
BUBYEHHS )
1-34 HezapoBinbHO F
(moTpiOHE MOBTOpPHE
BUBYEHHS )

HopMmu akaaemMiyHOI eTHKM i IOJIITUKA KypCy

CTyleHT NOBUHEH J0TpUMyBaTUCcA «KoJlekcy eTUKHU akaieMiYyHUX B3a€EMOBITHOCHH Ta 106pOYeCHOCTI
HTY «XIIl»: BUABJAATH AUCUUILIIHOBAHICTh, BUXOBAHICTBh, J060PO3UUYJINBICTD, YECHICTB, BiANIOBIAAIBHICTb.
KoHouikTHI cuTyaliil NIoBUHHI BiIKPUTO 0GroBOPIOBATHUCSA B HABYAJbHHUX I'PyIax 3 BUKJIAAAueM, a IPU
HEMOJIMBOCTI BUpilleHHsI KOHQJIIKTY — JOBOAUTHCA [0 BifoMa crliBpobiTHUKIB JUPEKLil iIHCTUTYTY.
HopmaTuBHO-IIpaBoOBe 3a6e3MeYyeHHs BIIPOBAKEHHS IPUHIIUIIIB akaaeMidyHoi jo6podecHocTi HTY
«XTIII» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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