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| ABTop nonaz 200 HAayKOBUX Ta HaBYaJIbHO-MeTOAUYHUX Npalb. HaykoBuii
| KepiBHMK 3 3aXMIIEeHUX KaHAUAATCbKUX POGIT, FapaHT OCBITHLO-NPOodeciiHol
nporpamu Apyroro (MaricrepcbKoro) piBHs BUILOI ocBiTH. [IpoBigHUI JileKTOp
3 JUCUUILIIH: «MaTeMaTU4YHi OCHOBY KPUITOJIOTII Ta KpUIITOAHAJI3»,
«CTpykTypHu AaHux», «[I[poMucaoBUil Ta odicHUM mnioHax» , «[ludpposa
KpPUMiHaJIICTUKA», ¥ CTYAeHTiB 6akasaBpiaTa Ta Marictpatypy, Po3zin
| «MeTo/0/10Tis1 HAYKOBOI Ta NeJarorivyHoi JisiJIbHOCTI B HayKax Kibep3axucty»
JJ151 aCIipaHTIB.

JleTasibHillle PO BUKJIaa4ya HA CAalTi kadeapu
3arasbHa iHpopmanisa

AHoTanisa

HaBuasnbHa gvcuumiiHa "MaTeMaTH4YHi 0CHOBU KPUIITOJIOTII" € 060B'13K0OBOI0 HABYAJIbHOIO
JUCLHUIUIIHOX. BUBYEHHS JUCLUILIIHY A€ YABJIEHHS PO OCHOBHI MaTeMaTU4YHI MeTOAU Ta MiAX0H, L0
3aCTOCOBYIOTbCA AJ1s1 3abe3nedyeHHs KpuntorpadiyHoro 3axucty iHpopmalii B mpoueci 36epiraHHs Ta
nepejadi inHpopMaliii, npeAcTaBieHoi B ABiHKOBUX KoAax. JUcIUI/IiHA TPUCBSAAYEHA BUBYEHHIO
MaTeMaTUYHUX OCHOB KPUIITOJIOTII Ta KpUNTOrpagivHOro aHasisy, 10 3aCTOCOBYIOTHCS 10 3aXUCTY
inpopmarnii B iHpopManifiHux cucteMmax. JucuumniiiHa po3KpUBaE NOHATTS WK QPiB, CHMeTPUUIHOI Ta
acuMeTpudHOi Kpuntorpadii, eJIeKTPOHHOTO MiAMUCY, rellyBaHH:A Ta iHLIi MaTeMaTH4YHI 06'€KTH
kpunTtorpadii. BuB4yaroTbca BinoBigHI kpunTorpadiyHi cTaHAPTH, 1110 3aCTOCOBYIOThCS ChOTO/IHI B
3axucTi iHdpopmalii B YkpaiHi Ta 3a KOp/IOHOM.

MeTa Ta niJji AMCIUILIIHA

O3HalloMJIEHHSI 3 MATEMAaTUYHMMH OCHOBAaMHU KPHUIITOJIOTI]; MpyUAGaHHS HABUYOK B IPAKTUIHOMY
BUKOPHUCTaHHI, IOCTAaHOBIi i BUpilleHHi 3a7a4 mindpyBaHHsA iHpopmalii; po3yMiHHS cyTi
iHpopMalilHUX Mpo1leciB B KpUNTOrpadgiuHUX cUCTeMaX; 3aCTOCYBaHHS KOMIT' IOTEPIB [IJ1s1 BUPillleHHS
3aBJiaHb WIKMPpyBaHHA i AemindpyBaHHS; po3po6Ka i BUKOPUCTAHHSA MaTeMAaTUYHHUX | 060UMCIIOBAIbHUX

BAOCKOHAaJIEHHA.
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dopmar 3aHATH

Jlekii, 1abopaTopHi po60TH, caMocTiiHA po60Ta, KOHCYAbTallil. [1lijIcyMKOBUI KOHTPOJIb — iCIIUT.

KoMneTreHTHOCTI

K3 1. 3gaTHiCTb 3aCTOCOBYBAaTH 3HAHHA Y NPAKTUYHUX CUTYaLlifX.

K3 2. 3HaHHS Ta po3yMiHHS IpeAMeTHOI 06J1acTi Ta po3yMiHHSA mpodecil.

K3 3. 3paTHicTh npodeciiiHo cnizikyBaTHCS Aep>KaBHOI Ta iIHO3eMHOI MOBaMHU SIK YCHO, TaK i MMCbMOBO.
K3 4. BMiHHS BUSIBJISITH, CTABUTH Ta BUPilllyBaTH Npo6/1eMu 3a NpodeciiHUM CIPSMyBaHHSIM.

K3 5. 3paTHicTbk A0 noIyKy, 06po6JieHHS Ta aHasli3y iHdopMarii

K3 6. 3aTHicTh peasizyBaTH CBOI IpaBa i 060B’A3KH SIK 4JeHa CyCHiJbCTBA, YCBiIOMJ/IIOBATH I[iIHHOCTI
rPOMa/ITHCHKOTO (BiJIbHOTO JIeMOKPATHYHOI0) CYyCHiJIbCTBA Ta HEOOXiAHICTh OT0 CTAJIOr0 PO3BUTKY,
BEPXOBEHCTBA IIpaBa, IpaB i CBO6GOI JIIOAWUHHU i FpOMaiiHUHA B YKpaiHi.

K® 1. 3paTHicTb 3aCTOCOBYBAaTH 3aKOHO/IaB4y Ta HOPMAaTUBHO-NIPaBOBY 6a3y, a TAaK0X Jilep>KaBHi Ta
Mi>XHapO/IHi BUMOTH, IPAKTHUKHU i CTAaHAaPTH 3 MeTOI0 3/iilicCHeHHs npodeciiiHoi AigIbHOCTI B raaysi
indpopmariilinoi Ta/a6o kibepbe3neku.

K® 2. 3paTHicTh 10 BUKOpUCTaHHA iHQOpMaIiiHO-KOMYHIKAI[iHHUX TEXHOJIOTIH, Cy4aCHUX MeTO/IB i
MoJiesied iHpopMaliiiHoi 6e3neku Ta/a6o Kibepoe3neKy.

K® 3. 3paTHicTb 10 BUKOPHUCTAHHSA IPOTPaMHUX Ta IPOrpaMHo-anapaTHUX KOMILJIEKCIB 3ac06iB 3aXUCTy
inpopmauii B iHpopManiliHO-TesleKOMYHiKaliiHUX (ABTOMAaTU30BaHUX) CUCTEMAX.

K® 4. 3patHicTh 3a6e3ne4yBaTH HellepepBHiCTb 6i3HECY 3TiJIHO BCTAaHOBJIEHOI MOJIITHKY iHGopManifiHO1
Ta/abo Kibepbe3nekH.

K® 5. 3gaTHicTh 3a6e3ne4yBaTH 3aXUCT iHopMallii, 1[0 06pob6.igeThbcs B iHpopmaniiHo-
TeJIEKOMYHiKaliiHUX (aBTOMAaTU30BaHUX) CUCTEMAx 3 MeTOI0 peastizallii BCTaHOBJIEHOT MOJIITUKU
iHpopMalliliHoil Ta/a60 KibepOe3neKH.

K® 6. 3paTHicTb BifHOB/IOBATU WITaTHEe QyHKLiOHYBaHHS iHGopMaLiiiHuX, iHpopMaLiiiHo-
TeJIeKOMYHiKaliHMX (aBTOMaTH30BaHUX) CUCTEM Iic/is peaJsizauii 3arpos, 34ilicHeHHs KibepaTak, 360iB
Ta BiZJMOB Pi3HUX KJIACIB Ta MOXO/PKEHHS.

K® 7. 3paTHicTb BIpoBa/>KyBaTH Ta 3ab6e3nedyBaTH GyHKIiOHYBaHHS KOMIJIEKCHUX CUCTEM 3aXUCTY
iHpopmalii (koMIeKCH HOPMAaTUBHO-IPAaBOBUX, OpraHizaliiHUX Ta TeXHIYHUX 3ac06iB i MeTOAIB,
npoueayp, NpakTUYHUX NIPUHAOMIB Ta iH.).

K® 8. 3aaTHicTh 3/ilicHIOBaTH NPOLIeAyPH YIIPaBAiHHSA iHIUAEHTAMH, IPOBOJAUTH PO3C/iJlyBaHHs,
HaZaBaTH IM OLiHKY.

K® 9. 3patHicTb 34ilicHIOBaTH NpodeciiiHy AisIbHICTD Ha OCHOBI BIPOBaAKEeHOI CUCTEMH yIpaBJIiHHSA
iHpopmaniliHoo Ta/ab6o Kibepbe3neKkoro.

K® 10. 3aaTHicTh 3aCTOCOBYBaTU METO/ MY Ta 3aCO0U KpUNTOTrPadiyHOTO Ta TEXHIYHOr'0 3aXUCTY
iHpopMalii Ha 06’ekTax iHpopMaLilHOI AiIIBHOCTI.

K® 11. 3gaTHicTh BUKOHYBAaTHU MOHITOPUHT npolLeciB $yHKIioHyBaHHSA iHpopManiiHux, iHpopmaniiHo
TeJIeKOMYHiKaliiHUX (aBTOMaTHU30BaHUX) CUCTEM 3TiJIHO BCTAaHOBJIEHOI MOJIITHKHY iHopMarlifiHol
Ta/abo Kibepbe3neku.

K® 12. 3gaTHicTh aHa/Mi3yBaTH, BUSBJISATH Ta OI[iHIOBATH MOKJ/IMBI 3arp03H, ypa3JIMBOCTI Ta
JlecTabisisyroui YUHHUKY iHpopMaLiiiHoMy npocTopy Ta iHdopMaliiHUM pecypcaM 3TiiHO 3
BCTaHOBJIEHOIO NOJIITUKO0 iHOopMalliiiHOi Ta/abo kKibepbe3neKu.

Pe3ysibTaTH HaBYaHHA

PH-1. 3acTocoByBaTU 3HaHHA Jep:kaBHOI Ta iIHO3eMHUX MOB 3 MeTOl0 3a6e3neyeHHs1 epeKTUBHOCTI
npodeciiiHol KOMyHiKallii;

PH-2. OpranizoByBaTH BJlacHy npodeciiiny Ais/IbHICTb, 06MpaTH ONTUMAJIbHI METOAHY Ta CIIOCOOH
pPO3B’sI3yBaHHS CKJIA/IHUX Cllellia/li30BaHUX 33/lay Ta NPAaKTUYHUX NpobJieM y npodeciiHil AigIbHOCTI,
OIiHIOBATH IXHI0 ePEKTUBHICTD;

PH-3. BUKOpUCTOBYBaTH pe3y/ibTaTH CAMOCTIHHOTO MOIIYKY, aHa/Ii3y Ta cuHTe3y iHopMmarii 3 pisHux
JoKepet A1 eheKTUBHOTO PillleHHs crieljiasi3oBaHuX 3a7a4 NpodeciiHol JisiIbHOCTI.

PH-4. AHanizyBaTH, apryMeHTyBaTH, IpUIMaTH pillleHHd PU PO3B’AA3aHHI CKJIaJAHUX creliali30BaHUX
33/1a4 Ta NPaKTUYHUX NPo6JieM y npodeciiiHiil AiANBHOCTI, IKi XapaKTepU3yIThCsS KOMIJIEKCHICTIO Ta
HENOBHOIO BU3HAYEHICTIO YMOB, Bi/INOBiJaTH 32 MIPUHHATI pilleHHS.
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PH-5. AganTyBaTuUCs B yMOBax 4acToi 3MiHU TeXHOJIOTiM npodeciiiHol AiA/IbHOCTI, IPOrHO3yBaTU
KiHLIeBUH pe3yJIbTarT.

PH-6. KpyuTu4yHO 0CMUCJ/II0BAaTU OCHOBHI Teopii, IPUHIUIIYU, METOAY i HOHATTS y HABYAHHI Ta
npodeciiHil AisJIbHOCTI.

PH-7. JlisTH Ha OCHOBi 3aKOHOZABY0i Ta HOPMaTUBHO-ITPABOBOI 6a3u YKpaiHU Ta BUMOT BiZNIOBiAHUX
CTaHJAAPTIiB, y TOMY YHCJIi Mi>KHapOJHHX B raysi iHpopmauiiiHoi Ta /abo KiGepOe3neKH.

PH-8. T'oTyBaTH npomno3ulii jo HOpMaTUBHUX aKTiB 1[0/10 3a6e3nedyeHHs1 iHpopMalliiiHoi Ta /abo
Kibepbe3neku.

PH-9. BopoBa/;>KyBaTH NPOLECH, 1110 6a3yI0ThCA Ha Hal[iOHAJbHUX Ta Mi)KHAPOJHUX CTaHAapTaX,
BUsIBJIEHHS], ileHTUiKallii, aHaJi3y Ta pearyBaHHs Ha iHIMAeHTH iHPopMaLiiiHoi Ta/abo Kibepbe3neKy.
PH-10. BukoHyBaTu aHaJ1i3 Ta JleKOMI03U1lit0 iHpopMalliliHO-TeJIeKOMYHIKalliHHUX CUCTEM.

PH-11. BukoHyBaTu aHaJ1i3 3B’13KiB Mixk iHpopMaLiiHUMHU NpoliecaMy Ha BififjajieHUX 06YUCTI0BaJIbHUX
cucTeMax.

PH-12. Po3po6JiATH MoeJli 3arpo3 Ta MopyIIHUKA.

PH-13. AHasizyBaTH npoeKTH iHPopMalliiiHO-TeJIeKOMYHIKal[itHUX CUCTeM 6a3yI0UYMCh Ha
CTaHAApPTU30BaHUX TEXHOJIOTIAX Ta IPOTOKOJIAX llepejadi JaHHUX.

PH-14. BupimyBaTu 3aBAaHHs 3aXUCTy porpam Ta iHpopmatiii, o o6po6JisieTbcs B iHGopMaIiiiHoO-
TeJIeKOMYHIKaliHHUX CUCTeMaxX NPOorpaMHO-anapaTHUMU 3ac06aMU Ta AaBaTH OLiHKY
pe3yJIbTaTUBHOCTI AKOCTi NIPUNHATHUX pillleHb.

PH-15. BUKOpHCTOBYBaTH Cy4dacHe NporpaMHo-anapaTHe 3a6e3nedeHHs iHpopmaliiHo-
KOMYHIKal[ilHUX TeXHOJIOTi.

PH-16. PeasnizoByBaTH KOMIIJIEKCHI cCUCTEMHU 3axXUCTy iHpopMalii B aBToMaTU30BaHUX cucTteMax (AC)
opranizauii (mignpuemcTBa) BiiIOBiZHO /0 BUMOT HOPMAaTUBHO-NPaBOBUX JOKYMEHTIB.

PH-17. 3a6e3nedyBaTH Mpolecu 3aXUCTy Ta QyHKI[IOHYBaHHS iHpopMaliiHHO-TeIeKOMYHIKal[iHHUX
(aBTOMaTH30BaHUX) CUCTEM Ha OCHOBI IPAKTHK, HABUYOK Ta 3HaHb, 11[0/]0 CTPYKTYPHUX (CTPYKTYpHO-
JIOTIYHHUX) cXeM, TOTOJIOTII Mepexi, CyyacHUX apXiTeKTyp Ta MoJeJsiel 3aXUCTy eJIeKTPOHHUX
iHpopmaLiiHUX pecypciB 3 Bijo6pakeHHSIM B3aEMO3B’s13KiB Ta iHpopMaLiliHUX OTOKIB, poLeciB JJs
BHYTPILIHIX | Bija/leHUX KOMIIOHEHT.

PH-18. BUkopHCcTOBYBaTH NporpaMHi Ta mporpamMHo-anapaTHi KOMIJIEKCH 3aXUCTY iHpopMalinHuX
pecypcis.

PH-19. 3acTocoByBaTH Teopii Ta MeTOU 3aXUCTY AJis1 3abe3neyeHHs 6e3neku iHpopmalii B
iHpopMaliliHO-TeJIeKOMYHIKa[iMHUX CUCTEMaX.

PH-20. 3a6e3neuyBaTy QYHKI[iOHYBaHHS CIEel[ia/IbHOTO NPOrpaMHOro 3abe3nedyeHHs], 1[0/]0 3aXUCTY
iHpopmawii Bifj pyHHYHOUHUX NPOrpaMHUX BIJIUBIB, pyHHYIOUHUX KOAIB B iHpopMariiiHo-
TeJIeKOMYHiKallilHUX CUCTEMaX.

PH-21. BupiyBaTu 3a7jaui 3a6e3neyeHHs Ta CynpoBoy (B.T. YMCJIi: OTJIS[l, TECTYBaHHS, Mi3BITHICTD)
CHCTEMH YIPABJIHHSA JJOCTYIIOM 3Ti/JHO BCTAHOBJIEHOI OJIITUKU Oe31eKHy B iHpopMaIiiHUX Ta
iHpopmaniliHO-Te/leKOMYHIiKaliHHUX (aBTOMaTH30BaHUX) CUCTEMAX.

PH-22. BupilyBaTu 3ajaui yrpaB/iHHSA NpoleAypaMHu ifeHTUdikanii, aBTeHTHdiKallii, aBTOpH3alil
npoleciB i KopucTyBauiB B iHQopMaliliHO-TeJIeKOMYHiKal[ilHUX CUCTeMax 3Ti/JHO BCTAHOBJIEHO]
nosiTUKM iHpopMauiiiHoi i\abo kibepbe3neku.

PH-23. PeasizoByBaTH 3aX0/1 3 MPOTU/Il OTPUMaHHIO HECAHKIIIOHOBAHOT0 JOCTYNY A0 iHpopMariiHux
pecypciB i mpoljeciB B iHpopManiliHux Ta iHQopMaliiiHO-Te/leKOMYHIiKaliiHUX (aBTOMAaTHU30BaHUX)
cucTeMax.

PH-24. BupiumyBaTu 3aa4i ynpaBiHHS JOCTYyHOM /10 iHpOpMaLiiHUX pecypciB Ta MPOLEeCiB B
iHpopmaniliHux Ta iHpopMariiHO-Te/IleKOMYHIKal[iHHUX (ABTOMAaTHU30BaHUX) CUCTEMAX HAa OCHOBI
Mo/jiesiel ynpaBJliHHS AOCTYNOM (MaHJaTHUX, IUCKPELiMHUX, POJIbOBHUX).

PH-25. 3abe3nedyBaTy BBeleHHS NiJI3BITHOCTI CUCTEMU yIPaBJiHHA AOCTYIIOM /10 €/1IeKTPOHHUX
iHpopmaniiHUX pecypciB i npoueciB B iHpopManiiHuxX Ta iHpopMaLiliHO-TeleKOMYHiKaliHiHUX
(aBTOMaATH30BaHUX) CUCTEMAX 3 BUKOPUCTAHHSAM XKypHaJliB peecTpallii noAil, ix aHanizy ta
BCTAHOBJIEHUX IIPOLleyp 3aXUCTY.

PH-26. BnpoBamxyBaTu 3aX0/j4 Ta 3a6e3MedyBaTH peaslisalilo npoLeciB nomnepeKeHHs OTPUMaHHIO
HECaHKI[i{0HOBAHOTO A0CTYY i 3axucTy iHpopMaLiiHUX, iHpOpMaLiHO-TeeKOMyHiKaLlitHUX
(aBTOMaTHM30BaHUX) CUCTEM Ha OCHOBI €TaJIOHHOI MO/ieJsli B3aEMO/Iii BiIKPUTHUX CUCTEM.

PH-27. BupiuyBaTu 3ajaui 3aXUCTy NOTOKIB JJaHUX B iHpopMaLiiiHUX, iHpopMariiliHo-
TeJIeKOMYHiKal[iiHUX (aBTOMaTH30BaHUX) CUCTEMAX.
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PH-28. AHani3yBaTH Ta NIPOBOAUTH OLiHKY e(eKTHBHOCTI Ta piBHS 3aXUILIEHOCTI pecypciB pi3HUX KJIACIiB
B iHbopMaliHUX Ta iHpOpMaI[iHHO-TeJIeKOMYHIKaI[iHHUX (ABTOMaTHU30BaHUX) CUCTEMAX B XO/i
MPOBeIeHHSI BUMPOOYBaHb 3TiZJHO BCTAHOBJIEHOI OJITHKY iHPpopMaIliiiHoi Ta\abo KibepOe3neKy.
PH-29. 3xilicHI0BaTHU OI[iHIOBAaHHS MOXJIMBOCTI peasizalii moTeH1ilHUX 3arpo3 iHpopmariii, 1m0
06p0619€ThbCA B iIHPOpMaLiiiHO-TesleKOMYyHIKaliiHUX cucTeMax Ta epeKTHUBHOCTI BAUKOPHUCTAHHSA
KOMIIJIEKCIB 3aC06iB 3aXHUCTy B yMOBax peastisallii 3arpo3 pi3HuX KJjaciB.

PH-30. 3giiicHI0BaTH OLIiHIOBaHHS MOXJIMBOCTI HECAHKL[iOHOBAHOTO JJOCTYIY Jl0 €JIEMEHTIB
iHpopMaliliHO-TeJIeKOMYHIKaI[iMHUX CUCTEM.

PH-31. 3acTocoByBaTH Teopii Ta METOAM 3aXUCTY JIJis 3ab6e31e4eHHs 6e31eKH eJIEMEHTIB
iHpopMaIliliHO-TeJIeKOMYHIKaI[iHHUX CUCTEM.

PH-32. BupimyBaTu 3aja4i yrpaBJ/iHHS poliecaMy BiTHOBJIEHHS IITATHOTO PYHKI[IOHYBaHHS
iHdpopMaliliHO-TeJIeKOMYHIKaI[iMHUX CUCTEM 3 BUKOPUCTAHHSM NPOLeAYP pe3epBYBaHHS 3TiIHO
BCTAHOBJIEHOI MOJITUKU GE3MEKU.

PH-33. BupimyBaTu 3a7ja4i 3a6e3mne4eHHs 6e31epepBHOCTI 6i3HeC MpolieciB opraHisalii Ha oCHOBI Teopii
PU3UKIB.

PH-34. [IpuiiMaTu y4acTb y po3po06I1ii Ta BIpOBa/XKeHHi cTpaTerii iHpopmaliiiHoi 6e3neku Ta/abo
KiGep6e3reKH BiJIMOBIIHO /10 Iijiel i 3aBJjaHb opraHisatii.

PH-35. BupimyBatu 3asa4i 3a6e3nedeHHs Ta CyIpoBO/ly KOMILJIEKCHUX CUCTEM 3axXUCTy iHpopmMallii, a
TaKO NPOTHU/Il HeCAaHKLLIOHOBaHOMY A0CTYyny A0 iHpopMaLiiiHUX pecypciB i npoLeciB B iHpopMaLiiHUX
Ta iHpopMalifHO-Te/leKOMyHiKaliHUX (aBTOMAaTU30BAHUX) CUCTEMAaX 3TiTHO BCTAaHOBJIEHOI MOJIITHKH
iHdpopMmarliiiHoi i\a6o kibep6e3neKu.

PH-36. BusBisiTH He6e3neuHi CUrHa/IM TeXHIYHKX 3aC06iB.

PH-37. BuMiptoBaTu napamMeTpu HebGe3NeYHUX Ta 3aBaJ0BUX CUT'HAJIIB Mij 4ac iHCTPYMeHTaIbHOT0
KOHTPOJII0 pOoIieciB 3aXucTy iHpopMariil Ta BU3Ha4YaTH ePpeKTUBHICTb 3aXUCTy iHopMarliil BiJ BUTOKY
TeXHIYHUMU KaHaJIaMU BiJIOBIJHO 0 BUMOT HOPMaTHBHUX JOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTY
iHpopmalii.

PH-38. [nTepnpeTyBaTy pe3y/bTaTH NPOBeAEHHS Clleljia/IbHUX BUMIPIOBaHb 3 BUKOPUCTAHHAM
TeXHIYHUX 32C06iB, KOHTPOJIID XapaKTEePUCTUK iHPOpMaIiiHO-TeJIeKOMYHIKalliHHUX CUCTEM BiJIOBiAHO
/10 BUMOT HOPMaTHBHUX IOKYMEHTIB CUCTEMHU TeXHIYHOI0 3aXUCTy iHdopMariil.

PH-39. [IpoBoauTH aTecTalito (CnMparyUch Ha 001K Ta 06CTeXKeHHs) PeXXUMHUX TEPUTOPIiH (30H),
NpUMilleHb TOLIO B YMOBAX J0/l€PKaHHS PEXXUMY CEKPETHOCTI i3 pikcyBaHHSIM pe3y/ibTaTiB y
BIZIMOBIHUX JOKyMEHTaX.

PH-40. [oTepnpeTyBaTH pe3y/ibTaTH NpOBeeHHA Cllelia/IbHUX BUMipIOBaHb 3 BUKOPUCTAHHAM
TeXHIYHUX 3ac06iB, KOHTPOJIIO XapakTepucTUk ITC BiANOBiJHO A0 BUMOT HOPMaTHUBHUX JJOKYMEHTIB
CHCTEMM TEXHIYHOTO 3aXUCTy iHopMalLlii.

PH-41. 3a6e3neuyBaTu HENEPEPBHICTh MPOIECY BeJleHHS XKYPHaJIiB peecTpalii mo/ii Ta iHUUJEHTIB Ha
OCHOBI aBTOMaTHU30BaHUX NPOLEAYD.

PH-42. BnpoBaKyBaTu NpoLecy BUsABJIEHHS, ileHTUiKaLii, aHa1i3y Ta pearyBaHHs Ha iHIUJIEHTH
iHpopMaliiiHoi i/abo kKibepbe3neKHu.

PH-43. 3acTocoByBaTH HallioOHaJ/IbHI Ta Mi>kHapOAHI perystoodi akTy B cdepi iHpopmaliiiHOI 6e3neku
Ta/ abo Kibep6e3neKHu A/ pO3C/aiAyBaHHS iHIUEHTIB.

PH-44. BupiumyBaTu 3aa4i 3a6e3neuyeHHs 6e3nepepBHOCTI 6i3Hec-poLeciB opraHisanii Ha OCHOBI
Teopii pU3UKIB Ta BCTAHOBJIEHOI CUCTEMH YIpaBJiHHA iHPopMaliiiHO0 6e3MeKo1o, 3TiJHO 3
BITYM3HAHUMHU TA MDKHAPOJHUMHU BUMOTraMU Ta CTaHAApPTaMU.

PH-45. 3acTocoByBaTH piHi K/i1acu noJiiTuk iHpopmauiiiHoi 6e3neku Ta/ abo Kibepbe3nekwy, 110
6a3yl0ThCS HA PU3UK-OPIEHTOBAHOMY KOHTPOJIi AoCTymy A0 iHpopMaliiHUX aKTUBIB.

PH-46. 3xilicHl0BaTH aHaJi3 Ta MiHiMi3alio pu3ukiB 06po6ku iHdopMmalii B iHpopmMaliiiHo-
TeJIEKOMYHiKallilHUX cCUCTeMaX.

PH-47. BupimyBatu 3aza4i 3axucty iHpopmariii, jo o6po6sisieTbes B iHpopMaLiiiHo-
TeJIeKOMYHIKaliHHUX CUCTeMaX 3 BAKOPUCTAHHAM Cy4YaCHUX MeTO/iB Ta 3aco6iB KpunTorpadiyHoro
3axucty iHpopmariil.

PH-48. BukoHyBaTu BpoBa/KeHHS Ta NiJTPUMKY CUCTEM BUSBJIEHHS BTOPTHEHDb Ta BUKOPUCTOBYBATH
KOMIOHEHTHU KpUntTorpadgivHOro 3axvcTy /s 3ab6e3nedeHHsI Heo6XiIHOrO piBHS 3aXULIEHOCTI
iHpopmMmarii B iHpopMmaliiiHO-TesleKOMYHIKalliHHUX CHCTEMaX.

PH-49. 3a6e3neuyBaTH HajiexkHe QYHKIIIOHYBaHHS CUCTEMU MOHITOPUHTY iHQopMalLiiHUX pecypciB i
npoleciB B iHpopMaIiiiHO-TeJIeKOMYHIKaI[iHHUX CHCTeMaX.
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PH-50. 3a6e3neyyBaT PyHKI[iIOHYBaHHS MPOTPaMHUX Ta MPOTPaMHO-aNapaTHUX KOMILJIEKCIB
BUSIBJIEHHS] BTOPTHEHDb Pi3HUX PiBHIB Ta KJACiB (CTATUCTUYHUX, CATHATYPHUX, CTATUCTUYHO-
CUTHATYPHHUX).

PH-51. [lizTpuMyBaTH npane3aTHICTb Ta 3a6e3Me4yyBaTy KOHQIrypyBaHHS CUCTEM BUSIBJIEHHS
BTOPTHEHb B iHpOpMaI[iHiHO-TeJIeKOMYHIKalliHHUX CHCTEeMaX.

PH-52. BUKopuCTOBYBaTH iHCTpyMeHTapil A/ MOHITOPUHTY HpoIleciB B iHpopManifiHo-
TeJIeKOMYHIKaliiHUX CHUCTeMaX.

PH-53. BupimyBaTu 33ja4i aHa/1i3y NporpaMHOro Koy Ha HasiBHiCTb MOXXJIMBUX 3arpo3.

PH-54. YcBioMJ/II0BaTH IIHHOCTI FPOMaAsHCbKOTO (BiJIBHOTO JeMOKPAaTHYHOI0) CyCHiJIbCTBA Ta
HeoObXiAHICTb HOr0 CTaJIoro pO3BUTKY, BEPXOBEHCTBA IPaBa, NpaB i cB060/ IIAWHHU i TPOMa/ITHUHA B
Ykpaiui.

06cAr AMCHUIIIHA

3aranbHuit o6car guctumiinu 120 rof. (4 kpeautu ECTS): siekuii - 16 roa., 1abopaTopHi po6oTu - 32
roJ., caMocCTiiiHa po6oTa - 72 roJ.

IlepeayMoBM BUBYEHHA AUCHMILIIHU (MpepPeKBi3UTH)

MaTteMaTu4HUM aHaJi3, JIiHiliHA anre6pa, Teopis iMoBipHOCTe# i MaTeMaTHU4YHA CTAaTUCTHKA, JJUCKpeTHa
MaTeMaTHKa, [HpopmaTuka, [IporpamyBaHHs, [I[paBoBe pery/oBaHHs Kibepbe3neKku.

0co06JIMBOCTI AUCHUILJIIHU, METOAH TAa TEXHOJIOTiI HaBYaHHA

B xoai BUKJIaJ@aHHA JUCUUILJIIHU BUKJIaZa4eM 3aCTOCOBYOTHCSA MNOSICHIOBAJIbHO-1JIFOCTPAaTUBHUM
(indopmarifiHo-pellenTUBHUI ) TA PENPOAYKTUBHHUM MeTOAY HaBYaHHA. B IKOCTi MeTO/1iB BUKJIaJaHHS,
sIKi HampaBJ/leHi Ha aKTUBIi3allil0 Ta CTUMYJ/I0BaHHS HaBYaJIbHO-Mi3HABa/JIbHOI JisI/IbHOCTI 3100yBauiB,
3aCTOCOBYIOTbCS pe3eHTalil, 6eciiy, iHAMBIAyasbHI TPyNOBiI HIPOEKTH, MalicTep-KJIacH.

IIporpama HaB4YaJIbHOI AUCLIUILIIHA

TeMM JIeKIiHHUX 3aHATH

Tema 1. Bcrym. Llisii Ta 3aBAaHHA HaBYa/IbHOI AUCHUILIIHY «MaTeMaTU4YHI OCHOBU KPUIITOJIOTII ».

Micue gucuuniing y HaB4yaabHOMY npoueci. CTpyKTypa, 3MiCT TeMaTUYHOTO IJIaHY BUBYEHHS
JUCLUILUIIHY; HaBYaJIbHO-METOANYHA JiTepaTypa. Oco61MBOCTI BUBUEHHS AUCHUILIIHY; popMU
KOHTPOJIIO 3HaHb, YMiHb Ta HABUYOK yY4HiB. HanpsaMu HayKkoBo-0C/1iAHOI pOOOTH CTYI€HTIB.

Tema 2. OCHOBHI NOHATTS KPUIITOJIOTII.

OcHOBHI MOHATTS KPUNTOJIOrii Ta KpUNTOaHa i3y: KpuntorpadiuHe nepeTBopeHHs iHpopMaliii,
BiZANpaBHUK Ta ojep:KyBau iHpopmaliii, kaHas 3B'A3KY, BiKpUTe MOBiOMIEHHS, KpUliTorpagivHUM
KJI10Y, IpoLiecy MUpyBaHHA Ta pOo3IKMPPYBaHH:A, KpUIITOTpaMa, KpuntorpadiyHa cucreMa, NpOTUBHUK
Ta Horo ataku. Metoau kpunrorpadiyHoro 3axucty iHpopmarnii Ta posb kpunrtorpadii y 3ab6esnevyeHHi
6e3neku iHpopmariii. OcHOBHI 3aBAaHHs Kpunrtorpadii: 3a6e3neuyeHHs1 BCTAHOBJIEHOTO PEXKUMY JOCTYIY
iHpopMalii, 3abe3neueHHs 1ijicHOCTI iHQopMalii, ayTeHTUIKallis aBTOpa NOBiOMJIEHHS.

Tema 3. MoaysiibHa apupMeTHUKa.

ApudmMeTHrKa niyiux yrces. MHOXXHWHA IJIKX YMcesi: 6iHapHi onepariii, po3nofii mijux gyuces, ABa
o6MexeHHA, rpad piBHAHHA noiny.Teopis noainbHOCTI. BracTupocTi. Bei moginbHuku. Halbinpumi
cnijibHUM AinbHUK. AnropuTM EBkiifa. Posmupenuit anroputm EBkiifa. JIiHilHiI AiodaHTOBI piBHSAHHS.
YacTHe pilieHHs. 3arajibHi pilieHHsA. MoyabHa apudmeTuka. Onepariii no Moayio.

Cucrema BiapaxyBaHb: Zn. [lopiBHAHHA. CUcTeMa BigpaxyBaHb. Kpyrosa cucremMa nosHa4deHb.

Onepauii B Zn. BnactuBocrTi. [HBepcii. AAUTHUBHA iHBepciA. MyJbTUINIIKAaTUBHA iHBepCid.

JlofaBaHHs | MHOKeHHS TabJinLb. Pi3HI MHOXKUHU 151 04aBaHHSA | MHO>KEHHS.

Tema 4. MaTpuui.

BusHaueHHs. Onepauii i piBHAHHA. PiBHicTb. CK/1aZjaHH4 | BifHiMaHHA. MHOxeHHd. CkangapHUi
MHOKeHHA. [leTepMiHaHT. [HBepcii. AjuTHBHA iHBepcid. MysbTuNIiKaTUBHA iHBepcisa. MaTpuni
BigpaxyBaHb. [lopiBHsAHHSA. JliHiliHe piBHSAHHS. JIiHiliHI piBHSAHHS 3 OJHUM HEBiIOMHUM, 1[0 MICTSTh
nopiBHAHHA. CHcTeMa JiHINHUX PiIBHAHB, 1[0 MiCTATb NOPIBHAHHA.

Tema 5. [IpocTi mndpwu.
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Kareropii npoctux mudpis. llluppu niacraHoBku. MoHoandasiTHi mndpu. AautuBauii mudp. ludp
3cyBy. llludp Liezapsa. MyabTUILTiKaTUBHI UG pU. MoHOoanbaBiTHH KUGP Mi/[CTAHOBKHU.
BaratoandasiTHi mudpu. ABTokmodeBui mudp. ludp [aekddepa. lludp Bixxenepa. udp Xinra.
OpHopa3oBuii 6J10KHOT. PoTopHuit mudp. Mamuna "Enirma”. KooBa kHura - 1oBiiHUK U dpiB.
[llndpu nepecraHoBkU. lllndpu nepecTaHOBKY 63 BUKOPUCTAaHHA KJto4a. KitoyoBi mudpu
nepectaHoBKU. 06'eTHaHHSA ABOX NigxoaiB. Kitoui. Bukopuctanus matpuilp. llludpu c noaBiriHOIO
NepecTaHOBKOI.

Tema 6. Anre6paiuHi CTPYKTypH.

['pynu. [oJte. oyt GF(2n). [Tosrinomu. Onepaunii. Moayab. [lonaBaHHsl. MHOXKeHHS1. MHOXKeHHS], 110
BHKOPUCTOBYE KOMII'10Tep. BUKopucTaHHs reHepartopa. [HBepcii. ATUTHUBHI iHBepcii. My IbTHILTIKAaTUBHI
inBepcii. /lonaBaHHA i BifHiMaHHs. MHO>XeHH4 i Ji/1eHHS.

Tema 7. CyuacHi 6/10k0Bi mudpu.

[lizcTaHoBKa, a60 TpaHCMO3Ullisd. bJIOKOBI MKGpPH K rpynoBi MaTeMaTHYHI TepeCTaHOBKH.
[ToBHOpO3MipHi K110490Bi U pu. lllndpu KiIrOYa YyacTKoBoro po3Mipy. llludpu 6e3 kiroya.
KoMnoHeHTH cydyacHOT0 6J10K0BOro mKUdpy. S-6/10ku. L{ukaiyHui 3cyB. 3aMiHa. Po36uTTs i 06'eTHAHHS.
CksiamoBi mudpu. PoscitoBanHs i nepeMiiyBaHHs. Paynu. /IBa kiacy ckiafijoBux mudpis. Mepexa
daiicTens.

Tema 8. DES.

3arasbHi nonoxeHHs. Ctpykrtypa DES. [louaTkoBi i kiHueBi nepectraHoBkU. Paynau. ®yukuis DES.
['eHepauis kiato4iB. BusjaneHHs 6iTiB nepeBipku. 3cyB BJiBO. [lepecTaHoBKa cTucHeHHS. AHani3 DES. S-
6s10ku. P-6s10ku. Yncso paysaiB. Cnabkocti DES. CnabkicTs B kitodi mudpy. baratopasose
3actocyBanHd DES. /IBopazosuit DES. Tpupasosuii DES. Tpupasosuii DES 3 fBoma kitoyamu.
Tpupasosui DES 3 TppoMa Ki1r09aMu.

Tema 9. CrangapT mudpyBanus 3a 'OCT 28147-89.

[TpyuHLMNY N06yA0BY aNropuTMy KdpyBaHHA. OCHOBHUIM KPOK Ta 6a30Bi UKJ/IM KPUIITOIIEPETBOPEHD
3a 'OCT 28147-89. Pexxumu Ta cxeMu po60TH pexxkuMiB mndpysanus 3a TOCT 28147-89.

Tema 10. [lludp AES.

Kpurepii. beaneka. BapricTe. Peanizaunis. Payngu. Ogununi nanux. bit. bait. CioBo. biiok. MaTpuusa
ctaHiB. CTpyKTypa KoxkHoro payHay. [ligctanoBka. SubBytes. InvSubBytes. [lepeTBopeHHs 3
BUKopucTaHHAM noJis GF. HesniHilHicTb. [lepecTanoBka. ShiftRows. InvShiftRows. 3mimyBanHs.
MixColumns. InvMixColumns. [lonaBanHs kiato4diB. AddRoundKey. PosmupenHs kitogiB B AES-128.
RotWord. SubWord. RoundConstants. Anroputm. PosmupenHss kitova B AES-192 i AES-256. Ananis
pPO3IIMPEHHS KJI04a.

Tema 11. lludp “Kanuua -256”".

CTpykTypa aaroputmy mndpyBaHHs. PexxruMu Ta cxeMu po60TH pexxuMiB muppyBaHHs 3a “KannHa -
256". [lokasHUKU Ge3neKau, onepaTUBHOCTI. BapTicTe. Peanizauis. Payngu.

Tema 12. [IpocrTi yncna.

BusHaueHHs. B3aeMHo npocTi yKcaa. KinbkicTs npocTux yuces. Yucao npocTux yucesl. Yucao npocTux
yuceJ, MeHIIUX n. [lepeBipka Ha npocTe yuchao. Pemero EpaTtocdena. Phi-dynkuis Eitnepa. Mana
Teopema @epma. [lepiia Bepcis. [lpyra Bepcis. logatku. Teopema Eitnepa. [lepiia Bepcis. [lpyra Bepcisi.
Jopartku. ['enepanis npoctux yuceJ. [Ipocti yncia MepcenHa. [Ipocti unciaa @epma. BunpobyBaHHs
MpPOCTOTH yHrces. [leTepMiHOBaHI airOpUTMH. AropuTM Teopii noAinbHOCTI. AKS-anroputm. IMoBipHicHI
anroputMu. Tect @epma. BunpobyBaHHs KBaZjpaTHUM KopeHeM. TecT Misiepa-Pa6ina. [Hinianizanis.
PekoMeH/10BaHi TeCTH NPOCTOTH 4uceJl. Po3kafiaHHA Ha MHOXXKHUKW. OCHOBHA TeopeMa apupMeTHUKHU.
Hait6inpuiunii cniibHui AinpHUK. HaliMeH1e cnisibHe KpaTHe. MeToAu PO3KJIaaHHS HA MHOXKHUKH.
MeTo/ nepeBipku po3noginom. Metox @epma. Metog Iossnapaa. PB (Rho) - metopn [Mosuiapaa.

Binbw edpexkTuBHI MeToau. KBaipaTuyHe pelieTo. PenieTo noJst yrces. IHui npo6emu. Kurtaiicbka
TeopeMa po 3aJIUILIKH.

Tema 13. KBaspaTuyHe NOpPiBHAHHA 3 MOAYJIEM.

KBazpaTuyHe nopiBHAHHA 3 MOJlyJIEM Y BUTJIsAi IpocToro yrcaa. KBagpaTuyHi BijpaxyBaHH i
HeBUpaxyBaHHs. Kputepiit Eitziepa. PilleHHs1 KBapaTUYHOTO NOPiBHAHHSA 3 MOJyJIEM V BUTJIsAA1
npocToro yucia. KBajgpaTuyHe NopiBHAHHA N0 CKJIaZeHOMY MOAyJ/t0. CKJIaJHICTh.

[lifHeceHHs go cTyneHto i jorapudmu. llIBugke nigHeceHHs B cTyniHb. Jlorapudm. [IoBHUI epebip.
JuckpeTHu# orapudm. PilneHHs MOoAy/IbHOTO Jiorapu$Ma 3 BUKOPUCTAHHAM JUCKPETHUX JIorapuQmiB.
Tema 14. Kpunrtorpadiuni rem-dyHkiiii.

[inicHicTh moBimoMaeHHsA. PyHKLIT remryBaHHA Ta WiJiCHICTb JaHUX. BUMoOTH 10 GYHKIIN remnyBaHHs.
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BunazakoBa Mojiesnib Oracle. ITepaTuBHa reu-pyHkiis (cxema Mepkens-/lamrapaa). lanaxect
noBigomsieHHs1 (MD). AnroputM 6e3nedHoro remyBadHs (SHA).

['em-gyHKIii, 3acHOBaHI Ha 6J109HMX mMKbpax (cxema Pabina, cxema Miaryui-IlpeHesns. SHA-512.
Whirlpool. T'emi-anroputm “Kynuna-256".

Tema 15. Kpunrtorpadiuyna cuctema RSA.

Beryn. Kintoui. 3arasnpha iges. OpuriHaibHuN TeKCT / 3amnudpoBaHuii TekcT. llludpyBanus /
nemudpyBadHs. [loTpeba B 060X KpunrtocucteMax. "JlaziBka" B 0JHOCTOpOHHBOI yHKILii. DyHKIIII.
PaHieBa kpunrtocucrema. BusHauenHs. Cynep36isibiineHHs KopTexy. CekpeTHa 3B'I30K 3
BUKOPUCTAHHAM paHugd. ['eHepanis kiatodiB. [lludpanis. Jemudpanis. JlaziBka. Kpunrorpadpiynui
cuctema RSA. Beegenns. [Ipoueaypa. IBi anre6paiuti ctpykTypu. ['eHepariis kiatodis. [llndpyBaHHs.
JemudpyBanHus. Jlesgki TpuBiaibHI NpUKIaU.

Tema 16. Kpuntocuctembl PabuHa u 3ib-I'amans. Anroputm [Auddu-XennimaHa.

[Ipouexaypa. 'eHepania kitodiB. [lludpysanusa. JemudpyBaHus. be3neka kpunrorpadiuHoi cucteMu
Pa6uHa. Kpunrtorpadiuna cucrema Enp-Tamans. [Ipoueaypa. 'eHepanis kitouiB. [lludpyBaHHS.
JemudpyBaHHsd. AHai3 6e3neku KpuntocucteMu Enb-I'aMmans. ATaku Majioro MoayJisi. ATaka 3HaHHS
BUXifHOTO TeKCTy. AnroputM Jludpodu-Xennmana.

Tema 17. KpuntocucteMu Ha OCHOBI METO/Y eJIINTUYHHUX KPUBUX.

PiBHAHHA eslinTU4YHOI KpUBOI. CUHTYJIApHI Ta HECUHTYJIAPHI KpuBi. Onepauil 3 ToukamMu. BUkopucTaHHA
eJIiNTUYHUX KpUBUX y Kpunitorpadii. Exintuyni kpusi B fificHux uncnax. AbeseBa rpyna. [pyna i noe.
Enintuyni kpusi B GF(p). 3HaxopkeHHs iHBepcii. 3Haxo/[KeHHSI TOYOK Ha KpUBiil. CKyIaZilaHHSA JBOX
TO4YOK. MHOXKeHHSI TOYKH Ha KOHCTaHTYy. Enintuuni kpusi B GF. Kpuntorpadis eninTuyHoi KpuBoi, 1110
Moze o€ KpunrocucteMmy Enb-T'amans. 'enepania 3araJlbHOLOCTYNIHUX | IPUBAaTHUX KJIIOYIB.
[lludpysanHs. JemudpysaHHus. [lopiBHAHHSA. Be3neka MeToAy 3 BUKOPUCTAHHSM eJJiNTUYHOI KPUBOI.
Poamip Mmoay.id.

Tema 18. Hudposuii nigmnuc.

Kounuenuis nudposoro nignucy. Ipornec nudposoro nignucy. Cayx6u 6e3neky, 3abe3nedeHi uudpoBum
nianucoM. Ataku upoBux nignucis. Cxemu nudposoro nignucy (RSA, Eab-T'amans, [llHopa, DSS,
eJlinTHYHOI KpuBoi). [Iporpamu nudppoBoro miamucy.

Tema 19. [IceBaoBuNaaKoBi yucaa y Kpunrorpadii.

[lepeBaru Ta nepcneKTUBY BUKOPUCTAHHS IOTOKOBUX CUCTEM WIKPpPYBaHHS. BukopucTtaHHs
BUIIa/IKOBUX uKces (BUIIaAKOBICTb, HenepeabauyBaHicTh). [bkepesa BUnaZKoBux yuces. ['eHepaTopu
MCeB/I0BUNA/IKOBUX YHCeJI: [UKIIIUHe IHUPPYBaHHS, PEXXUM 3BOPOTHOIO 3B'I3KY MiC/51 BUXOAY,
reHepaTop nceBgoBunaaxkoBux uuces ANSI X9.17, renepaTtop BBS, niHiHHO-KOHIPDYEHTHUN METO/], METO/,
®i6oHaui 3 3aTpuUMKoOI0. [lepeBipka siKOCTi po60TH reHepaTopa ICEBAOBUNAAKOBUX YUCE.
[TocaioBHOCTI MakcHMMaJIbHOI JIOBXKMHU. AHaJIi3 IICEBIOBUITIAIKOBUX IOC/IiJOBHOCTEH.

Tema 20. KpuntoaHasis.

[Mpunnunu Kepkroddca. Kpunroananis. 3arasbHi MeToAM KpUNITOAHAII3Y: METO/, rpy0OOi CUJIH,
KOMIPOMICH Yac-pocCTip, BeCeJKOBi TabuLi, aTaku CJlai/iB, KpUNTOaHa i3 xell-QyHKIiH,
KpHUIITOAHaJIi3 reHepaTopiB BUNAIKOBUX yHces. JIiHIMHUN KpyunToaHasli3. 3arajJbHUi orjasa. AIrOpuTMU
Mauyi. Jlinifini BUpa3u g S-60kciB. Jlema Manyi npo HarpoMmamxeHHs. [lludp Easyl JliHiiiHi BUpas3u Ta
BiHOBJIeHHA KtoviB. JliHiiHMN KpunToaHati3 DES. MHouHHI JiiHiHH]I Ha6/IMKeHHS. 3HAX0PKeHHSA
JiHiHUX BUpasiB. Koa aiHiliHOTO KpunToaHaisy. ludepeHniaibHui KpunToaHatis. 3arajbJaHAN
orssj. [losHaueHHs. ludepenuianu S-Box. [loefHaHHA xapakTepucTUK S-Box. BuBeeHHs kitouda. Koa
AudepeHLialbHOTO KpUnToaHanizy. JudepeHiaibHuii KpuntoaHanis mndpis Peiicrensi.
JudepeHnianbHO-TiHIKHUN KpUNITOAHAII3. YMOBHI XapakTepucTUKU. JludepeHiaau BULOTO HOPAAKY.
Yciveni qjudepennianu. Hemoxxnuei nudepeniianu. Ataka 6yMmepanra. [HTepnosisiiiiHa aTaka. ATaka
MOB'sI3aHUX KJIIOYiB.

Temn NPAKTUYHHUX 3aHATH

[IpakTH4Hi po6OTH B paMKax AUCLUIIIHU He epe/i0avyeHi.

Temu 1a60paTOPHUX POGIT

Tema 1. 3HaliOMCTBO € 060JI0HKOI0 BUKOHAHHS J1ab0PaTOPHUX POOIT 3 KpunToJiorii. [HCTpyMeHTH
niZIroToBKY iHpopMalii /151 BUKOHaHHS JJab0paTOPHUX POOIT.
Tema 2. locnigxeHHs CydacHUX 6JI0YHUX CHMETPUYHUX UQPIB Ta pexKUMiB M PpPyBaHHS.
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Tema 3. llludpyBaHHs Ta AemindpyBaHHA y KM dpax NiJIcTAHOBKU Ta nepecTaHoBKU. llludppyBaHHs Ta
JemndpyBaHHs y pOTOPHUX MalInHax «ExirmMa».

Tema 4. [locnimxkeHHs CydacHUX 6JI0YHUX CHMETPUYHUX MUPIB Ta pexKUMiB NP pPyBaHHS.
JlocslipKeHHS CyYacHHUX aCUMETPUYHUX KPUIITOCUCTEM IIUPYBaHHS.

Tema 5. BukoHaHHs1 KpuntTorpadiyHux nepetrBoptoBaib y DES. 'eHepariis kitouelt y DES.

Tema 6. BukoHaHHs KpunTorpadiynux nepetrBoptoBanb y AES. 'eHepanis kiatoveit y AES.

Tema 7. [eHepyBaHHSA Ta A0CJiPKeHHS rell-QyHKI .

Tema 8. 'eHepariist kitouiB B cucteMi RSA. [lludppyBanHs Ta femudpyBaHHs. BUukoprucTaHHs Ta
JloCJiPKeHHsT KpuntTocucteM PabuHa, Enb-I'amans ta anropurMa Juddi Xennimana.

CamocriiiHa po60Ta

CamocrTiliHa po6oTa CTy/ZleHTa € OJHi€l0 3 popM opraHizaliii HABYaHHs, OCHOBHOI0 GOPMOI0 OBOJIOAiHHA
HaBYaJIbHUM MaTepiaJioM y BIJIbHUU BiJi ayIUTOPHUX HaBYaJIbHUX 3aHATH Yac. [lig yac camocTiiHoi
POGOTH CTY/IEHTH BUBYAIOTH JIEKI[IMHUI MaTepiaJ, FOTYIOThCS 10 1a60paTOPHUX POOIT, KOHTPOJIbHUX
po06iT, 3a/iKiB Ta icnuTiB. CTyIeHTaM TaK0X peKOMEHAYIOThCS 101aTKOBI MaTepiasau (Bigeo, ctaTTi) s
CaMOCTiIMHOT0 BUBYEHHS Ta aHaJi3y.

HedopmasibHa ocBiTa

B pamkax HedopMaJsibHOI OCBiTH 3TifiHO BianoBigHoro [losoxkeHHs (http://surlli/pxssv), ocBiTHs
KOMIIOHEeHTa abo il OKpeMi TeMH MOXyTb 6YTH BpaxOBaHO Y pa3i caMOCTiiHOr0 NPOXOAKeHHSs
npo¢eciiHUX KypciB/TpeHiHTiB, OTpUMaHHs rPOMaJITHCHKOI OCBITH, OHJIAlH O0CBiTH, TpodeciiiHOTO
CTaKyBaHHA TOLLO.

3a JaHUM KOMIIOHEHTOM BpaxyBaHHS TeM, Y pasi ycIillHoro 3aBeplieHHs KypciB, He epe6adyeHo.

JliTepaTypa Ta HaBYaJ/IbHiI MaTepiain

OcHoBHa JiiTepaTtypa:

1. €Bcees C. I1. Kibep6esneka: Kpuntorpadis 3 Python: HaBuasibHU# noci6HUK. - JIbBiB “HoBuUit cBiT-
20007,2021.-120c.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

2. €Bcees C. II. Kibepb6esmneka: JJabopaTopHU NPAaKTUKYM 3 OCHOB KpunTorpadiuHoro 3axucty. - JIbBiB
“HoBuii cBiT-2000”, 2020. - 241 c.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

3. €Bcees C. [I. Kibepbesneka: cyyacHi TexHoJorii 3axucty. / €BceeB C. I1, Octanos C. E., Koposabs O.T. //
HaByasibHUM MOCIOHUK AJ1S CTYIeHTIB BULUX HABYaJIbHUX 3akaaAiB. JIbBiB: “HoBuit CiT- 20007, 2019. -
678 c.
http://ns2000.com.ua/wp-content/uploads/2019/11/Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf.
4. Texnouiorii 3axucty iHdpopmauii./ C. E. Octanos, C. I1. EBcees, O.I'. Koposb. - YepHiBui : YepHiBelbKU
HarjioHa/JbHUM yHiBepcuTeT, 2013. - 471 c. http://kist.ntu.edu.ua/textPhD /tzi.pdf.

5. €scees C. [1. Kibep6e3neka: ocHoBU KoAyBaHHs Ta kpunrtorpadii/ C. I1. EBcees, O. B. Minos, C. E.
Ocramnog, O. B. CeBepinoB. - XapkiB: Bua. “Hoswuii CBiT-2000”, 2023. - 657 c.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju.

JloaaTKoBa jiTepartypa :

6. €Bcees C. [1. Kibep6e3neka: JlabopaTOpHUN NPAaKTUKYM 3 OCHOB Kpuntorpadiunoro 3axucty. - JIbBiB
“Hoswuii cBiT-2000”, 2020. - 241 c.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

7.Bo6asno 10. {1, TopbaTuii L. B. (pea.) [ndopmaniiiHa 6e3neka. HaBuanibHUM NOCIOGHUK. — JIBBIB :
BupaBHuLTBO JIbBiBCbKOI mosriTexHiky, 2019. - 580 c. - ISBN 978-966-941-339-0
http://pdflib.vntu.edu.ua/books/2020/Bobalo 2019 580sec.pdf

8. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov and others. — Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p.
https://drive.google.com/drive /u/1/folders/1wOTN8N-GBGO06AnviQHU1SdBI3xCaUju

9. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S. Os-
tapov, O. Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p.

MamemamuuHi ocHo8U Kpunmosozii
1885

HauionaAsHuit TeXHIYHUI YHIBEPCUTET
«XapKiBCBKMIT HOAITEXHIYHMI IHCTHTY T »



http://surl.li/pxssv
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http://kist.ntu.edu.ua/textPhD/tzi.pdf
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https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju

https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju

10. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. — Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p.

https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju.

CucremMma oOLiHIOBAaHHA

Kpurepii onjiHI0OBaHHA yCHIIMHOCTI CTyA€HTa IlIkasa oniHIOBaHHA

Ta po3moAi 6asiB Cyma HauionasbHa oLiHka ECTS
Basin HapaxoBYIOThCS 32 HACTYITHUM 6asiB
CHiBBiJHOLIEHHSIM: 90-100  BigmiHnHO A
e jlabopaTopHi po6oTu: 40% ceMecTpPOBOI OLiHKY; 82-89 Jo6pe B
e caMocTiliHa po6oTa: 10% ceMecTpoBOI OL[iHKY; 75-81 Jo6pe C
¢ KOHTpOJIbHA po6oTa: 10% ceMecTpoBOI OL[iHKY; 64-74 3al0BiJIbHO D
e iciuT: 40% ceMecTpOBOI OLLIHKU 60-63 3a0Bi/ILHO E
35-59 HesazoBinbHO FX
(moTpi6He JoAATKOBE
BUBYEHHS)
1-34 HesazoBisbHO F
(moTpi6He MOBTOpHE
BUBYEHHS)

HopmMu akaaeMiyHOI eTHKM i OJIITUKA KYpCYy

CTyleHT NOBUHEH J0TpUMyBaTUCcA «KoJlekcy eTUKHU akaieMiYHUX B3a€EMOBITHOCHH Ta 106pOYeCHOCTI
HTY «XIIl»: BUABAATH AUCUUILIIHOBAHICTh, BUXOBAHICTBh, J060PO3UUYJINBICTD, YECHICTB, BiANIOBIAABHICTb.
KoHouikTHI cuTyarniii NoBUHHI BiIKPUTO 0GroBOPIOBATHUCSA B HABYAJbHHUX I'PyIax 3 BUKJIAAaueM, a IpU
HEMOXJIMBOCTI BUpilleHHS KOHQJIIKTY — JOBOJAUTHCSA A0 BijoMa crliBpoGiTHUKIB JUPEKIII] IHCTUTYTY.
HopMaTrBHO-IpaBoBe 3a6e3MeyeHHsI BIPOBaXKeHHs NIPUHLUINIB akajeMiuHoi fo6podecHocTi HTY
«XI1I» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/

IloroaxeHHsA
Cunabyc noroxeHo 3aBifyBau kadeapu
28.08.2024 = 5 Cepriit EBCEEB
['apanT OIl
28.08.2024 = Cepriit EBCEEB
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