Cu1adyc OCBITHBOI'0O KOMIIOHEHTA
[IporpamMa HaB4YaJIbHOI AUCLUILJIIHA
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TexHoui0riI IpOorpamyBaHHsA

[Tudp Ta Ha3Ba cneliaJbHOCTI [HCTHUTYT
257 - YupassiHHs iHpopMalliiiHO 6e31MeKo0 HHI koM roTEpHUX HAyK Ta iHpopMaIinHUX
TexHoJiorii (320)

OcBiTHA porpama Kadenpa

YnpaBsiHHg iHpopMaliiiHo 6e3neKoro Kibep6esmneku (328)

PiBeHb ocBiTH Tun gucuunJaiHu

Bakanasp CrenianbHa (dpaxosa), 060B'sA3k0Ba
Cemectp MoBa BUK/1alaHHSA

3 YkpaiHcbka

Buksazadi, po3po6GHUKHU

TKAYO0B AHapiit MuxainsioBud

andrii.tkachov@khpi.edu.ua
KaHaugaTt TexHiYHUX HayK, CTaplIUi HAYKOBUU ciBpo6iTHUK Kadepu
Kibep6esneku HTY «XIII».

KinbkicTh HayKkoBuUX Ny6JtikaLii: 6iapuie 60 ny6Jtikauii, 25 ctatedl y
3aKOp/J0HHUX BHU/IaHHAX Ta GaxOBUX BUJAHHAX YKpaiHy, 6 MaTeHTiB Ha
KOPUCHY MO/ieJib, FapaHT OCBITHbO-NIpodeciiHOi NporpaMu nepioro
(6akasiaBpcbKoOro) piBHSA BULL0I ocBiTU. [IpOBigHUI JI€KTOD 3 AUCLUILIIH:
«MepexHe nporpaMmyBaHHs», «Po3po6ka Ta aHasi3 aaropuTMiB», «TexHosoril
nporpamyBaHHs» , «|lHCTpyMeHTa/IbHi 3ac06U nporpaMmyBaHHs», «Be6
6e3neka», «OCHOBU TEXHIUHOI0 3aXUCTy iHpopMalii», y CTyeHTIB
6akaJiaBpiaTa Ta MarictpaTypu.

JleTasibHillle PO BUKJIaJa4ya Ha CalTi kadeapu
3arasbHa iHpopmanisa

AHoTanisa

HaByasibHa gucyuniina "TexHosorii nporpamMmyBaHH:A" € 060B I3KOBOIO HaBYaJIbHOI0 AUCLHUILIIHOIO.
Jucuuniida cnpssMoBaHa Ha GOPMYBaHHS Y CTYAEHTIB TEOPETUKO-NTPAKTUYHOr0 6a3UCY L0J0 CYYaCHUX
nizaxoniB y chepi mporpamMyBaHHs Ta iX BHPOBa/PKeHHsI Y p06OTY Be6-0piEHTOBAaHUX CUCTEM. BUBYEHHS
JYCLUILIIHY 3a6e3ne4ye npodeciiiHui pO3BUTOK Ta CIPsIMOBaHa Ha JJOCJIi/)KeHHsI IPOLIeCiB BUSABJIEHHS
3HaHb, 0BOJIOJiHHS CYYaCHUMH TE€XHOJIOTiSIMHU Ta 3ac06aMH NPOTrpaMyBaHHSI.

MeTa Ta niJji AMCIUILIIHA

BuBYeHHS TEXHOJIOTiN MporpaMyBaHHS, NPUAGAHHS CTYleHTaMH1 3HaHb i HABUKIB B 06/1aCTi pO3p0o6KHU
aJITOPUTMIB, CTBOPEHHS], TPAHC/IsALil Ta HaJlaroJ)KeHHs NPUKJIaJHUX IporpaM, 3aCTOCyBaHHA 6i6J1ioTek
Ta MOAYJIB JJ/I1 CTBOPEHHS NPOrpaHKX 3abe3eyeHHs [/ BUpilleHHs 3aJa4 aHasli3y Ta 3aXUCTy
iHpopMaLifHUX CUCTEM.

dopmar 3aHATH

Jlekii, 1a6opaTopHi po60TH, caMoCTiiHA po60Ta, KOHCYAbTAallil. [1i/IcyMKOBHI KOHTPOJIb — iCITUT.


mailto:andrii.tkachov@khpi.edu.ua
https://cybersecurity.kpi.kharkov.ua/ткачов-андрій-михайлович/

KoMneTreHTHOCTI

K3-3. 31aTHicTb 10 a6CTPaKTHOT'O MUCJIEHHS], aHaJli3y Ta CUHTE3Yy.

K3-6. 3paTHicTb A0 noiykKy, 06po6JieHHs Ta aHai3y iHpopmarii 3 pisHUX mKepedt.

K3-7. 3maTHicTh BUKOPUCTOBYBATH iHGOpMalliiiHi Ta KOMYHiKall[iiiHi TexHoJIoTii Ta dopMyBaTH CUCTEMY
iHpopMaliliHO-aHaJIITUYHOTO 3a6€e3MeYeHHs MATPUMKH NPUUHSATTS YIIPaBJIiHCbKHUX PillleHb 1010
CHCTEeMM yIpaBaiHHA iHpOpMalliliHOO 6e3MeKOo10.

®K-1. 3gaTHiCTh BUKOPUCTOBYBATH 6€3MEKOBI PEXXUMU I1iJl YaC BUKOHAHHS CJIY»KOOBUX 000B’SI3KiB.
®K-2. 3paTHicTh aHa/i3yBaTH Ta BU3HAYATH MOJIITUKY Ta CTpaTeril 3abe3mnev4eHHs] 3aXUCTy iHOpMallii.
OK-3. [IpoekTyBaTH CUCTEMHU yIIPaBJIiHHSA Ta 3aXUCTy iHPopMarlii Ha mignpuUeMCTBi ycTaHOBI,
oprasiszaunil.

®K-5. 3paTHicTh y3araJibHeHHS BITYU3HSIHOIO Ta 3aKOPJOHHOTO JOCBily 3 MUTaHb yIPaBIiHHSA
iHbpopMalliliHOO Ge3MeKor0.

©®K-9. 3naTHicTh opranizaliii pearyBaHHsI Ha 3arpo3u Ha 06’€KTax KpUTUUHOI iIHQPaACTPYKTYPH,
yCTaHOBAX Ta MiANPUEMCTBAX.

®K-10. 3gaTHicTh 3a6€e3Me4yBaTH HeNepepBHICTb 6i3HECY 3TifHO 3 BCTAHOBJIEHO) MOJIITUKOIO
iHpopMaIliiiHOI 6e3MeKH.

Pe3lebTa'm HaBYaHHA

[TPH-3. BmiTH 3a /[01TOMOro0 abCTPaKTHOIO MUCJIEHHS, aHa/li3y Ta CHHTE3Y OLIiHI0OBAaTHU pe3yJbTaTH
npodeciitHoi fisiibHOCTI Ta 3a6e3ne4yBaTH ii AKiCTb, 6yTH KPUTUYHUM i CAMOKPUTUYHUM,
HaroJIerJIMBUM IL0J[0 TOCTaBJIEHUX 3aB/aHb i B3ATUX 3000B’A3aHb.

[IPH-6. BnpoBaaxyBaTH npolecy, 1[0 6a3yI0ThCs Ha HalliOHaJIbHUX Ta MXKHAPOJAHUX CTaHAAPTAX,
BUsIBJIEHHS, ineHTUdikalil, aHami3y Ta pearyBaHHs Ha iHIHUAeHTH iHpopMaLiiiHOI 6e3neku

[IPH-7. BMiTH po3p06JIsiTH KOMILJIEKC OpraHizaliiHUX 3ax0AiB 11010 pOopMyBaHHS CUCTEMU yIPaBJIiHHSA
iHpopMalliliHOI0 6e3MeKOoI0.

[IPH-8. BMiTH BUKOPUCTOBYBAaTHU Cy4acHe NpOrpaMHo-anapaTHe 3abe3nedyeHHs iHpopMaliiiHo-
KOMYHiKal[iHHUX TeXHOJIOTiH 111010 GopMyBaHHs CUCTEMHU ynpaBJ/iHHA iHpopMarlifiHoi 6e3neKu.
[IPH-9. BMiTH BUKOpUCTOBYBaTH 6€3MEKOBI pe>KMMH MiJ;, Yac BUKOHAHHS CAY»K00BHUX 000B’SI3KiB.
[TPH-10. BMiTu aHa1i3yBaTH BUKJMKHU Ta 3arpo3u iHpopMarliiiHoi 6e3neku 06’ €eKTiB KpUTUIHOI
iHppacTpyKTypH Ta cCMHTe3yBaTH iHpopMaLlilo 1110710 po3p06IeHHS Ta peaslisauil cTpaTerii Ta MoJIiTUKH
Oe3neKHu.

[IPH-11. BMiTu 3a6e3mnedyBaTH NPOLeCH 3aXHUCTY Ta PYHKIIOHYBAHHS CUCTEMHU YIIPaBJIiHHSA
iHpopMaLiliHOI0 6e3NeKOol0 Ta 3aXUCTy iHQopMarlil Ha 0CHOBI NPaKTUK, HABUYOK Ta 3HaHBb, 1[0/0
iHppacTpykTypH KibepdisuuHux cucteM Ta iHpopMaLiHUX MOTOKIB.

[IPH-12. BMiTH BUKOPUCTOBYBAaTH NPOTrpaMHi Ta NporpaMHoO-anapaTHi KOMILJIEKCH 3aXUCTy
iHpopManiliHUX pecypciB.

[IPH-13. BmiTu BUpilyBaTu 3a/jaui 3abe3neyeHHs Ta CyNpoOBOAY (B.T. YUCJIi: OTJISA/l, TECTYBaHHS,
niZ3BiTHICTH) cucTeMu ynpasJiiHHA iHpopMaliiHOl 6e31eKH 3TiiHO BCTAHOBJIEHOI NOJITHKY 6€3MeKU B
iHpopmMaLiiHO-KOMYHIKaL[iHHUX CUCTEeMaX.

[IPH-14. BmiTu BUpimyBaTu 3a/jaui ynpaBJ/liHHs npoueaypaMu ifenTudikarnii, aBTeHTUdiKaLi],
aBToOpHU3alil npoLeciB Ta KOPUCTYyBauiB B iHpopMaLiliHO-KOMYHIKalliHHUX CHCTEMaXx 3TigHO
BCTAHOBJIEHOI NO/MITUKY iHpopMaLiiiHOl 6Ge3neKH.

[IPH-16. BmiTu peasizoByBaTH 3aX0/H 3 NPOTUAII OTPUMAHHIO HECAHKLIIOHOBAHOI'O AOCTYIY 0
iHpopMaliliHUX pecypciB i mpoleciB B iHpopMaliiHO-KOMYHIKaLlilHUX CUCTEMAaX.

[IPH-17. BmiTu po3B’si3yBaTH 3ajad4i ynpasJiiHHs iH$opanifiHoo 6e3nekoto B iHpopMaLiiiHo-
KOMYHIKaI[iHHHUX CHCTeMaX Ha OCHOBI Mo/ieJiel yIpaBJIiHHSA 6e31eKOI0.

[TPH-18. Po3yMiTH 0CHOBHI TEOpETHUYHI MOHATTS, 3aCTOCOBYBATH HAOYTi NpaKTU4YHI HABUYKHU
JlOCJIi/PKEHHS Ta MiATOTOBKHU JOKYMEHTIB, iX NpaBUJbHOT0 BUKOPUCTAHHS B yIPaBJIiHChKIH AiAIbBHOCTI.
[IPH-19. BMiTu BpoBa/[)KyBaTH 3ax0/H Ta 3ab6e3nedyBaTH peaJsiizaliio MpoueciB nonepemKeHHs
OTPUMaHHIO HECAHKLIIOHOBAHOT0 JOCTYNY i 3axucTy iHpopmanil B iHpopMaLiitHO-MyHiKa[iHHUX
CUCTEMaX.

[TPH-20. BMiTu aHanisyBaTH Ta NpOBOJUTH OLiHKY e(peKTHUBHOCTI Ta piBHA 3aXUILeHOCTi iHpopMaliiHUX
pecypciB B iHbOpMaliiiHO-KOMYHIKa[ilHUX CHCTEMaX 3Ti/JHO BCTAHOBJIEHOI NOJIITUKHY iHPopMaIiiHOI
6e3neKHu.
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[TPH-21. BmiTu 3acTocoByBaTH Teopil Ta MeTOAY 3aXUCTY JJ151 3a6e3neueHHs 6e3MeKHu eJleMeHTIB
00’€KTiB KpUTHUYHOI iHQPACTPYKTYPH, KibepdisUIHUX CUCTEM Ta iHPOpMaI[iHHO-KOMYHiKaliHHHX
CUCTEM.

[TPH-22. BmMiTu 3acToCcoByBaTH HallioHa/NIbHI Ta Mi>kHapoHi peryasaTopu B chepi iHpopmMmariiiHoi
6e3neKH 11040 PO3C/iAyBaHHSA KOMI'IOTEPHUX iHLIU/IEHTIB.

0o6car AMCHUMILIIHU

3arasnbHuM o6car auciumtinu 150 rog. (5 kpeautis ECTS): sekiii - 32 rog., 1abopaTopHi po6oTu — 32
roJi., caMmocTtiiiHa po6oTa - 86 ro.

IlepeagyMoBY BUBYEHHS AMCHUIUIIHY (IpepeKBi3UTH)

OcHOBM nporpaMyBaHHSI.

0co06JIMBOCTi AUCHUIJIIHH, METOAHM TAa TEXHOJIOTiII HaBYaHHA

B xoAi BUKJIaJaHHs JUCLIMILIIHY BUKJ/IaJladeM 3aCTOCOBYIOThCS OSICHIOBAJIBHO-IJIIOCTPAaTUBHUN
(indpopmanifiHO-peLleNnTUBHUN) Ta peNPOLYKTUBHUIN MeTOAM HaBYaHHA. B AkocTi MeTo/iB BUK/Ia/laHHS,
sIKi HanpaBJ/leHi Ha aKTUBi3allil0 Ta CTUMYJIIOBaHHSI HaBYaJ/lbHO-i3HABaJ/IbHOI JislJIbHOCTI 300yBayiB,
3aCTOCOBYIOTbCS pe3eHTalil, 6eciiy, iHAMBIAyasbHI TPyNOBI NIPOEKTH, MaliCTep-KJIaCH.

[Iporpama HaBYaJIbHOI AUCLUUIIIIHUA

Temu JIeKI[IHHUX 3aHATH

Tema 1. BcTyn f0 Kypcy.

OCHOBHI NOHATTSA Ta TEPMiHHU.

Tema 2. Cy4acHi TeXHOJIOTII MporpaMyBaHHSI.

Ors1 Ta NOPiBHAHHA Cy4aCHUX NapaJyrM Ta TEXHOJIOTIH MporpaMyBaHHS.
Tema 3. CyuacHi cepeoBHIla PO3POOKHU.

[HTerpoBaHi cepeZj0BUILA PO3POOKH IPOrPaMHOI0 3abe3MeYyeHHs.

TeMma 4. Po60Ta 3 CTpyKTypaMu JaHUX.

CTpykTypHu AaHuX. [IpefcTaBieHHs Ta BAKOPUCTAHHA CTPYKTYP JaHHUX.

Tema 5. Po6oTa 3 dpaitiamu.

Hoctyn go ¢paitnis. Oneparii 3 daiiamu.

Tema 6. OCHOBHI Moy JII.

[ligkaro4eHHa MoAyJ1iB. BUKOpHUCTaHHSA Ta KOMIIOHYBAaHHSA MOJY.JIIB.

Tema 7. 06'ekTHO-OpiEHTOBaHe MpPOrpaMyBaHHS.

[lapagurma 06'eKTHO-OPiEHTOBAHOT O IporpaMyBaHH4. [IpyuHIUMIIN, 0COBJIUBOCTI.
Tema 8. TexHoJI0TIi KOHTPOJIIO BEPCii.

BukopurcTaHHA TEXHOJIOTIH KOHTPOJIIO BEPCil y Cy4YaCHUX IHTeIrpOBaHUX Cepe0BUIaX NPOrpaMyBaHHH.

Temu NPAKTUYHHUX 3aHATD

[IpakTU4Hi pO6OTH B paMKax JUCHUILIIHU He Nepei6aveHi.

Temu 1a60paTOPHUX POGIT

Tema 1. Bctyn f0 Kypcy.

Tema 2. Cy4dacHi TexHoJIOTii TporpaMyBaHHS.
Tema 3. CyuacHi cepeioBHIIa PO3POOKH.

Tema 4. Po60oTa 3 CTpyKTypaMH JaHUX.

Tema 5. Po6oTa 3 dpaitiamu.

Tema 6. OcHOBHI Moy i.

Tema 7. 06'eKTHO-OpiEHTOBaHEe MPOrpaMyBaHHS.
Tema 8. TexHoJ10Tii KOHTPOJIO BEPCiK.
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CamocriiiHa po60Ta

CamocrTiliHa po60Ta CTy/leHTa € 0/jHi€l0 3 popM opraHizaljii HaBYaHHS, OCHOBHOIO GOpPMOI0 OBOJIOAIHHSA
HaBYaJIbHUM MaTepiaJioM y BIJIbHUU BiJi ayIUTOPHUX HaBYaJIbHUX 3aHATH Yac. [lig yac camocTiiHoi
po6GOTH CTY[JeHTH BUBYAIOTh JIEKL[iIHHUI MaTepiaJl, FOTYIOThCSA [0 1a60paTOPHUX POGIT, KOHTPOJIbHHUX
po06iT, 3a/iKiB Ta icnuTiB. CTyIeHTaM TaKOXX PEKOMEH/YIOThCs A0AAaTKOBI MaTepiau (Bizeo, cTaTTi) A
CaMOCTIMHOIr0 BUBYEHHS Ta aHaJi3y.

HedopmasbHa ocBiTa

B pamMkax HepopMasibHOI OCBiTH 3rifjHO BiAnoBigHoro [Mosoxenus (http://surl.li/pxssv), ocBiTHs
KOMIIOHEHTa abo ii okpeMi TeMU MOXKYTb 6YTH BpaxOBaHO y pa3i caMOCTIHHOI0 NPOXO/»KEHHS
npodeciiHUX KypcCiB/TPeHIHTIB, OTpUMaHHs IPOMa/ITHCHKOI OCBITH, OHJIAMH OCBITH, podeciiHOoro
CTa)XyBaHHS TOLL0.

3o0KpeMa, OKpeMi TeMH JJaHOI KOMIIOHEHTH MOXYTb 6yTH Bpax0BaHO Yy pasi yCMilIHOIro 3aBeplLIeHHs
Takux KypciB CISCO:

Python 1

https://www.netacad.com/catalogs/learn?category=course.

JlirTepaTypa Ta HaBYaJ/IbHiI MaTepiain

OcHoBHa JjiiTepaTtypa:

1. Python 3.10.2 documentation [EsniekTpoHHuit pecypc]. - Pexxum goctymy : https://docs.python.org/3/.
2.Java Platform Standard Edition 8 Documentation [EnekTponHuii pecypc]. - Pexxum gocrtymy :
https://docs.oracle.com/javase/8/docs/.

3. Microsoft C++, C, and Assembler documentation [EsnekTpoHHU# pecypc]. - Pexxum goctyny :
https://docs.microsoft.com/en-us/cpp/?view=msvc-170.

4. WEB-TexHoJiorii [EnekTpoHHUU pecypc]: HaByanbHO-g0BigKkoBuM nocioHuk / C.II. EBcees, A.M.
Tkauog, B.O. Anekcies, F0.M. Psa6yxa — XapkiB : XHEY im. C. Ky3sHeng, - JIbBiB: BusaBHunTBo «HoBuit CBiT
-2000», 2021.- 390 c.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju

5. €BceeB C.I1. KIBEPBE3IEKA: KPUIITOI'PA®IA 3 PYTHON: HaBu. noci6H. / C.I1. €Bcees, O0.B. llImaTko,
O.I'. Kopousib - XapkiB: BugaBuuutso «Hosuit Ceit - 2000», 2021. -120 c.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

JlogaTkoBa JiTepaTypa :

6. Python Tutorial [EnexkTponuuit pecypc]. - Pexxum goctyny :
https://www.tutorialspoint.com/python/index.htm.

7.]ava Tutorial [EnekTpoHHu# pecypc]. - Pexxum poctyny :
https://www.tutorialspoint.com/java/index.htm.

8. C++ Tutorial [EnexTponHuii pecypc]. - Pexxum goctyny :
https://www.tutorialspoint.com/cplusplus/index.htm.

E@E HautionaasHuit Texuiunuit yaisepeurer
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Cucrema OLiHIOBAaHHA

Kpurepii onjiHI0OBaHHA yCHIIMHOCTI CTyA€HTa IlIkasa oniHIOBaHHA

Ta po3mojii 6asiB Cyma HauionasbHa oLiHka ECTS
Basin HapaxoBYIOThCS 32 HACTYITHUM baJsiB
CHiBBiJHOIIIEHHSIM: 90-100 BigmiHHO A
e jlabopaTopHi po6oTu: 40% ceMecTpPOBOI OLIHKY; 82-89 Jobpe B
¢ camocrTiitHa po6oTa: 10% ceMecTpoBOi OL[iHKY; 75-81 Jo6pe C
¢ KOHTpOJIbHA po6oTa: 10% ceMecTpoBOI OL[iHKY; 64-74 3aJl0BiJILHO D
e iciut: 40% ceMecTpOBOI OLiHKU 60-63 3a/0BIJILHO E
35-59 HesagosinbHO FX
(moTpibHe Jo/aTKOBE
BUBYEHHS )
1-34 HezapoBinbHO F
(moTpiOHE MOBTOpPHE
BUBYEHHS )

HopMmu akaaemMiyHOI eTHKM i IOJIITUKA KypCy

CTyleHT NOBUHEH J0TpUMyBaTUCcA «KoJlekcy eTUKHU akaieMiYyHUX B3a€EMOBITHOCHH Ta 106pOYeCHOCTI
HTY «XIIl»: BUABJAATH AUCUUILIIHOBAHICTh, BUXOBAHICTBh, J060PO3UUYJINBICTD, YECHICTB, BiANIOBIAAIBHICTb.
KoHouikTHI cuTyariil NIoBUHHI BiIKPUTO 0GroBOPIOBATHUCS B HAaBYAJIbHUX IPyIax 3 BUK/AaJa4YeM, a IPU
HEMOJIMBOCTI BUpilleHHsI KOHQJIIKTY — JOBOAUTHCA [0 BifoMa crliBpobiTHUKIB JUPEKLil iIHCTUTYTY.
HopmaTuBHO-IIpaBoOBe 3a6e3MeYyeHHs BIIPOBAKEHHS IPUHIIUIIIB akaaeMidyHoi jo6podecHocTi HTY
«XTIII» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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