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KinbkicTb HaykoBUX Ny6Jikalii: moHaz 350, 3 HUX NaTeHTiB Ha KOPHUCHY
MoJienb 42, 17 moHorpadil, 3 IKUX 9 KoJIeKTUBHUX MOoHorpadiii, 31
HaBYaJIbHUM NMOCIOHUK, 3 sIKUX 4 3 rpudoM MiHicTepcTBa ocBiTH i HayKu
Ykpainy, 163 cTaTTi y 3aKOpA0HHUX BUAAHHSAX Ta $aX0BUX BUJAHHSX YKpaiHY,
3 HUX 61 y HayKOMeTpU4Hiil 6a3i Scopus. [IpoBifHUI JIEKTOP 3 JUCIUIIiH:
«MeHemxMeHT iHopMaLiiiHOI 6e3neku», «BBegeHHs B Mepexi», «be3neka
OGaHKIBCbKUX cucTeM» , «['i6puIHI BiiHY Ta HallioHA/IbHA 6e31eKay», «AyIUT Ta
MOHITOPUHT KOPIOPAaTUBHUX Mepex», «Blockchain: ocHoBU Ta npukiagu
3acToCcyBaHHA», «OCHOBM CMapT-KOHTPAKTiB», «OCHOBH Kibepbe3neKku» y
CTyZAeHTiB 6akasiaBpiaTa Ta marictpatypy, Po3gin «MeToau i TexHoorii
MOHITOPUHTY Ta ayAuTy iHpopMaLiiiHOI 6e3nekun», «MeTo U No6yf0BU
NOCTKBAHTOBUX KPUIITOCUCTEM», « HOBITHI TexHoJIOTii 3a6€e3ne4eHHs
Kibepbe3neKH Ha OCHOBI TeXHOJIOTii 6/J10K4YelH» /15 acllipaHTIB

JeTa/bHillle 1po BUKJIaJa4a Ha CalTi kKapeapu

3arasibHa iHpopmanisa

AHoTanis

HapyanbHa auciumiida "OcHOBU KpUNTOrpadivHOTO 3aXUCTY" € 000B A3KOBOIO HABYAIBHOIO
JUCHUIIIHOW. [lucuumJliHa cCipsAMOBaHa Ha BUBYEHHA CUMETPUYHUX Ta aCUMETPUYHUX METO/IB
mwupyBaHHs iHopMaii, ix BAKOpUCTAaHHS; BU/iB KPUIITOAHAI3y Ta MOXKJIMBICTh HOT0 3aCTOCYBaHHSI.

MeTa Ta miji AUCHUIIIHA

O3HailoMJ/IeHHS 3 TEOPETUYHUMU OCHOBaMH KPUIITOJIOTI]; Npyi6aHHS HABUYOK B IPAKTUYHOMY
BUKOPUCTaHHI, IOCTAaHOBI i BUpilleHHi 3a7a4 mindpyBaHHsA iHpopmallii; po3yMiHHS cyTi
iHpopmaniiHuX mpo1eciB B KpuntorpadgiuyHUX cucTeMax; 3aCTOCyBaHHS KOMII'IOTEPIB AJ1s1 BUPilIEeHHSA
3aBJiaHb WHPPYBaHHA i felindpyBaHHS; po3p0OKa | BUKOPUCTAHHS MaTeMaTUYHUX | 004MC/II0BaIbHUX
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BAOCKOHAJIEHHA.

dopmar 3aHATD

Jlekii, 1abopaTopHi po60TH, caMocTiiHA po60Ta, KOHCY/abTamil. [TicyMKOBUH KOHTPOJIb — 3aJIiK.

KoMneTreHTHOCTI

K3 1. 3paTHiCTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHHUX CUTYaL[ifIX.

K3 2. 3HaHH$ Ta po3yMiHHS NpeAMeTHOI 06/1acTi Ta po3yMiHHS npodecil.

K3 4. BMiHHS BUSIBJIITH, CTABUTH Ta BUPilllyBaTH Mp006JIeMH 3a NPOdeCiiHUM CIpSMyBaHHSAM

K3 5. 3aTHicTh A0 no1yKy, 06po6JieHHS Ta aHasi3y iHdopmMaiii

K® 1. 3aaTHicTh 3acTOCOBYBAaTHU 3aKOHO/JaB4Yy Ta HOPpMAaTUBHO-NIPABOBY 633y, a TAKOX Jlep>KaBHi Ta
Mi>XKHapO/IHi BUMOTH, MPAKTUKH i CTaHIapPTH 3 MeTOI0 3JiHCHEHHs MpodeciiHOi AiA/IbHOCTI B raaysi
iHpopMarriliHoi Ta/a60 KibepOe3neKH.

K® 2. 3aaTHicTb 0 BUKOPUCTaHHSA iHpOpMaIliliHO-KOMYHIKallilHUX TEXHOJIOTiN, CydyaCHUX MeTO/ B i
Mojiesied iHdopMmaliiiHoi 6e3neku Ta/abo KibepOe3neKu.

K® 3. 3aaTHicTh 0 BUKOPUCTAHHS IPOrPaMHUX Ta IPOrpaMHO-alapaTHUX KOMILJIEKCIB 3ac06iB 3aXUCTY
iHpopmarii B iHpopManiiiHO-TesleKOMyHiKaiHHUX (ABTOMAaTH30BaHUX) CUCTEMAX.

K® 4. 3patHicTb 3a6e3ne4yBaTH HellepepBHICTb 6i3HeCY 3rilHO BCTaHOBJIEHOI NOJIITHKY iHGOopMaLifiHOl
Ta/abo Kibepbe3neKHu.

K® 5. 3patHicTh 3a6e3ne4yBaTH 3axUcT iHpopMmariii, o 06pobJisieTbes B iHpopMaliiitHo-
TeJleKOMyHiKalliiHUX (aBTOMaTU30BaHUX) CUCTEMax 3 METO0 peaslisalii BCTaHOBJIEHOI MO TUKHU
iHpopmawiiiHoi Ta/abo Kibepbesneku.

K® 6. 3paTHicTb BifHOB/IOBAaTU WITaTHe QyHKLiOHYBaHHS iHopMaLiiiHuX, iHdpopMaLiiiHo-
TeJIeKOMYHiKal[iiHUX (aBTOMaTHU30BaHUX) CUCTEM IicJisd peaJsiizanii 3arpos, 3/[iiCHeHHs KibepaTak, 300iB
Ta BiJMOB Pi3HUX KJIACIB Ta IOXOJ KEHHH.

K® 7. 3paTHicTb BIpOBa/pKyBaTH Ta 3abe3nedyBaTH QyHKLiOHyBaHHS KOMILJIEKCHUX CUCTEM 3aXUCTY
iHpopmarii (KoMIIeKc HOpMaTUBHO-TPABOBUX, OpraHi3al[iiHUX Ta TEXHIYHUX 3ac06iB i MeTO/IB,
npoueayp, NPakKTUYHUX MPUHAOMIB Ta iH.).

K® 8. 3patHicTb 34ilicHIOBAaTH NpOLeAypH YIpaBJIiHHA iHIUAEHTAMU, IPOBOAUTH PO3CIiAyBaHHs,
HaJaBaTH IM OLIHKY.

K® 9. 3aaTHicTh 3ilicHI0OBaTU podeciiiHy [is/IbHICTh Ha OCHOBI BIPOBAa?KEHOI CUCTEMU YIIPaBJIiHHS
iHpopMaliiiHoOIO Ta/abo Kibepbe3nekoro.

K® 10. 3gaTHicTh 3aCTOCOBYBaTH METO/H Ta 3aCO0U KpUNTOrPadivHOTO Ta TEXHIYHOTO 3aXUCTY
inpopmanii Ha 06’ekTax iHpopMaifiHOI AiSIIBHOCTI.

K® 11. 3aaTHicTh BUKOHYBAaTH MOHITOPUHT npolieciB PyHKIioOHyBaHHSA iHQOpMaLiiHUX, iHpopMaliiHO
TeJIeKOMYHiKallilHUX (aBTOMaTU30BaHUX) CUCTEM 3TiIHO BCTAaHOBJIEHO]I MOJITUKHU iHGopMaLifiHO]
Ta/abo Kibepbe3neKHu.

K® 12. 3gaTHicTb aHa/Mi3yBaTH, BUSBJIATH Ta OI[iHIOBATH MOKJ/IMBI 3arp03H, ypa3JIMBOCTI Ta
JlecTabinizyrodi YMHHUKY iHpopMaliiHOMy pocTopy Ta iHpopMaLitHUM pecypcaM 3TiHO 3
BCTAaHOBJIEHOIO MOJiTHKOMW iHPopMaliliHoi Ta/abo KibepOe3neKH.

PeBy.JIbTaTl/I HAaBYaHHA

PH-1. 3acTocoByBaTH 3HaHHS JAep:KaBHOI Ta iIHO3eMHHUX MOB 3 MeTOI0 3a6e3ne4eHHsI epeKTUBHOCTI
npodeciiiHol KOMyHiKaii;

PH-2. OpranizoByBaTu BiacHy npodeciiiHy AiibHICTb, 06UpaTH ONTHUMAaJIbHI METOAU Ta CIOCOOH
pO3B’sI3yBaHHS CKJIaIHUX ClieliaJi30BaHMX 33/1a4 Ta NPAKTUYHUX Po6seM y npodeciiiHiil fisgibHOCTI,
OLIiHIOBATH IXHIO e(PEeKTUBHICTB;

PH-3. BUkopucToByBaTH pe3y/IbTaTU CAMOCTiIHHOI0 MOLIYKY, aHaJ1i3y Ta cuHTe3y iHopMallii 3 pisHUx
JoKepedt 111 eheKTUBHOTO pillleHHs creljiasizoBaHuX 3a7a4 npodeciiiHol istIbHOCTI.

PH-4. AHanizyBaTH, apryMmeHTyBaTH, IPUHMAaTH pillleHHS NPU PO3B’3aHHI CKJIaAHUX CHeliali30BaHUX
3aJlay Ta NPaKTUYHHUX Npo6JeM y npodeciiiHiil AisIbHOCTI, Ki XapaKTepHU3yIThCS KOMILJIEKCHICTIO Ta
HEMOBHOI0 BU3HAYEHICTIO YMOB, Bi/INOBiJaTU 32 MPUHHATI pilleHHS.

PH-5. AjanTyBaTuUCs B yMOBax 4acToi 3MiHU TEXHOJIOTiU npodeciiHol AiIbHOCTI, IPOrHO3yBaTU
KiHIIeBUU pe3yJbTar.
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PH-6. KpuTu4yHO 0CcMUC/IIOBAaTU OCHOBHI TeOpii, IPpUHLUIIY, METOAM | HOHATTS y HABYaHHI Ta
npodeciiHil AiAJIbHOCTI.

PH-7. JlisTH Ha OCHOBi 3aKOHOABY0i Ta HOPMaTUBHO-ITPABOBOI 6a3u YKpaiHU Ta BUMOT BiZOBiAHUX
CTaHJAAPTIB, y TOMY YHKCJIi Mi>)KHapOJHUX B rajysi iHpopmaliiiHoi Ta /abo Kibepbe3neku.

PH-8. l'oTyBaTH npomno3ulii Jo HOpMaTUBHUX aKTiB 1[0/0 3a0e3e4eHHs iHpopMaliiiHoi Ta /a6o
KibepOe3neKH.

PH-9. BnpoBa/>KyBaTHU NMPOLECH, 1110 6a3yI0THCA HA Hal[iOHAJbHUX Ta Mi)KHAPOJHUX CTaH/IapTaX,
BUsIBJIeHHS], ileHTUiKallii, aHa/Mi3y Ta pearyBaHHs Ha iHUMAeHTH iHPopMaliiiHol Ta/abo KiGepbe3neKu.
PH-10. BukoHyBaTH aHaJ1i3 Ta JJeKOMIIO3UIIi10 iHGOpMaLiliHO-TeJIEKOMYHiKalliHHUX CUCTEM.

PH-11. BukoHyBaTH aHaJ1i3 3B’13KiB MiK iHpopMaLifHUMH NpoIecaMy Ha BifJaseHUuX 06YHNCTI0BaJIbHUX
CUCTEeMaXx.

PH-12. Po3po6iaTu MoieJli 3arpo3 Ta MopyluIHUKa.

PH-13. AHastizyBaTH NpoeKTH iHGOpMalliiHO-TeJIEKOMYHIKalliHHUX CUCTEM 6a3yIO4YHCh Ha
CTaHJApTU30BaHUX TEXHOJIOTIAX Ta IPOTOKOJaX Nepejadi JaHHUX.

PH-14. BupiiyBaTu 3aBaHHs 3aXUCTy Mporpam Ta iHpopmatiii, 1110 06pobJisieTbcs B iHpopMalifiHo-
TeJIEKOMYHiKalilHUX CUCTeMaX IPOorpaMHO-anapaTHUMU 3aC06aMH Ta JIaBaTH OLIHKY
p€e3y/IbTaTUBHOCTI IKOCTi MPUUHATUX pillleHb.

PH-15. BUKOpHCTOBYBaTH CydacHe NporpaMHo-anapaTHe 3a6e3nedeHHs iHpopmaliiHo-
KOMYHIKal[iMHUX TEXHOJIOTIM.

PH-16. PeasnizoByBaTH KOMIJIEKCHI cUCTEMU 3aXUCTY iHpopmalii B aBToMaTH30BaHUX cucteMax (AC)
opranizanii (mimpuemMcTBa) Bi/iNOBiZHO /10 BUMOT HOPMAaTHUBHO-NPAaBOBUX JOKYMEHTIB.

PH-17. 3a6e3nedyBaTH NpoLecy 3aXUCTy Ta QyHKLiOHYBaHHs iHpopMaLiliHO-Te/leKOMYHIiKaLiHHUX
(aBTOMaTH30BaHUX) CUCTEM Ha OCHOBI MPAaKTHK, HABUYOK Ta 3HaHb, 11010 CTPYKTYPHUX (CTPYKTYPHO-
JIOTIYHHUX) CXeM, TOIO0JIOTii Mepexi, CydacHUX apXiTeKTyp Ta MoJieJiel 3aXUCTY eJIeKTPOHHHUX
iHpopmManiliHUX pecypciB 3 Bijo6pakeHHSIM B3aEMO3B’s13KiB Ta iHpOpMaLiiHUX MOTOKIB, MPOIeciB JJIs
BHYTPILIHIX i BiAja/leHUX KOMIIOHEHT.

PH-18. BukopucToByBaTH NporpaMHi Ta nporpamMHo-anapaTHi KOMIJIeKCH 3aXUCTy iHpopmMaLiiHux
pecypcis.

PH-19. 3acTocoByBaTH Teopii Ta MeTOY 3aXUCTY [1Jis 3a6e3nedeHHs 6e3neku iHpopmallii B
iHpopmaniliHO-Te/leKOMYHIiKalL[iHHUX CUCTeMaX.

PH-20. 3a6e3neuyBaTu PpyHKLiOHyBaHHS ClleliaJIbHOTO IPOrpaMHOro 3abe3neyeHHs, 040 3aXUCTy
iHpopMalii Bi pyliHYyIOUMX IPOrpaMHUX BIJIMBIB, pyHHYIOUUX KO/ZiB B iHpOpMaLiiiHO-
TeJIeKOMYHiKallilHUX cCUCTeMaX.

PH-21. BupimyBaTu 3aza4i 3a6e3nedyeHHs Ta CynpoBoAY (B.T. YMCJIi: OIS, TECTYBaHHS, MiA3BITHICTD)
CUCTEeMHU YIpaBJIiHHA JOCTYNOM 3TiZJHO BCTAHOBJIEHOI IOJIITUKU Oe3IeKH B iHpopMaLiliHUX Ta
iHpopMaliliHO-TeJIeKOMYHIKal[iMHUX (ABTOMAaTU30BaHUX) CUCTEMAX.

PH-22. BupiuyBaTtu 3aa4i ynpaB/iHHe npoueaypaMH ijeHTudikauii, aBTeHTHdiKaLii, aBTOpU3anil
npoleciB i KopucTyBayiB B iHQopMaIiliHO-Te/IEKOMYHIKaI[iIHHUX CUCTeMAaXx 3Ti/JHO BCTAHOBJIEHO]
NnoJIiTUKY iHopMaliiiHoi i\abo kibepbe3neku.

PH-23. PeanizoByBaTu 3ax0/i¥ 3 MIPOTH/AIl OTPMMaHHIO HECAHKILIOHOBAHOI'0 IOCTYMNY A0 iHpopMaLiiHUX
pecypciB i mpoiieciB B iHpopmaniiHux Ta iHpopMaLiiiHO-Te/IeKOMYHIKaliiHUX (aBTOMAaTH30BaHUX )
cucTeMax.

PH-24. BupilyBaTu 3ajaui yrpaBaiHHSA JOCTYIIOM A0 iHQOopMaLiiiHUX pecypciB Ta NpPoLECiB B
iHpopManiiiHUX Ta iHpopMaliiHO-TeeKOMYyHiKalliHHUX (aBTOMaTU30BaHUX) CUCTEMAX Ha OCHOBI
Mo/iesiel yIpaBJ/iHHSA AOCTYNIOM (MaHAATHUX, JUCKPELiMHUX, POJIbOBUX).

PH-25. 3a6e3nevyBaTy BBeA€HHS NiZ3BITHOCTI CUCTEMH yIPABJIHHS AOCTYIIOM /10 €JIEKTPOHHHUX
iHdpopMalilHUX pecypciB i mpoleciB B iHpopMaliiHUX Ta iHpopMaliliHO-Te/leKOMYHiKalliHHUX
(aBTOMaATH30BaHUX) CUCTEMAX 3 BUKOPUCTAHHSAM XKypHaJliB peecTpallii noAil, ix aHanizy ta
BCTaHOBJIEHUX MTPOLIEAYD 3aXUCTY.

PH-26. BnpoBazxyBaTH 3aX0/j1 Ta 3abe3NeyyBaTH peaslisallilo NpoleciB nonepeKeHHS OTPUMaHHIO
HECaHKIIIOHOBAHOTO A0CTYyNY i 3axuUcTy iHpopMaliliHUX, iHpopMaliiiHO-TeleKOMYHIiKalliHHUX
(aBTOMATH30BaHUX) CUCTEM Ha OCHOBi eTaJIOHHOI MO/IeJsli B3aEMO/Iii BiIKPUTHUX CHCTEM.

PH-27. BupiuyBaTu 3aa4i 3axucTy NOTOKIB AaHux B iHpopManiiiHux, iHpopMaLiiiHo-
TeJIeKOMYHiKaliiHUX (aBTOMaTH30BaHUX) CUCTEMAX.

PH-28. AHani3yBaTH Ta NIPOBOAUTH OLIiHKY e(pEeKTHBHOCTI Ta piBHS 3aXUILIEHOCTI pecypciB pi3HUX KJIACiB
B iHpopMaLiiHUX Ta iHpopMaLiiiHO-Te/leKOMYHiKal[iHHUX (aBTOMaTU30BaHUX) CUCTEMAX B XO/i
NpoBeJieHHs] BUIPOOYBaHb 3TriZJHO BCTAaHOBJIEHOI MOJIITUKH iHopMaLiiiHol Ta\abo kibepbe3neky.
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PH-29. 3xilicHI0BaTHU OI[iHIOBaHHS MOXJIMBOCTI peasizallii moTeH1ilHUX 3arpo3 iHpopmariii, 1m0
006p0619€ThbCA B iIHPOpMaLiiiHO-TesleKOMYyHIiKaliiHUX cucTeMax Ta epeKTUBHOCTI BAUKOPHUCTAHHSA
KOMIIJIEKCIB 3aC06iB 3aXHUCTy B yMOBaxX peastisallii 3arpo3 pi3HuX KJjaciB.

PH-30. 3giiicHI0BaTH OLIiHIOBaHHS MOXJIMBOCTI HECAHKL[iOHOBAHOTO JJOCTYIY Jl0 €JIEMEHTIB
iHpopMaIliliHO-TeJIeKOMYHIKaI[iHHUX CUCTEM.

PH-31. 3acTocoByBaTH Teopii Ta METOAM 3aXUCTY JJis 3ab6e3Me4eHHs 6e31eKH eJIEMEHTIB
iHdpopMaliliHO-TeJIeKOMYHIKaI[iMHUX CUCTEM.

PH-32. BupimyBaTu 33ja4i yrpaBJ/iHHS poliecaMy BiTHOBJIEHHS IITATHOTO PYHKI[IOHYBaHHS
iHdopMmaLiliHO-Te/leKOMYHIKaLliHHUX CUCTEM 3 BUKOPHUCTAHHAM NpoLielyp pe3epByBaHHSA 3TiHO
BCTAHOBJIEHOI MOJITUKU GE3MEKU.

PH-33. BupimyBaTu 33/jaui 3a6e3neyeHHs 6e3nepepBHOCTI 6i3Hec MpolieciB opraHisalii Ha ocHOBI Teopii
PU3UKIB.

PH-34. [IpuiiMaTu y4acTb y po3po06Ili Ta BIPOBaXKeHHi cTpaTerii iHpopMaliiiHoi 6e3reku Ta/a6o
KiGep6e3reKH BiJIMOBIIHO /10 Iijiel i 3aBJjaHb opraHisatiii.

PH-35. BupimyBaTu 33ja4i 3a6e3mne4eHHs Ta CYyNPOBO/y KOMIJIEKCHUX CUCTEM 3aXUCTy iHdopMmaliii, a
TaK0X MPOTU/Il HECAHKI[IOHOBAHOMY JIOCTYIy Jl0 iHpopManiiHux pecypciB i npoiieciB B iHpopmaniiHux
Ta iHpopManiiHO-Te/JleKOMYHIKalliHHUX (aBTOMaTU30BaHUX) CUCTEMAX 3TiIHO BCTAaHOBJIEHOI MOJIITUKU
iHpopMarliiiHoi i\a6o kKibep6e3neKu.

PH-36. BusBisiTH He6e3neuHi CUrHa/IM TeXHIYHMX 3aC06iB.

PH-37. BumipioBaTy napaMeTpu He6e3MeYHUX Ta 3aBaJ0BUX CUTHAJIB MiJi Yac iHCTPYMEHTa/JIbHOTO
KOHTPOJII0 IPOIieciB 3aXuUcTy iHopMariil Ta BU3Ha4YaTH ePpeKTUBHICTb 3aXUCTy iHopMariil BiJ BUTOKY
TeXHIYHUMH KaHaJIaMU BiZIIOBiAHO O BUMOT HOPMAaTUBHHUX JOKYMEHTIB CUCTEMHU TEXHIYHOI'0O 3aXUCTY
iHpopmaii.

PH-38. [uTepnpeTyBaTu pe3y/ibTaTH NIPOBeeHHA Cllelia/IbHUX BUMipIOBaHb 3 BUKOPUCTAHHAM
TEXHIYHHUX 32C06iB, KOHTPOJII0 XapaKTEePUCTUK iHPOpMaIiiHO-TeJIeKOMYHIKalliHHUX CUCTEM BiJIOBiAHO
Jl0 BUMOT HOPMaTUBHUX JJOKYMEHTIB CUCTEMU TEXHIYHOT0 3axUCTy iHpopmariii.

PH-39. [IpoBoauTH aTecTalito (CnMparyuch Ha 001K Ta 06CTeXKeHHs) PeXXUMHUX TEPUTOPIiH (30H),
NpUMillleHb TOILO B YMOBaX JJ0Jep>KaHHS PEXXUMY CEKPeTHOCTI i3 pikCyBaHHAM pe3y/IbTaTiB y
BIZIOBIHUX JOKyMEHTAaX.

PH-40. [HTepnpeTyBaTH pe3y/bTaTH NPOBeAEHHS Clleljia/IbHUX BUMIPIOBaHb 3 BUKOPUCTAHHAM
TeXHiYHUX 3ac06iB, KOHTPOJIIO XapakTepucTUk ITC BiANOBiJHO A0 BUMOT HOPMaTHUBHUX JJOKYMEHTIB
CHCTEMM TEXHIYHOTO 3aXUCTy iHopMalLlii.

PH-41. 3a6e3neuyBaTu HENEPEPBHICTh MPOIECY BeJleHHS XKYPHaJIiB peecTpalii no/ii Ta iHUUJAEHTIB Ha
OCHOBI aBTOMaTHU30BaHUX NPOLEAYD.

PH-42. BnpoBa/i>KyBaTH NPOLIECH BUSBJAEHHS, ileHTUiKallii, aHali3y Ta pearyBaHHs Ha iHIUJEHTH
iHpopMaliiiHoi i/abo kibepbe3neKHy.

PH-43. 3acTocoByBaTH HalioHa/lbHI Ta Mi>KHAapOHI peryJiordi akTy B cdepi iHpopmaniliHoi 6e3neku
Ta/ abo Kibep6e3neKHu /i po3C/iAyBaHHS iHIUEHTIB.

PH-44. BupilyBaTu 3a7jaui 3a6e3neyeHHs 6e3nepepBHOCTI 6i3Hec-npolieciB opraHizaliii Ha 0CHOBI
Teopii pU3UKIB Ta BCTAHOBJIEHOI CUCTEMH yNpaBJiHHA iHGopMaliiiHOW0 6e3MeKo1o, 3TiJiHO 3
BITYM3HAHUMHU Ta MDKHApPOJHUMH BUMOTaMH Ta CTaHAApTaMH.

PH-45. 3acTocoByBaTH piHi K/i1acu noJiiTuk iHpopmaLiiiHoI 6e3neku Ta/ abo Kibepbe3nekwy, 1110
6a3y10TbCS Ha pPU3UK-OPIEHTOBAHOMY KOHTPOJIi OCTyNy /10 iHpopMaLiiHUX aKTUBIB.

PH-46. 3gilicHl0BaTH aHaJi3 Ta MiHiMi3alio pu3ukiB 06po6ku iHopMalii B iHpopMaliiiHoO-
TeJIeKOMYHiKal[ilHUX CHUCTeMaX.

PH-47. BupimyBatu 3aza4i 3axucty iHpopmariii, jo o6po6JisieTbes B iHpopMaLiiiHo-
TeJIeKOMYHIKaliHHHUX CUCTeMaX 3 BUKOPUCTAHHSM Cy4YaCHUX MeTO/iB Ta 3aco6iB KpunTorpagiyHoro
3axucty iHpopmariil.

PH-48. BukoHyBaTu BpoBa/pKeHHS Ta NiATPUMKY CUCTEM BUSABJIEHHS BTOPTHEHb Ta BUKOPUCTOBYBAaTH
KOMIIOHEHTH KpUnTorpadiyHoro 3axucty s 3abe3nedeHHsl He0OXiJHOT0 PiBHSI 3aXUILLEHOCTI
iHpopmMmarii B iHpopMmaliiiHO-TesleKOMYHIKalliHHUX CHUCTEMaX.

PH-49. 3a6e3nedyBaTu HajiexKHe QYHKIIOHYBAaHHS CUCTEMH MOHITOPUHTY iHopManiiHuX pecypciB i
npoleciB B iHpopMaIliiiHO-TeJIeKOMyHIiKaI[iHHUX CHCTeMaX.

PH-50. 3a6e3neuyBaTu QpyHKLiOHyBaHHSA IPOrpaMHUX Ta IPOrpaMHO-anapaTHUX KOMILJIEKCIiB
BUSIBJIEHHS BTOPTrHEHb Pi3HUX PiBHIB Ta KJIACiB (CTATUCTUYHUX, CATHATYPHUX, CTATUCTUYHO-
CUTHATYPHHUX).
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PH-51. [lizTpuMyBaTH npane3aTHICTb Ta 3a6e3MedyyBaTy KOHQIrypyBaHHS CUCTEM BUSIBJIEHHS
BTOPTHEHb B iHpOopMaIliiHO-TeJIeKOMYHIKallilHUX CHCTEeMaX.

PH-52. BukopucToByBaTH iHCTpyMeHTapii A/ MOHITOPHUHTY IPOIleciB B iHpopmaniriHo-
TeJeKOMYHIKaliiHUX CUCTeMaX.

PH-53. BupimyBaTu 3a7ia4i aHaJ 1i3y MporpaMHOro Koy Ha HasiBHiCTb MOXKJIMBUX 3arpo3.

PH-54. YcBifoM/II0BaTH I[IHHOCTI FPOMaAsIHCbKOTO (BiJIBHOTO JeMOKPAaTHYHOI0) CyCHiJIbCTBA Ta
HeoOXi/IHiCTh OTO CTa/I0r0 PO3BUTKY, BEPXOBEHCTBA PaBa, NpaB i CB060/ JIIOJUHU i TpOMa/IiHHUHA B
Ykpaiui.

06cAar AMCHUIIIHA

3arasbHuM o6car guctumtinu 150 rox, (5 kpeautiB ECTS): sekuii — 32 roj., jabopaTopHi po6oTy — 32
roJ., caMocCTiiiHa po6oTa - 86 ro.

IlepeayMoOBM BUBYEHHA AUCLHMILIIHU (IpepPeKBi3UTH)

MaTeMaTH4Hi OCHOBM KpUMTOJ0Tii, Builla MaTeMaTuKa (cneniajibHi r1aBu).

0co06JIMBOCTi AUCHUILJIIHH, METOAH TAa TEXHOJIOTiI HaBYaHHA

B xoai BUK/IaZ@aHHA JUCLUUILJIIHU BUKJIaZa4eM 3aCTOCOBYOTHCSA MOSICHIOBAJIbHO-1JIFOCTPAaTUBHUM
(indopmarifiHo-pellenTUBHUI ) Ta PENPOAYKTUBHUM MeTOAY HaBYaHHA. B IKOCTi MeT0/1iB BUKJIaJaHHS,
sIKi HampaBJ/leHi Ha aKTUBIi3allil0 Ta CTUMYJ/I0BaHHS HaBYaJIbHO-Mi3HABa/JIbHOI JisI/IbHOCTI 3100yBauiB,
3aCTOCOBYIOTbCS pe3eHTalil, 6eciiy, iHAMBIAyasbHI TPyNOBI HPOEKTH, MalicTep-KJIacH.

[Iporpama HaBYaJIbHOI AUCLIUILIIHA

TeMM JIeKIiHHUX 3aHATH

Tema 1. TeopeTH4Hi 0CHOBY 3aXUCTy iHOpMaliii.

OcHoBHi noHATTsA. Mogeni cekpeTHux cucteM. OCHOBHI 3aBJjlaHHs cucTeMU 6e3nekd. CHMeTpUYHi Ta
HeCUMeTPUYHI KPUIITOCUCTEMHU. PeXXMU po60TH CUMETPUYHUX KPUIITOCUCTEM.

Tema 2. [IpoToKoJiM aBTeHTUYHOCTI. LluppoBuit nianuc.

Mexanisamu aBTeHTH4YHOCTI. Kitacudikanis undposoro nignucy. Metoau reiyBaHHs. MexaHisMu
aBTeHTH}IiKaLii Ha OCHOBI BUKOPHUCTAHHS IPOrpaMHO-anapaTHUX 3aco6iB. ABTeHTUdiKaLis Kerberos.
Tema 3. [IpoTokosiu cyBopoi aBTeHTUdIKaL].

Knacuodikanis metoais 2 FA. PiBHi gocToBipHOCTi aBTeHTHdiKaLii. 3arpo3u Ha 2 FA. /IBodakTopHa
aBTeHTHU}iKaLig B Linux.

Tema 4. Cuctema PGP.

OcHoBHi ¢yHK1ii cuctemu. Knacudikaria kitouiB. MexaHisMu 3a6e3neuyeHHs1 aBTEHTUUHOCTI Ta
koHigeHiHOCTI. CcTeMa J0BipH.

Tema 5. OcHoBu Texnouorii PKI.

OcHoBHi ¢yHK1iI Ta ckiaj TexHoJoril. @isuyHa Ta jioriyHa TonoJoris. Kpunronepioa. OcHoBHi
MeXaHi3MH TeXHOJIOTil Ha OCHOBI CHMETPUYHHUX Ta HECUMETPUYHUX KPUIITOCUCTEM.

Tema 6. [IpoTokosu ninicHocti SSL, TLS.

B3aeM03B’s130K 00’€KTiB KpUTHUUYHOI iHPpacTpyKTypH 3 KibepdisuuHuMu cucremamu. CTpyKTypa
npoTtokouiB SSL, TLS. ®yukuii npoTokosay SSL. ATAKU HA SSL/TLS.

Tema 7. OcHOBHU NOCTKBAHTOBOI Kpuntorpadii.

OcHoBHi noHATTSA. OCHOBa KBAaHTOBUX 004Mc/aeHb. OCHOBHI aJIFTOPUTMH KBAHTOBOI'O KPUIITOAHAJI3Y.
Tema 8. OcHoBU Teopii iHopMarii Ta KOgyBaHHS.

3arajzibHa CTPYKTypa CUCTEMHU 3B 3Ky. MoJiesi ABIHKOBOTO CHMETPUYHOTO KaHasly 6e3 maM sTi.
EdekTuBHe koayBaHHA XadPmaHa. Kopekuis Ta BUHaxig nomusiok. Kinacudikanjis ABiIKOBUX KO/IiB.
OcHOBHI NOHATTA Teopil nepelKoA0CTiMKoro KoayBaHH4. [losg 'anya. CTpykTypa KiHILeBUX MOJIB iX
BaactuBocTi. Kogn boy3sa-Hoyaxypi-XokBiHremy.

Tema 9. OcHOBHU pO3KOAYBaHHS.

AnroputM bepnekemna-Meci. [Ipukaag.

Tema 10. IlocTKBaHTOBI aITOPUTMU Ha OCHOBI KPUIITO-KOJA0BUX KOHCTPYKLi Mak-Eunica i
Hineppalitepa. ['i6puaHi cucTeMu 3aXUCTy Ha 30MTKOBUX KOZaX.
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Knacuodikaliis Kpunto-kKoJ0BUX KOHCTPYKLi#. EninTuuHi kpuBi. OcHoBU no6y10BU (opMyBaHHA
KJIIOUOBMX MaTpulb, OpMyBaHHs Kpuntorpamu). Ouninka ctikocTi. lll1axu 3MeHLIeHHA EMHOCTI
KJIIOUOBUX JJaHUX. POpMyBaHHSA KPUNITO-KOJJOBUX KOHCTPYKIiH Ha alre6poreoMeTpuYHUX (eJiNTUYHHUX)
koax. OcHoBM Kpuntorpadii Ha 36UTKOBHUX KoJax. PopMyBaHHS ri6pUAHUX KPUMITO-KOA0BUX
KOHCTPYKIIiH.

Tema 11. [IoTOKOBI CUMETPHUYHI KPpUNITOCUCTEMHU.

CumeTtpuuHi kpuntocuctemu. [lorokoBuit mudp RC-4. Ctifikicte. IHinianizanisa S-6s0ky. [loTokoBUi
mnudp PRC-4A. [TorokoBuit mndp STRUMOK. [loTokoBuit mudpp SNOW?2.0.

Temu NPAKTUYHHUX 3aHATH

[IpakTH4Hi pO6OTH B paMKax JUCHHUIIIHU He Nepea6adeHi.

Temu J1a60paTOPHUX POOGIT

Tema 1. HatinmpocrTimii mudpw.

Tema 2. JloctipkeHHS BJIaCTUBOCTEN PEXUMIB po60TH 6JI0KOBUX MIUDPIB.

Tema 3. JlocstipkeHHsI TPOTOKOJIiB aBTEHTUYHOCTI Ta KOHiAeHiHHOCTI 3a lonoMorow RSA.
Tema 4. JlocaigxeHHsI TPOTOKOJIIiB I[UPOBOro MiAMNKUCY.

Tema 5. JlocstigxkeHHsI IpOoTOKOJiB cucTeMu PGP.

Tema 6. Creranorpadiuni MeToau 3axucty iHpopMaii.

Tema 7. Metoauka NIST STS oniHKH CTaTUCTUYHUX BJIACTUBOCTEN KpUNITOrpadiyHUX aJIrOPUTMIB.
Tema 8. [1o6y/10Ba [UKJIIYHUX KOAIB.

Tema 9. Po6oTa 3 Ky6iTamMu. EMyJisilisi BUMiptoBaHb.

CamocriiiHa po60Ta

CamocrTiliHa po60Ta CTy/leHTa € OJHi€l0 3 popM opranizaliii HaBYaHHs, OCHOBHOI0 GOPMOI0 OBOJIOAIHHA
HaB4YaJIbHUM MaTepiajioM y BiJIbHUH Bifj ayIUTOPHUX HAaBYaJIbHUX 3aHATH 4ac. [liff 4ac camocTiiHOI
po6OTH CTYleHTHU BUBYAIOTh JIEKLIHHUI MaTepiaJl, TOTYIOTbCA 0 J1ab0paTOPHUX pOOIT, KOHTPOJIbHHUX
po6iT, 3asikiB Ta icnuTiB. CTyZleHTaM TaKoX peKOMeH/YI0ThCs A0JaTKOBI MaTepianu (Bigeo, craTTi) A
CaMOCTIMHOI'0 BUBYEHHS Ta aHaJIi3y.

HedopmasbHa ocBiTa

B pamkax HedpopMaJsibHOI OCBITH 3TifiHO BiAnoBigHoro [losoxenHs (http://surl.li/pxssv), ocBiTHs
KOMIIOHEHTa ab6o Ii OKpeMi TeMH MOXKyTb OYTH Bpax0BaHO y pasi caMOCTiIHHOTO NPOX0/PKeHHS
npodeciiiHUX KypciB/TpeHiHTiB, OTpMMaHHs rPOMaJisiHCbKOI OCBITH, OHJIaiiH O0CBiTH, podeciiiHOro
CTa>XyBaHHA TOLIO.

3a JaHUM KOMIIOHEHTOM BpaxyBaHHS TeM, Y pasi yCIiIIHOro 3aBeplleHHs KypcCiB, He llepei0adyeHo.

JliTepaTypa Ta HaBYaJ/IbHiI MaTepiaun

OcHoBHa JiiTepaTtypa:

1. €cees C.II. Kibepbesneka: cydacHi TexHoJiorii 3axucty. / €BceeB C.I1, Octanos C.E., Koposas O.I.//
HaByasbHUM MOCIGHUK /1151 CTY/IeHTiB BUIMX HaBYaJIbHUX 3akJaiB. JIbBiB: “HoBuii CeiT- 20007, 2019. -
678. - Pexxum foctyny: http://ns2000.com.ua/wp-content/uploads/2019/11 /Kiberbezpeka-suchasni-
tekhnolohii-zakhystu.pdf.

2. TexHouorii 3axucty inpopmatii./ C. E. Octranos, C. I1. €BceeB, O.I'. Koposib. - YepHiB1ii : YepHiBelbkuit
HalioHa/ibHUH yHiBepcuTeT, 2013. - 471 c.

http://kistntu.edu.ua/textPhD /tzi.pdf.

3. Bonaventure O. Computer Networking: Principls, Protocols and Practice. - Louvain-la-Neuve:
Universite catholique de Louvain (Belgium), 2019. - 272 p.
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02/Computer-
Networking-Principles-Bonaventure-1-30-31-OTC1.pdf.

4. €BceeB C.I1. Kibepb6e3neka: ocHoBU KoAyBaHHs Ta kpuntorpadii/ C.I1. Escees, 0.B. Minos, C.E.
Octanos, 0.B. CeBepiHoB. - XapkiB: Bua. “Hosuii CeiT-2000”, 2023. - 657 c.
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http://surl.li/pxssv
http://ns2000.com.ua/wp-content/uploads/2019/11/Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf
http://ns2000.com.ua/wp-content/uploads/2019/11/Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf
http://kist.ntu.edu.ua/textPhD/tzi.pdf
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02/Computer-Networking-Principles-Bonaventure-1-30-31-OTC1.pdf
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02/Computer-Networking-Principles-Bonaventure-1-30-31-OTC1.pdf

https://acrobat.adobe.com/id /urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-
37f76ca508c5/?x api client id=chrome extension viewer&bookmarkAcrobat=true&x api client location
=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover

5. TexHouiorii 3axucty inpopmariii./ C. E. Octranos, C. I1. EBceeB, O.I'. Kopousib. - UepHiB1ii : YepHiBelbkuit
HalioHa/nbHUH yHiBepcuTeT, 2013. - 471 c.

http://Kkist.ntu.edu.ua/textPhD /tzi.pdf

JlogaTKoBa JjiitepaTtypa :

6. €Ecees C.I1. KIBEPBE3ITEKA: IABOPATOPHUU [TPAKTUKYM 3 OCHOB KPUIIOTPA®IYHOT' O
3AXUCTY / C.II. €Bcees, 0.B. Minos, O.. Koposb - JIbBiB: «HoBwuit CBiT- 2000», 2020 . - 241 c.
http://library.hneu.edu.ua/storage /new-arrivals-books/December2020/Yevseiev.pdf

7. Cohen, G. Frey, R. Avanzi, C. Doche, T. Lange, K. Nguyen, F. Vercauteren. Handbook of elliptic and
hyperelliptic curve cryptography// Kenneth H. Rosen Ed. 2006. 843 p.
https://blkcipher.pl/assets/pdfs/Handbook of Elliptic and Hyperelliptic Curve Cryptography.pdf

8. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov and others. — Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p. URL:
https://www.researchgate.net/publication/352013398 Synergy of building cybersecurity systems Mo
nograph.

9. A. Rukhin, ]. Soto. A Statistical Test Suite for Random and Pseudorandom Number Generators for
Cryptographic Applications. NIST Special Publication 800-22, 2000
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-22rla.pdf.

CucremMma OLiHIOBAaHHA

KpuTepii oniHI0BaHHSA yCHIIIHOCTI CTYyA€HTa IlIkana oniHIOBaHHA

Ta po3nozia 6asiB Cyma HarnjioHasbHa oLiHKa ECTS
Basin HapaxoByOThCs 32 HACTYIIHUM 6aJsiB
CIIiBBiIHOILIIEHHSIM: 90-100 BigmiHHO A
esabopaTopHi po6oTu: 40% ceMecTpoBOI OL[iHKY; 82-89 Jobpe B
ecaMocTifiHa po6oTa: 10% ceMecTpOBOi OIIHKY; 75-81 Jobpe C
*KOHTpOJIbHA poboTa: 10% ceMecTpoBOI OLiHKY; 64-74 3a/10BiJIbHO D
e3aiik: 40% ceMecTpOBOI OL[iIHKHU 60-63 3a/10BiJIbLHO E
35-59 HesagoBinbHO FX
(moTpibHe g0oAaTKOBE
BUBYEHHH )
1-34 HesazoBinbHO F
(moTpi6He moBTOpHE
BUBYEHHS )

HopMu akaaeMiyHOI eTHMKM i IOJIITUKA KYpCYy

CTyZeHT NOBUHEH AoTpUMyBaTHca «KoJeKcy eTHKY akaZieMiuHMX B3aEMOBIJHOCHH Ta J0OPOY€ECHOCTI
HTY «XIll»: BUABJAATH AUCHUILIIHOBaHICTb, BUXOBAHICTBh, J0OPO3UUYJIMBICTD, Y€CHICTB, BiATIOBIAA/IBHICTb.
KonuikTHI cuTyanil noBUHHI BiKpUTO 0GroBOPIOBATHUCS B HABYAJbHHUX IPyIax 3 BUKJIAAa4ueM, a IPH
HEMOXKJIUBOCTI BUpillleHHSA KOHPJIIKTY — JOBOJUTUCA /10 BijloMa CiBPOOGITHUKIB UPEKLIl iIHCTUTYTY.
HopMaTrBHO-IpaBoBe 3a6e3neyeHHs1 BIPOBa>KeHHsI IPUHLUINIB akajieMiuHol fo6podyecHocTi HTY
«XIII» po3mimeHo Ha cauTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/

IloroaxeHHs
Cuiabyc moro/KeHo 3aBigyBau kadegpu
28.08.2024 = Cepriit EBCEEB
['apanT OIl

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

OcHosu kpunmozpagittnozo saxucmy «XapKiBCBKMIT HOAITEXHIYHMI IHCTHTY T »



https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
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http://kist.ntu.edu.ua/textPhD/tzi.pdf
https://blkcipher.pl/assets/pdfs/Handbook_of_Elliptic_and_Hyperelliptic_Curve_Cryptography.pdf
https://www.researchgate.net/publication/352013398_Synergy_of_building_cybersecurity_systems_Monograph
https://www.researchgate.net/publication/352013398_Synergy_of_building_cybersecurity_systems_Monograph
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-22r1a.pdf
http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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