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ABTop nonaj, 200 HayKOBHX Ta HaBYaJIbHO-METOAWYHUX Npalb. HaykoBuit
KepiBHUK 3 3axXULeHUX KaHJAUJATCbKUX POBIT, rapaHT OCBITHbO-MIpodeciiiHol
| nporpamu Apyroro (MarictepcbKoro) piBHs BUILOI 0cBiTH. [IpoBigHUI JileKTOp
3 AUCUUILIIH: «MaTeMaTU4YHi OCHOBY KPUIITOJIOTII Ta KPUIITOAHAJI3»,
«CTpyKTypH AaHux», «[[poMucaoBuii Ta odicHUM mmioHax» , «[{ludppora
KpPUMiHaJIICTUKa», ¥ CTYAeHTiB 6akasaBpiaTa Ta Maricrpatypu, Po3zin
«MeTopoJiorisi HAyKOBOI Ta NeAarorivyHoi AisiIbHOCTI B HAyKax Kibep3axucTy»
JJ151 aCIipaHTIB.

JleTasibHillle PO BUKJIaa4ya HA CAalTi kadeapu

3arasibHa iHpopmManisa

AHoTanis

HaBuasnbHa gucnumiida "ludpoBa KpuMiHamicTHKA" € HOPMaTHUBHOIO HABYIBHOIO AUCIUILIIHOKO.
ByBYeHHS AYMCUUIIIHY CIPSAMOBaHe Ha OTPMMAaHHSA 3HaHb 100 KPUMiHANICTUYHUX JOC/TiPKEHb
Cy4dacHHUX iHpopMaliliHUX CUCTeM i HOCIiiB JaHUX; pOpPMyBaHHS BMiHb IPOBOJAWUTHU MEPBUHHI
KpUMiHaiCTU4HI po3c/ailyBaHHs NOpYIleHb Kibepbe3neKku.

MeTa Ta mij1i AUCHUILTIHU

®opmyBaHHS 3HaHb i BMiHb IPOBOIUTH MEPBUHHI KPUMiHATICTUYHI PO3C/IilyBaHHS MOPYILIEeHb
Kibep6e3neku. BuBuenHs gucnumiiny "LindppoBa KpuMiHaMicTUKA" CIPUsS€E OTPUMAHHIO 3HAHb I[0/10
KpUMiHaJiCTUYHUX J0CTiIKeHb cydacHUX iHpopManiiHUX cucTeM i HOCIIB JJaHUX, a TaK0X popMyBaHHA
BMiHb IPOBOJWTH NepPBUHHI KpUMiHaJMICTUYHI PO3C/IilyBaHHS NMOPYIIEHb KibepOe3neKy.


mailto:oleksandr.milov@khpi.edu.ua
https://cybersecurity.kpi.kharkov.ua/мілов-олександр-володимирович/

dopmar 3aHATH

Jlekii, 1abopaTopHi po60TH, caMocTiliHa po60Ta, KOHCyAbTalil. [lifcyMKoBUI KOHTPOJIb — 3aJiK.

KoMneTreHTHOCTI

K3-3. 3maTHicTb 10 a6CTPaKTHOT'0 MUC/I€HHS, aHaJli3y Ta CUHTE3Yy.

K3-7. 3maTHicTb A0 NoIyKy, 06po6JieHHS Ta aHauTi3y iHpopMariii 3 pi3HUX JKepell.

K3-8. 3paTHicTh BUKOPHUCTOBYBATH iHGOpPMalliiiHi Ta KOMYHiKalliiHi TeXHOoJIOTii i Ha ikl OCHOBI
dopmyBaTH edpeKTUBHY cUCTeMY iHOpMalliliHO-aHAJITUYHOTO 3a6e3neYeHHs MiATPUMKY NPUNHATTS
yIpaBJiHCbKUX PillleHb 11[0/10 3an06iraHHs, NpoTH/ii Ta HelTpasisalii 3arpo3 HallioHaNbHIN Ge3mnelr.
®K-2. 3paTHicTh aHa/Ti3yBaTH BUKJIMKH Ta 3arp0o3U HalliOHaJIbHIHM 6e31eni 3a HanpsAMKaMu npodeciiHoi
JislJIbHOCTI, CUHTe3yBaTH iHpopMaliito 1110/10 po3pobJieHHS Ta peasisallii eieMeHTiB cTpaTerii y
BU3HaYa/IbHUX cdepax HallioHaIbHOI 6e3neku (MoMiTUUHIN, eKOHOMIYHIH, collia/ibHiN, TyMaHITapHiN).

Pe3y/ibTaTH HaBYaHHA

[IPH-3. BMiTH 3a J0MOMOr010 aGCTPAKTHOI'O MUCJIEHHS, aHaJIi3y Ta CUHTE3Y OI[iHIOBATH Pe3yJIbTaTH
npodeciitHoi fiis/IbHOCTI Ta 3a6e3ne4yBaTH ii AKiCTh, 6YyTH KPUTHYHUM i CAMOKPUTUYHUM,
HamnoJIErJIMBUM ILIOJ0 IOCTaBJeHUX 3aBJlaHb i B3ATHUX 3060B’A3aHb.

[IPH-7. BMiTH BUABJISAITH, CTABUTH Ta BUpillyBaTH npodeciiiHi 3aBAaHHS, BMITH y3arajibHOBaTU
OTpUMaHi pe3y/bTaTH, 06POBJIATH Ta aHaMi3yBaTH iHpopMallito 3 pizHUX JKepesi, 0GOPMJIIOBATH i
Npe3eHTyBaTH pe3yAbTaTH AOCHiAKeHb BiANIOBIAHO 10 BUMOT.

[IPH-8. BMiTH BukopucToByBaTH iHpopMalilini Ta koMmyHikaLilHi TexHoJoril i Ha 11ill ocHOBI
dopmyBaTu ePpeKTUBHI cucTeMH iHpopMaliliHO-aHaITUYHOTrO 3a6e3ne4eHHs NiATPUMKY NPUUHATTS
pillleHb 11100 3aMobiraHHs, NPOoTUAIl Ta HelTpaJsisallii 3arpos3 HallioHaJ/IbHIlM 6e3MeKHU.

[TPH-10. BMiTH aHa/i3yBaTH BUKJIMKY Ta 3arpo3y HalliOHANbHIHN 6e3mnelli 3a HanpsiMaMu npodeciiHoi
JislJIbHOCTI Ta CUHTe3yBaTH iHdopMalLiio 111010 po3po6JeHHs Ta peasisalii cTpaTeriil y BUsHa4aJlbHUX
cdepax HalioHa/bHOI 6e3neKu (MOJNiTUYHIHM, eKOHOMIYHIH, coljjaibHIN, r'yMaHiTapHiN).

06car AMCHMILIIHU

3aranbHuit o6car aucnumiing 150 rof. (5 kpepurtis ECTS): nekuii - 32 rog., 1abopaTopHi po60oTH — 32
roJ., caMocTiiiHa po6oTa - 86 rog.

IlepeaymMoBU BUBYEHHS AUCHMIUIIHU (MpepeKBi3UTH)

MaTeMaTH4YHiI OCHOBH KPHUIITOJIOTII Ta KpunToaHaJsis, JliniiHa anre6pa, OcHOBU KpunTorpadpigyHoro
3axucty, JJuckpeTHa MaTeMaTHKa, I[HpopMaTuka, [I[porpamyBaHHS.

0Co06JIMBOCTi AUCHUIJIIHK, METOJAHM Ta TEXHOJIOTil HaBYaHHA

B xoni BUKJIalaHHs JUCLMILIIHY BUKJ/IaJlaueM 3aCTOCOBYIOThCS [I0SICHIOBAJIBHO-1JIIOCTPAaTUBHUM
(indopmanifiHo-peLlenTUBHUI) Ta PENPOAYKTUBHUM MeTOAM HaBYaHH. B IKOCTi MeTo1iB BUKJIaJaHHS,
sIKi HanpaBJ/ieHi Ha aKTUBi3allilo Ta CTUMYJIIOBAaHHS HaB4YaJIbHO-Mi3HABAJIbHOI AisSl/IBHOCTI 3,06yBauyiB,
3aCTOCOBYIOTbCS pe3eHTalii, 6ecify, iHAUBIAyaabHI TPyOBi MPOEKTH, MallCTep-KJIaCH.

IIporpama HaB4YaJIbHOI AUCHUILIIHA

TeMM JIeKIiHHUX 3aHATH

Tema 1. Bery.

[isi Ta 3aBAaHHSA HaBYaJbHOI AucUUILIIHY «LludpoBa kpuMiHamicTHKa». Miclie AUCHUIIIHY y
HaB4YaJIbHOMY nporneci. CTpyKTypa, 3MiCT TEMaTU4YHOTO [IJIaHy BUBYEHHS JUCLUIIJIIHY; HaBYaJIbHO-
MeToAuYHa JiTepaTtypa. 0co6J1BOCTI BUBYEHHS JUCUUILIIHYA; GOPMU KOHTPOJIIO 3HAHb, YMiHb Ta
HaBWYOK y4HiB. HanpsiMu HayKoBo-/0C/1iIHOT pOGOTH CTYAEHTIB.

Tema 2. EnexkTponHi (iudposi) nokasu.

LHudposi gaHi Ik Ao0Ka3U: BUSHAYEHHS], POJib, TUIIH, XapaKTEPUCTHUKA, 3aKOHOJAB4i BUMOTH.
XapaKTepUCTUKA KPUMiHAJiCTUYHUX J0Cai>KeHb. TUNH Kibep3J1041HiB, TP06JeMHU pO3C/IiyBaHb,
3arajibHi NpaBuJa KpUMIiHaAMICTUYHUX JOCIpKeHb. [I[paBuia MOBO/KEHHH 13 eJIeKTPOHHUMH [J0Ka3aMHU.
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Tunu eneKTpOHHUX J0Ka3iB. KpuMiHaMiCTUYHI JOCHIP)KEHHS SIK CKJIaZ,0Ba pearyBaHHs Ha iIHUU/JEHTU
nopyuieHHs Kibep6e3neku. PoJsti Ta 060B’I3KH 0Ci0, 1110 TPOBOAATL KpUMiHAJIiCTUYHI JOCTiXKeHHS.
Tema 3. [Ipouec nepBUHHUX ITUPPOBUX KPUMIHATICTUUHUX AOCi[PKEHD.

®a3u nepBUHHUX [UPPOBUX KPUMiHANICTUYHUX JOCHiKeHb. BUMoru 1o o6J1aZlHaHHSA, PoJli yYacCHUKIB
MEePBUHHUX IUPPOBUX KPUMiIHAMICTUUHHUX JOCi>KeHb. [I0IyK, BUsIBJIeHHS, 30ip, dikcamis i 36epekeHHs
eJIEKTPOHHUX Ao0Kaz3iB. [lopsaaok nepeadi Ta 36epiranss (chain of custody) esneKTpoHHUX /10Ka3iB.
CTBOpeHHs Ay6JiKaTiB, BiJHOBJIEHHS JJaHUX | IEpBUHHA eKCIIEPTHU3a eJIEKTPOHHUX J0Ka3iB. 3BIT npo
KPUMIiHa/IiCTUYHI JOC/IIKEeHH | CBIJYeHHA Yy CyAl.

Tema 4. CTpyKTypa K0pCTKOr0 AUCKY Ta GaiJIOBUX CUCTEM.

TUnu )XOPCTKUX JUCKIB 30epiraHHs AaHUX, iX XapakTepuCcTUKH. PiznyHa Ta JioriyHa CTPYKTypa
YKOPCTKUX JUCKIB. Po3/1iin s)kopcTKUX AUCcKiB. 3aBaHTaxkeHHA 3 AucKy OC Windows, Linux, Mac. ®aitsioBi
cuctemu OC Windows, Linux, Mac. BiaminHocTi pisHoMaHiTHUX RAID cucteMm 36epiranns. [lopsaaok
aHasi3y $paiJIoBUX CUCTEM.

Tema 5. BusiydyeHHs1 JaHUX Ta CTBOPEHHS Ay06J1iKaTiB HOCIIB JJaHUX.

3araJibHUM ONUC NPOLeCY BUIYUEHHS JJaHUX. BunydenHs quHamiyHux aaHux (live data).

BusiydeHHs1 cTaTUYHUX AaHuX (static data). [locaioBHICTE y BUy4YeHHI Ta Ay0/II0BaHHI JaHUX.
3abe3neyeHHs HE3MiHHOCTI OpUTiHAJbHUX HOCIIB JaHUX. BU3HaYeHHS MiAXOAAIMX MEeTO/IIB i 3ac0o6iB
BUJIyYeHHs JAaHUX. BunydeHHs fanux 3 Windows i Linux koMmn'toTepiB. Halikpalli NpakTUKU BUy4eHHSA
JlaHHUX.

Tema 6. MeToaM NPOTHUAIl KpUMIHAJIICTUMHUM J0CJiPKEHHAM.

[ToHATTSA NPOTHUAITI KpUMiHANICTUYHUM AOCJiAKeHHAM. MeToau NpoTUAIl KpUMiHAJiCTUYHHAM
JocaipxeHHssM. OTpuMaHHs 0Ka3iB 3 BUaseHUX paiiiB i po3aiiB, 3amindpoBaHux ¢aiis,
creraHorpa¢iyHux 06’ekTiB. [feHTUiKaLis 06dycKalil, BATHPaHHS 3a/IMIIKIB, Iepe3anucy AaHUX Ta
MeTalaHux, ludppyBaHHa. KpunrtorpadiyHi MepexHi IpOTOKOJIH, MPOrpaMHi aKyBaJbHUKH, PYTKITH K
MeTOAY NPOTHU/il KpUMiHaMTICTUYHUM A0CaiIKeHHAM. KoHTp3axoau NpoTHAil KpUMiHAMICTUYHUM
JocaigpkeHHsAM. OCHOBHI BUKJIMKH Y IOJ0JIaHHI NPOTU/iI KpUMIHAMTICTUYHUM J10CTiJKEHHSIM.

Tema 7. KpuMiHaslicTU4HI AOCTIP)KEHHS ONlepaliiHUX CUCTEM.

[Topsafok 360py i or/sAy ETIOYHUX | HeJleTIYUX JaHuX 3 Windows koMn'toTepiB. AHasi3 nam’aTi i
peectpy Windows. Orsisifi Kelly, KyKiB Ta icTopii Be6-6pay3epiB Windows. Orisg paiiB i MeTaJlaHUX B
Windows. AHausi3 xkypHasiB noaiit Windows. Anauis »kypHaJiiB nmoZii Linux. 36ip i orJyisg ieTiouux i
HeJIeTIOUMX AaHuX 3 Linux koMn'rotepiB. AHasi3 ¢aitniB i xypHasiB nozit Mac komn'toTepis.

Tema 8. KpuMiHasticTU4HI AOCTiP)KEHHS KOMIT' IOTEPHUX Mepex.

CyTHicTb KpUMiHaMICTUYHOTO AOCTiIKEHHS KOMIT I0TePHUX Mepex. [IpoTokotoBaHHA Tpadiky
KOMIT'I0TepHOI Mepexi. [[puHIunu B3aEM03B’a3KiB nofiu. [lifroToBka i eTanu npoBeieHHA
KPUMIiHaJICTUYHOTO0 JOC/iI)KeHHA KOMII'I0TepHUX Mepex. OrJis MaplipyTU3aTopy, Mi>KMepeHOI o
eKpaHy, CUCTeMU BUsiBJeHHs BToprHeHb, DHCP-cepBepa, 6a3 ganux. Oraaa tpadiky. JJokyMeHTyBaHHA
OTPUMAHUX i3 Mepexi J0KasiB. PeKOHCTPyKLia f0Ka3iB.

Tema 9. KpuminasicTuuHi Joc/i/PKeHHs] Be6-aTaK.

CyTHicTb KpUMiHaMICTUYHOTO AOCTiAKEHHS Beb-aTaK. ApXiTeKTypa Be6-3aCTOCYHKIB | BUKJIMKH iX
KPUMIHaJICTUYHOTO0 JOC/iAKeHHd. [HAUKaTopU Be6-aTaK i BU3HaUYeHHd 3arpo3 Be6-3aCTOCYHKaM.
ETanu npoBejeHHs KpUMiHa/MIiCTUYHOIO AOC/i>)KeHHs Be6-aTakK. KpuMiHanicTuuHe gociipKkeHHs Be6-
atak Ha Windows cepBepu. ApxiTekTypa IIS Be6-cepBepa i KpuMiHaicCTUUHUM aHauTi3 Horo Jior- ¢pauIiB.
ApxitekTypa Apache Be6-cepBepa i KpUMiHa/iCTUYHUM aHai3 Horo Jaor-daitni. Po3ciigyBanHsa
pi3HOMaHITHUX aTaK Ha Be6-3aCTOCYHKH.

Tema 10. KpuminasicTuuHi gocsipkeHHs 6a3 TaHUX.

CyTHicTb KpUMiHaJMiCTUYHOTO AOCTIKeHHS 6a3 JaHUX. KpuMinasicTuane gocaimkents MS SQL.
BusiBneHHs peno3uTopiiB 6a3 JaHuXx i 36ip paitiiB-nokasis. Orasg ¢paiiiB 3 BUKopucTaHHIM SQL
Management Studio i ApexSQL DBA. Kpuminanictuune gocaigpxenns MySQL. Apxitektypa MySQL i
BU3HAY€HHA CTPYKTYpPH TeK JaHUX. [HCTpyMeHTH KpUMiHaliCTU4HOTO AocaifpxeHHsa MySQL.
KpuminanictuuHe fociimkenas MySQL nHa WordPress.

Tema 11. KpuMiHasticTU4HI fOC/TII>KEHHA XMapHUX CEPBICIB.

TexHos0Tii XMapHUX 064KMCc/IeHb. BiloMi aTaku Ha TexHOJIOTil XMapHUX 0649Hc/ieHb. CyTHICTD
KPUMiHaJiCTUYHOTO AOC/i>KEHHS TEXHOJIOTIi XMapHUX 064K C/IeHb. 3aBJaHHS KPUMiHAIICTUYHOTO
JOCIiPKeHHS XMapHUX cepBiciB. BiAMIHHOCTI pi3HUX TUIIB KPUMIiHAJICTUYHOTO LOCIiJKeHHS XMapHUX
cepsgiciB. Pouii 3anikaB/ieHUX CTOPIH y KPpUMiHAJIICTUYHOMY JOC/III>KEHHI XMapHUX CepBiciB. BUkiIuky, 1m0
BMHUKAKOTH i/l Yac IpoBeJjeHHA KPUMiHaJIICTUYHOI0O AOC/IP)KEHHA XMapHUX CepBicCiB.
KpuminanictuuHe gocigxeHHs: xMapHuUX cxoBuly Dropbox Ta Google Drive.
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Tema 12. KpuminasicTU4Hi JoC/1i/[PKeHHS 1IKiAJIMBOTO MPOrpaMHOro 3ab6e3MedyeHHs.

[lIkiginBe mporpaMHe 3a6e3nedenHs (II13) Ta misgxu Horo BOpoOBaXKeHHs B CUCTEMY. MeTo1u
posnoBcromxkeHHs LI13. OcHoBHi ckiagoBi LII3. [IpuHunu KpuMiHaaicTuuHoro aocaimkeHHs 3.
[nenTudikanis i BunyyenHs I3 3 BK/IOUEHOI i BUKJIIOUEHOI CUCTEMU.

CTBOpeHHs JlabopaTopii i cepeloBUIIA 3 aHATI3Y MIKiAJUBUX MporpaM. [IpaBusia 1abopaTOPHOTO aHaJi3y
[II13. luHaMiyHU# i cTaTUYHUA aHai3. BUK/IMKY, 1110 BUHUKAIOTh MiJ Yac NpoBe/leHHS
KpUMiHasicThuuHoro pgocaigxenns LII13.

Tema 13. KpuMiHasicTU4YHI BOC/IP)KEHHS €JIEKTPOHHOI MOIITH.

ApxiTeKTypa CUCTEMHU eJIEKTPOHHOI MOIITH, CEPBEPH 1 KJIIEHTH, 1X XapaKTEPUCTUKHU. BaxK/IMBICTb
€JIEKTPOHHUX IIOBiJOMJIEHb. 3JI0OYUHH, [ile BUKOPUCTOBYETHCA eJIeKTpOHHa noiura. CkJIaZoBi 1ucTa
eJIEKTPOHHOI NOIITH, CJY>KO0Bi 3aroJIOBKH JiMcTa. ETanu KpuMiHaiCTUYHOTO 10C/iKEHHSA
€JIEKTPOHHUX JIUCTIB 3JIOBMUCHHUKIB I NOTepHiJIUX. [HCTpyMEHTU KPUMIHANICTUYHOTO JOC/IiKEHHS
€JIeKTPOHHOI IOIUTH.

Tema 14. KpuMiHasicTU4uHI focaiP)KeHHS MOOIJIbHUX IPUCTPOIB.

HeoO6xiHiCTh KpUMiHaJMiCTUYHOTO AOC/IiKEHHS MOGIIBHUX MPUCTPOIB. PoJib anmapaTHUX i mporpaMHUxX
MIaTHOPM Yy KPpUMiHATICTUUHOTO JJOC/TiP)KEHHS MOOIJIbHUX NPUCTPOIB. PiBHI apXxiTeKTypu oTOoUeHHSA
MO6iIbHUX NPUCTpPOiB. CTek apxiTekTypu Android i mpoiiecu 3aBaHTaKeHHs cucTeMU. CTeK apXiTeKTypH
iOS i mpo1ecy 3aBaHTaXXeHHs CUCTeMU. BU3HaueHHs Miclb 36epeXeHHs JJ0Ka30BuX JaHuX. [ligroToBka
Jl0 KpUMiHa/IiCTUYHOTO J0C/i/XKeHHsI MOGIJIbHUX NPUCTPOiB. KpuMiHasicTHyHI AocaifKeHHsI MOGIIbHUX
MIPUCTPOIB.

Tema 15. CksiaJlaHHS 3BiTY i Ipe/icCTaBJeHHS Pe3yJabTaTiB KPUMiHAMICTUYHUX JOCTiKEeHb.

BaxxsiuBicTb 0popMIIEHHS 3BITY 1100 Pe3y/bTaTiB KPUMiHAICTUYHUX JOCTiAKeHb. Y3arajbHeHUN
1a6JIoH 3BITY KPUMiHA/TICTUYHUX JIOCTiPKeHb. BUiu 3BiTiB Ta MeToMKa ix ck/afaHHA. CieniaicT 3
MEepPBUHHHUX KPUMiHa/MiCTUUHUX JOC/iIKeHb SIK CBi1oK. [IopiBHAHHS poJieil eKCIepTiB i TeXHIYHUX
creniasictiB. CBif4eHHS crieliajsicTa y CyAi.

Tema 16. BukopucTaHHs AepKaBHUX iHGOpMaAI[iHUX CUCTEM IIiJi Yac BUPIlIeHHS KPUMiHA/TICTUYHUX
3aB/aHb.

KpuMmiHanicTiuuHa peecTpalis gk iHpopmManiiiHa cuctema. O6iku MiHicTepcTBa BHYTPIlLIIHIX CIIpaB
Ykpainu. 06J1iky iHopManiiiHo-A0BiIKOBOI cayk6U. O6J1iKH MUTHOI cyk0u. KpuMiHanicThuHi 061iKku
Mi>KHapoAHUX opraHisayiil. BukopucranHs iHpopMmaLii KpUMiHaJICTUYHUX PeECTPALiHUX CUCTEM.

Temu NPAKTUYHHUX 3aHATD

[IpakTU4Hi pO6OTH B paMKax JUCIUILIIHUA He nepei6adeHi.

Temu 1a60paTOPHUX POOGIT

Tema 1. BctaHOoBJ/IeHHS Ta HACTpPOMKa Clleljali30BaHOI0 IPOrpaMHOro 3abe3neyeHHs..
Tema 2. 36ip Ta aHasi3 nudpoBoi KpuMiHasicTuuHoi iHpopmarii B OC Windows.

Tema 3. 36ip Ta aHaui3 nudposoi kpuMinaaictuunoi iHpopmani B OC Linux.

Tema 4. BigHoB/1IeHHs BUiasieHOT0 po3Aiay Ta BifHOBJIeHHs Raid..

Tema 5. Ananiz ¢paitoBoi cuctemu NTFS.

Tema 6. AHaniz aptedaxTiB npukaagHux nporpamm y Windows.

Tema 7. KpuMiHasicTUYHUE aHaJ1i3 Mepexi.

Tema 8. AHas1i3 onepaTUBHOI TaM’ATi.

CamocriiiHa po60oTa

CamocrTiliHa po6oTa CTy/leHTa € 0JHi€lo 3 popM opraHizaliii HaBYaHHs, OCHOBHO0 $OPMOI0 OBOJIOAIHHA
HaB4YaJIbHUM MaTepiajioM y BiJIbHUH Bifj ayIMTOPHUX HaBYaJIbHUX 3aHATH 4ac. [liff 4ac camocTiiiHOI
pO6OTH CTYIeHTH BUBYAIOTh JIEKI[IHHUN MaTepiaJsi, TOTYIOThCS /10 Tab0pPaTOPHUX POOIT, KOHTPOJbHHUX
po06iT, 3a/ikiB Ta icnuTiB. CTyAeHTaM TaK0X PEKOMEH/YIOThCS 10/1aTKOBI MaTepianu (Bigeo, ctaTTi) aAns
CaMOCTiIHOTrO0 BUBYEHHS Ta aHaJi3y.

HedopmasibHa ocBiTa

B pamkax HedopMaJibHOI OCBITH 3TiZiHO BianmoBigHoro [losoxkeHHs (http://surlli/pxssv), ocBiTHs
KOMIIOHEHTAa abo il OKpeMi TeMH MOXKyTb OYTH Bpax0BaHO Yy pa3i caMOCTiHOTr0 NPOXOAKeHHS
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http://surl.li/pxssv

npodeciiHUX KypciB/TpPeHIHTiB, OTpUMaHHs rPOMa/ITHCHKOI OCBITH, OHJIAlH OCBITH, IpodeciiHOoro
CTaKyBaHHs TOLL0.
3a JaHUM KOMIIOHEHTOM BpaxyBaHHA TeM, y pa3i yClillHOTo 3aBeplleHHs KypciB, He epe6ayeHo.

JliTepaTypa Ta HaBYaJIbHiI MaTepian

OcHoBHa JiTepaTtypa

1. Davidoff, Sherri. Network forensics: tracking hackers through cyberspace / Sherri Davidoff, Jonathan
Ham. Pearson Education, Inc. 2012.

https://ptgmedia.pearsoncmg.com/images/9780132564717 /samplepages/0132564718.pdf

2 €cees C.I1. KIBEPBE3IIEKA: JIABOPATOPHUU [TPAKTUKYM 3 OCHOB KPUITOTPAPIYHOI'O 3AXUCTY
/ C.IL. €Bcees, 0.B. Minos, O.'. Koposib - JIbBiB: «HoBuii CBiT- 2000», 2020 . - 241 c.
http://library.hneu.edu.ua/storage /new-arrivals-books/December2020/Yevseiev.pdf

JoaaTkoBa jiTepaTypa

3. Aaron Philipp, David Cowen, Chris Davis. Hacking exposed computer forensics. Second edition. The
McGraw-Hill Companies, 2010.
https://needuxnworkplace.wordpress.com/wp-content/uploads/2014 /01 /hacking-exposed-computer-
forensics-secrets-solutions.pdf

4. Bo6aJo 10.41,, T'opbaruii [.B. (pen.) Inpopmauiiina 6e3neka. HapuanbHui noci6HuK. — JIbBIB :
BupaBHuuTBO JIbBiBCbKOI MosriTexHikH, 2019. — 580 c. — ISBN 978-966-941-339-0
https://pdflib.vntu.edu.ua/books/2021/Bobalo 2019 580.pdf

CucremMa OLiHIOBAaHHA

Kpurepii onjiHI0OBaHHA yCHIINHOCTI CTyA€HTa IlIkasa oniHIOBaHHSA

Ta po3moAi 6asiB Cyma HanjoHnanbHa onjiHka ECTS
Basi HapaxoBYIOThCS 32 HACTYITHUM 6asiB
CHiBBiJHOLIEHHSM: 90-100 BigminHO A
es1abopaTopHi po6oTH: 40% ceMecTpPOBOI OI[iHKY; 82-89 Jobpe B
ecaMocTifiHa po6oTa: 10% ceMecTpPOBOi OIIHKHY; 75-81 Jo6pe C
*KOHTpOJIbHA po6oTa: 10% ceMecTpoBOi OLLiHKY; 64-74 3aJ10BiJIBHO D
e3aiik: 40% ceMecTpOBOI OLiHKU. 60-63 3a/10BiJILHO E
35-59 HesazoBinbHO FX
(moTpibHe g0oAaTKOBE
BUBYEHHS)
1-34 HesazoBinbHO F
(moTpibHE mOBTOpPHE
BUBYEHHS )

HopMu akaaeMiyHOI eTHKM i IOJIITUKA KYpCYy

CTyZeHT NOBUHEH AoTpuUMyBaTucs «KoeKcy eTHKHY akaJieMiuHMX B3aEMOBIJHOCHH Ta JJ0OPOYECHOCTI
HTY «XIll»: BUABJAATH AUCHUILIIHOBaHICTb, BUXOBAHICTBh, J0OPO3UUYJIMBICTD, Y€CHICTB, BiATIOBIAA/IBHICTD.
KoHuikTHI cuTyalii NOBUHHI BiIKPUTO 06r0OBOPIOBATHUCS B HABYAJbHUX I'PYIaX 3 BUKJIaZayeM, a Ipu
HEMOXKJIUBOCTI BUpillleHHS KOHPJIIKTY — JOBOJUTUCS /10 BijloMa CiBPOOGITHUKIB UPEKLIT iIHCTUTYTY.
HopMaTrBHO-IpaBoBe 3a6e3Me4yeHHsI BIPOBa/XKeHHs NPUHLUINIB akajeMiuHoi fobpodecHocti HTY
«XI1I» po3mimeHo Ha cauTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist/
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