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KinbkicTs HaykoBUx my6Jtikalii: noHaz 80, 3 HUX MAaTEHTIB HAa KOPUCHY MO/JIe/b
12, 1 konekTuBHa MoHOTpadis, 2 HaBYaTbHUX MOCIOHUKA, 65 CTaTTiy
3aKOPAOHHHUX BU/JAHHSX Ta paxOBUX BUAAHHAX YKpaiHy, 3 HUX 5 ¥
HayKoMeTpU4Hil 6a3i Scopus. [IpoBigHuil 1ekTop 3 fucuuILIiH: «be3apoToBa Ta
Mo6isibHa 6e3meka», «OCHOBU cTeraHorpadii», «bisHec iHTe1imKeHe» , «Pi3udHi
OCHOBH TEeXHIYHHUX 3aCc06iB pO3BiIKU» y CTYAeHTIB 6akajiaBpiaTa Ta
MaricTpaTypH.

JleTanbHillle Ipo BUKJIaja4a Ha cauTi kadeapu

3arasibHa iHpopMaList

AHoTanisa

HaByanbHa aucruniina "be3neka B iHpopMaliliHO-KOMYHiKal[iHHUX cucTeMaX" € 060B A3KOBOIO
HaBYaJIbHOIO AU CLUILIIHO0. /lUCLiMIIJIiHA CIPSIMOBaHa Ha NPU/i0aHHA CTyleHTaMH HaBUYOK 3
HeHlTpaJsisanii THANOBUX MepeXeBHX 3arpo3, BUKOPUCTaHHA poTokoay SNMP 14 3axucty Mepexi,
3aXUCTY BiJi LIKiJJUBOro MPOrpaMHOT0 3a6e3MeYeHHs Ta 3aXUCT eJIEKTPOHHOI MOIITH Ta Be6-Tpadiky.

MeTa Ta IiJ1i AUCHUILIIHU

®opMyBaHHS TEOPETUYHHX OCHOB 3aKOHO/IaBYy0l 6a3y YKpaiHu Ta M>KHApOJHOI0 CYyCHiJIbCTBA B raaysi
HalioHaJIbHOI Ta iHpopManiiiHoi 6e3neku Jep:kaBU, BU3HAYEHHSI OCHOBHUX BUMOT 1110710 GOpMyBaHHA
HiTPUMKH Ta Y[ 0CKOHAJIEHHS] CUCTEM YIpaBJaiHHA iHpopMaLiiiHol 6e3eku KpUTHYHUX iH$opMarliiiHo-
KOMYHIiKallilHUX CUCTEM, a TAaKO>K BU3HAYeHHs Micld i poJi iHpopMaliiiHoi 6e3MeKu B 3arajbHii
CUCTEeMI HallioHabHOI 6e3MeKH, CTaHy Ta MPUHLUIIIB 3abe3neyeHHs iHQopMalliiiHOl 6e3neKku
0COOMCTOCTI, CyCHiJIbCTBA Ta Jlep>KaBH.

dopmar 3aHATH

Jlektii, 1a6opaTopHi po60TH, caMocTiiHA Po60Ta, KOHCY AbTaIlil. [1i/IcyMKOBHI KOHTPOJIb — 3aJiK.
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KoMmnereHTHOCTI

K3 1. 3gaTHicTh 3aCTOCOBYBAaTH 3HAHHA Y NPAKTUYHUX CUTYaLifIX.

K3 2. 3HaHHS Ta po3yMiHHSA NpeAMeTHOI 06J1acTi Ta po3yMiHHSA npodecil.

K3 3. 3gaTHicTh npodeciiiHO CIiIKyBaTHCS AEPKABHOK Ta iHO3€eMHOI0 MOBAMHU fIK YCHO, TaK i MUCbMOBO.
K3 4. BMiHHS BUSIBJISITH, CTABUTH Ta BUPIilllyBaTH NPo6seMu 3a npodeciiHUM CIpIMYBaHHSM.

K3 5. 3gaTHicTb 0 nomykKy, 06po6JieHHs Ta aHasi3y iHpopmanii

K3 6. 3naTHicTb peasisyBaTH CBOi IpaBa i 060B’sI3KH fK 4jieHa CYyCNiJIbCTBA, YCBiIOMJIIOBATH L[iIHHOCTI
IrPOMaZITHCBKOTO (BiJIBHOT'O IeMOKPATUYHOI0) CYCIiJIbCTBA Ta HEOOXiAHICTE HOr0 CTAZI0r0 PO3BUTKY,
BEpPXOBEHCTBA N1paBa, IpaB i CBO6GO, JIIOJAUHH i rpoMa/iiHUHA B YKpaiHi.

K3 7. 3paTHicTb 36epiraTu Ta NpUMHOXKYBAaTH MOpPaJbHi, KyJIbTypHi, HAYKOBI IIiIHHOCTI i J0CATHeHHS
CyCIiJIbCTBa HA OCHOBI PO3yMiHHS icTOpii Ta 3aKOHOMipHOCTe# PO3BUTKY MpeAMeTHOI 06J1acTi, ii Micus y
3arajbHil cCMCTeMi 3HaHb PO MPUPOAY i CYyCHIJILCTBO Ta ¥ PO3BUTKY CyCHIJILCTBA, TEXHIKHU 1 TEXHOJIOTIH,
BUKOPUCTOBYBATH Pi3Hi BUAU Ta OPMU PyX0BOi aKTUBHOCTI /11 aKTUBHOTO BiJIIOYMHKY Ta BeJleHHs
3/J0POBOTO CIIOCOOY XKUTTH.

K® 1. 3gaTHicTh 3acTOCOBYBAaTH 3aKOHO/|aBYy Ta HOPMaTHUBHO-IPABOBY 6a3y, a TAKOX JepKaBHi Ta
Mi>KHapO/{Hi BUMOTH, MPAKTHKHU i CTAHJAPTU 3 MeTOI0 3/liiCHEHHs npodeciiiHOi AiAIbHOCTI B raaysi
iHpopMaliliHoi Ta/abo Kibepbe3neKku.

K® 2. 3paTHicTb A0 BUKOpPUCTAHHS iHPopMaLliliHO-KOMYHiKallilHUX TeXHOJIOTi|, CydacCHUX MeTO/iB i
MozeJsel iHpopmaniiHoi 6e3neku Ta/abo Kibepoe3neKH.

K® 3. 3paTHicTb 10 BUKOPHUCTAHHS IPOrpaMHUX Ta IPOrpaMHo-anapaTHUX KOMILJIEKCIB 3ac06iB 3aXUCTy
inpopmMmarii B iHpopmaniiHo-TesieKOMYyHiKalilHUX (ABTOMaTU30BaHUX) CUCTEMAX.

K® 4. 3paTHicTb 3a6e3ne4yyBaTH HellepepBHICTb 6i3HeCy 3TiZjHO BCTaHOBJIEHOI MOJITHKH iHpopMaLiiHol
Ta/abo KibepbOe3neKH.

K® 5. 3naTHicTh 3a6e3meyyBaTH 3aXUCT iHpopmaiiii, 1o 06pobJisieTbes B iHpopMariiiHo-
TeJIeKOMYHiKalliiHUX (aBTOMaTH30BaHUX) CUCTeMax 3 MeTOI0 peasisallii BCTaHOBJIEHOI NOJITHKU
iHdopmariiiHoi Ta/abo kKibepbe3neKu.

K® 6. 3gatHicTb BifHOBOBaTH ITaTHE QYyHKIiOHYBaHHA iHpOopMaLilHUX, iHpopMaLiiiHO-
TeJIeKOMYHiKallilHUX (aBTOMAaTH30BaHUX) CUCTEM MicJs peasilanii 3arpos, 3/iilicHeHHs kibepaTak, 360iB
Ta BiZIMOB Pi3HUX KJIACiB Ta MOXOKEHHS.

K® 7. 3paTHicTb BIPOBa/pKyBaTH Ta 3a6e3mne4yBaTH PyHKLiIOHYBaHHS KOMIJIEKCHUX CUCTEM 3aXUCTY
iHpopmMalii (koMIeKCH HOPpMAaTUBHO-NIPAaBOBUX, OpraHi3alilHUX Ta TeXHIYHUX 3ac06iB i MeTO/|B,
npoueAyp, IpaKTUYHUX IPUHAOMIB Ta iH.).

K® 8. 3paTHicTb 34jilicCHIOBATH MPOIeAYPH YIIPaBJAiHHS iHIIMIEHTaMU, IPOBOJUTH PO3CJIiIyBaHHS,
Ha/laBaTH IM OLiHKY.

K® 9. 3patHicTb 34ilicHIOBaTH NTpodeciiiHy AisbHICTh HAa OCHOBI BIPOBaKEHOI CUCTEMH YIIpaBJIiHHSA
iHpopMariifiHolo Ta/abo kibepbe3nekoo.

K® 10. 3naTHicTb 3aCTOCOBYBATH METO/AM Ta 3aCO0U KpUINITOrpadiuyHOro Ta TEXHIYHOT0 3aXUCTY
inpopmarii Ha 06’ekTax iHpopManifiHOI AiIBHOCTI.

K® 11. 3gaTHicTh BUKOHYBaTH MOHITOPUHT npoLeciB pyHKLioHyBaHHS iHpopManiiiHux, iHpopManifiHo
TeJIeKOMYHiKallilHUX (aBTOMaTH30BaHHX) CUCTEM 3TiIHO BCTAHOBJIEHOI NOJITUKY iHpopManifiHoi
Ta/abo Kibepbe3neKH.

K® 12. 3aaTHicTb aHa/nizyBaTH, BUSABJIATU Ta OLiHIOBATH MOJIMBI 3arpo3H, ypasJUBOCTi Ta
JlecTabinizyroui YMHHUKY iHpopManiiHOMy mpocTopy Ta iHpopMaliiHUM pecypcaM 3TifiHO 3
BCTAHOBJIEHOIO NOJIITUKOIO iHdopMalliiiHoi Ta/a6o Kibepbe3mneKu.

Pe3ysibTaTH HaBYaHHSA

PH-1. 3acTocoByBaTH 3HAHHS Jlep>KaBHOI Ta iHO3€eMHUX MOB 3 MeTOI0 3a6e3ne4eHHs ePeKTUBHOCTI
npodecilinoi kKoMyHiKarlii;

PH-2. OpranizoByBaTH BacHy npodeciiiHy AisiibHICTb, 06UPATH ONTUMaAbHIi METOM Ta CIOCOOU
PO3B’sI3yBaHHSA CKJIAHUX Cllellia/i30BaHUX 3aa4 Ta NPaKTUYHUX Mpo6JieM y mpodeciiiHii AibHOCTI,
OI[iHIOBATH iXHI0 ePEKTHUBHICTBH;

PH-3. BukopucTOByBaTH pe3y/IbTaTU CAMOCTiIHHOTI0 MOLIYKY, aHaJ1i3y Ta cuHTe3y iHdopMalii 3 pisHux
Jkepes a1 eGeKTUBHOTO pillleHHd crelliasizoBaHUX 3a/1a4 npodeciiHol AisiIbHOCTI.
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PH-4. AHanisyBaTH, apryMeHTyBaTH, IpUIMaTH pillleHHs IPYU pPO3B’A3aHHI CKJIaJHUX Clelliali30BaHUX
3a/1a4 Ta NPaKTUYHUX MPo6JieM y mpodeciiHil AiIbHOCTI, IKi XapaKTepU3YIThC KOMIJIEKCHICTIO Ta
HeNOBHOIO BU3HAYEHICTIO YMOB, BiZiIOBiJaTH 32 NPUHHATI pilieHHS.

PH-5. AganTyBaTucs B yMOBax 4acToi 3MiHU TeXHOJIOTiH npodeciiiHoi AibHOCTI, MPOrHO3yBaTH
KiHI|eBUU pe3y/ibTarT.

PH-6. KpuTH4HO OCMUC/II0OBAaTH OCHOBHI TeOpil, IPUHLIANIN, METO/IM i NOHATTA y HABYaHHI Ta
npodeciliHil AiAIbHOCTI.

PH-7. [liaTu Ha OCHOBI 3aKOHO/ABY0i Ta HOPMATUBHO-NPaBOBOi 6a3u YKpaiHU Ta BUMOT BiJJIOBiAHUX
CTaH/IApPTiB, Y TOMY YMC/i Mi>KHApOAHUX B rajysi iHpopMaliiHoi Ta /abo kibep6e3neKu.

PH-8. 'oTyBaTu npono3suiiii 0 HOpMaTUBHUX aKTiB 111010 3ab6e3neyeHHs iHpopMalliiiHoi Ta /abo
KiGep6e3neKHu.

PH-9. BnpoBajxxyBaTy npouecy, 1110 6a3yl0ThCsl Ha HalliOHAaJIbHUX Ta Mi>XHApOJAHUX CTaHAAPTaX,
BUsIBJIEHHS, ineHTUiKallil, aHa/Ii3y Ta pearyBaHHs Ha iHIUAEHTH iHpopMalliiiHoi Ta/a6o KibepOe3neKy.
PH-10. BukoHyBaTu aHasi3 Ta fekoMno3uLirn iHpopmaniiHo-TeJeKOMYHIKal[iHHUX CUCTEM.

PH-11. BukoHyBaTu aHaJ/i3 3B’A3KiB Mix iHpopMaLiiHUMHU Npo1iecaMu Ha Biffjla/ieHUX 06YUCTI0BaJIbHUX
cucTeMax.

PH-12. Po3po6sisiTH Mo/ieJ1i 3arpo3 Ta NopylIHUKa.

PH-13. AHanizyBaTH poeKkTH iHpopMaLiiHO-TeleKOMyHiKaLiiHUX CUCTeM 6a3yvYMCh Ha
CTaHJapTU30BaHUX TEXHOJIOTIAX Ta IPOTOKOJIAaX Nepefadi JaHHUX.

PH-14. BupilyBaTu 3aBAaHHs 3aXUCTy nporpam Ta iHpopmaiiii, 110 o6pobJisieTbes B iHpopMariiliHo-
TeJIeKOMYHIiKaliHHUX CUCTeMaX IPOrpaMHO-anapaTHUMHU 3ac00aMHU Ta JJaBaTH OLLiHKY
pPe3yJbTaTUBHOCTI AKOCTI IPUNUHATHUX pillleHb.

PH-15. BukopucToByBaTH CyyacHe IporpaMHo-anapaTHe 3abe3nedyeHHs iHpopMalifiHo-
KOMYHIKallilHUX TEeXHOJIOTIM.

PH-16. PeasnizoByBaTH KOMIJIEKCHI cUCcTEMHU 3aXUCTy iHpopMariii B aBToMaTHU30BaHuX cucteMax (AC)
opraxisauii (mignpreMcTBa) BiI0BiAHO ;0 BUMOT HOPMAaTUBHO-NIPAaBOBUX JJOKYMEHTIB.

PH-17. 3a6e3neyyBaTu Npolecy 3axUcTy Ta QyHKIiOHYBaHHSA iHpopMalliiHO-TeeKOMYyHIKalliHHUX
(aBTOMATH30BaHHUX) CUCTEM Ha OCHOBI IPAaKTUK, HABUYOK Ta 3HaHb, L10/10 CTPYKTYPHHUX (CTPYKTYpHO-
JIOTIYHHUX) CXeM, TOMOJIOTiI Mepexi, CyyacHUX apXiTeKTyp Ta MoJeJiel 3aXUCTy eJIeKTPOHHUX
iHpopmaniliHuX pecypciB 3 Bijo6paxkeHHSIM B3aEMO3B’s13KiB Ta iHpOpMaLiliHUX NOTOKIB, IpoLeciB JJs
BHYTpIlIHIX i BifJaJeHUX KOMIIOHEHT.

PH-18. BukopucToByBaTH NpOrpaMHi Ta NporpamMHo-anapaTHi KOMIJIEKCH 3aXUCTY iHPpopMaLiiHUX
pecypcis.

PH-19. 3acTocoByBaTHU Teopii Ta MeTOAH 3aXUCTY s 3ab6e3neyeHHs 6e3neku iHpopmarii B
iHpopMaliliHO-TesIeKOMYHIKaI[iMHUX CUCTEeMaX.

PH-20. 3a6e3mneuyBaTy GyHKI[IOHYBAHHS Cllellia/IbHOT'O MPOTPaMHOTr0 3abe3MneyYeHHs], 040 3aXUCTY
iHpopmanii Bifj pyHHYIOUYHX NPOrpaMHUX BIJIMBIB, pyHHYIOUUX KOAIB B iHpopManiiiHo-
TeJIEKOMYHIKal[iiHUX CUCTeMaX.

PH-21. BupimyBaTu 3a/ja4i 3abe3ne4eHHs Ta CylpoBoAYy (B.T. YUCJi: OrJIsl/], TECTyBaHHS, Mi3BITHICTD)
CHUCTEMH yIPaBJIiHHS AOCTYIIOM 3TiZJHO BCTAHOBJIEHOI NOJIITUKY Oe3IeKHu B iHpopMaliiHUX Ta
inpopmanifiHo-Te/leKOMYHIKaL[iHHUX (AaBTOMaTHU30BaHUX) CUCTEMAX.

PH-22. BupimyBaTu 33/ja4i yrpaBiHHSA npoleAypamMu ifeHTUdikanii, apTeHTHdikalii, aBTopuU3arii
npoleciB i KOpUCTYBauiB B iHpoOpMaliliHO-TeIeKOMYyHIKal[iMHUX CUCTeMaXx 3Ti/JHO BCTAHOBJIEHO]
noJIiTHKY iHpopMalliliHoi i\abo Kibepbe3neKy.

PH-23. PeanisoByBaTH 3aX04( 3 NPOTUAII OTPUMAHHIO HECAHKIIIOHOBAHOTO JOCTYMY A0 iHpopMarinHuX
pecypciB i nporieciB B iHpopmanifinux Ta iHpopMaliiiHO-TeJleKOMYHiKal[iHHUX (ABTOMAaTHU30BaHUX)
cucTeMax.

PH-24. BupimyBaTH 3aia4i yripaBjiiHHS JOCTYIIOM J10 iHGOpMaLiiHUX PeCypcCiB Ta NMPOLECIiB B
inpopmaniiHux Ta iHpopmMaliiHO-TeJeKOMYHiKaLiHHUX (aBTOMAaTH30BaHUX) CHCTEMAX HAa OCHOBI
Mo/eJsiell ypaBJiHHS JOCTYyNOM (MaHAaTHUX, JUCKPeLiHHUX, POJIbOBUX).

PH-25. 3a6e3neuyBaTy BBeleHHH MiZI3BITHOCTI CUCTEMU yIPaBJiHHA JOCTYIIOM /10 €J1eKTPOHHUX
iHpopMaliliHUX pecypciB i mpoleciB B iHpopMaIiiHuxX Ta iHpopManiiHO-Te/leKOMYHiKaliiHUX
(aBTOMATH30BaHHUX) CUCTEMAX 3 BUKOPUCTAHHSAM KypHaJliB peecTpaLlii noail, ix anasuisy ta
BCTAHOBJIEHUX NIPOLEAYP 3aXUCTY.

PH-26. BupoBa/KyBaTH 3ax0/1 Ta 3a6e3IevyBaTH peasti3allilo MPoIieciB MonepeKkeHHsI OTPUMaHHIO
HecaHKIIiOHOBaHOro AocTyny i 3axucty iHpopmaniiHux, iHpopmaLiiHO-Te/leKOMYHIKaL[iHHUX
(aBTOMaTHM30BaHUX) CUCTEM Ha OCHOBI eTaJIOHHOI MO/ieJli B3aEMO/Iii BiIKPUTHUX CUCTEM.
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PH-27. BupilyBaTu 33jaui 3aXUCTy NOTOKIB JJaHUX B iHQopMaLiiiHUX, iHpopMaliiHo-
TeJEeKOMYHIKal[ilHUX (ABTOMaTHU30BaHUX) CUCTEMAX.

PH-28. AHanizyBaTH Ta NPOBOAUTH OLiHKY epeKTUBHOCTI Ta piBHS 3axXUILEHOCTI pecypciB pi3HUX KJaciB
B iHpopMaIliiHux Ta iHpopmaniliHo-TesleKOMYHiKaliiHUX (aBTOMAaTU30BaHUX) CUCTEMAX B X0O/i
NpoBe/leHHS BUMIPOOYBaHb 3TiIHO BCTAaHOBJIEHO]I NOJIITUKY iHopMaliiiHoi Ta\abo kibepbe3neKu.
PH-29. 3xilicHI0OBaTH OI[iHIOBaHHS MOXKJIMBOCTI peastizallii moTeHIiHHUX 3arpo3 iHpopmarii, mo
06po6.sieThCA B iHpopMalifiHO-TesleKOMYHIKaliHHUX cucTeMax Ta epeKTUBHOCTI BUKOPUCTAHHS
KOMILJIEKCiB 3aC06iB 3aXMCTy B yMOBax peasisaliii 3arpo3 pisHux kJacis.

PH-30. 3ailicHi0BaTH O1[iHIOBAaHHS MOXJIMBOCTI HECAaHKLIOHOBAHOI'0 JOCTYIY /10 eJIeMEHTIB
iHbopMalliiiHo-TeleKOMYHIKal[iMHUX CUCTEM.

PH-31. 3acTocoByBaTu Teopii Ta METO/AU 3aXUCTY [iJis 3ab6e31eYeHHs] 6e3MeKU eJIEMEHTIB
iHpopMaliliHO-TeIeKOMYyHIKal[iHHUX CUCTEM.

PH-32. BupimyBaTH 3aia4i yrpaB/iHHS MpoLieCaMU BiTHOBJIEHHS IITATHOTO QYHKIIIOHYBaHHSA
iHpopmaniliHO-Te/IleKOMYHIKaL[iHHUX CUCTEM 3 BUKOPUCTAHHSM IPOLEAYp Pe3epByBaHHS 3TigHO
BCTAHOBJIEHOI NOJIITUKU GE3MEKHU.

PH-33. BupiwyBaTu 3ajaui 3abe3neyeHHs1 6e31epepBHOCTI 6i3Hec nmpolieciB opraHisalii Ha 0cHOBI Teopii
PU3UKIB.

PH-34. [IpuiiMaTu yyacTb y po3po61i Ta BOpoBaaKeHHi cTpareril iHpopmawiliHoi 6e3neku Ta/a6o
Kibep6e3neku BiAnmoBigHO A0 Lisel i 3aBAaHb opraHizariii.

PH-35. BupiwyBaTu 3ajaui 3a6e3neyeHHs Ta CyIPOBOY KOMIIJIEKCHUX CUCTEM 3aXUCTy iHopMalii, a
TaKOX NPOTHU/ii HECAHKI[IOHOBAaHOMY AOCTyIy A0 iHdopMaliiHuX pecypciB i npoleciB B iHpopManiiHuX
Ta iHpopMaLifiHO-TeJIeKOMYHiKallilHUX (aBTOMAaTHU30BaHMX) CUCTeMax 3Ti/JHO BCTAHOBJIEHOI IMOJIITUKHU
inpopmaniliHoi i\abo kibepbesneku.

PH-36. BusBasTH He6e3Me4yHi CUrHa/IU TEXHIYHUX 3aC00iB.

PH-37. BumiproBaTu napamMeTpu HebGe3MeYHHX Ta 3aBaJ0BUX CUTHAJIIB MiJ 4ac iHCTPYMEeHTaTbHOT 0
KOHTPOJII0 TpoLeciB 3axycTy iHpopMauii Ta BUsHauaTu ePpeKTUBHICTb 3aXUcTy iHopMalii Big BUTOKY
TEXHIYHUMU KaHa/laMH BiZiMOBiHO /10 BUMOT HOPMAaTHUBHUX JJOKYMEHTIB CUCTEMHU TEXHIYHOTO 3aXUCTY
indbopmariii.

PH-38. [HTepnpeTyBaTH pe3y/bTaTH POBeleHHA CleliaJIbHUX BUMipIOBaHb 3 BUKOPUCTAHHAM
TeXHIYHUX 3aC006iB, KOHTPOJIIO XapaKTepUCTUK iHopMaLifiHO-TeJleKOMYHIKalilHUX CHCTEM BiJjIOBiAHO
Jl0 BUMOT HOPMaTUBHHUX JIOKYMEHTIiB CUCTEMU TEXHIYHOT0 3aXUCTy iHdopMallii.

PH-39. [IpoBoAuTH aTecTallilo (CIUParYMCh Ha 06JIiK Ta 06CTEXKeHHs) PeXKUMMHUX TepUTOPii (30H),
IPHUMIlLeHb TOIIO B YMOBAaX J0/lep>KaHHS PEKUMY CEKPETHOCTI i3 pikcyBaHHSM pe3y/1bTaTiB y
BIAOBIZHUX JOKYMEHTAaX.

PH-40. [HTepnpeTyBaTH pe3yabTaTH NPOBeIEHHSA CNelliaIbHUX BUMipIOBaHb 3 BUKOPHUCTAHHAM
TexXHIYHUX 3aC06iB, KOHTPOJIIO XapakTepucTUK ITC BiANOBi/IHO 10 BUMOT HOPMaTUBHUX JJOKYMEHTIB
CUCTEMH TEXHIYHOTO0 3aXUCTy iHopMauii.

PH-41. 3a6e3neuyBaTy HeNEPepPBHICTb NpPOLeCy BeJleHHs XKypHaJIiB peecTpalii noJii Ta iHIUAEHTIB Ha
OCHOBi aBTOMAaTH30BaHUX NPOLIEAYD.

PH-42. BupoBaXyBaTu npolecy BUsiBJIeHHS, ileHTUiKaLii, aHa1i3y Ta pearyBaHHsI Ha iHIUJEHTU
inpopmaniliHoi i/abo Kibepbe3neku.

PH-43. 3acTocoByBaTH HalliOHaJIbHI Ta Mi>kHapo/iHi peryJotodi akTu B chepi iHpopMaliiiHol 6e3neku
Ta/ abo Kibepbe3neKu AJs1 po3C/ilyBaHHS iHIIUAEHTIB.

PH-44. BupimyBaTu 3aia4i 3a6e3ne4eHHs 6e31epepBHOCTI 6i3Hec-mpo1ieciB opraHizanii Ha OCHOBI
Teopii pU3UKiB Ta BCTAaHOBJIEHOI CUCTEMHU yIpaBJiHHSA iHpopMaliliHOI0 6e3MeKOolo, 3TifHO 3
BiTYU3HAHUMU Ta MIXKHAPOJHUMU BUMOTaMHU Ta CTaH/apTaMHU.

PH-45. 3acTocoByBaTH piHi Kjlacu noJiTUK iHopMaliiiHoi 6e3neku Ta/ ab6o kibepbe3neky, 110
0a3y0TbCS Ha PU3UK-OPIEHTOBAaHOMY KOHTPOJIi OCTYMY /10 iHpopMaLiiHMX aKTHUBIB.

PH-46. 3ailicHoBaTH aHaJi3 Ta MiHiMi3alio pu3ukKiB 06pobku iHpopMmarlii B iHpopmariiiHo-
TeJIEKOMYHIKallinHUX CUCTEMAX.

PH-47. BupilyBaTu 3a7a4i 3axucty iHdopMallii, [0 06po6seThbes B iHpopManifiHo-
TeJeKOMYHIKal[iHHUX CUCTeMaX 3 BUKOPUCTAHHAM Cy4YaCHUX METO/[iB Ta 3ac06iB KpuntTorpapivHoro
3axucty iHpopmarii.

PH-48. BukoHyBaTHu BIPOBa/>KEHHS Ta NiJTPUMKY CUCTEM BUSIBJIEHHS] BTOPTHEHb Ta BUKOPUCTOBYBATHU
KOMIIOHEHTH KpUnTorpadiuHoro 3axucty JiJis 3a6e3nedeHHs] He0OXiJHOTO PiBHS 3aXUIEHOCTI
inpopmanii B iHpopManifiHO-TeleKOMYHiKaliHHUX CHCTEMAX.
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PH-49. 3a6e3neuyyBaTu HajiexxHe QYHKILIOHYBAaHHS CUCTEMU MOHITOPUHTY iHGOpMaLiliHUX pecypciB i
npolleciB B iHpopMaIiiHO-TeleKOMYHIKalliHHUX CHCTeMaX.

PH-50. 3a6e3neuyBaTu GyHKIiOHYBaHHS NPOrpaMHUX Ta NPOTPaMHO-aNapaTHUX KOMILJIEKCiB
BUSIBJIEHHSI BTOPTHEHb Pi3HUX PiBHIB Ta KJaCiB (CTATUCTUYHHUX, CUTHATYPHUX, CTATUCTUYHO-
CUTHATYpPHUX).

PH-51. [linTpuMyBaTH npane3aTHICTb Ta 3a0e3Me4yBaTH KOHQIrypyBaHHS CHCTEM BUSIBJIEHHS
BTOPTHEHb B iHpOpMaLifiHO-TeJleKOMYHiKaLiiHUX CHCTEMaX.

PH-52. BukopucToByBaTH iHCTpyMeHTapil A/ MOHITOPUHTY NpolieciB B iHpopmarifiHo-
TeJIeKOMYHiKal[ilHUX CUCTeMaX.

PH-53. BupimyBaTu 3a/1a4i aHaJ i3y IporpaMHOro Koay Ha HasiBHiCTb MOXKJIMBUX 3arpos.

PH-54. YcBifoMt0BaTH LLiHHOCTI 'pOMaZiiHCbKOTO (BiIbHOT'O IeMOKPAaTUYHOI0) CYCIiJbCTBA Ta
HeOoOXi/HICTb 10T0 CTaJIoro pO3BUTKY, BEPXOBEHCTBA I1paBa, IpaB i cBO60/, JIIOAUHHU i TpOMa/IIHUHA B
YkpaiHi.

06car AMCHUILIIHHA

3arasibHui 06car gucuuiiinu 120 rog. (4 kpegutu ECTS): siekuii - 32 rof,., 1a6opatopHi po6otu - 16
roji., caMocCTifiHa po6oTa - 72 roj,.

[lepeayMOBY BUBYEHHS AUCHUILUIIHU (MpepeKBi3uTH)

OcHoBHU KpI/IHTOI‘paCbi‘{HOI‘O 3aXHUCTYy. OcHOBU MaTeMaTU4YHOTO MO/JeJIFOBAaHHA CUCTEM Oe3IeKH.

0c06J/IMBOCTi AMCIUILIIHHM, METOAH Ta TEXHOJIOTiI HABYaHHA

B xoai BUK/IajaHHA JUCLUILIIHYA BUKJ/IaJladeM 3aCTOCOBYIOTBCS MOSICHIOBA/IbHO-IJIIOCTPAaTUBHUH
(indopmanifiHo-penenTUBHUI) Ta pENPOAYKTUBHHUM MeTO/IM HAaBUYaHHS. B IKOCTi MeTO/1iB BUKJIaJaHHS,
sIKi HampaBJieHi Ha aKTUBi3allil0 Ta CTUMYJ/IIOBAaHHS HaBYaJIbHO-Mi3HABA/IBHOI Jlisl/IbHOCTI 3/106yBauiB,
3aCTOCOBYIOThCS pe3eHTallii, 6ecifiy, iHANBiAyaabHI TPYyIOBi NPOEKTH, MalCTep-KJIacH.

IIporpama HaB4YaJIbHOI AUCHUILIIHU

TeMH JIeKI{iMHUX 3aHATD

Tema 1. Cy4yacHi 3arpo3u MepexeBoi 6e3MneKH.

OrJis MepeXkeBUX TOMOJIOTIH. [HCTpyMeHTH xakepiB. llIKigiuBe nporpamMHe 3a6e3neyeHHs. TUNOBi
MepexeBi aTaku. 3axuct Mepexi. 06J1acTi MepexxkeBoi 6e3neku. ApxiTekTypa Cisco SecureX.
HelTpasnizanis TUIOBUX MepeKeBUX 3arpos.

Tema 2. 3a6e3nedeHHs 6e3MeKU MepeKeBUX MPUCTPOIB.

3axUCT rpaHUYHOr0 MapuipyTu3aTopa. HasnamtyBaHHs 6e3Me4HOro aiMiHiCTpaTUBHOTO JOCTYILY.
Konoiryparis posmupennux GyHKLiM 6e3meku 4151 BipTyaJbHOTO BXoy B cucteMy. KoHdiryparnis
npotokoJsy SSH. [Ipr3HadyeHHs afMiHicTpaTUBHUX poJiell. HasamTyBaHHS piBHIB NpUBijeiB.
HanaumrtyBanHs CLI Ha ocHOBI poJieil. 3aXUCT ynpaBJ/iHHA i 3BiTHOCTI. Bukopuctanus npotokosay SNMP
JJ1S1 3aXUCTY Mepexi.

Tema 3. ABTenTUdiKalisi, aBTOpHU3aLisd Ta 06JIiK.

Ornsap AAA. Xapaktepuctuku AAA. JlokanbHa aBTeHTUdiKaLisg AAA. YcyHeHHsI TOMUJIOK aBTeHTUiKaL il
AAA. KomyHikaniiiHi npotokosiu cepBepHoro AAA. KoHdirypaliis cepBepHoi aBTeHTHdiKamii AAA 3a
Jonomoro inTepdeiicy komangHoro psiaka (CLI). YcyHeHHs moMusiok cepBepHoi aBTeHTHdiKanii AAA.
Koudirypariis cepBepHoi aBTopu3sanii AAA.

Tema 4. BupoBa/keHHS TexHOJIOTi 6paHgMayepa.

HanamtyBaHHs ctaHgapTHoOro i posmupeHoro ACL-cnuckiB IPv4 3 BukopucTaHHsAM iHTepdeiicy
koMaHAHoro psaaka (CLI). He#Tpasnisanis aTak 3a jonomorow ACL-cnuckiB. ACL-criucku IPv6. 3axuct
Mepex 3a LOIMOMOI 0K MiXKMepeXeBUX eKpaHiB. TUIIU MiXXMepeKeBUX eKpaHiB.

Tema 5. BnpoBa;keHHs CHCTeMU 3aMo06iraHHs BTOPTHEHb.

XapakTtepuctuku cucteM IDS u IPS. Mepexesi peasnizanii IPS. Cisco Switched Port Analyzer.
Xapakrepuctuku curHatyp IPS. Jii curnatypu IPS. Ynpasiinuas ta MmoHiTopuHr IPS. [no6anbHa
kopessuis IPS. Konirypauis Cisco I0S IPS 3 sonomoroto inTepdeiicy komanaHoro psaka (CLI). 3mina
curHatyp Cisco 10S IPS.

Tema 6. 3a6e3nedeHHs 6e3neKU JokaabHOI Mepexi (LAN).
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3HaKoOMCTBO 3 6e31eK0I0 KiHI|eBUX IPUCTPOIB. 3axXUCT BiJ WKiganBoro [13. 3axucT eJleKTPOHHOI OLITH
Ta Be6-Tpadiky. KoHTposib MepexxeBoro AocTyny. 3arpo3u 6e3mnelni piBHs 2. ATaku Ha Ta6suii CAM.
HeitTpanisanis araku Ha Tabauno CAM. HeliTpanizanis atak Ha VLAN. He#titpanizanis DHCP-aTaxk.
He#itpanizanis ARP-aTak. HeliTpanisauis atak cnydunra aapec. Hefitpanisaiis STP-aTak.

Tema 7. Kpuntorpadiusi cuctemu.

3axwuineHi koMmyHikarii. Kpunrorpadisa. Kpunroananis. Kpuntorpadiusi rem. 3a6e3nedyeHHs [iJ1iCHOCTi
3a gonoMmoroto anroputmiB MD5, SHA-1 i SHA-2. ABrenTudikanis 3a gonomoroto aaroputmy HMAC.
[MudpyBanusa. CtangapT mwndpysaHHs fgaHux (DES), AES. AnbTepHaTUBHI aAropuTMu indpyBaHHS.
06miH karwvamu Jiddi-Tennmana. liubposuit mignuc.

Tema 8. BupoBapKxeHHd BipTyalbHUX NpUBaTHUX Mepex (VPN).

Ornap mepexx VPN. Texnoutorii VPN. 3nariomMcTBO 3 mpoTokoJsioM [Psec. [IpoTokonu [Psec. Internet Key
Exchange. Konogirypauis [Psec VPN Mixk sBoMa nynkTamu (Site-to-Site). [TloniTuka ISAKMP. [Psec VPN.
Tema 9. BnpoBamxeHHs 6araTodyHKI[iOHaJAbHOTO0 NpUcTporo 3axucty Cisco Adaptive Security Appliance
(ASA).

Pimenns ASA. bazoBa koHoirypaniss ASA. Kondiryparniis 6panamayepa ASA. HanamtyBaHHs cepBiciB i
napameTpiB ynpasiiHHA. [pynu 06'ekTiB. ACLS. CepBicHi nosiTuku B ASA.

Tema 10. baratodyHkuioHanbHUN npUcTpiit 6e3neku Cisco ASA 3 po3uipeHUM QYyHKIiOHATOM.

MeHto maiicTpiB ASDM. HanawrtyBaHH# cepBiciB i mapameTpiB ynpasiiHHs. Kongiryparnis posmupeHux
bynkuin ASDM. VPN mixk fBoMa nyHkTaMmu (Site-to-Site). VPN Bigganenoro foctyny (Remote-Access).
Kondiryparis SSL VPN 6e3 BukopucTtaHHs kjiaieHTa. Kondirypanisa SSL VPN 3 BUKOpUCTaHHSM KJIiEHTA
AnyConnect.

Tema 11. YupaBsiHHe 6e31ne4HO] Mepexero.

TexHikU TecTyBaHHs 6e3MeKU Mepexi. [HCTpyMeHTHU TecTyBaHHs 6e3neku Mepexi. Orisg moJliTUKH
6e3neku. CTpykTypa noJiiTuku 6e3neku. CTaHgapTH, iHcTpykuil Ta npoueaypu. Posi Ta 060B'A3KY.
O6i3HaHicTh y NUTaHHSX 6e31eKH | HaBYyaHHs1. PearyBaHHs1 Ha KOMIPOMETAL[il0 CUCTEMH GE3MeKH.

TeMmu NPAaKTHYHUX 3AHATDb

[IpakTu4Hi po60TH B paMKax JUCHHUILIIHU He Nepei6adeHi.

Temu J1abopaTOPHUX POOGIT

Tewma 1. (Cisco). ConiasibHa iHXeHepis. BUBUeHHSI MepeXeBUX aTaK, a TAK0XK IHCTPYMEHTH JJ1s1 ayJUTY
6e3mneKH i mpoBeJieHHS aTaK.

Tema 2. (Cisco). 3axucT MapipyTUsaTopa AJis aiMiHiCTpaTUBHOIO JOCTYILY.

Tema 3. (Cisco). 3axucT aiMiHicTpaTUBHOrO A0oCTyMy 3a Aonomoroi AAA i RADIUS.

Tema 4. (Cisco). HasamtyBaHHsI po3IIHPEHUX CIMCKIB KOHTpoJito aoctyny (ACL).

Tema 5. (Cisco). HasaumtTyBaHHSI 30HaJIbHUX Mi>XKMepeKeBUX eKpaHiB.

Tema 6. (Cisco). HanamrryBaHHs cucTeMu 3anob6iraHus BTopraess (IPS).

Tema 7. (Cisco). 3axucT KOMyTaTOpPiB 2-r0 piBHS.

Tema 8. (Cisco). BuUBUeHHsI MeTO/IiB IIUPYBaHHSI.

Tema 9. (Cisco). HanamtyBanHsa Mepexi Site-to-Site VPN 3a sonomoroto Cisco 10S.

CamocTiitHa po6oTa

CamocrTiliHa po6oTa CTy/leHTa € O/[Hi€I0 3 popM opraHizanil HAaBYaHHS, OCHOBHOIO GOPMOI0 OBOJIOAIHHA
HaBYaJIbHMM MaTepiasoM y BiJIbHUU BiJi ayIMTOPHUX HaBYaJIbHUX 3aHATH 4ac. [lig yac camocTikHOi
pPOOOTH CTYIEHTH BUBYAIOTh JIEKIIiIHHUUM MaTepias, TOTYIOTbCSA [10 Iab0OPaTOPHUX POOIT, KOHTPOJIbHHUX
po06iT, 3asikiB Ta icmuTiB. CTyIeHTaM TaK0XX pEKOMEHYIOThCS 101aTKOBI MaTepiasu (Bigeo, ctaTTi) s
CaMOCTiHHOTO BUBYEHHS Ta aHaJi3y.

HedopmasbHa ocBiTa

B pamkax HedpopMasibHOI 0CBiTH 3rijjHO BiAnoBigHoro [Mosoxenns (http://surl.li/pxssv), ocBiTHSA
KOMIIOHeHTa a60 il okpeMi TEMU MOXXyTb OYTH BpaX0OBaHO Yy pa3i CaMOCTiHHOTO NPOXO/PKEHHS
npodeciiHUX KypCiB/TpeHiHTiB, OTpUMaHHSA rPOMaJsIHCbKOI OCBITH, OHJIaMH OCBITH, MpodeciiHOTO
CTaXKYBaHHS TOIIIO.

30KkpeMa, oKpeMi TeMH JaHOI KOMIIOHEHTU MOXYTb OYTH BpaX0BaHO Yy pasi yCcHillHOTO 3aBeplleHHsA
Takux KypciB CISCO:
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Endpoint Security
https://www.netacad.com/catalogs/learn?category=course.

JliTepaTypa Ta HaBYaJIbHI MaTepiaau

OcHoBHa JiTepaTypa:

1. Texnouorii 3axucty indpopmamnii./ C. E. Octanos, C. 1. EBcees, O.I'. Kopouib. - YepHiB1ii : YepHiBelbKUM
HalioHa/IbHUU yHiBepcuTeT, 2013. - 471 c.

http://kist.ntu.edu.ua/textPhD /tzi.pdf.

2. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p. URL:
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

3. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S. Os-
tapov, O. Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p. URL:
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

4. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. - Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p. URL: https://drive.google.com/drive/u/1/folders/IwOTN8N-GBGO06AnvjQHU1SdBI3xCaUju.

JloaaTKoBa JjiTepartypa:

5. be3neka iHpopmanifiHo-KOMMyHikaLiiHuX cucteM. K. : BumaBauya rpyna BHV, 2009. - 608 c.
https://is.ipt.kpi.ua/pdf/Graivorovskyi Novikov.pdf

6. Askoxylakis I, loannidis S., Katsikas S.K., Meadows C. (eds.) Computer Security - ESORICS 2016, Part I.
https://f.eruditor.link/file/2593296/

Cucrema OLiHIOBAHHA

KpuTepii onjiHlOBaHHS yCHIIIHOCTI CTyA€HTa IlIkaa oniHIOBaHHS

Ta po3MoAi 6asiB Cyma HauioHasbHa oLiHKa ECTS
bany HapaxoBYIOTbHCA 32 HACTYNIHUM basiB
CIiBBiIAHOILIEHHSM: 90-100 BigMiHHO A
e 1abopaTopHi po6oTu: 40% ceMecTpOBOI OLIHKY; 82-89 Jobpe B
e caMmocTiiiHa po6oTa: 10% ceMecTpoBOi OLIiHKY; 75-81 Jobpe C
e KOHTpOJIbHA po6oTa: 10% ceMecTpoOBOI OLiHKY; 64-74 3a/10BiJIbHO D
e 3auTiK: 40% CeMeCTpOBOT OL[iHKI/I 60-63 3aﬂ0BiJIbHO E
35-59 HeszasoBizibHO FX
(moTpibHe KoAATKOBE
BUBYEHHS )
1-34 He3agoBisibHO F
(moTpi6bHe MOBTOPHE
BUBYEHHS)

HopMu akaaeMiyHOI eTHKH i OJIITUKA KYPCY

CTyleHT MoBUHEH JloTpuMyBaTHcs «KoJekcy eTUKM aka/leMiYHUX B3aEMOBI/ITHOCUH Ta JJ06pOYECHOCTI
HTY «XII»: BUSABAATH AUCIUILIIHOBAHICTb, BUXOBAHICTb, JOOPO3UUIUBICTh, YECHICTD, BiINOBiAAIbHICTD.
KoHuikTHI cuTyalii MOBUHHI BiIKPHUTO 06GrOoBOPIOBATHCSA B HABYaJbHUX I'PyIaX 3 BUKJaZa4yeM, a MpH
HEMOXXJIMBOCTI BUpilIeHHsI KOHQJIIKTY — JOBOAUTHUCA A0 BiloMa CHiBpOGITHUKIB JUpeKLil iIHCTUTYTY.
HopMmaTuBHO-IpaBoBe 3a6e3ne4yeHHs] BIPOBAXKeHHsI IPUHLUIIB akaZeMiuHoi fo6podecHocti HTY
«XTIII» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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