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PiBeHBb OCBiTH Tun aucuunIiny

BakasaBp CrerianbHa (dpaxosa), 060B'A3K0Ba
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7 YkpaiHcbKa

Bukiazaui, po3poGHUKHU

KOPOJIbOB PomaH BosiogumMmupoBuy

korolevrv01@ukr.net
KaHaugaT TeXHIYHUX HayK, IOLIEHT, A0leHT Kadepu Kibepoesneku HTY «XI1I».

KinbkicTs HaykoBUx my6Jtikalii: noHaz 80, 3 HUX MAaTEHTIB HAa KOPUCHY MO/JIe/b
12, 1 konekTuBHa MoHOTpadis, 2 HaBYaTbHUX MOCIOHUKA, 65 CTaTTiy
3aKOPAOHHHUX BU/JAHHSX Ta paxOBUX BUAAHHAX YKpaiHy, 3 HUX 5 ¥
HayKoMeTpU4Hil 6a3i Scopus. [IpoBigHuil 1ekTop 3 fucuuILIiH: «be3apoToBa Ta
Mo6isibHa 6e3meka», «OCHOBU cTeraHorpadii», «bisHec iHTe1imKeHe» , «Pi3udHi
OCHOBH TEeXHIYHHUX 3aCc06iB pO3BiIKU» y CTYAeHTIB 6akajiaBpiaTa Ta
MaricTpaTypH.

JleTanbHillle Ipo BUKJIaja4a Ha cauTi kadeapu

3arasibHa iHpopMaList

AHoTanisa

HapyanbHa aucnumiina "KoMmmiekcHi cucreMu 3axucty iHpopmariii" € 060B A3KOBOI0 HAaBYA/IbHOI0
JUCIHUITIHOW. [luciuIiHa cipsiMOBaHa Ha NpUA6aHHSA HaBUYOK 3 3aXUCTy iHpopMallii B
inpopmanifiHO-KOMYHIKaL[iHHUX cUCTeMaX BiJ BUTOKY iHpopMaLii 1o TeXHIYHUMU KaHa/JIaMH 3B’s13KY,
MOPsi/IKYy MPOBe/IEHHSI 0OCTEeXKEHHS cepeoBUll QYHKI[IOHYBaHHS iHGOpMaLliiiHO TeJleKOMYHiKal[iHHUX
CHUCTEM.

MeTa Ta HiJji AUCOUIIiHA

OCBO3HHSA CTyZleHTaMU PUHIUIIIB TOOY/I0BH KOMIIJIEKCHUX CUCTEM 3aXUCTy iHpopMallii Ha OCHOBI
CUHTEe3y OpraHi3al[ilHuX i TEXHIYHUX 3aX0/iB 00 3a6e3nedeHHs 3axXUCTy iHpopMallii 3 06MexeHUM
JIOCTYIIOM, OCHOB BeJIeHHS eJIeKTPOHHOTO JJOKYMEHTOO06ITY B yMOBax Cy4aCHUX Kibep3arpos Ta BUTOKY
TexHIYHUMHU KaHajlaMH, 3a6e3nedyeHHs 3axXUcTy iHpopMalliil Bil HECaHKLIiIOHOBAaHOT0 IOCTYIY HAa OCHOBI
BUMOT MiXKHapOJAHUX CTAHAAPTIB 3 iHpopManifiHoI 6e31neKH, lep>KaBHUX HOPMaTUBHUX TIOKYMEHTIB 3
TexHoJioril 3axucTy iHpopmalii.
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dopmMaT 3aHATH

Jlektii, 1abopaTopHi po60TH, caMocTiliHa po60Ta, KoHCyAbTallil. [1ijcyMKOBUI KOHTPOJIb — iCITUT.

KoMmnereHTHOCTI

K3 1. 3paTHicTh 3aCTOCOBYBATH 3HAHHA Y NPAKTUYHUX CUTYaLifIX.

K3 2. 3HaHH#A Ta po3yMiHHSA NpeAMeTHOI 06J1acTi Ta po3yMiHHSA npodecil.

K3 3. 3gaTHicTh npodeciiiHO CIiIKYyBaTHCS AEPKABHOK Ta iHO3€eMHOI0 MOBAMHU SIK YCHO, TaK i MUCbMOBO.
K3 4. BMiHHS BUSIBJISITH, CTABUTH Ta BUPIilllyBaTH NPo6seMu 3a npodeciiHUM CIpAMYBaHHSM.

K3 5. 3gaTHicTh 0 nomykKy, 06po6JieHHs Ta aHai3y iHpopmanii

K3 6. 3naTHicTb peasisyBaTH CBOi IpaBa i 060B’sI3KH sK YjieHa CYyCNiJIbCTBA, YCBiIOMJIIOBATH L[iIHHOCTI
IrpOMaZiTHCHKOTO (BIJIBHOT'O IeMOKPATUYHOI0) CYCIiJIbCTBA Ta HEOOXiAHICTE HOr0 CTA/I0r0 PO3BUTKY,
BEPXOBEHCTBA NIpaBa, IpaB i CBO6O, JIIOJAUHH i rpoMa/iiHUHA B YKpaiHi.

K3 7. 3paTHicTb 36epiraTu Ta NpUMHOXKYBAaTH MOpPaJbHi, KyJbTypHi, HAYKOBI IIiIHHOCTI i J0CATHEeHHS
CyCIiJIbCTBA HA OCHOBI PO3yMiHHS icTOpii Ta 3aKOHOMipHOCTe# PO3BUTKY MpeAMeTHOI 06J1acTi, ii Micusa y
3arajbHil cCMCTeMi 3HaHb PO MPUPOAY i CyCHIJILCTBO Ta ¥ PO3BUTKY CyCHIJILCTBA, TEXHIKHU 1 TEXHOJIOTIH,
BUKOPHCTOBYBATH Pi3Hi BU U Ta GOPMHU pyXOBOi aKTUBHOCTI /11 aKTUBHOTO BiAMOYMHKY Ta BeJeHHS
3/J0POBOTO CIIOCOOY XKUTTH.

K® 1. 3gaTHicTh 3acTOCOBYBAaTH 3aKOHO/|aB4Yy Ta HOPMaTHUBHO-IPABOBY 6a3y, a TAKOX JepKaBHi Ta
Mi>KHapO/iHi BUMOTH, MPAKTHKHU i CTAaHJAPTU 3 MeTOI0 3/IiiCHEHHS npodeciiiHOoi AiAIbHOCTI B raaysi
iHpopMariliHoi Ta/abo Kibepbe3neKku.

K® 2. 3paTHicTb A0 BUKOPUCTAHHS iHPopMaLliiHO-KOMYHiKallilHUX TeXHOJIOTi|, CydacCHUX MeTO/iB i
MozeJsiel iHpopmaniiHoi 6e3neku Ta/abo Kibepoe3neKH.

K® 3. 3paTHicTb 10 BUKOPHUCTAHHS IPOrpaMHUX Ta IPOrpaMHo-anapaTHUX KOMILJIEKCIB 3ac06iB 3aXUCTy
indpopmMmarii B iHpopmaniiHo-TesieKOMYHiKalilHUX (ABTOMaTU30BaHUX) CUCTEMAX.

K® 4. 3paTHicTb 3a6e3ne4yBaTH HellepepBHICTb 6i3HeCy 3TiZjHO BCTaHOBJIEHOI MOJITHKH iHpopMaLifiHol
Ta/abo KibepbOe3neKH.

K® 5. 3naTHicTh 3a6e3neyyBaTH 3aXUCT iHopmaliii, 1o 06po6isieTbes B iHpopMariiiHo-
TeJIeKOMYHiKallilHUX (aBTOMAaTHU30BaHUX) CUCTeMax 3 MeTOI0 peasiisallii BCTaHOBJIEHOI NOJITUKU
iHdopmariiiHoi Ta/abo kKibepbe3neKu.

K® 6. 3gatHicTb BifHOBIOBaTH IITaTHEe QYyHKIiOHYBaHHA iHpOopMaLilHUX, iHpopMaLiiiHO-
TeJIeKOMYHiKal[ilHUX (aBTOMaTH30BaHUX) CUCTEM Iic/s peastizauii 3arpos, 3filicHeHHs KibepaTak, 360iB
Ta BiIMOB Pi3HUX KJIACiB Ta MOXOKEHHS.

K® 7. 3paTHicTh BIpOBa/pKyBaTH Ta 3a6e3mne4yBaTy PyHKLiIOHYBaHHS KOMIJIEKCHUX CUCTEM 3aXUCTY
iHpopmaLii (koMIeKCH HOPpMaTUBHO-NIPAaBOBUX, OpraHizalilHUX Ta TeXHIYHUX 3ac06iB i MeTO/|B,
npoueAyp, IpaKTUYHUX IPUHAOMIB Ta iH.).

K® 8. 3paTHicTb 3/1iliCHIOBATH MPOIeAYPH YIIPaBJAiHHS iHIMIEHTaMU, IPOBOJUTH PO3CJIilyBaHHS,
Ha/laBaTH IM OLiHKY.

K® 9. 3patHicTb 34ilicHIOBaTH NTpodeciiiHy AisbHICTh HAa OCHOBI BIPOBa/KEHOI CUCTEMH YIIpaBJIiHHSA
inpopmMariiliHoto Ta/abo kibepbe3nekoro.

K® 10. 3naTHicTb 3aCTOCOBYBATH METO/AM Ta 3aCO0U KpUINITOrpadiuyHOro Ta TEXHIYHOT0 3aXUCTY
inpopmanii Ha 06’ekTax iHpopManifiHOI AiIBHOCTI.

K® 11. 3gaTHicTh BUKOHYBaTH MOHITOPUHT npoLeciB pyHKLioHyBaHHS iHpopManiiiHux, iHpopManifiHo
TeJIeKOMYHiKalilHUX (aBTOMaTH30BaHWX) CUCTEM 3Ti/IHO BCTAaHOBJIEHO]I MOJITUKU iHPopMalifiHoi
Ta/abo Kibepbe3neKH.

K® 12. 3aaTHicTbh aHa/Mi3yBaTH, BUSBJISATU Ta OLiHIOBATH MOXJIMBI 3arpo3H, ypasuBOCTi Ta
JecTabinisyroui YUHHUKY iHpopManiiiHOMy pocTopy Ta iHpopMaLiiHKUM pecypcaM 3rifHo 3
BCTAHOBJIEHOIO NOJIITUKOIO iHdopMalliiiHoi Ta/a6o kibepbe3neKH.

Pe3ysibTaTH HaBYaHHSA

PH-1. 3acTocoByBaTH 3HaHHS Jlep>KaBHOI Ta iHO3eMHUX MOB 3 MeTOI0 3a6e3ne4eHHs ePeKTUBHOCTI
npodecilinoi kKoMyHiKaIlii;

PH-2. OpranizoByBaTH B1acHy npodeciiiHy AislibHICTb, 06UPATH ONTUMaAbHi METOAH Ta CIOCOOU
PO3B’sI3yBaHHSA CKJIAHUX Cllellia/li30BaHUX 3a4a4 Ta NPaKTUYHUX Mpo6JieM y mpodeciiiHii AiIbHOCTI,
OI[iHIOBATH iXHI0 ePEKTHUBHICTH;

PH-3. BukopucTOByBaTH pe3y/JIbTaTH CAMOCTiIHHOTI0 MOLIYKY, aHaJ1i3y Ta cuHTe3y iHdopMalii 3 pisHux
xepes a1 eGeKTUBHOTO pillleHHd crelliasizoBaHUX 3a/1a4 npodeciiHol AisIIbHOCTI.

HamionaAbHNMI TeXHIYHMIT yHIBEpCUTET
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PH-4. AHanisyBaTH, apryMeHTyBaTH, IpUIMaTH pillleHHs IPYU pPO3B’A3aHHI CKJIaJHUX Clelliali30BaHUX
3a/1a4 Ta NPaKTUYHUX MPo6JieM y mpodeciiHil AiIbHOCTI, IKi XapaKTepU3YIThC KOMIJIEKCHICTIO Ta
HeNOBHOIO BU3HAYEHICTIO YMOB, BiZiIOBiJaTH 38 NPUHHATI pilieHHS.

PH-5. AganTyBaTucs B yMOBax 4acToi 3MiHU TeXHOJIOTiH npodeciiiHoi AibHOCTI, MPOrHO3yBaTH
KiHI|eBUU pe3y/ibTarT.

PH-6. KpuTH4HO OCMUC/II0OBAaTH OCHOBHI TeOpil, IPUHLIANIN, METO/IM i NOHATTA y HABYaHHI Ta
npodeciliHil AiAIbHOCTI.

PH-7. [liaTu Ha OCHOBI 3aKOHOABY0I Ta HOPMATUBHO-NPaBOBOi 6a3u YKpaiHU Ta BUMOT BiJJIOBiAHUX
CTaH/IapTiB, Y TOMY YMC/i Mi>KHapOAHUX B rajiysi iHpopMaliiiHoi Ta /abo kibep6e3neKu.

PH-8. 'oTyBaTu nponoswuiiii ;0 HOpMaTUBHUX aKTiB 111010 3ab6e3neyeHHs iHpopMaliiiiHoi Ta /abo
KiGepbe3neKHu.

PH-9. BnpoBajxyBaTu npo1ecy, 1110 6a3yl0ThCsl Ha HalliOHAJbHUX Ta MXXHAapOAHUX CTaHAAPTAX,
BUsIBJIEHHS, ifeHTUiKallil, aHa i3y Ta pearyBaHHs Ha iHIUAEHTH iHpopMalliiiHoi Ta/a6o KibepOe3neKy.
PH-10. BukoHnyBaTH aHasi3 Ta JeKOMI03uLio0 iHpopMaLiiHO-Te/IeKOMYHIKaL[iHHUX CUCTEM.

PH-11. BukoHyBaTu aHaJi3 3B’A3KiB Mix iHpopMaLiiHUMHU Npo1iecaMu Ha Bififjla/ieHUX 06YUCTI0BAaJIbHUX
cucTeMax.

PH-12. Po3po6sisiTU Mo/ieJ1i 3arpo3 Ta NOpylLIHHKA.

PH-13. AHanizyBaTu poeKkTH iHpopMaLiiHO-TeleKOMyHiKaLiiHUX CUCTeM 6a3y04YuCh Ha
CTaHJapTU30BaHUX TEXHOJIOTIAX Ta IPOTOKOJIaX Nepefadi JaHUX.

PH-14. BupilyBaTu 3aBAaHHs 3aXMCTy nporpam Ta iHpopmaiiii, 110 06pob.isieTbes B iHpopMariiliHo-
TeJIeKOMYHiKal[iHHUX CUCTeMaX IporpaMHo-anapaTHUMHU 3ac06aMHU Ta JJaBaTH OLLiHKY
pe3yJbTaTUBHOCTI AKOCTI IPUUHATHUX pillleHb.

PH-15. BukopucToByBaTH cyyacHe IporpaMHo-anapaTHe 3abe3nedyeHHs iHpopMaliiiHo-
KOMYHIKallilHUX TEeXHOJIOTIH.

PH-16. Peasni3oByBaTH KOMIJIEKCHI cHCcTeMU 3aXUcTy iH$opMarnii B aBToMaTH30BaHuX cucteMax (AC)
opradisauii (nignpremMcTBa) BiI0OBiAHO ;0 BUMOT HOPMAaTUBHO-NPABOBUX JJOKYMEHTIB.

PH-17. 3a6e3neyyBaTu NpoLecy 3axUCcTy Ta QyHKIiOHYBaHHSA iHpopMaIlliiHO-TeeKOMYyHIKalliHHUX
(aBTOMATH30BaHUX) CUCTEM Ha OCHOBI IPAKTUK, HABUYOK Ta 3HaHB, 1010 CTPYKTYPHHUX (CTPYKTYpHO-
JIOTIYHHUX) CXeM, TOMOJIOTII Mepexi, Cy4YacHUX apXiTeKTyp Ta MoJeJiel 3aXUCTy eJIeKTPOHHUX
inpopmaniliHux pecypciB 3 Bijo6paxkeHHsIM B3aEMO3B’s13KiB Ta iHpOpMaLiliHUX NOTOKIB, poleciB [
BHYTpIlIHIX i BifjJaJleHUX KOMIIOHEHT.

PH-18. BukopucToByBaTH NpOrpaMHi Ta nporpaMHo-anapaTHi KOMIJIEKCH 3aXUCTy iHpopMaliiHUX
pecypcis.

PH-19. 3acTocoByBaTHU Teopii Ta MeTOAu 3aXUCTY JJ1s1 3abe3neyeHHs 6e3neky iHpopmalii B
iHpopMaliliHO-TesIeKOMYHIKaI[iMHUX CUCTEeMaX.

PH-20. 3a6e3mneuyBaTy GYyHKI[IOHYBAHHSA ClielliaIbHOTO MPOTPaMHOTro 3a6e3Mne4YeHHs, 040 3aXUCTY
iHpopmanii Bif pyHHYI0OUYHX NPOrpaMHUX BIJIMBIB, pyHHYIOYUX KOAIB B iHpopManiiiHo-
TeJeKOMYHIiKalilHUX cCUCTeMaX.

PH-21. BupimyBaTu 3aia4i 3a6e3ne4eHHs Ta CYyNpoBoAY (B.T. YUCi: OTJIsL[], TECTyBaHHS, MiA3BITHICTD)
CHCTEeMH yIpPaBJIiHHSA JOCTYIIOM 3TiZJHO BCTAHOBJIEHOI MOJIITUKHY O0e3IeKHu B iHpopMariiHuX Ta
iHpopmanifiHO-Te/leKOMYHIKaL[iHHUX (ABTOMAaTHU30BaHUX) CUCTEMAX.

PH-22. BupimyBaTu 3a/iaui yrpaBiHHA npoueAypamMu ifeHTrUdikanii, aBTeHTUdikalii, aBTopu3arnii
npolleciB i KOpHUCTYBauiB B iHpOpMaliliHO-TeeKOMYyHIKal[iMHUX CUCTeMaXx 3Ti/JHO BCTAHOBJIEHO]
MoJIiITUKY iHopMaliiiHoi i\abo kibepbe3neKHy.

PH-23. PeanizoByBaTH 3aX04y 3 NPOTUAII OTPUMAHHIO HECAHKIIIOHOBAHOTO JOCTYNYy A0 iHpopMarinHuX
pecypciB i nporieciB B iHpopmaniiiHux Ta iHpopMaliiiHO-TeJleKOMyHiKal[iHHUX (aBTOMaTU30BaHUX)
cucTeMax.

PH-24. BupimyBaTH 3aia4i yrpaB/iiHHSA JOCTYIIOM J0 iHGOpMaLifHUX PeCypcCiB Ta MPOILECIiB B
iHpopmaniinux Ta iHpopmMaliiHO-TeseKOMYHiKaLiHHUX (aBTOMAaTH30BaHUX) CUCTEMAX HAa OCHOBI
MoJeJiell ynpaBJ/iHHS AOCTYNIOM (MaHAQTHUX, JUCKpeLiiHUX, pOJIbOBUX).

PH-25. 3a6e3neuyBaTy BBeleHHA MiA3BITHOCTI CUCTEMU YNIPaBJiHHA LOCTYIIOM 10 eJ1eKTPOHHUX
iHpopMaliiHUX pecypciB i mpoleciB B iHpopMaIiiHux Ta iHpopMaliiHO-Te/leKOMYHiKaliiHUX
(aBTOMATH30BaHHUX) CUCTEMAX 3 BUKOPUCTAHHSM KypHaJliB peecTpalii noAin, ix anasuisy ta
BCTaHOBJIEHUX NIPOLIeZyp 3aXUCTY.

PH-26. BupoBaKyBaTu 3ax0/1 Ta 3a6e3IevyBaTH peasti3allilo MPOIeCiB MonepepKkeHHsI OTPUMaHHIO
HeCaHKIIiOHOBaHOro AocTyny i 3axucty iHpopmaniiHux, iHpopmaniiHO-TeleKOMYHIKaLiHHUX
(aBTOMaTHM30BaHUX) CUCTEM Ha OCHOBI eTaJIOHHOI Mo/iesli B3aEMO/Iii BiIKPUTHUX CUCTEM.

HamionaAbHNMI TeXHIYHMIT yHIBEpCUTET
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PH-27. BupilyBaTu 33jaui 3aXUCTy NOTOKIB JJaHUX B iHQopMaLiiiHUX, iHpopMaliiHo-
TeJEeKOMYHIKal[ilHUX (ABTOMaTHU30BaHUX) CUCTEMAX.

PH-28. AHanizyBaTH Ta NPOBOAUTH OLiHKY epeKTUBHOCTI Ta piBHS 3axXUILEHOCTI pecypciB pi3HUX KJaciB
B iHpopMalliiHux Ta iHpopmaniliHo-TesleKOMYHiKaliiHUX (aBTOMAaTU30BaHUX) CUCTEMAX B X0O/i
NpoBe/leHHS BUMIPOOYBaHb 3TiIHO BCTAaHOBJIEHO]I NOJIITUKY iHopMaliiiHoi Ta\abo kibepbe3neKu.
PH-29. 3xilicHI0OBaTH OI[iHIOBaHHS MOXKJIMBOCTI peastizallii moTeHIiHHUX 3arpo3 iHpopmarii, mo
06po6.sieThCA B iHpopMalifiHO-TesleKOMYHIKaliHHUX cucTeMax Ta epeKTUBHOCTI BUKOPUCTAHHS
KOMILJIEKCiB 3aC06iB 3aXMCTy B yMOBax peasisaliii 3arpo3 pisHux kJacis.

PH-30. 3ailicHi0BaTH O1[iHIOBAaHHS MOXJIMBOCTI HECAaHKLIOHOBAHOI'0 JOCTYIY /10 eJIeMEHTIB
iHbopMalliiiHo-TeleKOMYHIKal[iMHUX CUCTEM.

PH-31. 3acTocoByBaTu Teopii Ta METO/IU 3aXUCTY JJis 3a0e3MedeHHsI 6e3NeKU eJIEMEHTIB
iHpopMaliliHO-TeIeKOMYyHIKal[iHHUX CUCTEM.

PH-32. BupimyBaTH 3aia4i yrpaB/iHHS MpoLieCaMU BiTHOBJIEHHS IITATHOTO QYHKIIIOHYBaHHSA
iHpopmaniliHO-Te/IleKOMYHIKaL[iHHUX CUCTEM 3 BUKOPUCTAHHSM IPOLEAYp Pe3epByBaHHS 3TigHO
BCTAHOBJIEHOI NOJIITUKU GE3MEKHU.

PH-33. BupiwyBaTu 3ajaui 3abe3neyeHHs1 6e31epepBHOCTI 6i3Hec nmpolieciB opraHisalii Ha 0cHOBI Teopii
PU3UKIB.

PH-34. [IpuiiMaTu yyacTb y po3po61i Ta BOpoBaaKeHHi cTpareril iHpopmawiliHoi 6e3neku Ta/a6o
Kibep6e3neku BiAnoBigHO A0 Lisel i 3aBAaHb opraHizariii.

PH-35. BupiwyBaTu 3ajaui 3a6e3neyeHHs Ta CyIPOBOY KOMIIJIEKCHUX CUCTEM 3aXUCTy iHopMalii, a
TaKOX NPOTHU/ii HECAHKI[IOHOBAaHOMY AOCTyIy A0 iHdopMaliiHuX pecypciB i npoleciB B iHpopManiiHuX
Ta iHpopMaLifiHO-TeJIeKOMYHiKallilHUX (aBTOMAaTHU30BaHMX) CUCTeMax 3Ti/lHO BCTAHOBJIEHOI IMOJIITUKHU
inpopmaniliHoi i\abo kibepbesneku.

PH-36. BusBasTH He6e3Me4yHi CUrHa/IU TEXHIYHUX 3aC00iB.

PH-37. BumiproBaTu napamMeTpu HebGe3MeYHHX Ta 3aBaJ0BUX CUTHAJIIB MiJ 4ac iHCTPYMEeHTaTbHOT 0
KOHTPOJII0 TpoLeciB 3axycTy iHpopMauii Ta BU3HauaTu ePpeKTUBHICTb 3aXUcTy iHopMalii Bif BUTOKY
TEXHIYHUMU KaHa/laMH BiZiMOBiHO /10 BUMOT HOPMAaTHUBHUX JJOKYMEHTIB CUCTEMHU TEXHIYHOTO 3aXUCTY
indbopmariii.

PH-38. [HTepnpeTyBaTH pe3y/bTaTH POBeleHHA CleliaJIbHUX BUMipIOBaHb 3 BUKOPUCTAHHAM
TeXHIYHUX 3aC006iB, KOHTPOJIIO XapaKTepUCTUK iHoOpMaLifiHO-TeJleKOMYHiKaliiHUX CHCTEM BiJjIOBiAHO
Jl0 BUMOT HOPMaTUBHUX JIOKYMEHTiB CUCTEMU TEXHIYHOT0 3aXUCTy iHdopMallii.

PH-39. [IpoBoauTH aTecTallilo (CIUParYMCh Ha 00JIiK Ta 06CTEXKeHHs) PeXKMMHUX TepUTOpii (30H),
IPHUMILEeHb TOIIO B YMOBAX J0/lep>KaHHS PEKUMY CEKPETHOCTI i3 pikcyBaHHSM pe3y/ibTaTiB y
BIIOBIZHUX JOKYMEHTAaX.

PH-40. [HTepnpeTyBaTH pe3y/abTaTH NPOBeIeHHSA CNelliaIbHUX BUMipIOBaHb 3 BUKOPHUCTAHHAM
TeXHiYHUX 3ac06iB, KOHTPOJI0 XapakTepucTHK ITC BifmoBiAHO 10 BUMOT HOpMAaTUBHUX JIOKYMEHTIB
CUCTEMH TEXHIYHOTO0 3aXUCTy iHdopMauii.

PH-41. 3a6e3nedyBaTy HeNEPEPBHICTb NPOLeCy BeJleHHs XKYPHaJIiB peecTpanil noil Ta iHUUAEHTIB Ha
OCHOBi aBTOMAaTH30BaHUX NPOLIEAYD.

PH-42. BupoBaaxyBaTu NpoLecy BUsiBJIeHHS, ileHTUiKaLii, aHa1i3y Ta pearyBaHHsI Ha iHIUJEHTH
inpopmaniliHoi i/abo kibepbesneku.

PH-43. 3acTocoByBaTH HalliOHaJIbHI Ta Mi>kHapo/iHi peryJitotodi akTu B chepi iHpopMaliiiHol 6e3neku
Ta/ abo kibepbesneku AJis po3cailyBaHHs iHIUJEHTIB.

PH-44. BupimyBaTu 3aia4i 3a6e3ne4eHHs 6e31epepBHOCTI Gi3Hec-mpo1eciB opraHizanii Ha OCHOBI
Teopil pU3UKIB Ta BCTAaHOBJIEHOI CUCTEMH YNIPaBJiHHS iHpOpMaLifiHO0 6e31neKo1o, 3riJjHO 3
BiTYU3HAHUMU Ta MIXKHAPOJHUMU BUMOTaMHU Ta CTaH/apTaMHU.

PH-45. 3acTocoByBaTH piHi Kjiacu nojiTUK iHopMaliiiHoi 6e3neku Ta/ abo kibepbe3neky, 110
6a3y0ThCS HA PU3UK-OPIEHTOBAaHOMY KOHTPOJIi OCTYMY /10 iHpopMaLiiHMX aKTUBIB.

PH-46. 3ailicHoBaTH aHaJi3 Ta MiHiMi3aliro pu3ukKiB 06pobku iHpopMmarlii B iHpopmariiiHo-
TeJIEKOMYHIKallinHUX CUCTeMaX.

PH-47. BupilyBaTu 3a7a4i 3axucTy iHdopMallii, 1o 06po6seThes B iHpopMalifiHo-
TeJeKOMYHIKal[iHHUX CUCTeMaX 3 BUKOPUCTAHHAM Cy4YaCHUX METO/[iB Ta 3ac06iB KpuntTorpapivHOro
3axucty iHpopmarii.

PH-48. BukoHyBaTU BIPOBa/>KEHHA Ta NiJTPUMKY CUCTEM BUSIBJEHHS] BTOPTHEHb Ta BUKOPUCTOBYBATHU
KOMIIOHEHTH KpUnTorpadiuHoro 3axucty /sl 3a6e3nedeHHs] He0OXiJHOTO PiBHS 3aXUIIEHOCTI
inpopmanii B inpopManiiiHO-TeleKOMyHiKaliiHUX CHCTEMAX.
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PH-49. 3a6e3neuyyBaTu HaJiexxHe QYHKILIOHYBaHHS CUCTEMU MOHITOPUHTY iHGOpMaLiiHUX pecypciB i
npolleciB B iHpopMaIiiHO-TeJleKOMYHIKalliHHUX CHCTeMaX.

PH-50. 3a6e3neuyBaTu GyHKIiOHYBaHHS NPOrpaMHUX Ta NPOTPaMHO-aNapaTHUX KOMILJIEKCIiB
BUSIBJIEHHSI BTOPTHEHb Pi3HUX PiBHIB Ta KJacCiB (CTATUCTUYHUX, CUTHATYPHUX, CTATUCTUYHO-
CUTHATYpPHUX).

PH-51. [linTpuMyBaTH Npale3ZaTHICTb Ta 3a0e3Me4yBaTH KOHIrypyBaHHsI CUCTEM BUSIBJIEHHS
BTOPTHEHb B iHpOpMaLifiHO-Te/JleKOMYHiKaLiiHUX CHCTEMaX.

PH-52. BukopucToByBaTH iHCTpyMeHTapil A/ MOHITOPUHTY npolieciB B iHpopmanitiHo-
TeJIeKOMYHiKallilHUX cCUCTEMaX.

PH-53. BupimyBaTu 3a/1a4i aHaJ i3y IporpaMHOro Koay Ha HasiBHiCTb MOXKJIMBUX 3arpos.

PH-54. YcBifoM/110BaTH LLiIHHOCTI TPOMaZiIHCBKOTO (BiJIBHOT'O leMOKPAaTUYHOI'0) CYCHiJIbCTBA Ta
HeobXiZIHICTb KOT0 cTaJoro po3BUTKY, BEpXOBEHCTBA MIPaBa, NpaB i cB060A JIIOAWHY i rpOMa/isHUHA B
YkpaiHi.

06car AMCHUILIIHHN

3arasibHui o6car gucuuiiinu 120 rog. (4 kpegutu ECTS): nekuii - 32 roz., 1a6opatopHi po6oTy - 16
roji., caMocCTiliHa po6oTa - 72 roj,.

[lepeayMOBY BUBYEHHS AUCHUILUIIHU (MpepeKBi3uTH)

Besneka B iHpopMalLiliHO-KOMYHiKallilHUX CUCTEMaX.

0c06J/IMBOCTi AMCIUILIIHHM, METOAH Ta TEXHOJIOTiI HABYaHHA

B xoAi BUK/IajlaHHA JUCLMILIIHYA BUKJ/aZa4eM 3aCTOCOBYOTbCS NOSCHIOBA/IbBHO-1JIIOCTPAaTUBHU I
(indopmanifiHo-peLenTUBHUI) Ta peNPOAYKTUBHHUM MeTO/IM HABUYaHHS. B IKOCTi MeTO/1iB BUKJIaJaHHS,
sIKi HanmpaBJ/ieHi Ha aKTUBIi3allil0 Ta CTUMYJ/IIOBaHHS HaBYaJ/IbHO-Mi3HABA/IbHOI Jlisl/IbHOCTI 3/106yBauiB,
3aCTOCOBYIOThCS pe3eHTallii, 6eciiy, iHANBiAyaabHI TPyOBi NPOEKTH, MalCcTep-KJIacH.

IIporpama HaB4YaJIbHOI AUCHUILIIHU

TeMH JIeKI{iMHUX 3aHATD

Tema 1. HopmaTuBHO-IIpaBoBe 3a6e3neyeHHs opraHisalii 3axucTty iHdpopmariii Ha 06’ eKTax
iHpopMaliliHOl AiATBHOCTI.

OcHOBHI NOHATTSA y rajiy3i Kibepbe3neky, IPUHIMIIN Ta CKIa[0Bi HallioHaJIbHUX iHTepeciB y chepi
KiGep6e3neKHu.

Tema 2 TexHiuHUM 3axUCcT iHopMaril.

[TosioXKeHHS PO TEXHIYHUH 3aXUCT iHPpopMarii B YKpaiHi, 0CHOBHI I0JI03KeHHS, TOPAI0K IPOBE/IeHHSA
poGiT.

Tewma 3. [lopsiok npoBeieHHs po6iT i3 cTBopeHHs KC3I B iHpopMalniiiHO-Te/leKOMyHiKal[iHUX
cuctemax (ITC).

3arasbHi BUmoru jio KC3I. [lopsij0k npoBeeHHS PO6IT i3 CTBOPEeHHS KOMILJIEKCHOI CUCTEMU 3aXUCTY
inpopmarnii B inpopmanifiHo-TesleKOMyHiKaLilHilA cucTeMi..

Tema 4. 3arasibHi noJioXKeHH 31 CTBOpEHHS Ta aTecTallil KOMIIJIEKCHOTO TEXHIYHOTO 3axUCTy iHpopmariii.
CTBOpEeHHS KOMILJIEKCIB TEXHIYHOT0 3aXUCTy iHpopmarii. ATecTalis koMIiiekciB. Bunpo6yBaHHs
KOMILJIEKCY TEXHIYHOTO 3aXUcTy iH$opManii.

Tewma 5. Kinacuodikarniis aBTomatruzoBaHux cucteM. CTaHaapTHI GyHKIioHa/MbHI Tpodiai 3axuieHoCTi
iHdpopMalii Bii HecaHKIIiOHOBAaHOTO AOCTYNY. 3axUCT iHpopMallii B KOMIT'IOTEpPHUX CHCTEMaX BiJ
HECaHKL[IOHOBAHOI'0 JOCTYIY.

Busau aBToMaTu30BaHux cucteM. CTanzapTHi yHKLioHanbHI npodini 3axuienocTi inpopmanii Bif,
HECaHKLIOHOBAHOI'0 LOCTYIY.

Tema 6. 3arposu inpopmMmarii B cydyacuux IKC, Moziesib mopyuiH1Ka Ta MoJiesib 3arpos.

Knacudikarnis sarpos iHdopmarii B cyyacuux IKC. Buay Ta nopsiiok po3po6Ku MojieJsli MoOpyUIHKUKA Ta
MO/JieJ1b 3arpos.

Tema 7. ®opmyBaHHs noJtiTuku 6e3neky iHpopmariii B ITC.

[TosiTuka 6e3neky iHpopMaliii B iHpopmaliliHo-TesiekOMYyHiKaliliHil cucTeMi.

Tema 8. ETanu nobynoBu KC3I, Texniune 3aBganHs Ha KC3I, akT aTecTanii KC31.
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OcHoBHI npuHuMnu nobyaosu KC3I.

Tema 9 ®opmyBanHs [lnany 3axucty indpopmauii B IKC.

[TosioxkeHHS PO KaTeropii 06’eKTiB, ie UMPKYJIIO€E iHpopMaris 3 06MeKeHUM JIOCTYIIOM, 1[0 CTAHOBUTh
Jlep>KaBHY TaEMHUITIO.

TeMmu NPAKTHYHUX 3AHATDb

[IpakTU4Hi po60TH B paMKax JUCHUILIIHU He Mepe/ibaveHi.

Temu 1a60paTOPpHUX POOGIT

Tema 1. KoHLenuis, 0CHOBHI 0JI0KEHHS TEXHIYHOI0 3aXUCTy iHPpopMariii. [lopsaok npoBeseHHS POOIT.
BuBuenHs [loyiokeHHs po TexHIYHUH 3axucT iHpopMariii B YkpaiHi, 06roBopeHHsI 0OCHOBHHUX I10JI0KEHD,
pOo3rJisA/ MOpAAKY NpoBeJieHHs pobiT 3 aTectanii KC3I.

Tema 2. 3axucT iHpopMallii B KOMIT'IOTEpHUX cucTeMaX. Po3po6ka nJaHy 3axucTy iHpopmMariiii.
BuBueHHs [los10>keHHA Npo 3axUcT iHpopMallii B KOMI'IOTEPHUX cUcTeMax. Po3risa/ nopsaKy po3po6ku
[lnany 3axucty iHpopmMarii B KOMII'FOTEPHUX CUCTEMAX.

Tema 3. 06¢cTexxenHs yHkiioHanbHOCTi ITC, popmyBanHs 3aBaanHsa Ha KC3L

BuBueHHs afiropuTMy 06cTexxeHHs dpyHKnioHanbHOCTI ITC. Po3po6ka 3aBaanHs Ha KC3I.

Tema 4. Po3po6ka nosiiTukH 6e3MeKy, TeXHIYHOTO 3aBAaHHs Ta npoekTy Ha KC3I.

BuBUeHHS MOJITUKYU 6e3neKu. Po3risa mops/iKy po3po6Ky TeXHIUHOT0 3aB/laHHA Ta npoekTy Ha KC3L
Tema 5. KpuTepii oniinku 3axuiieHocTi iHpopMaliii B KOMIT'I0TepHUX CHUCTeMax BiJi HeCaHKI[IOHOBAHOTO
JocTtyny. Po3po6ka Moziesi NOpYIIHKKA Ta MO/ieJli 3arpo3.

Po3po6ka Moze1i mopylLHUKA Ta MO/ieJIi 3arpo3 B KOMIT'IOTEPHUX CUCTEMAX.

CamocriiiHa po60oTa

CamocrTiliHa po6oTa CTy/leHTa € o/iHi€l0 3 GopM opraHizaiii HaBuaHHs, OCHOBHOO GOPMOI0 OBOJIOAIHHA
HaBYaJIbHUM MaTepiasoM y BiJIbHUH Bifi ayJUTOPHUX HAaBYAJIbHUX 3aHATb yac. [1ig yac camocTtiiiHol
pO6GOTH CTYeHTH BUBYAIOTh JIEKIITHUH MaTepias, FOTYI0TbCSA A0 1a60paTOPHUX POGIT, KOHTPOJIbHUX
po6iT, 3asikiB Ta icnuTiB. CTyZileHTaM TaK0X peKOMeHAYIOThCS A0JaTKOBI MaTepianu (Bigeo, craTti) aasa
CaMOCTIMHOTO BUBYEHHS Ta aHaJli3y.

HedopmasibHa ocBiTa

B pamMkax HedpopMasibHOI OCBiTH 3TifHO BiAnoBigHoro [losoxeHHs (http://surl.li/pxssv), ocBiTHs
KOMIIOHEHTA a60 i 0oKpeMi TeMH MOXKYTb OYTH Bpax0BaHO y pasi caMOCTiHHOTO MPOXO/PKEHHS
npodeciiHUX KypciB/TpeHiHTiB, OTpUMaHHSA IPOMa/isIHCHKOI OCBITH, OHJIAMH 0CBiTH, NpodeciiiHOro
CTaKyBaHH$ TOLLO.

3a JaHUM KOMIIOHEHTOM BpaxXyBaHHS TeM, y pasi ycnilHoro 3aBeplieHHsI KypciB, He epeabavyeHo.

JliTepaTypa Ta HaBYaJ/IbHI MaTepiaau

OcHOBHa JiiTeparypa:

1. lIpo 3axuct iHdpopMalii B iHpopMaliliHO-TeeKOMYyHIKal[iHHUX cUCTeMax: 3aKOH YKpaiHU BiJ
05.07.1994 Ne 80/94-BP. [lata oHoBsenHs: 31.12.2023. URL:
https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80#Text

2. Ilpo 3axUCT nepcoHa/IbHUX JaHUX: 3aKoH Ykpainu Bix 01.06.2010 Ne 2297-VI. JlaTa OHOBJIeHHA:
27.10.2022. URL: https://zakon.rada.gov.ua/laws/show/2297-17#Text

3. Ykas3 [IpesugenTa Ykpainu: [Ipo pimenHs Paau HanioHanbHOI 6e3neku i 060poHH YKpaiHu BiJ 6
TpaBHA 2015 poky "[Ipo CtpaTerito HanjioHa/nbHOI 6e3neku YkpaiHu'": Ykas [Ipe3usienTa YKpaiHu Bij 6
TpaBHsA 2015 poky Ne 287/2015. lata oHoBJsieHHs: 16.09.2020. URL:
https://zakon.rada.gov.ua/laws/show/287/2015#Text

4. IIpo HanioHa/bHY 6e3neKy: 3akoH Ykpainu Big 21.06.2018 Ne 2469-VIIIL. /laTa oHOBJIEHHS:
31.03.2023. URL: https://zakon.rada.gov.ua/laws/show/2469-19#Text

5. Ykas IlpesuaenTa Ykpainu: [Ipo pimieHHs Pagu HaljioHa/sbHOI 6e3neKy i 000poHU YKpaiHu Bij 27
ciuns 2016 poky "llpo Ctparerir KiGepoeaneku Ykpainu" N2 96/2016. JlaTta oHoBJsieHHs: 28.08.2021.
URL: https://zakon.rada.gov.ua/laws/show /96 /2016#Text
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https://zakon.rada.gov.ua/laws/show/2469-19#Text
https://zakon.rada.gov.ua/laws/show/96/2016#Text

6. [TosioxkeHHs Tpo TeXHiYHMM 3axucT iHopMallii B YKpaiHi, 3aTBepakeHe Yka3oM [Ipe3uieHTa YKpaiHu
Biz 27.09.99 Ne 1229. Jlata onoBienHs: 04.05.2008. URL:
https://zakon.rada.gov.ua/laws/show/1229/99#Text

7. ACTY 3396 0-96 3axuct iHpopmauii. Texniunui saxuct iHpopmauii. OcHoBHi nosioxxeHHs. URL:
https://tzi.com.ua/downloads/DSTU%203396.0-96.pdf

8. ICTY 3396 1-96 3axuct iHpopmanii. TexHiyHu# 3axuct inpopmariii. [lopsgok npoBeaeHHs po6it. URL:
https://tzi.com.ua/downloads/DSTU%203396.1-96.pdf

9. H/I T311.4-001-2000 TunoBe noJio>KeHHS NMPO CAYXKOY 3axucTy iHPpopMallii B aBTOMaTHU30BaHUX
cucteMax, Hakas JJCTC3I CBY Big 04.12.2000 Ne 53 (3mina Ne 1 Haka3 AamiHicTpanii Jepxcnenss’ss3ky
Biz 28.12.2012 Ne 806).

https://tzi.com.ua/downloads/1.4-001-2000.pdf

10. H/I T3I 2.5-004-99 KpuTepii oninku 3axuiiieHocTi iHpopMallii B KOMIT'I0TepHUX CUCTeMaX Bif
HecaHKIioHOBaHoOro poctyny, Haka3 JICTC3I CBY Big 28.04.99 Ne 22 (3mina N2 1 Haka3 Bim 28.12.2012
Ne 806).

https://tzi.com.ua/downloads/2.5-004-99.pdf

11. HJ T3I 2.5-005-99 Knacudikaliis aBTOMaTU30BaHUX CUCTEM i cTaHAApTHI QyHKLioHaNbHI npodii
3axHUIIeHOCTi 06po6JII0BaIbHOI iHpopMarii BiJi HecaHKIioHOBaHOr0 foctyny, Haka3 JJCTC3I CBY Bifg
28.04.99 Ne 22 (3mina Ne 1 Haka3z Big 15.10.2008 Ne 172).
https://tzi.com.ua/downloads/2.5-005%20-99.pdf

12. HZ1 T3I 3.6-003-16 3axwuct iHdopmaliii Ha 06’ekTax iHpopMaliiiHoi gissabHoCcTi. CTBOpeHHS
KOMILJIEKCY TeXHIYHOTr0 3aXUCTy iHdpopMmarllii. OCHOBHI M0OJIOKEHHS.

13. HJ T3 3.7-003-2023 [opsgok npoBeAeHHs POGIT i3 CTBOPEHHS KOMIIJIEKCHOI CUCTEMHU 3aXUCTY
indpopmMmariii B iHpopmaniiHo-KoMyHiKaliliHil cucTemi (Hakas AaMiHicTpanii Big 28.10.2023 Ne 924).
https://www.cip.gov.ua/ua/news/nakaz-administraciyi-derzhspeczv-yazku-pro-vnesennya-zmin-do-
normativnogo-dokumenta-sistemi-tekhnichnogo-zakhistu-informaciyi-nd-tzi-3-7-003-2005-vid-28-
zhovtnya-2023-roku-924

14. H/1 T31 1.6-004-2013 3axuct iHdopMaliii Ha 06’ekTax iHpopMaliiiHol AissabHOCTI. [lo/0KeHHS PO
KaTeropiloBaHHsI 00’€KTiB, Zie LTUPKYJIIO€E iHpopMalis 3 06MeXeHUM JI0CTYIIOM, 1110 CTAHOBUTD JAEeP KaBHY
TAEMHUITIO.

https://zakononline.com.ua/documents/show/83554 83554

15. Information Security Handbook for Network Beginners. National Center of Incident Readiness and
Strategy for Cybersecurity (NISC) ver. 2.11e.

https://www.coursehero.com/file/55121963 /handbook-all-engpdf/

16. €Bcees C.I1. Kibep6e3neka: ocHOBU KolyBaHHs Ta kpuntorpadii/ C.I1. EBcees, 0.B. Minos, C.E.
Ocranos, 0.B. CeBepiHoB. — XapkiB: Buja. “Hosuii CBiT-2000”, 2023. - 657 c.
https://acrobat.adobe.com/id /urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-
37f76ca508c5/?x api client id=chrome extension viewer&bookmarkAcrobat=true&x api client location
=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover

17. TexHouorii 3axucty iHpopmMarii./ C. E. Octanos, C. I1. EBcees, O.'. Koposb. — UepHiBLi : YepHiBenbKui
HalioHa/bHUM yHiBepcuTeT, 2013. - 471 c.

http://kist.ntu.edu.ua/textPhD /tzi.pdf

JoaaTkoBa JiiTeparypa :

18.1SO/IEC 27001:2022 Information security, cybersecurity and privacy protection - Information
security management systems - Requirements URL:
https://www.iso.org/ru/contents/data/standard/08/28/82875.html

19.1SO/IEC 27002:2022 Information security, cybersecurity and privacy protection - Information
security controls URL:

https://www.iso.org/ru/contents/data/standard/08/05/80585.html

20.1SO/IEC 27005:2022 Information security, cybersecurity and privacy protection - Guidance on
managing information security risks. URL:
https://www.iso.org/ru/contents/data/standard/08/05/80585.html.

21. Synergy of building cybersecurity systems: monograph / S. Yevseyev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p. URL:
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

H@H HamionaAbHNMI TeXHIYHMIT yHIBEpCUTET

KomnaekcHi cucmemu 3axucmy 1Hgbopmal411 «XapKiBCKKI TIOAITEX HIYHII IHCTUTYT »

1885


https://zakon.rada.gov.ua/laws/show/1229/99#Text
https://tzi.com.ua/downloads/DSTU%203396.0-96.pdf
https://tzi.com.ua/downloads/DSTU%203396.1-96.pdf
https://tzi.com.ua/downloads/1.4-001-2000.pdf
https://tzi.com.ua/downloads/2.5-004-99.pdf
https://tzi.com.ua/downloads/2.5-005%20-99.pdf
https://www.cip.gov.ua/ua/news/nakaz-administraciyi-derzhspeczv-yazku-pro-vnesennya-zmin-do-normativnogo-dokumenta-sistemi-tekhnichnogo-zakhistu-informaciyi-nd-tzi-3-7-003-2005-vid-28-zhovtnya-2023-roku-924
https://www.cip.gov.ua/ua/news/nakaz-administraciyi-derzhspeczv-yazku-pro-vnesennya-zmin-do-normativnogo-dokumenta-sistemi-tekhnichnogo-zakhistu-informaciyi-nd-tzi-3-7-003-2005-vid-28-zhovtnya-2023-roku-924
https://www.cip.gov.ua/ua/news/nakaz-administraciyi-derzhspeczv-yazku-pro-vnesennya-zmin-do-normativnogo-dokumenta-sistemi-tekhnichnogo-zakhistu-informaciyi-nd-tzi-3-7-003-2005-vid-28-zhovtnya-2023-roku-924
https://zakononline.com.ua/documents/show/83554___83554
https://www.coursehero.com/file/55121963/handbook-all-engpdf/
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
http://kist.ntu.edu.ua/textPhD/tzi.pdf
https://www.iso.org/ru/contents/data/standard/08/28/82875.html
https://www.iso.org/ru/contents/data/standard/08/05/80585.html
https://www.iso.org/ru/contents/data/standard/08/05/80585.html
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju

22. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S.
Ostapov, O.Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p. URL:
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

23. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. - Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p. URL: https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju.

Cucrema OLiHIOBAHHA

KpuTepii onjiHlOBaHHS yCHIIIHOCTI CTyA€HTa IlIkana oniHIOBaHHS

Ta po3MoAi 6asiB Cyma HauioHasbHa oLiHKa ECTS
Basin HapaxoBYIOTbHCS 38 HACTYITHUM basiB
CIiBBiIHOIIIEHHSAM: 90-100  BigmiHHO A
e 1abopaTtopHi po6oTu: 40% ceMecTpoBOI OLIIHKH; 82-89 Jobpe B
e camocTiiiHa po6oTa: 10% cemMecTpPOBOi OLIHKHY; 75-81 Jobpe C
* KOHTpOJIbHA po6oTa: 10% ceMecTpPOBOI OI[iHKY; 64-74 3a0BiJIbHO D
e icut: 40% cemecTpoOBOI OL[iHKHU 60-63 3a0BiIbLHO E
35-59 HeszazoBizibHO FX
(moTpibHe AO0AATKOBE
BHBYEHH)
1-34 He3agoBisibHO F
(moTpi6bHEe MOBTOPHE
BUBYEHHS)

HopMu akageMidyHOI eTHMKHM i MOJIITUKA KYPCYy

CTyneHT MoBUHEH JloTpuMyBaTHrcs «KoJekcy eTUKM aka/leMiYHUX B3aEMOBI/ITHOCUH Ta JI06pOYECHOCTI
HTY «XII»: BUSABAATH AUCIUILIIHOBAHICTb, BUXOBAHICTb, JOOPO3UUINUBICTh, YECHICTD, BiINOBiAAIbHICTD.
KonouikTHi cuTyanii moBUHHI BiAKpUTO 06roBOpOBAaTUCA B HaBYaJbHHUX IPyNax 3 BUKJIAAaueM, a IpU
HEMOXKJIMBOCTI BUpillleHHS KOHQJIIKTY — JOBOJAUTHCS 0 BijoMa ciBpoGITHUKIB AUPEKIIil iIHCTUTYTY.
HopmaTuBHO-NIpaBoOBe 3a6e3ne4eHHs BIPOBaKEHHS IPUHIUIIB akaieMiuHoi fo6podyecHocTi HTY
«XIIl» po3mimeHo Ha caifTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist/

IloroaxeHHsa
Cuiabyc noro/»KeHo 3aBinyBau kadenpu
28.08.2024 = G Cepriit EBCEEB
['apanT OII
28.08.2024 S G Cepriit EBCEEB

K . . HamnioHaAsHMIT TEXHIYHMIT yHIBepCUTET
omneKcHi cucmemu saxucmy iHgopmayii — «XapKiBCBKMIE TOAITEXHIYHMIT IHCTUTYT »


https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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