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KinbkicTh HaykoBUX ny6Jtikalii: noHaz 350, 3 HUX MaTEHTIB HA KOPUCHY
Mojiesb 42, 17 MoHorpadil, 3 IKUX 9 KOJIEKTHBHUX MOHOTrpadii, 31
HaBYaJIbHUM MOCIOHUK, 3 IKUX 4 3 rpudom MiHicTepcTBa OCBiTH i HayKu
Ykpainy, 163 ctaTTi y 3aKOpA0HHUX BUaHHAX Ta GaxOBUX BUJAHHSX YKpaiHHY,
3 HUX 61 y HayKoMeTpU4Hil 6a3i Scopus. [IpoBigHUI JIEKTOD 3 AUCLUILIIH:
«MeHemxkMeHT iHpopMalliiHOI 6e3neKu», «BBesieHHs B Mepexi», «be3neka
OGaHKiBCbKUX cucTeM» , «['i6pu/HI BilHU Ta HalliOHaJIbHA 6e3meKa», «KAyIUT Ta
MOHITOPHUHT KOpPIIOpPAaTUBHUX Mepex», «Blockchain: ocHoBu Ta npukiaau
3actocyBaHHs», «OCHOBU CMapT-KOHTPaKTiB», «OCHOBU KibepOe3neKku» y
CTYAeHTiB 6akaJsiaBpiaTa Ta MarictpaTtypy, Po3gin «MeToau i TexHoJ0oTii
MOHITOPHUHTY Ta ayAuTy iHpopMauiiiHoi 6e3neku», «MeToau Mo6y0BU
NOCTKBAHTOBUX KpUNTOCUCTeM», «HOBiTHI TexHos10Til 3a6€3MeueHHs
Kibepb6e3neKky Ha OCHOBI TE€XHOJIOTIi 6JI0KUYedH» JJIs1 acHipaHTiB

JleTanbHille npo BUKJIa1a4a Ha caTi kKadeapu
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PhD, noueHnT kadenpu kibepbesnexku HTY «XIII».

KinbkicTh HaykoBUX my6JtiKallii: moHaz 30, 3 HUX MAaTEHTIB Ha KOPUCHY
Mo/Jienb 2, 3 MoHoTpadii, 3 Akux 1 - y perjeH30BaHOMY BUJJaHHI, 1[0 BXOJJUTh /10
6a3u faHux Scopus, 1 - B iH03eMHOMY HayKOBOMY BUJaHHI, 2 — y paxoBOMY
BH/JIaHHI YKpainu; 14 cTaTel, 3 HUX 7 HAYKOBUX CTaTeH — Y HAYKOBUX GaxX0BUX
BUJAHHAX YKpaiHy, 4 HAyKOBI CTATTi — y peieH30BaHMX BUAHHAX, L0 BXOAATh
Jlo 6a34 JJaHUX Scopus, 3 CTATTi - B iIHO3EMHUX HAYKOBUX BUIaHHSAX. JIEKTOD 3
AucuuIiz: «Betyn go cnenianbHocTti. O3HalioMya npakTuka», «OpraHisaiiiiHe
3abe3neveHHs 3aXUCTy iHQopMalii» y CTyIeHTiB 6akajaBpiaTa

JeTasbHillle 1po BUKJIaa4a HA caiiTi kadeapu
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3arasibHa iHpopMaList

AHoTanisa

[Ipu mpoxo/xeHHi JaHOTro BUAY NPAKTUKHU y 3/1060yBadiB ¢opMyoTbcsa kBadidikaliiHi Ta npodeciiiHi
KOMIIETEHTHOCTI Ha OCHOBI CUHTE3y Teopii Ta MPaKTHUKH, 1 NPOSIBASETHCS Yepe3 aKTyaJsli3alito 3JaTHOCTI
0COOHMCTOCTI He TiJIbKU po3B’si3yBaTH paxoBi 3ajaui, a i BUCYBaTH U BupilyBaTH npodeciiiHi npobiemu.

MeTa Ta 3aBJaHHA

HabyTTs cTygeHTaMu npodeciiHUX HaBUYOK Ta BMiHb 3/[iiCHEHHs caMOCTiliHOI HayKOBO-/A0CIiAHOI Ta
npodeciiiHoi po60TH.

dopmar 3aHATH

CamocrTiliHa po60Ta, iIHAWBIAya/JbHE 3aBAAHHS (3BiT, II0JeHHUK IPAKTHUKH ), KOHCybTalii. [lizcymkoBui
KOHTPOJIb — 3aJIiK.

KoMneTeHTHOCTI

K3 1. 3gaTHicTh 3aCTOCOBYBATH 3HAHHA Y NIPAKTUYHUX CUTYaAL[ifIX.

K3 2. 3HaHH# Ta po3yMiHHS NpeAMeTHOI 06/1acTi Ta po3yMiHHS npodecil.

K3 3. 3gaTHicTb npodeciiiHO CIiJIKyBaTHCS AePKaBHOK Ta iHO3eMHO0 MOBAMHU SIK YCHO, TaK i MUCbMOBO.
K3 4. BMiHHS BUSABJATH, CTABUTH Ta BUPilyBaTH Npo6sieMHu 3a npodeciiHUM CIIpsIMyBaHHSIM.

K3 5. 3gaTHicTh /10 no1yKy, 06po6JieHHs Ta aHai3y iHpopmarii.

K® 1. 3paTHicTh 3acTOCOBYBaTHU 3aKOHO/JaBYy Ta HOPMAaTHBHO-NPABOBY 6a3y, a TAKOX JepKaBHi Ta
Mi’)KHapOJHi BUMOTH, TPAKTHUKH i CTAaHJJAPTH 3 METOI0 3/[iHCHEHHS MPodeCiHHOI AiAIbHOCTI B raayai
inpopmaniliHoi Ta/abo Kibepbe3neku.

K® 2. 3naTHicTb 0 BUKOpUCTAHHA iHGOpMaIiiHO-KOMYHIKalliHHUX TEXHOJIOTiH, CydaCHUX MeTO/IB i

Mo esielt iHbopmMariiiHol 6e3meku Ta/abo Kibepbe3neKHy.

K® 3. 3paTHicTh A0 BUKOPUCTAHHS MPOrPaMHUX Ta MPOrpaMHO-anapaTHUX KOMILJIEKCIB 3aC006iB 3aXUCTY
indpopmarii B inpopmaniiHo-TesieKOMYHIKaliHHUX (AaBTOMAaTU30BaHUX) CUCTEMAX.

K® 4. 3naTHicTh 3a6e3neyyBaTH HellepepBHICTb 6i3HeCY 3TiZjHO BCTaHOBJIEHOI NOMITUKY iHpopMaliiHoI
Ta/abo Kibepbe3neku.

K® 5. 3naTHicTb 3a6e3meyyBaTH 3aXUCT iHopMallii, 1o 06po6iseTbes B iHpopMariiiHo-
TeJIeKOMYHiKaliiHUX (aBTOMAaTU30BaHUX) CUCTEMAX 3 MeTOI0 peastisallii BCTaHOBJIEHOI MOJIITUKH
iHpopMariliHoi Ta/abo Kibepbe3neKku.

K® 6. 3aaTHicTh BiAHOBJIOBATU ITaTHe QYHKIiOHYBaHHSA iHpopMalLiliHUX, iHpopMaLifiHo-
TeJIeKOMYHiKaliHHUX (aBTOMaTH30BaHUX) CUCTEM Mic/s peasizaunii 3arpos, 37jilicHeHHs KibepaTak, 3601B
Ta BiMOB Pi3HUX KJIACIB TA OXOJ KEHHH.

K® 7. 3paTHicTb BOpOBa>KyBaTU Ta 3abe3ne4yBaTd GQYHKIIOHYBaHHA KOMIIJIEKCHUX CUCTEM 3aXUCTY
iHdopmariii (KoMIJIeKCH HOpMaTUBHO-NIPABOBUX, OpraHisaljiiHuX Ta TeXHIYHMX 3ac06iB i MeTOAiB,
npoueayp, NPaKTUIHUX NPUHOMIB Ta iH.).

K® 8. 3paTHicTb 34ilicHIOBAaTH NIpOLeypH YIIpaBJiHHA iHLUAEHTAMU, IPOBOAUTH PO3CIiAyBaHHH,
HaJlaBaTH IM OLIHKY.

K® 9. 3paTHicTb 3AilicHI0BaTH podeciiHy MisIbHICTb HA OCHOBI BIPOBAaI>KEHOI CUCTEMHU YIIPaBJIiHHS
inpopmaniliHoto Ta/abo Kibepbe3nekoro.

K® 10. 3paTHicTh 3acTOCOBYBAaTH METO/AM Ta 3aCO6U KpUNTOrpadiyHOro Ta TEXHIYHOT'0 3aXUCTY
iHdopmariii Ha 06’ekTax iHpopMalliiiHOI AiAABbHOCTI.

K® 11. 3gaTHicTh BUKOHYBAaTH MOHITOPUHT NpoleciB yHKIiOHyBaHHA iHpopMaLiiHuX, iHpopMaLiiiHo-
TeJleKOMYHiKalilHUX (aBTOMaTH30BaHUX) CUCTEM 3TiIHO BCTAHOBJIEHOI OJITUKHU iHpopMaliiHO]
Ta/abo Kibepbe3neku.

K® 12. 3naTHicTb aHa/i3yBaTH, BUSBJISATU Ta OL[iHIOBATH MOXKJIMBI 3arpo3u, ypasJMBOCTI Ta
Jectabinizyroui YUHHUKY iHQopManiiiHOMy npocTopy Ta iHpopmaliiHUM pecypcaM 3rigHo 3
BCTaHOBJIEHOIO MOJITHKOI0 iHopMaliiiHoi Ta/abo kibepbHe3neku.
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PesyanaTn HaBYaHHA

PH 1 - 3acTocoByBaTH 3HaHHA Jilep>aBHOI Ta iHO3eMHUX MOB 3 METOI0 3a6e3nedyeHHsI epeKTHUBHOCTI
npodeciliHoi KoMyHiKallii;

PH 2 - opranizoByBaTHu BJacHy npodeciiiHy AiIbHICTh, 06MpaTH ONTHMAaJIbHI METOU Ta CIOCOOH
pO3B’sI3yBaHHS CKJIAIHUX Clieljia/i30BaHUX 3a/Jja4 Ta IPaKTUYHHUX Npo6JieM y npodeciiiHil AisgabpHOCTI,
OI[iHIOBATH iX ePEeKTUBHICTb;

PH 3 - BUKOpUCTOBYBAaTH pe3yJbTaTH CAMOCTIHHOTrO NOIIYKY, aHaJi3y Ta CHHTe3y iHpopMaliil 3 pisHuX
JKepest AJ1 eGeKTUBHOTO PillleHHs cliellialisoBaHUX 3a7ja4d NpodeciitHol AissJIbHOCTI;

PH 4 - aHanizyBaTH, apryMeHTyBaTH, IpUNMaTH pillleHHs NPU PO3B’A3aHHI CKJIaJHUX CHeliali30BaHUX
33/1a4 Ta NPAKTUYHUX MPo6JieM y npodeciiiHiil AiIbHOCTI, AKi XapaKTepPU3YIThCS KOMIIJIEKCHICTIO Ta
HEeNOBHOI0O BU3HAUEHICTIO YMOB, BiZiOBiaTH 3a NpUNHATI pilleHHS;

PH 5 - aganTyBaTHCs B yMOBaXxX 4acTOi 3MiHU TeXHOJIOTiH npodeciiiHol Aii/IbHOCTI, IPOrHO3yBaTH
KiHLleBUH pe3yJIbTarT;

PH 6 - KpUTHYHO OCMUCIIOBATU OCHOBHI TeOpii, IPpUHLUIIK, METOAH | IOHATTS Y HABYaHHI Ta
npodeciiiHii fisiIbHOCTI;

PH 7 - gisiTy Ha ocHOBi 3aKOHO/]aB4Y0{ Ta HOPMATUBHO-NPABOBOI 6a3u YKpaiHM Ta BUMOT BiANOBiJHUX
CTaH/IAPTiB, Y TOMY YMC/i M>KHApOAHUX B rajiysi iHpopmariiliHoi Ta /a6o kibepbe3neky;

PH 8 - roTyBaTu npomno3uliii 40 HOpMaTUBHUX aKTiB 111010 3a6e3neyeHHs iHpopManiiiHoi Ta /abo
Kibepbe3neky;

PH 9 - BnpoBa/pKyBaTH NpoLecH, 0 6a3y0ThCA Ha HalliOHAJbHUX Ta MiXKHAPOJHUX CTaHAAPTAaX,
BUSIBJIeHHS], iieHTUiKalii, aHa1i3y Ta pearyBaHHA Ha iHUAeHTH iHpopMaLiiiHOI Ta/abo Kibepbe3neky;
PH 10 - BUKOHYBaTH aHaJi3 Ta AeKOMIO3Ulil0 iHpOopMaliliHO-TeJIeKOMyHIiKal[iMHUX CUCTEM;

PH 11 - BUKOHYBaTH aHaJIi3 3B’s3KiB Mixk iHdopMaliiHMMU npoliecaMu Ha BiggaseHux
064YHC/II0BA/IbHUX CUCTEMAX;

PH 12 - po3po6sisiTi MoJiesti 3arpo3 Ta MOpyUIHUKA;

PH 13 - aHani3yBaTu npoekTH iHpopMaliliHO-TeJIeKOMYHIiKal[iHHUX CUCTeM 6a3yI0UUCh Ha
CTaHZApTU30BaHUX TEXHOJIOTIAX Ta IPOTOKOJIAaX Ilepejadi JaHUX;

PH 14 - BupimyBaTu 3aBAaHHs 3aXUCTy Hporpam Ta indpopmauii, o o6pobiseTbes B iHpopmarifiHo-
TeJIeKOMYHiKallilHUX cUCTeMax MPOTrpaMHO-aNapaTHUMU 3aC06aMU Ta JaBaTU OL[iHKY
pe3yJbTaTUBHOCTI AKOCTI MPUHHATUX pillleHb;

PH 15 - BUKOpUCTOBYBaTH Cy4acHe NpOTpaMHO-anapaTHe 3abe3nedyeHHs iHpopMaLiiiHoO-
KOMYHIiKal[ilHUX TEXHOJIOTIH;

PH 16 - peanizoByBaTH KOMILJIEKCHI cUCTeMU 3axUCTy iHopMallii B aBToMaTu30BaHux cuctemax (AC)
opraxizaii (mignpuemcrBa) BioBiAHO 70 BUMOT HOPpMAaTUBHO-NIPAaBOBUX JOKYMEHTIB;

PH 17 - 3a6e3mneyyBaTH NPOLECH 3aXUCTY Ta GYHKIIOHYBaHHSA iHpopMaliiHO-TeseKOMYHIKaliHHUX
(aBTOMATM30BaHMX) CUCTEM HAa OCHOBI NPaKTHK, HABUYOK Ta 3HaHb, 11010 CTPYKTYPHUX (CTPYKTypHO-
JIOTIYHUX) CXeM, TOIOoJIOoTii Mepexi, cydacHUX apXiTeKTyp Ta MoJieJiel 3aXUCTY eJIeKTPOHHUX
iHbopMaliiHUX pecypciB 3 Bilo6paXkeHHSM B3aEMO3B’sI3KiB Ta iHQopMal[ilHMX MOTOKIB, MPOIECiB A5
BHYTPILIHIX i BiijaJleHUX KOMIIOHEHT;

PH 18 - BuUKopucTOBYyBaTH IPOrpaMHi Ta MporpaMHo-anapaTHi KOMILJIEKCH 3aXUCTy iHpopMaLiiHuX
pecypcis;

PH 19 - 3acTocoByBaTH Teopil Ta MeTOU 3aXUCTY AJ1s1 3ab6e3neueHHs 6e3neky iHpopmMariii B
iHbopMaIiliHO-TeJIeKOMYHIKaI[iHHUX CUCTEMAX;

PH 20 - 3a6e3nevyyBaTu QyHKIIIOHYBaHHS CllelliaJibHOTO MPOTPaMHOTro 3abe3nedeHHs, U[0/0 3aXUCTY
iHpopMarii BiJi pyiiHyl0UNX NPOTPAaMHUX BIJIUBIB, pyHHYIOUUX KOAIB B iHpopMaliliHO-
TeJIEKOMYHiKallilHUX CUCTeMaX;

PH 21 - BupimyBaTu 3aa4i 3a6e3neyeHHs Ta CynpoBoAY (B.T. UUCJIi: OrJIsij, TECTYBaHHs, Mi/i3BITHICTD)
CUCTEMH yIPaBJIiHHSA JOCTYIOM 3TiZJHO BCTAHOBJIEHOI NOJITUKHU Ge3MeKu B iHpopMallilHUX Ta
iHpopMaliliHO-TesleKOMYyHiKallilHUX (ABTOMaTU30BaHUX) CUCTEMAX;

PH 22 - BupimyBaTu 3aaa4i ynpasJiiHHS Opolieaypamu ileHTudikalii, aBTeHTHIKaIlil, aBTOpU3aIii
npolleciB i KopucTyBauiB B iHpopMaIiliHO-TeJIeKOMYHIKaI[iIHHUX CUCTeMaXx 3Ti/JHO BCTAaHOBJIEHOT
noJiiTuku iHpopMaliiliHoi i\abo kibepbe3neky;

PH 23 - peanizoByBaTu 3aX0/i1 3 NPpOTU/ii OTPUMaHHIO HECAHKI[IOHOBAHOTO AOCTyNy A0 iHdopMaLiiHUX
pecypciB i mpoiieciB B iHpopManifHuX Ta iHGopMaliliHO-TeJIeKOMYHiKallilHUX (AaBTOMAaTH30BaHUX)
CUCTEMAX;
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PH 24 - BupimyBaTu 3aa4i ynpaBJiiHHS A0CTyHOM A0 iHpopMaliiHHUX pecypciB Ta NpoIeciB B
iHpopMaliiHux Ta iHPpopManifHO-TeleKOMYHIKaliHHUX (aBTOMaTU30BaHUX) CUCTEMAaxX Ha OCHOBI
MoJieJiel ypaBaiHHS JOCTyNnOM (MaHAATHUX, JUCKPELiHHUX, POJIbOBUX);

PH 25 - 3a6e3neuyBaTy BBeJIeHHs MiZI3BITHOCTI CUCTEMU YIPABJIiHHS JOCTYIIOM /10 €JIEKTPOHHUX
iHpopMalilHUX pecypciB i npoleciB B iHpopMaliiHUX Ta iHpopMaliliHO-TeleKOMYHiKalliHHUX
(aBTOMATH30BaHUX) CUCTEMAX 3 BUKOPUCTAHHSAM KypHaJIiB peecTpalii noAil, ix anasisy ta
BCTAHOBJIEHUX NIPOLEAYP 3aXUCTY;

PH 26 - BnpoBa/KyBaTH 3ax0/i1 Ta 3a6e3neyyBaTH peaJiizallito NpoleciB nonepeKeHHs: OTPUMaHHIO
HECaHKIiOHOBAHOI0 0CTyMY i 3axucTy iHpopMmaniiHux, iHpopMalLiiiHO-Te/leKOMYHIKal[iiHUX
(aBTOMAaTHM30BaHUX) CUCTEM Ha OCHOBI eTaJIOHHOI MOAieJsli B3aEMOJIii BiIKPUTHUX CUCTEM;

PH 27 - BupimyBaTu 3a/1a4i 3aXyUCTy NOTOKIB AaHUX B iHpopMaliiHux, iHpopmanifiHo-
TeJIeKOMYHiKalilHuX (aBTOMaTU30BaHUX) CUCTEMAX;

PH 28 - aHasizyBaTH Ta NPOBOAMTH OLiHKY ePeKTHBHOCTI Ta piBHSA 3aXUIlI€eHOCTi pecypciB pisHUX KJaciB
B iHpopManifinux Ta iHpopmaniliHo-TesleKOMYHIKaliHHUX (ABTOMAaTH30BaHUX) CUCTEMAX B X041
NpOBe/IeHHS BUIIPOOYBaHb 3TiIHO BCTAaHOBJIEHO]I MOJIiTUKY iHpopmanifiHoi Ta\abo kibepbe3neky;

PH 29 - 3xilicHI0BaTH OLIiHIOBaHHS MOXJIMBOCTI peaJtizallii noTeHLilHUX 3arpo3 iHdopMmallii, 1o
06p06.IsiEThCA B iHQOpMalilHO-Te/IeKOMYHIKallilHUX cUcTeMax Ta epeKTUBHOCTI BUKOPUCTAHHSA
KOMILJIEKCiB 3aC06iB 3aXUCTy B YMOBAax peasisalii 3arpo3 pisHuX KJIaciB;

PH 30 - 3ailicHI0OBaTH OLjiHIOBAaHHS MOXJIMBOCTI HECAHKILIIOHOBAHOT0O AOCTYNY A0 eJIeMeHTIiB
iHpopMaliliHO-TesIeKOMYHIKaI[iMHUX CUCTEM;

PH 31 - 3acTocoByBaTu Teopil Ta MeTOAU 3aXUCTY AJ1s1 3a6e3nedyeHHs 6e3MeKH eJieMeHTIiB
iHpopmaniiHO-Te/IeKOMYHIKaL[iHHUX CUCTEM;

PH 32 - BupimyBaTu 3aja4i ynpasJ/iiHHS IpoLecaMU BiZJHOBJIEHHS IITATHOTO GYHKIIOHYBaHHSA
iHpopMaliliHO-TeIeKOMYHIKaI[iMHUX CUCTEM 3 BUKOPUCTAHHSIM IPOLeAYP pe3epByBaHHS 3TiIHO
BCTAHOBJIEHOI MOJIITUKH O€3IEKH;

PH 33 - BupimyBaTu 3a/a4i 3ab6e3neyeHHs1 6e3nepepBHOCTI 6i3Hec npolieciB opraxisanii Ha 0cHOBI
Teopil pU3UKIB;

PH 34 - npuiimMmaTu y4yacTb y po3po061ii Ta BIpOBa»KeHHi cTpaTerii iHpopMalliiiHoi 6e3neku Ta/abo
Kibep6e3neKHu BiAMoBigHO A0 Lijsiel i 3aBAaHb opraHisailii;

PH 35 - BupimyBaTu 3a/a4i 3a6e3neyeHHs Ta CyNPoOBOAY KOMIIJIEKCHUX CUCTeM 3aXUCTy iHdopMarii, a
TaKOX NPOTUAII HECAHKI[IOHOBAHOMY JIOCTYIy /10 iHpopManiiHuxX pecypciB i mpoleciB B iHpopManinHux
Ta iHpopManifiHoO-Te/leKOMyHiKallilHUX (aBTOMAaTHU30BaHUX) CUCTEMaX 3Ti/THO BCTAHOBJIEHOI OJIITUKHU
inpopmaniniHoi i\abo kibepbesneky;

PH 36 - BUaABAATH HeGe3Me4YHi CUrHaJIM TeXHIYHUX 3aC06iB;

PH 37 - BuMiproBaTH napamMeTpu HeGe3MeUHUX Ta 3aBaJIOBUX CUTHAJIIB Mij| yac iHCTpyMeHTa/IbHOTO
KOHTpOJIIO IIpolieciB 3axucTy iHopMallii Ta BU3HayaTH ePpeKTUBHICTb 3aXUCTy iHpopMallii Bil BATOKY
TeXHIYHUMHU KaHa/laMH BiZjIOBiZHO 10 BUMOT HOPMaTUBHUX JOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTY
inpopmarii;

PH 38 - inTepnpeTyBaTu pe3y/ibTaTy NPOBeJeHHA Cllelia/IbHUX BUMIPIOBaHb 3 BUKOPUCTAHHAM
TEXHIYHHUX 3aC06iB, KOHTPOJIIO XapaKTEPUCTHK iHPOpMaLiiHO-TeIeKOMYHIKalliHHUX CHUCTEM BiJ|IOBiAHO
Jl0 BUMOT HOPMAaTUBHHUX JOKYMEHTIB CHCTEMHU TEXHIYHOI0 3aXUCTy iHpopmariii;

PH 39 - npoBoauTH aTecTallito (CUpawyuch Ha 00J1iK Ta 06CTEXKEHHS) PEXKUMHHUX TEPUTOPIH (30H),
NpUMilleHb TOL0 B YMOBAX JI0/lep>KaHHsI peXKUMY CEKPETHOCTI i3 pikCyBaHHAM pe3yJibTaTiB y
BiZINOBIAHUX JOKYMEHTAX;

PH 40 - inTepnpeTyBaTH pe3y/ibTaTHU NIPOBEAEHHS CllelliaJIbHUX BUMIPIOBaHb 3 BUKOPUCTAHHAM
TeXHIYHUX 3aC06iB, KOHTpPOJI0 XapakTepucTuk ITC BiAMOBiHO 10 BUMOT HOPMaTUBHUX JIOKYMEHTIB
CUCTEMHU TEXHIYHOTO0 3aXUCTy iHpopMalii;

PH 41 - 3a6e3mne4yyBaTy HeNepepBHICTb MPOILleCy BeJeHHs XKypHaJIiB peecTpallii moAid Ta iHIUAEHTIB Ha
OCHOBi aBTOMaTH30BaHUX NPOLESYD;

PH 42 - BnpoBa/KyBaTH Npollecy BUSABJIEHHS, ileHTUdiKallii, aHa/Mi3y Ta pearyBaHHs Ha iHIIUIEHTH
indopmariiiiHoi i/a6o kibepbe3neky;

PH 43 - 3acTocoByBaTH HallioHaJIbHI Ta Mi>KHapO/IHi peryJioiodi akTH B chepi iHpopmanifiHoi 6e3neku
Ta/ a6o KibepOe3neKu AJs po3C/IilyBaHHS iHI[UIEHTIB;

PH 44 - BupimyBaTu 3a1a4i 3a6e3nedeHHs1 6e3nepepBHOCTI 6i3Hec-MpolieciB opraHisalii Ha ocHOBI
Teopii pU3UKiB Ta BCTAaHOBJIEHOI CUCTEMHU yIpaBJIiHHSA iHGOpMaliliHOW 6e31eKo10, 3TiJHO 3
BITYN3HAHUMHU Ta MXKHAapOJHUMU BUMOTAaMHU Ta CTaHJapTaMU;
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PH 45 - 3acTocoByBaTH piHi kJacu noJjiTuk iHpopMariiiHoi 6e3neku Ta/ abo Kibepbesneky, 110
0a3y0TbCS Ha PU3UK-OPIEHTOBAaHOMY KOHTPOJIi JOCTYMY 10 iHpopMamiiHUX aKTHBIB;

PH 46 - 3xificHioBaTH aHaJs1i3 Ta MiHiMi3allilo pu3uKiB 06po6kHU iHpopmMarii B iHpopmanifiHo-
TeJeKOMYHIKalilHUX CUCTeMaXx;

PH 47 - BupimyBaTu 3aaui 3axycty iHpopMaliii, 1o o6po6as€ThCA B iHpopMaliiiHoO-
TeJIEKOMYHIKal[iHHUX CUCTeMaX 3 BUKOPUCTAHHSM Cy4YacHUX METO/IiB Ta 3ac06iB KpUnTorpadiyHoro
3axucty inpopmarii;

PH 48 - BUKOHYyBaTHU BOPOBA/X)KEHHS Ta NiATPUMKY CUCTEM BUSIBJIEHHS BTOPTHEHb Ta BUKOPUCTOBYBATHU
KOMIIOHEHTH KpunTorpadpiyHoro 3axXucTy /sl 3a6e3neyeHHs He06XiAHOTO PiBHS 3aXUIIEHOCTI
indopmariii B iHdopmalliiiHo-TeleKOMYHiKal[iHHUX CHUCTeMaX;

PH 49 - 3a6e3neuyBaTy HajlexkHe QYHKI[IOHYBAaHHS CUCTEMH MOHITOPUHTY iHopMaliltHUX pecypciB i
npoiieciB B iHpopMaliiHO-TeleKOMYHIKallilHUX CUCTEMAX;

PH 50 - 3a6e3neuyyBaT) QyHKI[IOHYBaHHS IPOrPAMHUX Ta IPOTPAMHO-aNapaTHUX KOMILJIEKCIiB
BUSIBJIEHHSI BTOPTHEHb Pi3HUX PiBHIB Ta KJACIB (CTATUCTUYHHUX, CUTHATYPHUX, CTATUCTUYHO-
CUTHATYPHUX);

PH 51 - nigTpuMyBaTH npane3jaTHICTb Ta 3a6e3neyyBaTU KOHQIrypyBaHHS CUCTEM BUSIBJIEHHS
BTOpPTHeHb B iHpOpMaliiHO-Te/IeKOMYHIKalliMHUX CUCTEeMAX;

PH 52 - BuKopucTOBYyBaTH iHCTpYMeHTAapiH /1/1s1 MOHITOPUHTY mpoLeciB B iHpopManiiiHo-
TeJIEKOMYHIKallinHUX CUCTEeMaX;

PH 53 - BupimyBaTu 3aa4i aHai3y nporpaMHoro KoJy Ha HassBHICTb MOXJIMBUX 3arpos;

PH 54 - ycBifjoM/t0BaTH L[iIHHOCTI I'pOMa/IsiHCbKOTO (BiJIbHOT'O AEMOKPATUYHOT0) CYyCHiJIbCTBA Ta
HeoOXiJIHICTb 10TO CTa/Joro po3BUTKY, BEPXOBEHCTBA IIPaBa, paB i CBO60/ JIIOAUHU i rpOMaJisiHUHA B
YxkpaiHi.

06car oCBiTHLOI0O KOMIIOHEHTA

3aranbHui o6car aucnuniainy - 180 rog. (6 kpeautiB ECTS): camocTiiina po6oTa - 180 roz,

TpuBasicTh NPaKTUKHU

TpuBasicTh NPaKTHUKHU — 4 THUXKHI.

[lepeaymMoOBH OCBITHBOI0O KOMNOHEHTA (IpepeKBi3UTH)

JAucuyniizg 3arajibHOI Ta cnenjaabHOI NirOTOBKN y 1-8 ceMecTpax HaBYaHHA BiZIOBiAHO A0 NepeiKy
OCBITHIX KOMIIOHEHTIB.

0c06/IMBOCTi OCBITHLOTO KOMIIOHEHTA, METOAM TAa TEXHOJIOTii HAaBYaHHSA

TexHosiOriuHA NpaKTHKa NPOBOAXUTLCSA Ha MiANPUEMCTBAX (OpraHizallisx, ycTaHOBax) Ha mificTaBi
YKJIaIeHUX YT/l 3 ypPeryJI0BaHHSIM OCHOBHHUX IMTAHb OpraHisarii po60TH NpakTUKaHTIB. beanocepenne
KepiBHULITBO NIPAaKTUKOI 34iHCHIOE KePiBHUK PAKTUKHU Bif YHiBepcUTeTYy (3 UMc/ia BUK/IALadiB
BUIyCKOBOI KadeapH). Ha noyaTKy npakTUKHU 3/106yBayi BUL[01 OCBITU MOBUHHI OTPUMATH iHCTPYKTAX 3
OXOPOHHU Mpalli B rajay3si, 03HalOMUTHCA 3 MOPAIKOM OTPUMaHHA JOKyMeHTallil Ta MaTepiaJiB.
31006yBavi BUIIOI OCBITH MiJi YaC MPOXOXKEHHS MPAKTUK 3060B’d3aHi:

- /10 IOYATKY [IPaKTUKH OJlepKaTH B KepiBHUKA IPAKTHUKH BiJl YHIBepCUTeTy HallpaBJeHHH, METOAUYHI
MaTepiaiu (MeTOAWYHI BKa3iBKY, Iporpamy, oJeHHUK, iHJUBiAyasbHe 3aBJjJaHHs) Ta KOHCYAbTallil
m0/10 0bopMJIeHHS OTPIOGHUX JOKYMEHTIB;

- CBOEYACHO NMPUOYTH Ha 6a3y NPaKTHKHU;

- IIIO/IEHHO Bi/IBi/lyBaTH 633y NPaKTHUKY;

- Y IOBHOMY 06cs13i BUKOHYBATH BCi 3aB/JaHHS;

- BUBUMTH U JOTPUMYBATUCS [IPaBUJ OXOPOHH Mpalli, TeEXHIKU 6e31eKH i BUpOOHUYO] caHiTapii Ta
BHYTPILIHBOTO PO3NOPALKY;

- BiAmoBiziaTH 3a BUKOHAHY pO6OTY Ta Il pe3yJibTaTH;

- BeCTHU LW 0JIeHHUK NIPAaKTUKU;

- CBOEYACHO 0pOPMHUTH 3BITHY JOKYMEHTAILil0 Ta CKJACTH 3aJliK i3 NPaKTUKH.

3arasibHa ¢popMa 3BITHOCTI 32 HPAKTHUKY - 1€ MOJAAHHS MUCbMOBOTO 3BiTy. OCHOBHUM JIOKYMEHT, L0
Bio6pakae NOTOYHY AiIbHICTb 3400yBavya BUILL0I OCBITH, eTallkd BUKOHAHHS 3aB/laHb, — L€ 1[0JleHHUK
NpaKTUKMU. llell JOKyMeHT € 4aCTUHOIO 3BiTY 34,00yBaya BUIL0i OCBiTU. BeeHHs 10j)eHHUKA €
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000B’SI3KOBHUM MiJi, Yac NPOXOKEHHS] BUPOOHUYOI NPAKTHUKU. 3BIiT pa3oM 3 iHIIUMU JOKyMEeHTaMU
(110/leHHUK NPAaKTUKH; XapaKTEePUCTHUKA 3 OL[iIHKOI0 MPAKTUKH BiJj KepiBHUKOM MPAaKTUKHU Ha
HiINPUEMCTBI) MOAAETHCS A0 3aXUCTY. 3BIT OXOIIIOE Bi/JOMOCTi Mp0o BUKOHAHHSA BCiX pO3/1i/iiB mporpamMu
NPaKTUKU Ta iIHAMBIAya/bHOTO 3aBaHH, a TAKOX PO3/ /1M 3 IUTAaHb OXOPOHMU Ipalli, BACHOBKH i
NpoMno3ullii, CHMCOK BUKOPUCTAHOI JiTepaTypu To1o. OGopMIIIOIOTh 3BIT BiZiNOBiZHO 10 EAMHUX BUMOT
110/10 0bOpMJIeHHS TEKCTOBUX JOKYMEHTIB. 3BiT i3 NpakTUKU 3106yBay BUIOI OCBITH 3aXUIIAE (3
nudepeHI[iHOBaHOIO OIiIHKO0) B KOMIcCii, 10 CK/Ialy AKOI BXOJATH KEPiBHUKHU MPAKTHUKH (32 MOMKJIMBICTIO,
i Bi1 6a3 MpaKTHK), HAYKOBO-TIeJaroriuxi npaniBHUKY, SKi BUKJIa/Jalu celiaabHi AucuUILIiHU. CKIa
KOMicCili 3aTBep/KY€E 3aBiAyBay kadeapHu.

TeMaTHKa IHAUBIAYa/IbHOIO 3aBAAHHS

TemaTuka BU3HAYa€ThCA 3 ypaxyBaHHAM MiCIid IPaKTUKH 3a 3Tr0/I010 KEPIBHUKIB Bifi HABYaJIbHOIO
3aKJIaJly Ta Miclisl MPOXO/XKeHHsI MPaKTHUKH 260 NPeCTaBASI0TbLCS OCHOBHI HAPSIMHU iHAUBIIya/IbHOTO
3aBJaHHS.

[Ipyuk/agu TEMaTUKU iHAMBIAYyaJbHOTO 3aB/laHHA:

TemaTtuka 1. Po3po6ka Ta BOPOBa/X)KeHHsI CUCTEMH 3aXUCTY BiJ 3710BMucHoro I13.

TemaTuka 1. HanamtyBaHHs MixkMepexxeBux ekpaHis (firewall).

Temartuka 1. [HcTanALig Ta HaJIALITYBaHHA CUCTEMU BHUABJIEHHSA Ta 3all00iraHHsA BTOPTHEHHAM
(IDS/IPS).

Tematuka 1. Konogirypanis VPN a4 3axuiieHoro Bijj/jajeHoro oCTymy.

TemaTuka 2. llludppyBaHHs AaHUX Ta BIPOBAPKEHHS KPpUNITOrpadiyHUX CUCTEM.

TemaTuka 3. Po3po6ka Ta BIpoBai>KEHHSI CUCTEMU KOHTPoJIto AocTyny (Access Control).
TemaTuka 4. 3axuct Mmepexi 3a gonomorotw VLAN Ta cermeHTalil.

Temartuka 5. Po3po6ka cucteMu pe3epBHOTO KOIiFDBaHHS Ta BiJHOBJIEHHS JaHUX.

TemaTuka 6. MoHiTOpUHT 6e3neKH Mepexi 3a gonomoroto SIEM.

Temartuka 7. AHasi3 Ta NoKpallleHHd 6e3neKku Be6-1,04aTKiB.

TemaTuka 8. Peasnizaliis 3aco6iB 6ararodakropHoi aBTeHTHIKallii (MFA).

TemaTuka 9. [HTerparnis piieHb 171 3aXUCTy XMapHHUX CEPBICIB.

TemaTuka 10. TecTyBaHHS cucTeMu Ha npoHUKHeHHs (Penetration Testing).

TemaTtuka 11. Po3po6ka noJiiTUku Kibepbe3neku opraHisariii.

Temartuka 12. Ouinka 3arpo3 Ta ynpaBJiiHHS KibeppU3uKaMH.

TemaTuka 13. 3axucT MOGITBHUX NPUCTPOIB B KOpHopaTUBHOMY cepepoBuini (BYOD).
Temartuka 14. BnpoBag:xeHHd cucTeM 3axucty Bif DDoS-atak.

TemaTtuka 15. AHaJsi3 6e3neku IHTepHeTy peveit (IoT).

Temartuka 16. [HHUAEHT-MeHePKMEHT Ta pearyBaHHs Ha KibepiHIIUeHTH.

Temartuka 17. Po3po6ka 3axuieHux kaHauiB 38's13ky (VPN, SSL/TLS).

JliTepaTypa Ta HaBYaJIbHI MaTepiaau

OcHoBHa JiiTepaTypa:

1. ACTY 8302:2015 Indopmanis Ta fokyMeHTaLis. bibiorpadiuHe nocunaHHs. 3arajbHi N0J0KEHHSA Ta
npaBuJIa cKaaganHs. - Kuis : 11 "YkpH/IHL]", 2016. - 17 c.
http://lib.pnu.edu.ua/files/dstu-8302-2015.pdf.

2. ICTY 3008-15 Indopmarnis Ta fokyMeHTaLis. 3BiTH y cdepi HaykH i TexHikU. CTpyKTypa Ta npaBuja
obopmitoBanus. - Kuis : I "YkpH/AHL", 2016. - 31 c.
https://science.kname.edu.ua/images/dok/derzhstandart 3008 2015.pdf.

3. ICTY 1.5:2015 HanionasbpHa crangapTusaiiis. [IpaBusa po3po06/eHHs, BUKJIaJaHHSA Ta 0POPMJIEHHSA
HOpPMaTUBHUX JOKyMeHTiB. — Kuis : A1 "YkpH/HL", 2015. - 65 c.
https://udhtu.edu.ua/wp-content/uploads/2018/03/DSTY 1 5 2015.pdf.

4. lanuabsH 0. T. [I3pbo6ans O. 1. MeToa0/10Tisl HAYKOBUX JOC/i/PKeHb: NiipyYHUK — XapkiB: [IpaBo,
2019.-368c.

https://library.nlu.edu.ua/POLN TEXT/SENMK/OMND.pdf

5. MeToinuHi BKa3iBKH /10 MPOBeJieHHSI BUPOOHUYOI MPAaKTUKHU [EJIeKTpOHHUI pecypc] : /s CTyIeHTiB
nepioro (6akaJaBpCbKOT0) piBHSA BUIOI 0CBiTH 3a cren, 125 "Kibep6e3neka Ta 3axucT iHpopmanii” /
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http://lib.pnu.edu.ua/files/dstu-8302-2015.pdf
https://science.kname.edu.ua/images/dok/derzhstandart_3008_2015.pdf
https://udhtu.edu.ua/wp-content/uploads/2018/03/DSTY_1_5_2015.pdf
https://library.nlu.edu.ua/POLN_TEXT/SENMK/OMND.pdf

ykaaf.: C. I1. €cees, 0. I'. Kopouib, A. A. 'aBpusioBa ; Hal. TexH. yH-T "XapkiB. nojiTexH. iH-T". - EneKTpoH.
TEeKCT. AaHi. - XapkiB : HTY "XIII", 2024. - 22 c. - URL: https://repository.kpi.kharkov.ua/handle /KhPI-
Press/81233.

6. CT3BO-XIII-3.01-2021 CCOHII. TekcToBi fokyMeHTH y cdepi HaBYaBHOTO Npoliecy. 3arajbHi BUMOTH
210 BUKOHaHHA (3i 3minamu). URL: https://blogs.kpi.kharkov.ua/v2 /metodotdel /wp-
content/uploads/sites/28/2022 /12 /STZVO-HPI-3.01-2021-SSONP.-Tekstovi-dokumenti-u-sferi-
navchalnogo-protsesu.-Zagalni-vimogi-do-vikonannya-zi-zminami.pdf.

7. Texnouorii 3axucty iHpopmMariii./ C. E. Octamnos, C. I1. EBcees, O.'. Kopouib. — UepHiBui : YepHiBenbkui
HallioHanbHUM yHiBepcuTeT, 2013. - 471 c.

http://Kkist.ntu.edu.ua/textPhD /tzi.pdf

JloaaTkoBa JiiTepaTypa :

8. Havrylova A., Khokhlachova Y., Tkachov A., Voropay N., Khvostenko V. Justification of directions for
improving authentication protocols in information and communication systems. Ukrainian Information
Security Research Journa. 2023, Vol. 25, Ne. 1. P. 6-19.
https://jrnl.nau.edu.ua/index.php/ZI/article /view /17593

9. Yevseiev S., Havrylova A., Milevskyi S., Sinitsyn I. and others. Development of an improved SSL/TLS
protocol using post-quantum algorithms. Eastern-European Journal of Enterprise Technologies. 2023, Ne
3/9 (123).P.33-48.

https://journals.uran.ua/eejet/article/view /281795 /277627

10. TexHousoris Ethernet: na6opatopuuii npaktukym / M. O. Binosa, C. I1. EBcees, O. C. XKyueHnko, I. C.
IBanyenko, O. B. llImaTko. - J/IbBiB: "HoBui Ceit - 2000", 2020. - 196 c.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju.

11. €scees C.I1. KIBEPBE3ITEKA: JIABOPATOPHUM ITPAKTUKYM 3 OCHOB KPUITIOTPA®IYHOT'O
3AXUCTY / C.I1. €EBcees, O.B. Misios, O.I'. Kopousb - JIbBiB: «HoBuit CBiT- 2000», 2020 . - 241 c.
http://library.hneu.edu.ua/storage /new-arrivals-books/December2020/Yevseiev.pdf

12. €Bcees C.I1., xxentok H.B., Oxpumenko M.10., l'onoBamny C.0., Kyaiit [I.A. E25 LludpoBa cxeMmoTexHika
Ta apxXiTeKTypa MiKpomnpoliecopiB: HaBYa/IbHUM noci6Huk / EBcees C. I1., I>keHtok H.B., Oxpumenko M.IO.
Ta iH. - Xapkis, - JIeBiB: BumaBHunTeo II1 «<HoBui#t CeiT — 2000», 2023. - 513 c.
https://drive.google.com/file/d /1fTWF7v4v-aaCL. oHMSHsyI]OrNIEu9v-/view

13. [Ipo HanioHa/IbHY Ge3neKy: 3akoH Ykpainu Big 21.06.2018 Ne 2469-VIII. JlaTa oHOBJIeHHS:
31.03.2023. URL: https://zakon.rada.gov.ua/laws/show/2469-19#Text.

14. TIpo 3axMCT NepCcOHAJBbHUX JAaHUX: 3aKoH YKpainu Big 01.06.2010 Ne 2297-VI. /laTa oHOBJIEHHS:
27.10.2022. URL: https://zakon.rada.gov.ua/laws/show/2297-17#Text.

15. Umusienko @.0., Kyk JLII. [lociGHMK 10 BUBYEHHS JUCIUIIIHA « MeTOA0JI0Tis Ta OpraHisainis
HayKOBUX Jocaimkenb» — JIninpo: PBB /IHY, 2014. - 48 c.

http://kist.ntu.edu.ua/textPhD/mond.pdf

16. MeTojioJ10Tis i opraHisallisi HAQyKOBUX A0CHi/KeHb. [TeKcT]: HaBY. nocib. / I'.0. bipTa, 10.I'. Bypry-
KuiB: «llenTp yu60Boi niTepaTypu», 2014. - 142c.

https://shronl.chtyvo.org.ua/Burhu Yurii/Metodolohiia i orhanizatsiia naukovykh doslidzhen.pdf
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Cucrema OLiHIOBAaHHA

KpuTepii oniHoBaHHsA ycnimmHocTi 3400yBaya Illkasia onjiHIOBaHHA

Ta po3M0Ai 6asiB Cyma HauioHasbHa oLiHKa ECTS
basiu HapaxoBYIOTbCS 32 HACTYITHUM 6asiB
CIiBBiIAHOILIEHHSM: 90-100 BigMiHHO A
¢ BUKOHAHHA Ta 0popMJIeHHS 3BiTYy 3 MPAaKTUKU 82-89 Job6pe B
(70%); 75-81 Jobpe C
e pe3yJIbTaT OI[iHIBaHHSA y BUTJAAI 3aiKy (30%). 64-74 3a/10BiJIbHO D
60-63 3a/10BiJIbHO E
35-59 HeszasoBizibHO FX
(moTpibHe KoAATKOBE
BUBYEHHS )
1-34 He3agoBisibHO F
(moTpi6bHEe MOBTOPHE
BUBYEHHS)

Hopmu akaaeMiyHOi eTUKH i JOOPOYeCHOCTI

31006yBay BUIO1 OCBITHU MOBHUHEH JJOTPUMYBaTHCs «Ko/eKcy eTUKM aka/leMiYHUX B3aEMOBI/JTHOCUH Ta
nobpodecHocTi HTY «XIIl»: BUABAATH JUCIUILIIHOBAHICTb, BUXOBAHICTh, JOOPO3UUIUBICTh, Y€CHICTD,
BiZNOBiAA/IBbHICTb, B TOMY YHCJII MTiJl 9Yac BiiBiIyBaHHA 6a3u mpaKTUKW. KoHGUIKTHI cuTyalii moBUHHI
BiZIKPUTO 0GTrOBOPIOBATHUCSA B HABYAJIBHUX IPyIax 3 BUKJIaZadyeM, KEPiBHUKOM NMPAKTHUKH, a IPU
HEMOXKJIMBOCTI BUpillleHHS KOHQJIIKTY - JOBOJAUTHCS 0 BijoMa ciBpo6ITHUKIB AUPEKIIil iIHCTUTYTY.
HopMaTuBHO-NIpaBoBe 3a6e3MeYyeHHs BIIPOBA/PKeHHS MPUHIIMIIIB akaJieMiuHoI fo6podyecHocTi HTY
«XTIlI» po3mimeHo Ha canTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/

IloroaxeHHsa

Cusabyc noro/»KeHo
3aBigyBau kadepu
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