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KanauaaT TexHiYHUX HayK, CTaplIMi HAayKOBHUU CNiBpOGITHUK Kadeapu
kioep6esneku HTY «XIII».

KinbkicTh HaykoBUX ny6Jtikalii: 6inbiie 60 ny6saikauii, 25 crateit y
3aKOp/IOHHUX BUJAHHAX Ta paxoBUX BUAAHHAX YKpaiHU, 6 NaTeHTIB Ha
KOPUCHY MO/ieJIb, TapaHT OCBITHBO-NPOdeciiHOI MporpamMu nepuoro
(6akasaBpCchKOro) piBHSA BUIOI OCBiTH. [IpOBigHUHN JIEKTOP 3 AUCLUMILIIH:
«MepexHe nmporpamyBaHH», «Po3po6ka Ta aHasi3 aaroputmiby, « TexHosorii
nporpaMyBaHHs» , «[HCTpyMeHTasbHi 3acobu nporpaMyBaHHs», «Beb
6e3neka», «OCHOBU TeXHIYHOT0 3aXUCTy iHopMallii», y CTyAeHTiB
6akaJsiaBpiaTa Ta MaricTparypu.

JleTasbHillle Ipo BYKJIaiaya Ha calTi kadbeapu

3arasibHa iHpopManin

AHoTanjis

3apas 6e3neka Be6-pilleHb HAbyBa€ BeJIMKOT0 3HaUYEeHHS TOMY, 1110 Bii HaJliHHOI Ta NPOAYKTUBHOI
po60TH Beb-pecypcCiB Ta cepBiciB 6Y1b-AKOI0 MiAMPUEMCTBA 3a/1€XKUTh ePEeKTUBHICTh BUKOHAHHS 6i3HeC
npoliieciB Ta 6e3nocepeIHbO pillleHHS 3aB/aHb MPOCYBAaHHS MPOAYKIi YM MOCAYT HA PUHKY KpaiHU Ta
3apy0ixoKA. Y JUCLUIJIIHI IPONOHYETHCSA KOMIIJIEKCHUU MOTJISAZ 3 OLiHKY Ta I0O0YJ0BU KOHTYPY
6es3neKky, IOYMHAIOYU 3 OKPEMOT0 Be6-cepBepy, /10 B3aEMO/Iii po3Mo/iiJIeHUX cepBiciB Yy KOPIOpaTUBHIN
Mepexi.

MeTa Ta miJ1i AUCHMIIIHU

OTpUMaHHSA CTYZIeHTAMU 3arajlbHUX BiZJoMOCTelN PO MPUHIUIH NMO6GY0BU KOMIIJIEKCHUX CUCTEM
3axucty iHpopmauii 15 GopMyBaHHS KOHTYpY 6e3nekHy B iHpopMaliliHO-KOMYHIKaLlilHUX CUCTeMaX;
NpHU/I6aHHS HABUYOK 3 HelTpasisalil TUIIOBUX 3arp0o3, BAKOPUCTAHHS MPOTOKOJIIB 3aXUCTY BiJl
IIKiZIJTMBOTO MPOTrPaMHOro 3abe3nedeHHs Ta TpadiKy 3a JOMOMOTOK Be6-TEXHOJIOTIM Ta 3aCTOCYHKIB.
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dopmMaT 3aHATH

Jlektii, 1abopaTopHi po60TH, caMocTiliHa po60Ta, KypCOBUM NPOEKT, KOHCY bTallii. [lizcyMKoBuUii
KOHTPOJIb — 3aJIiK.

KoMneTeHTHOCTI

K3 1. 3paTHicTb 3aCTOCOBYBAaTH 3HAHHA Y IPAKTUYHUX CUTYaLifX.

K3 2. 3naHH# Ta po3yMiHHSA npeaMeTHOI 06s1acTi Ta po3yMiHHs npodecil.

K3 3. 3gaTHicTh npodeciiiHo crisikyBaTHCS AepKaBHOIO Ta iHO3eMHOI MOBAaMHU SIK YCHO, TaK i MMCbMOBO.
K3 5. 3gaTHicTb 0 noumykKy, 06po6JieHHs Ta aHai3y iHpopmaii.

K® 5. 3naTHicTb 3a6e3meyyBaTH 3aXUCT iHopMallii, 1o 06po6JIsETbCA B iHPpopMariiiHo-
TeJIeKOMYHiKaliiHMX (aBTOMAaTU30BaHUX) CUCTEMAX 3 METOI0 peastidallii BCTaHOBJIEHOI MOJIITUKH
indpopmMmariiliHoi Ta/a6o Kibepbe3neku.

K® 6. 3naTHicTb BifHOB/IIOBAaTH LITaTHe QYyHKLiOHYBaHHSA iHpopManiiHux, iHdopmaliiiHO-
TeJIeKOMYHiKalilHMX (aBTOMaTU30BaHUX) CUCTEM Iic/s peaJiizarliii 3arpos, 3ailicHeHHs KiGepaTak, 360iB
Ta BiZJMOB Pi3HUX KJIACIB Ta NOXO/PKEHHH.

K® 7.3paTHicTb BOPOBa/)KyBaTH Ta 3ab6e3mne4yBaTu QYHKIIIOHYBaHHS KOMIIJIEKCHUX CUCTEM 3aXUCTY
iHpopMallii (koMIJIeKCM HOPMaTUBHO-TPABOBUX, OpPraHi3alliiHUX Ta TEXHIYHUX 3aC00iB i MeTOiB,
npoueayp, NpaKTUYHUX NPUHOMIB Ta iH.).

K® 8. 3naTHicTb 3/1iliCHIOBATH MPOLIEAYPH VIIPABIIHHSA iHIIUIEHTAMH, IPOBOAUTH PO3CIiyBaHHS,
HaJlaBaTH IM OLIHKY.

K® 9. 3paTHicTb 3/ilicHI0BaTH NpodeciiHy MisIbHICTb HA OCHOBI BIPOBA/I?KEHOI CUCTEMHU YIIPaBJIiHHS
inpopmaniliHoI0 Ta/a60 KibepbHe3neKoro.

K® 10. 3gaTHicTh 3aCTOCOBYBAaTH METO/AM Ta 3aCO6U KpUNTOrpadiyHOro Ta TEXHIYHOI0 3aXUCTY
iHpopMarii Ha 06’ekTax iHpopMaliliHOI AiITBHOCTI.

K® 11. 3naTHicTh BUKOHYBATH MOHITOPHHT npolieciB ¢pyHKIioHYyBaHHSA iHbopMaliiHuX, iHpopMaliiiHo-
TeJIeKOMYHiKalilHUX (aBTOMaTU30BaHUX) CUCTEM 3TiJHO BCTAHOBJIEHOI MOJITHKHY iHpopmaniiHoi
Ta/abo Kibepbesneku.

K® 12. 3paTHicTh aHa/li3yBaTH, BUSBJISTH Ta OLIiHIOBAaTU MOMJIMBI 3arpo3u, ypas3/iuBoOCTi Ta
JecTabinizytoui YMHHUKY iHPopMalliiHOMY MPOCTOPY Ta iHpopMaLiiHUM pecypcaM 3TiJHO 3
BCTAHOBJIEHOIO MOJIITHKOIO0 iHopManiiiHoi Ta/abo kibepbe3neKu.

PesyanaTn HaBYaHHA

PH-1. 3acTocoByBaTu 3HaHHS Jlep:KaBHOI Ta iHO3EMHUX MOB 3 MeTO0 3a6e3neyeHHs ePEKTUBHOCTI
npodeciliHoi KoMyHiKallii;

PH-2. OpranizoByBaTu BJjiacHy npodeciiiny JisiJIbHICTb, 06MpaTH ONTUMAaJIbHI METOU Ta CIOCOOHU
pPO3B’sI3yBaHHSA CKJIAIHUX Cllellia/li30BaHUX 33/1a4 Ta NPAaKTUYHUX NpobJieM y npodeciiiHiil AiabHOCTI,
OI[iHIOBATH IXHI0 ePEeKTUBHICTb;

PH-3. BUKopuCTOBYBaTH pe3y/JIbTaTU CAMOCTiIHHOTI0 MOIIYKY, aHaJIidy Ta CHHTe3y iHopMallii 3 pisHUX
JoKepest a1 eheKTUBHOTO PillleHHS cleljiali3oBaHuX 3aia4 npodeciifiHol Aig/IbHOCTI.

PH-4. AHanizyBaTy, apryMeHTyBaTH, NPUUMaTHU pillleHHS TPU PO3B’si3aHHI CKJIa/[HUX CIellia/li30BaHUX
33/la4 Ta NPaKTUYHUX Po6JieM y npodeciiiHiil AisIIbHOCTI, IKi XapaKTepU3yIOThCS KOMIIJIEKCHICTIO Ta
HEMOBHOI0 BU3HAYEHICTIO YMOB, Bi/INOBiaTH 3a MPUNHATI pillleHHS.

PH-5. AjanTyBaTucs B yMOBax 4acTol 3MiHU TexHoJIoTil npodeciiHol AiAIbHOCTI, IPOrHO3yBaTH
KIHI|eBUH pe3y/bTarT.

PH-6. KpuTu4yHO 0CMUC/IIOBATH OCHOBHI TeOpii, NPUHLUUIIYU, METOAM | NOHATTS y HABYaHHI Ta
npodeciiiHii AisIbHOCTI.

PH-7. JlisTy Ha OCHOBi 3aKOHO/AaBYOI Ta HOPMAaTUBHO-ITPABOBOiI 6a3u YKpaiHU Ta BUMOT BiAIIOBiAHUX
CTaH/IAPTiB, Y TOMY YMC/Ii MXKHApPOAHUX B rajysi iHpopMmaliiliHoi Ta /a6o kibepbe3neKy.
PH-8.T'oTyBaTu npono3ulii ;o0 HOpMaTUBHUX aKTiB 1[0/10 3a6e3nedyeHHs1 iHpopMaliiiHoi Ta /abo
Kibepbe3nekwu.

PH-9. BnpoBa:kyBaTu MpoLECH, 1110 6a3yI0ThCA HA Hal[iOHAJbHUX Ta Mi>)KHAPOJHUX CTAH/[apTaX,
BUsIBJIEHHS, ineHTUiKallil, aHa/1i3y Ta pearyBaHHs Ha iHUUAEHTH iHpopMaliiiHoi Ta/abo kibepbe3nekHy.
PH-10. BukoHyBaTH aHaJli3 Ta JeKoMI03uIiito iHpopMaliiHO-TeleKOMYHIiKalliHHUX CUCTEM.

PH-11. BukoHyBaTH aHasi3 3B’3KiB Mi>k iHpopManiiHUMH NpoLecaMy Ha BiAAa/leHUX 06YHCII0BATbHUX
cUcTeMax.

PH-12. Po3po6iaTH Mo/ieJli 3arpo3 Ta NopyIHUKa.
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PH-13. AHanisyBaTu npoekTu iHpopMaliliHO-TeJeKOMYyHIiKal[iHHUX CUCTeM 6a3yIOUUCh Ha
CTaHJapTU30BaHUX TEXHOJIOTIAX Ta IPOTOKOJAaX llepefadi JaHHUX.

PH-14. BupiumyBaTu 3aBJaHHs 3aXUCTy nporpam Ta inpopmariii, o 06pobisieTbcs B iHpopmaLiiHo-
TeJIeKOMYHiKallilHUX CUCTeMaX MPOrpaMHO-anapaTHUMU 3aC00aMU Ta JaBaTU OI[iHKY
pe3yJbTaTUBHOCTI AKOCTI IPUUHSATHX pillleHb.

PH-15. BUKopHUCTOBYBaTH Cy4acHe MporpaMHo-anapaTHe 3a6e3nedyeHHs iHpopmaniiiHo-
KOMYHiKallilHUX TEXHOJIOTIH.

PH-16. PeanizoByBaTH KOMILJIEKCHI CUCTEMU 3axUCTy iHPopMarlii B aBToMaTu30BaHUX cucteMax (AC)
opradisauii (miAnpueMcTBa) BiimoOBiZHO 10 BUMOT HOPMAaTUBHO-NPABOBUX JJOKYMEHTIB.

PH-17. 3a6e3mneuyyBaTu NpoLeCH 3aXUCTy Ta PyHKIioHyBaHHSA iHopMalliiHO-TeJeKOMYHIiKaliiHUX
(aBTOMATHM30BaHHUX) CUCTEM Ha OCHOBI IPaKTHK, HABUYOK Ta 3HaHb, L10/10 CTPYKTYPHUX (CTPYKTYpPHO-
JIOTIYHUX) cXeM, TOI0JIOTi] Mepexi, CyyacHUX apXiTeKTyp Ta MoJeJiell 3aXUCTy eJIeKTPOHHUX
iHpopMaliiHUX pecypciB 3 BifoOpaKeHHSIM B3a€EMO3B’I3KiB Ta iHGOpMalliiHUX IOTOKIB, MPOIECIB AJs
BHYTPILIHIX i BiifiaJleHUX KOMIIOHEHT.

PH-18. BukopucToByBaTH NporpaMHi Ta MporpaMHo-anapaTHi KOMIJIEKCH 3aXUCTy iHpopMaLiiHuX
pecypcis.

PH-19. 3acTocoByBaTH Teopii Ta METOIM 3aXUCTY JJis 3ab6e3neyeHHs 6e3neku iHpopmMariii B
iHpopmaniliHO-Te/IeKOMYHIKaL[iHHUX CUCTEeMaX.

PH-20. 3a6e3neyyBaTu pyHKI[IOHyBaHHS CIEI[ia/IbHOTO IPOrpaMHOro 3abe3nedyeHHs, 00 3aXUCTy
iHdpopMalii Bi pyliHyI0OUMX NPOrpaMHUX BILJIUBIB, pyHHYIOUMX KOAIB B iHdopMaliiiHO-
TeJIeKOMYHiKal[ilHUX CHCTeMaX.

PH-21. BupiuyBatu 3aza4i 3a6e3nedyeHHs Ta CynpoBOAY (B.T. YMCJi: OTJISA, TECTYBAaHHS, MiA3BITHICTD)
CUCTEMH yIPaABJIiHHS JOCTYIIOM 3TiZJHO BCTAHOBJIEHOI MOITUKHY 6e3eku B iHpopMaIniiHUX Ta
iHdpopMaliliHO-TesIeKOMYyHIKaI[iMHUX (ABTOMaTU30BaHUX) CUCTEMAX.

PH-22. BupiuyBaTtu 3aaa4i ynpasJiHHs npoueaypamu ijentudikanii, asTrentudikauii, aBTopusanii
npoueciB i kopucTyBauiB B iHpopMaLifiHO-TeJleKOMyHiKalilHUX cHCTeMax 3riZjHO BCTaHOBJIEHO]
noJiiTuky iHpopMaliiiHoi i\abo kibepbesneku.

PH-23. PeaslizoByBaTH 3aX0/14 3 NPOTH /il OTpUMaHHIO HECAHKIIIOHOBAHOTO AOCTYNY A0 iHpopMaLiHHUX
pecypciB i mpor1ieciB B iHpopmaniiiHuX Ta iHGOpMaliiHO-TeJIeKOMYHIKaI[iHHUX (ABTOMAaTHU30BaHUX)
CUCTEeMax.

PH-24. BupimyBaTu 33ja4i ynpaBjiHHS JOCTYIIOM A0 iHGOopMalLiliHUX pecypciB Ta NpoLeciB B
iHbopMarliiiHux Ta iHpopmaliiHO-Te/leKOMYHiKallilHUX (aBTOMaTU30BaHUX) CUCTEMaX Ha OCHOBI
Mo/ieJiel yIpaBJaiHHA JOCTYyHnOM (MaHAaTHUX, JUCKPELiHHUX, POJIbOBUX).

PH-25. 3a6e3neuyBaTu BBeAeHH NiZI3BITHOCTI CUCTEMU yIIPaBJiHHSA JOCTYIIOM /10 €J1eKTPOHHUX
iHdpopMaliiHUX pecypciB i npoleciB B iHpopMarlliiHux Ta iHpopMaliliHo-TeleKOMYHiKalliHHUX
(aBTOMATM30BaHUX) CUCTEMAX 3 BUKOPUCTAHHAM >KypHaJliB peecTpalii noAiH, ix aHaisy Ta
BCTAHOBJIEHUX NPOLEeAYP 3aXUCTY.

PH-26. BupoBaaxyBaTu 3ax0/1 Ta 3a6e3MeyyBaTH peasisaliilo NpoLeciB nonepesKeHHs1 OTPUMaHHIO
HECaHKIiIOHOBAHOI0 I0CTYMY i 3axucTy iHpopMmaniiHux, iHpopMaliiiHO-Te/leKOMYHiKal[iiHUX
(aBTOMAaTH30BaHMX) CHCTEM Ha OCHOBI eTaJIOHHOI MO/ieJli B3aEMO/Iii BIiKPUTHUX CUCTEM.

PH-27. BupiuyBaTu 3aa4i 3axucTy NOTOKIB jJaHUX B iHpopManiiHuX, iHpopMaLiiiHo-
TeJIeKOMYHiKal[ilHUX (aBTOMAaTHU30BaHUX) CUCTEMaX.

PH-28. AHanisyBaTu Ta NPOBOJAUTH OLIiHKY eQeKTHUBHOCTI Ta piBHS 3aXHUILEeHOCTI pecypciB pi3HUX KJaciB
B iHpopMaliiHuX Ta iHpopManiiHo-TeleKOMYHIKailHMX (aBTOMaTU30BaHUX) CUCTEMAX B XO/i
IpoBeeHHS BUNIPO6OYBaHb 3TiAHO BCTAHOBJIEHOI NOMITUKY iHpopMaliliHoi Ta\abo Kibepbe3neKH.
PH-29. 3ailicHioBaTH OI[iHIOBaHHS MOXJIMBOCTI peasizalii noTeHniiHUX 3arpo3 iHpopmariii, 110
06po6Jsi€EThCA B iIHQOpMaLiliHO-TeJIeKOMYHIKalL[iMHUX cUcTeMax Ta epeKTUBHOCTI BUKOPHUCTAaHHS
KOMIIJIEKCiB 3aC00iB 3aXHCTy B yMOBax peasisallii 3arpo3 pisHUX KJacis.

PH-30. 3gilicHIOBaTH OLIiIHIOBAaHHS MOXXJIMBOCTI HECAHKI[iOHOBAHOTO JJOCTYIY Jl0 eJIEMEHTIB
iHpopMaliliHO-TeIeKOMYHIKAI[iHHUX CUCTEM.

PH-31. 3acTocoByBaTu Teopii Ta METOAU 3aXUCTY [iJis 3abe31eYeHHsI 6e3MeKU eJIEMEHTIB
iHpopMaIliliHO-TeJIeKOMYHIKaI[iHHUX CUCTEM.

PH-32. BupiumyBaTu 3aa4i ynpaBJiiHHs poLecaMy BiJHOBJIEHHS IITATHOTO GYHKI[iOHYBaHHS
iHdpopMaliliHO-TesIeKOMYHIKAI[iIMHUX CUCTEeM 3 BUKOPUCTAHHSM NPOILeAYP pe3epBYBaHHS 3TiIHO
BCTAHOBJIEHOI OJIITUKY Ge3MeKH.

PH-33. BupiuyBaTtu 3aa4i 3a6e3nedeHHs 6e3nepepBHOCTI 6i3Hec nporeciB opraHisalii Ha ocHOBI Teopil
PU3UKIB
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PH-34. [IpuiiMaTu yyacTb y po3po06I1ii Ta BOpOBa/PKeHHi cTpaTerii iHpopmMaliiiHoi 6e3neku Ta/abo
Kibep6e3neKHu BiAmoBigHO A0 Lisiel i 3aBAaHb opraHisaiiii.

PH-35. BupiuyBaTtu 3azaui 3a6e3nedyeHHs Ta CyIpoBO/y KOMIJIEKCHUX CUCTeM 3axUCTy iHpopMalii, a
TaKO0X MPOTH/Il HECAHKIIIOHOBAHOMY AO0CTyNy A0 iHdopMalLiiiHuX pecypciB i nporieciB B iHpopManiiHuX
Ta iHpopMalliliHO-TeJIeKOMYHiKalLlilHUX (aBTOMAaTHU30BaHUX) CUCTeMaX 3Ti/JHO BCTAHOBJIEHOI OJITUKH
iHpopMariiliHoi i\a6o KiGepbe3neKy.

PH-36. BusaBasaTu He6e3me4YHi CUTHAJIU TEXHIYHUX 3aC00iB.

PH-37. BuMipioBaTu napaMeTpu He6e3MeYHUX Ta 3aBaJ0BUX CUTHAJIIB MiJl Yac iHCTPYMEHTA/JIbHOTO
KOHTPOJIIO IPOLeciB 3aXUCTy iHopMallii Ta BU3HAYaTU epeKTUBHICTh 3aXUCTy iHopMallii Bii BUTOKY
TeXHIYHUMHU KaHa/laMH BiZjlIOBIJHO 0 BUMOT HOPMAaTHUBHUX JOKYMEHTIB CACTEMHU TEXHIYHOIO 3aXUCTY
indpopmariii.

PH-38. [uTepnpeTyBaTH pe3y/bTaTU IPOBeleHHA ClelliaJIbHUX BUMIPIOBaHb 3 BUKOPUCTAHHAM
TeXHIYHUX 3aC006iB, KOHTPOJIIO XapaKTePUCTUK iHPopMalliiiHO-TeJIeKOMYHiKallilHUX CUCTEM BiZIMOBiAHO
Jl0 BUMOT HOPMaTHUBHHUX JJOKYMEHTIB CUCTEMHU TEXHIYHOI0 3axUCTy iHpopmarii.

PH-39. [IpoBoauTH aTecTalito (CnupawdYrch Ha 06JIiK Ta 06CTEXKEHHS) PEXKUMHUX TEPUTOPiH (30H),
IpYMIillleHb TOI0 B YMOBaxX J0/lep>KaHHs PeXUMY CEKPEeTHOCT] i3 pikcyBaHHAM pe3yJbTaTiB y
BiINOBIIHUX IOKYMEHTAaX.

PH-40. [HTepnpeTyBaTH pe3y/abTaTH POBeleHHA CleliaJIbHUX BUMipIOBaHb 3 BUKOPUCTAaHHAM
TeXHIYHUX 32C06iB, KOHTpPOJI0 XapakTepucTuk ITC BiAMOBiHO 10 BUMOT HOPMaTUBHUX JIOKYMEHTIB
CUCTEMHU TEXHIYHOrO0 3aXUCTy iHpopMallii.

PH-41. 3a6e3neuyyBaTy HellepepBHICTb Mpoliecy BeJleHHS XKypHaJliB peecTpalii noin Ta iHIuAeHTIB Ha
OCHOBI aBTOMaTH30BaHUX NPOLLEAYD.

PH-42. BupoBajxxyBaTu npolecy BUsABJIeHHs, ileHTUiKaLlii, aHai3y Ta pearyBaHHsI Ha iHIUJEeHTH
iHdpopMaliiliHoi i/abo Kibepbe3neKu.

PH-43. 3acTocoByBaTH HalioHa/IbHI Ta MiXkHApOAHI peryJitoodi akTu B chepi iHpopmanifiHoi 6e3neku
Ta/ a6o KibepbOe3neKku AJs1 Po3C/IilyBaHHS iHI[UAEHTIB.

PH-44. BupimyBaTu 3ajaui 3abe3neyeHHs 6e3nepepBHOCTI 6i3Hec-npo1ieciB opraHilzaiiii Ha OCHOBI
Teopii pU3UKiB Ta BCTAaHOBJIEHOI CUCTEMHU YIIPaBJIiHHA iHpopMalliiiHOO 6e31eKo10, 3TiIHO 3
BITYNU3HAHUMHU Ta MXKHapOJHUMU BUMOTAaMHU Ta CTaHJapTaMHU.

PH-45. 3acTocoByBaTH piHi K/1acu noJiiTuk iHpopMaLiiiHoI 6e3neku Ta/ a6o kibepbe3nekH, 1110
6a3y0ThCs Ha PU3UK-OPIEHTOBAHOMY KOHTPOJIi 0CTyNy /10 iHpopMaliiHUX aKTUBIB.

PH-46. 3ailicHioBaTH aHaJi3 Ta MiHiMi3allito pu3uKiB 06po6KU iHpopMallii B iHpopmaniiiHo-
TeJIeKOMYHIKal[ilHUX CUCTeMaX.

PH-47. BupimyBatu 3aa4i 3axucty iHpopmaliii, 1jo o6pobJisieTbes B iHdopMaLifiHo-
TeJIeKOMYHiKal[ilHUX CUCTeMaX 3 BUKOPUCTAHHSIM Cy4YaCHUX MeTO/iB Ta 3ac00iB KpunTorpagivHoro
3axUcTy iHpopmaril.

PH-48. BukoHyBaTH BIpOBa>KeHHA Ta NiATPUMKY CUCTEM BUABJIEHHS BTOPTHEHb Ta BUKOPUCTOBYBATH
KOMITOHEHTHU KpunTorpadpivHoro 3axucTy JiJis 3abe3nedyeHHs] He0OXiAHOTO PiBHSA 3aXUIIEHOCTI
indpopmMmarii B iHpopmanifHo-TesleKOMYHIKalliHHUX cCHCTEMaX.

PH-49. 3a6e3neuyBaTu HasexHe GYHKIIOHYBAaHHS CUCTEMHU MOHITOPUHTY iHGOpMaLiiHUX pecypciB i
npoiieciB B iHpopMaIiiHo-TeIeKOMYHIKailHUX CHCTeMaX.

PH-50. 3a6e3neyyBaTu pyHKI[iOHYyBaHHS MPOTPaMHUX Ta MPOTPaMHO-aNapaTHUX KOMILJIEKCiB
BUSIBJIEHHSI BTOPIHEHb Pi3HUX PiBHIB Ta KJaciB (CTaTUCTUYHUX, CATHATYPHHUX, CTATUCTUYHO-
CUTHATYPHUX).

PH-51. [liaTpuMyBaTH Npane3faTHICTh Ta 3a6e31e4yBaTy KOHPIrypyBaHHs CUCTEM BUSBJIEHHS
BTOPrHEHb B iHpopMaliliHO-TeleKOMYHIKallilHUX cUCcTeMaX.

PH-52. BukopucTOBYyBaTH iHCTpyMeHTapil A/ MOHITOPUHTY NpolieciB B iHpopmanifiHo-
TeJIeKOMYHiKal[ilHUX CUCTeMaX.

PH-53. BupiuyBaTtu 3aa4i aHa i3y n1porpaMHoOro Koy Ha HasiBHICTb MOKJIMBUX 3arpo3.

PH-54. YcBifoM/t0BaTH ILiHHOCTI 'pOMa/iiHCbKOTO (BiIBHOI'O IeMOKpPAaTUYHOI0) CYCIiJbCTBA Ta
HeoOXi/HICTb 10T0 CTaJIOro pO3BUTKY, BEPXOBEHCTBA IIpaBa, IpaB i cBO60/, IIOAUHHU i TpPOMa/IIHUHA B
YkpaiHi.

06car AMCHUILIIHU

3aranbHuit o06csar gucuuiiing 150 roa. (5 kpeautis ECTS): siekuii - 32 roa., 1abopaTopHi po6oTu - 32
roJi., camocTiiiHa po6oTta - 86 rog,.
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[lepeayMOBY BUBYEHHS AUCHUILUIIHU (IpepeKBi3uTH)

Po3po6ka BeO-a0/aTKiB, be3neka iHTepHeT-pedei.

0c06/IMBOCTi AMCIUILIIHHM, METOAH Ta TEXHOJIOTiI HABYaHHA

B xoai BUK/IajlaHHA JUCLMILIIHA BUKJ/IaZa4yeM 3aCTOCOBYOThCS NOSICHIOBA/IBHO-1JIIOCTPAaTUBHUI
(indopmanifiHo-penenTUBHUI) Ta peNPOAYKTUBHHUM MeTO/IM HABUYaHHS. B IKOCTI MeTO/1iB BUKJIaJaHHS,
sIKi HampaBJieHi Ha aKTUBIi3allil0 Ta CTUMYJIIOBaHHS HaBYaJIbHO-Mi3HABA/IBHOI Jlisl/IbHOCTI 3/106yBauiB,
3aCTOCOBYIOThCS Mpe3eHTallil, 6ecigu.

IIporpama HaB4YaJIbHOI AUCHUILIIHU

TeMH JIeKI{iMHUX 3aHATD

Tema 1. Oco6siuBOCTI o6y 10BY WWW.

Tema 2. Oco6s1MBOCTi MOOY/10BU Be6-A04ATKIB.

Tema 3. Mogenb 3arpos y WWW.

Tema 4. 3aco6u 360py fanux y WWW.

Tema 5. 3aco6u iHpopmMalitinoro aHanizy y WWW.

TeMa 6. 3aco6u 3a6e3neyeHHs 6e3neku y WWW.

Tema 7. Mogeni atak y WWW.

Tema 8. 3aco6u 3axuCTy BiJ mKiAAUBOr0 BinBy y WWW.

TeMmu NPAKTHYHUX 3AHATDb

[IpakTU4Hi po60TH B paMKax JUCHUILIIHU He Mepe/i0aveHi.

Temu 1a60paTOPpHUX POOGIT

Tema 1. JlocaigxeHHst ocobauBocTelt nobygoBu WWW,

Tewma 2. locnigxeHHs: 0CO6JIMBOCTEN MOGYA0BU Be6-/10aTKiB.

Tema 3. JlociigxxeHHsa mogedti 3arpo3 y WWW.

Tema 4. JlocnimxeHHs 3aco6iB 360py AaHux y WWW.

Tema 5. [locnimxkeHHs 3aco6iB iHpopmaniliHoro aHanizy y WWW.

Tema 6. locnigxeHnHs 3aco6iB 3a6e3neyeHHs 6e3nekun y WWW.

Tema 7. locnigxkenHs Mmogener atak y WWW.

Tema 8. locaigpxeHHs 3ac06iB 3axUCTY BiJ KiAAUBOr0 BOJUBY y WWW.

CamocTiitHa po6oTa

CamocrTiliHa po6oTa CTy/leHTa € OJ[Hi€l0 3 popM opraHizanil HaBYaHHS, OCHOBHOIO GOPMOI0 OBOJIOAIHHA
HaBYaJIbHUM MaTepiasioM y BiJIbHUU BiJi ayIMTOPHUX HaBYaJIbHUX 3aHATH 4ac. [lig yac camocTiiHOi
pPOGOTH CTYIEHTH BUBYAIOTh JIEKIIiIHHUUM MaTepias, TOTYIOTbCSA [10 Iab0OPaTOPHUX POOIT, KOHTPOJIbHHUX
poo6iT, 3atikiB Ta icmuTiB. CTyIeHTaM TaK0XX pEKOMEHYIOThCS 10IaTKOBI MaTepiasu (Bigeo, ctaTTi) s
CaMOCTiHHOTO BUBYEHHS Ta aHaJi3y.

HedopmasbHa ocBiTa

B pamkax HepopMasibHOI 0CBiTH 3rijjHO BiAnoBigHoro [Mosoxenns (http://surl.li/pxssv), ocBiTHSA
KOMIIOHeHTa a60 il okpeMi TEMU MOXXyTb OYTH BpaX0OBaHO Yy pa3i CaMOCTiHHOTO NPOXO/PKEHHS
npodeciiHUX KypCiB/TpeHIHTiB, OTpUMaHHSA rPOMaJsIHCbKOI OCBITH, OHJIaMH OCBITH, MpodeciiHOTO
CTa)KyBaHHS TOIL0.

3a JaHUM KOMITIOHEHTOM BpaxXyBaHHS TeM, y pasi ycnilHoro 3aBepiieHHsI KypciB, He nepei6avyeHo.
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http://surl.li/pxssv

JliTepaTypa Ta HaBYaJ/IbHi MaTepiaau

OcHOBHa JiiTeparypa

1. CCNA Cybersecurity Operations [EsniekTpoHHU# pecypc]. - PexxuM goctyny:
https://www.netacad.com/ru/courses/cybersecurity/cyberops-associate.

2. Amazon Web Services (AWS) [EsilekTpoHHU pecypc]. - Pexxum goctyny:

https: //www.checkpoint.com/solutions/amazon-aws-security/.

3. Microsoft Azure (Azure) [EnekTpoHHU pecypc]. - Pexxum goctyny:

https: //www.checkpoint.com/solutions/microsoft-azure-security/.

4. Google Cloud Platform (GCP) [EnexkTpoHHu# pecypc]. - Pexxum foctyny:

https: //www.checkpoint.com/solutions/google-cloud-platform-security/.

5. Kali Linux [EsniekTpoHHME pecypc]. - Pexxum goctyny : https://www.kali.org/.

6. WEB-TexHoJiorii [EnekTponuuii pecypc]: HaBuasnbHo-noBiakoBui nocioHuk / C.I1. EBcees, A.M.
Tkauos, B.O. Anekcie, 10.M. Psa6yxa - XapkiB : XHEY im. C. Ky3neus, - JIbBiB: BusaBuunTso «HoBuii CBiT
-2000»,2021.-390 c.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnviQHU1SdBI3xCaUju

JoaaTkoBa JiTeparypa

1 Internet Security [EnekTpoHHuU# pecypc]. - Pexxum goctymy:
https://www.tutorialspoint.com/internet_security/index.htm.

2. Computer Network Security [EnekTpoHHU pecypc]. — Pexxum goctymny:
https://www.javatpoint.com/computer-network-security.

3. Be6-6e3neka [EnekTpoHHuil pecypc]. - Pexxum gocrtymy:
https://developer.mozilla.org/ru/docs/Learn/Server-side/First steps/Website security

Cucrema OLiHIOBAHHA

Kpurepii onjiHIOBaHHA yCHIINHOCTI CTyA€HTa Illkana oniHIOBaHHSA

Ta po3nozia 6asiB Cyma HauioHasnbHa onjiHKa ECTS
Basii HapaxoBYOThCS 32 HACTYITHUM 6aiB
CITiBBiJHOILIIEHHSM: 90-100 BigMinHO A
eslabopatopHi po6oTu: 40% ceMecTpoOBOi OI[iHKHY; 82-89 Jobpe B
*KOHTpOJIbHA po6oTa: 10% ceMecTpoOBOI OLIHKY; 75-81 Jo6pe C
eKypcoBul MpoeKT: 20% ceMecTpoOBOi OLIHKY; 64-74 3a/I0BiJIbHO D
e3aiik: 30% ceMecTpOBOI OLiHKH. 60-63 3a/10BiJILHO E
35-59 HesazgoBisibHO FX
(moTpi6He A0/ aTKOBE
BHUBYEHHS)
1-34 He3agoBisibHO F
(moTpi6bHe moBTOpHE
BUBYEHHH )

HopMu akaaeMiyHOI eTHMKM i MOJIITUKA KYPCY

CTyZieHT MOBUHEH A0TpUMyBaTHcs «Ko/leKcy eTUKHY akaJleMiuHMX B3aEMOBIJIHOCHH Ta J0OPOYECHOCTI
HTY «XIll»: BUSBJIATH AUCHUILIIHOBaHICTb, BUXOBAHICTh, J00PO3HUUYJINBICTh, YECHICTB, BiZIMOBiAabHICTD.
KoHuikTHI cuTyalii mOBUHHI BiIKPUTO 06r0BOPIOBATHUCS B HABYAJIbHUX I'PYIax 3 BUKJIalayeM, a IpU
HEMOXKJIMBOCTI BUpillleHHS] KOHQJIIKTY - JOBOAUTHCS A0 BijoMa cniBpo6iTHUKIB AUPEKIil iIHCTUTYTY.
HopmaTHBHO-TIpaBOBe 3a6e3neYeHHs BIPOBaKEHHS MPUHIUIIB aKaaeMidyHoi Jo6podecHocTi HTY
«XI1I» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/

0 HauioHaABHM TEXHIYHUI YHIBEPCUTET
Be66e3neka ﬁ@ﬂ ynep
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