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Hakaszom pekropa HauioHanbHOro TexXHi4HOTo yHiBepcHTeTY «XapKiBChbKMl MOMiTeXHIuHHit
iHCTHTYT» Big «_02 » _ xBitHg 2025 poxy Ne 111 OJI.

Lla ocsiTHhO-mpodpeciiia mporpama He Mmoxe OyTH MOBHICTIO a0 YAacCTKOBO BiATBOpEHA,
TUPXOBaHa Ta pPO3NOBCIO/KeHa ©6e3 no3Bony HauioHaNbHOro TEXHIYHOrO YHIBEpCHUTETY
«XapKiBChKHUI MO TEXHIYHMH IHCTHTYTY.



PEIIEH3EHTMU:

[IponykTuBHI 3ayBaK€HHS Ta BIATYKH Ha TMPOEKT OCBITHBO-MPOQECItHOT

IporpaMu OJEpP>KaHo BiJ:

1. Isam OINIPCHLKUM, noxrop Texmiunmx Hayk, npodecop. 3aBinysau kabempu

3axucTy iHbopMmaiidi [HCTUTYTY KOMITFOTEPHUX TEXHOJIOTIN, aBTOMATHKH Ta

MeTpoJiorii HamoHansHOTO VHIBEPCUTETY «JIbBIBCHKA MOJTITEXHIKAY)

2. Bnagucnas KOBTVYH, kanmumar TexHIYHUX HAVK, A0HEHT, jgupekrop TOB
“Caﬁ | e ;79

3. Ceprii 'OJIOBAIIINY, kanmumar TEXHIYHUX HAyK, JOHEHT aupekrtop TOB

“Mikpoxpunt TekHoI0KIC

4. Onena BOJIOIIVYK, kanamuaaT TeXHIYHUX HAVK, KEPIBHUK OCBITHIX mporpaMm TOB

“Distributed Lab”.

5. Oxera HIATTIOBAJI, BukoHaBuuii aupektop I'poMaaChbKOi CIIIKH «XapKiBCHKUUA

KJactep 1HGOPMAIIWUHNX TEXHOIOTTI




PEHEH3ISA-BIIT'YK
Ha OCBiTHIO mporpamy “Kibepbe3neka”
nepuioro (6akanaBpChKOro) piBHS BHUILOI OCBITH,
coeniansHOcTi F5 “KibGep6e3neka Ta 3axuct indopmanii”
kadenpu kibepbesnexku HalioHaNbHOTO TEXHIYHOTO YHIBEPCUTETY

“XapkiBChKUH MONITEXHIYHUH iIHCTUTYT”

VY cy4acHOMY CBiTi BaXJIUBY pOJIb BiJirparoTh iHGOpMaLiiiHi TEXHOIOTIT, BKIIIOYHO i3
HUMU 3acobu 3abe3nedeHHs KiGepOe3meku MiANPHEMCTB Oyb-iKoi (OpPMU BIACHOCTI
3aliMaroOTh NMPOBiJHI MO3KIIiT HA HAWBUIIOMY PiBHI i3 BUKOHAHHSM ITiJIPUEMCTBOM CBOIX
6e3nocepenHix 6i3Hec-3aBAanb. CydacHuit cBiT, hakTUIHO — 11e TexHouorii Inayctpii 4.0
ta InTepuery peueit (Internet of Things), ne daxkTudHi pecypcH HiIIPHEMCTBA MAlOTh
CBOIO BIpTyalbHy KOmil0 y IM(poBiii ¢opmi Ta nepexpeiyroTbes 3 TpajuLliHHUMU
OiAXoJaMu IO JOKYMEHT000iry Ta iHpOpMaliiHUMH CHCTEMaMH CYNPOBOIKEHHS
Oi3Hecy. Lle Ge3yMOBHO crpusie IMIOpiYHOMY 301IBIIEHHIO TIONMMTY y HAIii KpaiHi Ha
criemiaiicTiB 3 KibepbOesneku, ki OyAyTh CIIPOMOXKHI €(DEeKTUBHO BHPIIIYBATH CKJIaJHI
3aBHaHHSA LIOA0 MOOYAOBH 3aXUCTy MIANPHEMCTBA Ta OYIyTh CIIPOMOXKHI 3a0e3medyBaTu
MPOTHU/III0 HECAHKIIIOHOBAaHOMY BTPYYaHHIO 0 iX iH(opManiiiHoi iHdpacTpyKTypH.

OcsiTH# nporpama “Kibep6e3neka” mepinoro (6akanaBpchKOro) piBHS BHIIOI OCBITH,
1110 3arporioHoBaHa Kadeaporo Kibepbesneku HamioHaTbHOrO TEXHIYHOTO YHIBEPCUTETY
“XapKiBCBbKUM TNOMITEXHIYHMN I1HCTUTYT’ Ma€ BCi MOTPiIOHI KOMIIOHEHTH MO0
3a0e3Me4eHHs] HaBYaJIBHOIO IIpolecy mnpodeciiiHoi miaroroBku ¢axiBLiB, fAKi Yy
KOMITaHISX 3MOXYTh 3aiiMaTH TMO3MIIil: MEHekepa cHucTeM 3 iH(opMaliiHoi Oe3nekw,
¢axiBug 3axucty iHdopmanii, TexHika 3axucty iH(opmanii, agMiHicTpaTopy 0a3u IaHUX,
aZIMiHICTPaTOpy JOCTYIy, iHKeHepa-IporpaMicta ToIIo.

Crnij BU3HA4MTH, IO y Cy4aCHUX EKOHOMIUYHUX yMoBax KibepOesmneka — 1ie He TiIbKH
3HAYHUM TPEHJ Yy PO3BHTKY BEeJMKMX KOMIIaHI# Ta HiANPHEMCTB. 3apa3 Maluid Ta
cepeHiii Oi3Hec BiAKpHBae HOBI A cebe Hillli eIeKTPOHHOI koMepiii. BiamosigHo crae
NUTaHHS MO0 pillleHHS 3aBJaHb 3a0e3mevyeHHs Oe3MeKH eJIeKTPOHHUX MepeX He TUTBKH
KOPIIOPAaTUBHOI'O piBHS, ajieé CIiJl BHUPIUIyBaTH TMOBCAKACHHI MUTaHHS Kibep3axucry
MaJIOTO Ta CepefHbOro mpuBaTHOro Gi3Hecy. ToMmy, CliJi BBaaTH Iy>Ke CBOEYACHUMHU
3aBIaHHA, IO pO3MNISAAIOTECS y OCBITHIM mnporpami “KibepOesmeka”, 3a sKOIO

HaBYalOThCA CTyJAeHTH HallloHanbHOro TEXHIYHOro YHiBepcuTeTy “XapKiBCbKUU



nojiTexHiyHuii iHCTUTYT” 3a cneniansHicTio F5 “Kibepbe3neka Ta 3axuct iHdopmanii”.
BuIyCKHHMK 3a IIi€f0 TIPOrpaMord Ma€ JOCBiI Ta PO3yMiHHS 3aBJaHb, SK y MacmTadi
notpe6 Oe3rmexky BeIMKMX OpraHizaiiii Ta KOMIIaHid, a Tako)X KOMIIaHii, IO MaroTh
NOpiBHSHO HEBeNWKiI MacmiTabu Gi3Hecy, Ta, HalpuKiIal, KOMNaHi#, piBHA BeO-CTyil,
10 HAaJaITh MMOCIYTH 3 po3pobieHHs BeO-caiTiB. 3amponoHOBaHa IporpamMa BpaxoBye
He TiIbKM MOTpeOM KOMIaHi-poOOTOAABIiB, INO CHPSAMOBAaHI TUIBKA Ha pilICHHS
3aMOBJIEHb [l 3aKOPAOHHUX KOMIIaHii, Tak 3BaHi ayTCOPCHHIOBI KOMIIaHii Ta iHIi, ane
¥ 17151 KOMIIaHi#, 10 TTPaLO0Th BUK/IIOYHO Ha BHYTPIIIHBOMY PUHKY YKpaiHH.

Oco6MBO1 yBaru 3aciyroBye 670K OCBiTHIX KOMIOHEHTIB «llITyunuii iHTeNneKT B
CHCTEMaxX 3axHCTy», SKAM € HEBiI'€MHOI0 YaCTHHOIO CydYacHOI OCBITHBOI HpOrpaMu.
CTyneHTH OIIQHOBYIOTh METOMU 3aCTOCYBaHHS TEXHOJOTIH IITYYHOrO IHTENEKTY IS
BUSBIICHHS, aHaNi3y Ta He#Tpamizauii kibepsarpo3. Y paMKax LUX JUCHUILIIH
PO3IJISAIOTECH IHTENEKTYalbHi CHUCTEMH MOHITOPHHTY, MalllMHHE HaBYaHHSA, aHali3
BEIMKUX JAaHUX JUIS BHSBJIEHHS AaHOMANidl y KibepmpocTopi, a TaKkoX HIHUTaHHS
aBTOMAaTH3allil mponeciB Kibep3zaxucty. Takuii migxiny Ho3Bossie MaiOyTHIM (axiBLsIM
dopMyBaTH CTiMKi MpaKTHYHI HABHUYKM BHKOPHMCTAaHHS IHHOBAL[IMHMX MiIXOMIB [0
3a0e3meveHHs KibepOe3neku Ha OCHOBI 1HTEIEKTYalbHOTO aHaii3y iH(popMariii.

Cnig  migBectw, mo ocBiTHS nporpama “KibepOesmeka”  mepuioro
(bakamaBpCHKOTO) piBHS BHIOI OCBITH, IO 3ampornoHOBaHa Kadenporo KibepOesmeku
HaiioHanbHOro TeXHIYHOTO YHiBepcuTeTy “XapKiBChKUM MONITEXHIYHWN IHCTHTYT' €
Cy4acHO0, e(heKTHBHOIO Ta 3aTpe0yBaHOI Ha CYy4acCHOMY PUHKY Mpalli y Hauoi KpaiHi
o0 miaArotoBku ¢axiBuiB 3 kibepbesmeku. Lls nporpama BiAmOBIIa€e CTaHAAPTY
MiHicTepcTBO OCBiTH 1 Haykud YKpaiHM Ta Y3TOMKYEThCA 3 3alUTaMM KOMIaHii
poboTozaBLiB IOJO HAasBHOCTI KBamipikoBanux kaapiB y IT-ramy3i Ta Hanpsmy

cneniansHOcTi F5 “Kibepbesneka Ta 3axuct inpopmartii.
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3aBigyBau kadenpu 3axucty iHdpopmanii Wi
2 ik AN
[HCTUTYTY KOMII'IOTEPHUX TEXHOJIOTIH, : ' *L“a

aBTOMAaTHKU Ta MeTpoJorii HarionansHoro

yHiBepcuTeTy «JIEBIBCEKA MOITEXHIKAY, % o —
JI.T.H., ipodecop Z Isan OITIPCHKUIA
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PELIEH3IA-BIATYK

HA OCBITHIO MPOrPAMY “KIBEPBE3IMEKA”
nepworo (6akanaBpcbKoro) piBHs BULOI OCBITH
cneujianbHocTi F5 "Kibepbeaneka Ta 3axucT iHpopmMaLii”
kadenpu kibepbeaneku HauioHanbHOro TexHIYHOro yHiBEpCUTETY
"XapKiBCbKMUM NONITEXHIYHUM IHCTUTYT"

CTPIMKMIN PO3BUTOK IHDOPMALLINHKMX TEXHOMOTIi Ta €KCMOHEHLLIHe 3pOoCTaHHs rnobansbHoi
Mepexi IHTepHeT npu3senu Ao GopMyBaHHS HOBOFO IHPOpMaLLiHOro cepeaoBuMLLA, LLIO OXONMIOE
BCi aCNeKTU NIoACHKOI AISNbHOCTI. CyyacHi TexHonorii CrpUaoTL €QEKTUBHOMY PO3NOBCIOAXEHHIO
AaHUX, ONTUMI3YIOTb BMPOBHWYI NPOLLECH Ta po3LUn PIOOTL MOXMBOCTI ANS BeAeHHS Bi3Hecy.

CyuacHi nignpuemcTaa QYHKUIOHYIOTL ¥ dopMaTi po3nogineHux CTPYKTYp — Lie Mepexi
dinin, ninpo3ainis i koMaHa, sKi B3aeMOMilOTb MiX co6oio. B LLbOMY KOHTEKCTi KNOYoBY Ponb
BiAirpaloTb KOpropaTuBHi iHOOpMaLLifHi cucTemMu, sk TPaHCPOPMYIOTb TpaauLLIMHUA Bi3Hec y
LMGPOBY NNOWMHY — ENEKTPOHHUI Bi3HEC.

EnexkTpoHHuit 6isHec 6asyeTbcs Ha BMKOPUCTaHHI IHTepHeTy Ta cyyacHux IT-TexHonorin, wo6
NIABULWMTU NPOAYKTUBHICTb Y BCIX cdepax: Nnpofaxax, MapkeTUHry, GiHaHcax, Kaapax, KNiEHTCbKIN
NIATPUMLI Ta NApTHEPCKMX B3aEMOISX.

OOHUM i3 KPUTUYHO BaXUBUX aKTopiB  PyHKLIOHYBaHHS E€NEeKTPOHHOrO BisHecy €

iHpopMaLLitHa 6e3neka. BoHa nepenbayae 3axucT IHpopMaLLii Ta BiANoBiaHOI iIHOpacTpyKTypy Bia
3arpo3, WO MOXyTb 3aBAaTW WKOAM KOPUCTyBayaM UM BMACHUKAM [aHMX. MopyLweHHs
iIHpOpMaLLIHOI 6e3nekn Moxe MaTw Cepvo3Hi GiHaHCOBI HAcNiAKK, ax A0 NOBHOrO NPUMUHEHHS
AiANbHOCTI KOMNaHii.
HesBaxatoun Ha nporpec y ranysi IT, piBeHb 3arpo3 He 3MeHLWYETbCA. Ypas3nuBiCTb CUCTEM
36epiraeTbes, Wo NiABMLLYE akTyanbHICTb MUTaHb Kibep3axucty. ToMy iHbopMaLiitHa 6e3neka €
O6'eKTOM MOCTINHOI yBaru sk daxisuis, TaK i WWMPOKOro Kona KopucTyBayiB, 30Kpema bisHec-
CTPYKTYP.

OcTaHHIM 4acoM wTyuHuit iHTenexkT (L) CTaB HEBIA'EMHOK CKNANOBO CHUCTEM
IHpopMaLLiHOI 6e3nekun. 3aBasKM 30aTHOCT aHaniayBaTu BenuKi 06carv AaHvx y peanbHoMy Yaci,
Wl no3sonse edekTUBHO BMABNATKM 3arpoau, nporHodyesaTtn kibepaTtaku, aBTOMaTU3yBaTU



PearyBaHHs Ha iHUWMAEHTW Ta afganTyBaTW 3axucCHi MexaHiamu. Moro 3aCTOCYBaHHA 3HAYHO
NiABULLYE HARINHICTb CyYacHUX cUCTeM 3axuCTy.

Y 3883y 3 uMm kadenpa Kibepbeanekn HTY "XMI" pospobuna ocBiTHIO nporpamy
‘Kibepbeaneka”, OPIEHTOBaHY Ha NiAroToBKy paxiBLLIB WMPOKOro Npoginto y coepi iHbopmaLLinHoi
6esnekn. Mporpama oxonne sk TPaAWUIMHI TexHonorii, Tak i HOBITHI nigxoau, 30KpemMa
BUKOpucTaHHs LIy cuctemax saxucry, KpunTorpagiyHi MeToan, cTtaHaapTu kibepbesneky,
3abe3neyeHHs 6e3nekm KpUTUYHOI IHGpacTpyKTypu TOLLO.

HaBuyaHHS opraHizoBaHO 3 BUKOPUCTaHHAM  IHTerpoBaHux cepenosuLy pO3pobku,
CyyacHoro [13 Ta anapaTHO-nporpamHoro komnnekcy kibepnoniroHy. CTyaeHTU oTpUMyIoTb
NiueH30BaHW focTyn Ao cepsicie Microsoft 365, wwo Cpurse POPMYBaHHIO NPaKTUYHUX HABUYOK Y
peanbHOMy cepenoBuLLi.

BunyckHukn ocBiTHLo-npodeciiHoi nporpamn «Kibepbesneka» MalTb 3HAHHS, HEOBXIAHI
Ans aHanidy, NPOEKTYBaHHS, PO3ropTaHHS i Cynposoay IT-cucTem y kopnopaTUBHOMY CepeaoByLLi
BIANOBIAHO A0 BUMOT HaLLiOHANbHMX Ta MiXHapoAHUX CTaHaapTiB y chepi kibepbesneky. M porpama
GopMye BUCOKOKBanidiKoBaHWX CnewianicTis, 3aTpebyBaHWUX Ha PUHKY NpaLli, 30aTHUX edeKTUBHO
BNIPOBa/XXyBaTW Cy4acCHi TeXHONOrii 3axucTy, 3okpema IHCTPYMEHTU Ha OCHOBI LWTYYHOrO
IHTenekTy.

[NvpexTop TOB “Caidep IT”,
KaHOMOaT TEXHIYHUX HayK

2025 pik Bnaaucnas KOBTYH
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PELEH3IS-BIATI'YK
Ha ocBiTHIO nporpamy “KiGepOesnexa™
nepuroro (6akaxaBpchbKoro) piBHs BHIIOT OCBITH,
crierianprocTi FS “Kibepbesnexa Ta 3axuct iHdopmarii”
kapeapu kiGepGesnexn HaiioHaTbHOrO TEXHIYHOTO YHIBEPCHTETY
“XapKiBChKHIi MOTITEXHIYHUI IHCTHTYT

Ocaiths nporpama «KiGepGesmekay, 3anpornoHoBana Kapeapoio KibepOe3nekn
HanioHaIbHOTo TEXHIYHOrO YHiBEpCHTETY «XapKiBChKHMI NOJITEXHIYHUA IHCTHTY T,
€ HAA3BMYAlHO aKTyaJbHOK B YMOBax CTPIMKOTO PO3BHTKY iH(popMaLiHuX
TEXHOIOTiH Ta iX INPOHMKHEHHs B yci cdepu cydacHoro kuTra. B VYkpaiHi
BizuyBacThes 3HAUHMi medinnt BrucokokBamidikosanux IT-daxiBuis i3 JOCBIZIOM Y
chepi kibepOesnexu.

Meroto uiei mporpamu € (GOpMyBaHHs Y CTYJAGHTIB 3JaTHOCTI BHPIIIyBaTH
CKJIaHI creliaiizoBani 3aBIaHHs Ta NPaKTHYHI mpoGieMu B rajysi inpopmauiiHo
B3aeMojii Ta/abo KiOGepOesmeku, SKi XapaKTEPU3YIOThCS KOMILIEKCHICTIO Ta
HEIOBHOIO BM3HAueHicTI0 ymoB. CywacHi cuenapii peanisamii KiGep3arpos 4acrto
BUPI3HAIOTHCA HEBU3HAYEHICTIO MOMIMBUX 3ac00iB, METOJIB Ta BPA3IMBOCTEH, IO
MO’KYTh OyTH 3aCTOCOBaHi MOPYIIHUKOM, CHHEPIETUYHUM XapaKTEepPOM MOXO/PKCHHS
Ta HeCHoiBAaHUMM YMOBAMH BTpydaHHs. BoJHodyac iCHYIOTH cleHapii, sKi MOKHA
nepeaGaunTi, Ta Mo0yAyBaTH HaliHui KOHTYp OesleKkd, Hanpukial, Ha piBHI
00UHMCIIIOBAIBHOT MepeKi HEBEIMKOT KOMIAHIl 4H PO3MOALIEHOT KOPMOPaTHBHOT
Mepexi.

O6’eKTOM BHBYCHHS 3a IPOrpaMoio € 00’ektn iHdopmaTu3alii, BKIIOYAI0UH
KOMIT'FOTepHi, aBTOMATH30BaHi, TeneKoMyHiKauiiini, iHdopmartiiini, iHpopmariino-
aHamiTHYHI Ta iHbopMaliiiHO-TeNeKOMyHiKaliiHI cucremu, indopmartiitui pecypceu
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Ta TeXHO/IOTIT; TeXHOMOTiT 3a0e3nedenns Oe3neky iHhOpPMANil; MPOLECH YIIPaBIiHHS
indopmariiinoro B3aemozicio Ta/abo KiGepOesnekolo 06’ €KTiB, 110 NUISAraoTh
saxucry. Lle cBiauuTh 1mpo Te, mwo MaiibyTHi daxisui 3 kiGepOesneku OyayTh 3/1aTH1
BIIPOBA/UKYBATH Ta BUKOPHCTOBYBATH ~ CyYacHi — TEXHOJOTiI iHGopmariifaol
KoMyHiKamii Ta/a6o KiGepGesreku B MPaKTHYHUX 3a]a4ax BUPOOHUITBA a00 HA/IAHHA
MTOCIYT.

Jlst 3a0esrieueHHss HEOOXIAHMX KOMIETEHIIH BHILyCKHUKIB Ta JOCATHEHHS
Bi/[MOBIAHMX pe3yJibTaTiB Hauanus, Kadeapa kibepOesnexku HTY «XIII» Brkmounia
BHBUEHHS iHO3eMHOI MOBH (3a npodeciiiHuM CrpsMyBaHHAM) SK 000B’S3KOBHH
ocBitHill kommonent. Ile Bianosigae cyyacaum npodeciiinum Bumoram B IT-raiysi,
10/10 IOKPAIEHHS! KOMYHiKalifiHux HaBn4oK (axiBiiB Ta iX B3aeMOZIi 3i CBITOBOIO
CIJILHOTOIO 32 OOpaHUM HAIIPSIMOM.

Ha mepmiomy Kypci cTyiaeHTn BHBYaroTH Oasosi jucuuruiinm: «Berynm 1o
daxy» (ma 6asi BcecBiTHBO Biomoro Kypey CS50), «Buia matemaTnkay, «OcHOBH
nporpamyBanHsi» (Ha 6azi mosu Python), «Beenenus B KibepGesreky» (Ha OCHOBI
kypcy CISCO), «ludopmauiiina Gesneka aepxkasu», «Po3podbka Ta aHasi3
anroput™iBy (npogoskenust BuBdyenHs Python), «®isuuni OCHOBH TEXHIYHHUX
3aco0iB po3BiaKMy Ta iHimi. 1[I AMCIMILIIHY NOEIHYIOTh 3arajibHi 3HAHHS, HeoOX1/THi
koskeOMy IT-(axiBIno, i3 crienianizoBaHuMK 3HAHHAMU B rajty3i KibepOesnekH.

Ha zapyromy Kypci CTyJEHTH BUBYAIOTh: «TexHojorii nporpamyBaHH:»,
«OcHoBu moGynoBu Ta 3axucty cydacHux OC», QaxoBuit Kypc 3 MEpEKEBHX
texnouoriii — CISCO CCNA «Introduction to Networks», «Marematuudi OCHOBU
kpurnrosnorii», « Teopernyni ocHoBH Kpunrorpadii», «MeHeIKMEHT iHpopMmarliifHol
Gesnekuy Ta iHmi. Takuil mepenik KypciB CBiIUMTE Mpo OLIBLI LiILOBE CIPSIMYBaHHS
HA BUBYEHHS 0COOIMBOCTEil Kibep3axucTy, sIK 3 TEOPeTHYHOI, TaK i 3 NPakTHYHOI
TOYKH 30pY.

Ha TperboMy Kypci CTYJEHTH OINAHOBYIOTH  HACTYIIHI JUCIIATLIIHU
npocdeciiinoro crpsimyBanns: «lHopmaniiini cucTemMu Ta [HTepHET-TeXHOIOrI» (Ha
6a3zi wmoB mnporpamysanns Java Ta Python), «OcHoBH MaTeMaTHYHOIO
MoemoBaH sy, «OcHOBH KpunTorpadiuHoro saxucry», paxouit Kype 3 Oesnexu
kopriopatusuux mepexk — CISCO CCNA Security, «Opranisaiis Ta iHopmariiine
3a0e3MeYeHH s YIIPABIIHCHKOT  JisIbHOCTI», «KOMIUIEKCHI  CHCTeMH — 3aXMCTY
indopmanii» Ta 1.

Ha uerBepTOMY Kypci CTY€HTH 3aBEpIIyIOTh GakaiaBpChbKHi LIMKJI, BABYAIOUH
jucimmtiag: - «Oprauizaniiine 3a0esnedenns 3axucty iHpopmauiiy, «OcCHOBH
creranorpagiunoro 3axucty imdopmanii» Ta iHIWL, a TaKOX BHUKOHYIOTH
KOMIUIEKCHUI KYPCOBHI IIPOEKT.




TOB «MikpokpunT TeKHOJI0/pKiC» perypt «Microcrypt Technologies» LTD.
E-mail: info@microcrypt.com.ua Protaoiing privecy Web: www.microcrypt.com.ua
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Biok ocBiTHIX kKoMmnoHeHTiB «lLITyuHuil I1HTENEKT B CHCTEMax 3axHCTY»
nocijac BaXKIIMBE MicIie Y CTPYKTYpi OCBITHBOT porpamu, Bijgobpaxatoun 1i cyyacHy
cipsamoBaHicTs. CTyIEHTH BUBYAIOTh METO/M BUKOPUCTAHHA TEXHOJIOTIH IITY4YHOIO
inTenexTy T imeHTHOikanii, amanisy Ta Helrtpamizauii kiGepsarpos. Ilporpama
OXOIUIFOE TEMATUKY IHTEIEKTYaIbHUX CHCTEM MOHITOPUHIY, MAlIMHHOIO HaBYaHHS,
06poGKM BEIMKMX JAHUX JUIS BHSBIEHHS aHOMAM y KiGeprpocTopi, a TaKOK
apToMaTH3auii npouecis 3abesnedenns kibepOesnexu. e crpuse GOpMyBaHHIO y
3100yBayiB OCBiTH IIMOOKMX INPAKTUYHUX HABHYOK 3aCTOCYBAHHS IHHOBALIHHUX
pimens y cdepi KiGep3axucTy Ha OCHOBI IHTEJIEKTYaIBHOIO aHai3y JaHuX.

TakuM uMHOM, aHaii3 ocBiTHLOI mporpamu «KiGepOesneka» GakanaBpcbKOro
piBHs, 3anpononosanoi kadeaporo KiGepGesnekn HTY «XIIDy, HmiATBEepIKY€E 11
aktyasibHicTs Juis IT-ranysi Ta crpuse miarorosui ¢axisuis 3 kibepOesneku, sKi
Hapasi Jy’ke MOTPIiOHI CydacHMM IIANPHEMCTBAM Ta OPraHizaulisM YKpaiHu. Kpim
Toro, ug OCBiTHBO-IIpodeciiina mnporpama /103BOJIE€ CTYACHTaM IPOJIOBKUTH
HaB4aHHA 3a paxoM Ha piBHI Maricrpa.

OcobmBicTio ocBiTHRO-TIpodeciitnoi nporpamu «Kibepbesnexay s nepioro
(6aKkaIaBpCHKOT0) pPiBHS BUIIOT OCBITM € KOMIUICKCHMIl MiAXiA /10 BHBUCHHS
JMCHMILTH, skuil  nepeafauae  HajaHHA KOMIICTEHIiH MaiOyTHIM  (axiBLM,
MOYMHAIOYM B [OOYJAOBM  3aXWIIEHMX pilleHb HAa  PiBHI  JIOKAJIBHHX
OOUMCIIIOBAIBHUX ~MEpeK, Ta 3aBepIIyIoYM  PO3MNOALICHUMH  [EeTepPOreHHUMH
MeperkaMi KOPIopaTUBHOIO PIBHS, i3 3aCTOCYBAHHSAM 30BHILIHIX JlaTa-1eHTPIB.
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PEHEH3ISI-BIIT'YK
HA OCBITHIO TIPOT'PAMY “KIBEPBE3IIEKA”
nepuioro (6akanaBpChbKOro) piBHs BUIOT OCBITH,
cnenianbHocTi FS “KibepOesneka ta 3axuct iHdopmaiii”
kadenpu kidepOesnexku HarioHaabHOTO TEXHIYHOTO YHIBEPCUTETY
“XapKiBCbKU MOMITEXHIYHUN IHCTUTYT

3 ypaxyBaHHAM OypXJIMBOTO PO3BUTKY Ta OOYHMCIIOBAIBHUX MOTYXHOCTEH
OOUYHMCITIOBAJILHOT TEXHIKM aKTyaJbHUM 3aBJIaHHSIM € 3aXUCT JKUTTEBO BAXKIMBUX
1HTEpECIB JIOJIUHU 1 TPOMAJIIHUHA, CYCIIUIbCTBA Ta JACPKAaBU Mij YaC BUKOPUCTAHHS
kibeprpocTopy. Y nux ymoBax ¢axiBili 3 KiOepOe3leku MOBUHHI 3a0e3neuyBaTu
CBO€YACHE BUSBIICHHS, 3amoOiraHHs 1 HeWTpai3alis peadbHUX 1 MOTEHI[IHHUX
3arpo3 HalloHaJdbHIN Oe3nerl Ykpainu y KidoeprnpocTopi. Y 3B’S3KY 13 CKIAAHICTIO 1
TPYAOMICTKICTIO O13HEC-IpOLEeCiB 1 METOAIB 3axucTty IudpoBoro oOragHaHHSA,
iH(popMallii Ta KOMIT'IOTEPHUX CHCTEM BiJl HEHABMHUCHOI'O UM HECAHKIIIOHOBAHOTO
JOCTYMY Bpa3JIUBOCTI KOMIT'IOTEPHHUX Ta I1HQOpPMAI[IHHUX CHUCTEM CTaHOBISATH
3HA4YHY NMPOOJIEMy NI KOPUCTYBAUiB, M1IPUEMCTB.

[linroToBKa sKICHUX chHemiadicTiB y cdepi 3axucty iHpopmalii Ta
kiOepOe3neku TOBMHHA  BiAOyBaTUCA Yy  BIUANOBIAHO /10  MOCTYHOBOTO
TpaHchOpMyBaHHS HaBYaJbHUX IMpOrpaM Ta HaBYAIBHUX IUIAHIB JMCIUATUIIH
nmoB’si3aHux 3 HampsMkoM  “‘KibepOesmeka”, mio cdopmoBaHa Kadeaporo
kibepOe3nekn  HaiioHanbHOro  TEXHIYHOrO  yHiBepcuTeTy  “XapKiBChbKUU
MNOJITEXHIYHUN 1HCTUTYT , BIANOBIAHO JIO OCTaHHIX TEHACHIIAN PO3BUTKY
CHElIAIbHOCT1, TOBHICTIO pealli3ye pe3yJbTaTh HaBUYAHHS MependadeHi CTaHIapTOM
BHUIIIOI OCBITH 3a crienianbHicTiO F5 “KibepOe3neka ta 3axuct iHpopmariii”.

OcBiTHs mporpaMa Mae€ 4YiTKO BU3HAUYEHI 111, $SIKi BPaXxOBYIOTh OCHOBHI i
0COOJIMBOCTI — MIATOTOBKM (PaxiBus 3 1HPOpMAIIHHOI OE3MEeKH MUPOKOTo Mpodiito
13 3HAHHSIM TEXHOJIOT1H aBTOMaTHu3aIlli Oi13HEC-MPOoIeCiB, EKOHOMIYHUX 3aBJaHb Ta
MOBCSKJIEGHHOI  OMepamiiiHOl  JISNIBHOCTI  MIANPUEMCTB 3 ypaxyBaHHSIM
TEXHOJIOTIYHUX MOXJIMBOCTEW JepKaBU, MOTped Oi3HEC-CHUILHOTH YKpaiHu Ta
MEPCIEeKTUB PO3BUTKY HU(PPOBOI TpaHCcPopmallii Ha epKaBHOMY PiBHI.

[Iporpama MICTUTH AUCUUILUIIHH, SIKI (GOPMYIOTH Y CTYJEHTIB HE TUIbKHU
npodeciiiHi 3HaHHS, a W 3arajlbHi KOMIIETEHTHOCTI, 110 CIPHUSAIOTH PO3BUTKY
KPUTHUYHOTO MHUCIICHHS, yMIHb NpalioBaTd B KOMaHJl, NpuUiMaTH e(EeKTUBHI
pIllIEHHS B YMOBaX HEBH3HAYEHOCTI, 110 € BAXKJIMBUMU CKJIAJOBUMH JISUIBHOCTI Y
chepi kiOepOesnexku. BHUIYCKHMKM BOJIOJIIOTH 3HAHHAMH IIIOJO IPABOBHX,
OpraHi3allliHUX Ta IHXXEHEPHO-TEXHIYHUX METOJIB 3a0e3MeueHHs] KiOep3axucry
1H(opMallii, HaBUYKaMU OpraHizailii 3aXucTy KOMIT'FOTEPHUX CUCTEM, MEpPEX Ta BeO-



pecypciB, a TakKOXX METOJaMHu aHali3y pHU3UKIB Ta OI[IHKM Bpa3IUBOCTEH
1H(OpMaIIITHUX CUCTEM.

OcBiTHSI TIporpaMa BHUPI3HSETHCS AKTYalbHICTIO, OCKUIbKM OpPIEHTOBaHA Ha
BUPIIICHHS Cy4YacHUX BHUKIMKIB y cdepl KiOepOesneku, 0coOJIMBO B yMOBax
riopuaHoi BIMHM Ta 3pOCTaHHS KUIBKOCTI Kibeparak. BaxinBorwo mnepeBaror €
MOXJIMBICTh OINAHYBaHHSA AHTJIACHKOI MOBH MOpO(ECiHHOro CrhpsMyBaHHS, IO
PO3LIMPIOE TOPU3OHTU MpaleBIAIITYBAaHHS K Ha Teputopli YKpainu, Tak 1 3a ii
MeKaMH.

HapuanbHuii 1muiaH BKJIIOYA€ JUCHUIUIIHM, CHOPSAMOBAHI HE JIMIIE Ha
dbopmyBaHHs (axOBUX 3HAHb, @ W HA PO3BUTOK 3arajbHUX KOMIIETEHTHOCTEH.
3okpema, HAEThCA MPO HABUYKU KPUTUYHOTO MUCIICHHS, KOMAHJIHOI B3a€MOJIi Ta
MPUUHATTS PIICHh B YMOBaX HEBU3HAYEHOCTI — KJIIOUOBI SIKOCTI JiJisi €PEKTUBHOT
JUSTBHOCTI B Tally3l KiOepOe3neku. BUIyCKHUKM BOJIONIIOTH 3HAHHSIMH Yy cdepi
MPaBOBHX, OpraHi3aliifHUX Ta 1HXXEHEPHO-TEXHIYHUX METOJIB 3aXUCTy 1HpOpMaIlii,
3/1aTHI OpraHi3oByBaTU O€3IMEKy KOMII IOTEPHUX CUCTEM, MEpex 1 BeO-pecypciB, a
TaKOK aHaJI13yBaTH PU3UKH Ta BUSBIISITH BPA3JIUBOCTI B IHPOPMAIIHHUX CUCTEMAX.

Oxkpeme Mmicuie B mporpami 3aiimMae ocBiTHIM 050k «llITyunuil iHTEnekT y
CUCTEMAaX 3aXHUCTy», 10 € HEBIJI'€MHOIO YaCTUHOIO CY4YacCHOI MiATOTOBKH (haxiBIIiB.
Crynentu 3100yBalOTh 3HAHHS 3 BUKOPUCTAHHSA TEXHOJIOTIA INITYYHOTO 1HTEIEKTY
s igeHTtudikanii, aHamizy Ta HeWTpamizamii kibep3arpos. PosrisnaroTeces
IHTEJEKTYyallbHI CUCTEMU MOHITOPUHTY, METOJIM MAIIMHHOTO HaBuYaHHS, 00poOka
BEJIMKUX JAHUX 3 METOIO BHSBIICHHS aHOMAJIii, a TaKOX aBTOMAaTH3allisl MPOIIECIB
kibep3axucty. Takuil minxing 3abesnedye MailOyTHIM (axiBUSM CTIMKI MPaKTUYHI
HAaBUYKM 3aCTOCYBAHHSI 1HHOBAILIMHUX TEXHOJOTIM 17 3axucTy i1H(OpMaliitHOro
IpOCTOPY.

CyyacHUM TPEHJIOM PO3BUTKY TE€XHOJOT1 pOo3pOoOKH MPOrpaMHUX MPOTYKTIB
€ PpIIIEHHS, $KI HAaJalOTh MOXJIMBICTh BHPIIIYBaTH 3aBlIaHHS MPOEKTYBAHHS,
NporpaMyBaHHs, HaJaroJKE€HHsS, PO3TOPTaHHs, CYMPOBOJKEHHS, KiOepOe3neku,
30epiraHHsl JaHUX, OpraHizalil0 XMapHUX CEpBICIB 3 MIHIMyMOM KOJyBaHHS.
OpHi€r0 3 OCHOBHUX MPOOJIeM peanizallii OCBITHbOIO MPOIIECy 3a creniaibHIcTIO F5
“KibepOe3neka Ta 3axuct iHGopmalii” € BIACYTHICTD IiJl YaC HaBYAHHS MOXKIUBOCTI
OTpUMAaTH 3HAHHA Ta HABUYKU BiJ mpodecioHaNiB-IpakTUKiB. B pamkax
BUKJIAJaHHS 32 OCBITHBOIO MPOTPAMOI0, 110 PEIEH3YETHCS, 3aTyUY€HO BHUKJIAJadiB-
MPAKTUKIB Ta BUBYAKOTHCS CyYacHI TEXHOJIOT1] CTBOPEHHS Ta KEPyBaHHs O€3MEKOI0
y po3rainyXeHUX XMapHHUX BeOJOJATKIB JJisi MiATpUMaHHs Oe3nepeOiiHux Oi3Hec-
MpOIIECIB, BYACHOTO MpPOBEACHHS (DIHAHCOBUX oOMmepallii, MPOrHO3yBaHHS
JIAHII0KKIB TMOCTAYaHHS CHUPOBHHM, HAJICUJIAaHHS TOTOBOI MPOAYKIii, Ta HaAaHHs
MOCHYT KJIIEHTaM, HapTHEPaM.



BBaxkxaemo, mo  ocBiTHa  mporpama  “KibGepOesmeka”  mepiioro
(6akamaBpChKOIr0) pIiBHS OCBITH, IO CKJaJeHa Ta 3alpollOHOBaHa Kadeaporo
kiOepOe3niekn  HamioHanbHOro  TEXHIYHOTO  yHiBepcUTeTy  ““XapKIBCbKUI
MNOJIITEXHIYHUN 1HCTUTYT , Ma€ BCl HEOOXiAHI KOMIOHEHTH JUIsl MiArOTOBKHU
kBanidikoBaHux ¢axiBiiB, Ta 3a0e3neuye HaAOAHHS HUMHU  BIJIOBIIHUX
KOMIIETEHII Ta CHOPOMOXKHOCTEM 100 BUPIMICHHS aKTyaJbHUX 3aBJaHb
3a0be3rneueHHs] Oe3meku aBToMaru3allii Oi3Hec-MpoIEeciB, €KOHOMIYHUX 3aBJaHb,
NUTaHb TMOBCAKIACHHOI OINepauiiHoi MISJIBHOCTI NIAIPUEMCTB 3 YpaxyBaHHIM
TEXHOJIOTITYHUX MOXKJIMBOCTEH Jep:kaBH, MOTped Oi3HEC-CHIIBHOTH YKpaiHu Ta
NEPCHEKTUB PO3BUTKY TEXHOJIOTIM Ha JepKaBHOMY pIBHI JUIs  YCHILIHOTO
BIPOBA/PKCHHS HA PUHKY TIpaIll.

KepiBHUK OCBITHIX Mporpam

Kommnanii Distributed Lab,

KaHJIUTAT TEXHIYHUX HAYK /
2025 pik N Py, Onena BOJIOIIIYK
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MpomapcbKa cninka "XapKiBCcbKuin
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IT CLUSTER M. Xapkie, 61057 Ykpaina
+38 (050) 658-88-46
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Penensis

Ha ocBiTHBO-podeciiiny nporpamy «KidepOe3neka» 3a cnenianabHicTio FS «KibepOe3nexa
Ta 3aXMCT iHdopmauii» nepmoro (dakajaBpcbkoro) pisHsa Buinoi ocsitn B Hanionanbnomy
TeXHIYHOMY yHiBepcHuTeTi «XapKiBCbKHMI NOJTITEXHIYHUHI iIHCTUTYT».

CyyacHi BUMOTM pHHKY IIpali Ta BUKIMKH, IO CTOSTh MEpeA TENepilllHIM CyCIiIbCTBOM,
3yMOBIIIOIOTH HEOOXiIHICTh MepeopieHTalii HAIllOHATBHUX 3aKJIAJiB BHIOi OCBITH Ha 3MiHY CTPYKTYpH,
3MICTY, Oprasizaimii Ta METOIIB HaBYaHHA, a TAaKOXX Ha CYTTEBE IOCHJICHHA B OCBITHIX Hporpamax
NPaKTUYHOI CKiIaoBoi. OKpeMO Ciiji HaroJIOCUTH Ha HEOOX1THOCTI 3aydeHHs 10 HABYAJIBHOTO MPOLECY
npodecioHaNtiB 3 METOI SKICHOI IMiJrOTOBKH BHITYCKHHKA 13 BHILIOK TEXHIYHOIO OCBiTOIO. DOpMyBaHHS
IT-paxiBus, SKU TOEAHYE TEOPiI0 Ta MPAKTUKY y CBOIM NpOQeciiHili MisIbHOCTI, € 3amopyKOIo
3a0e3MeueHHs] 1HHOBAI[IWHOTO TMIAXOMYy 10 BUKOHAHHS HHUM 3aB/IaHb, SIKI CTaBISATHCS CHOTOIHI TEPE.
cy0’eKTaMu TOCTIOAapIOBaHHs B YKpaiHi Ta CBITI.

Bucoxkuii nonur Ha IT-cnemianicTiB, 31aTHUX BIPOBAJKYBATH Ta BUKOPUCTOBYBATH 1H(OpMaIliliHi
CUCTEMHM Ta TEXHOJIOTI] y PI3HUX Tally3sX JIOJICHKOI MisSIbHOCTI, 0COOIMBO HAllIOHAIBHOI Oe31eKH, popmye
KOHKYPEHTHMI PHUHOK OCBITHIX Iporpam, L0 3alo4yaTKOBaHI OCTAaHHIMU pokKamH y 0OararboX 3akiajax
BUIIOT OCBITH YKpaiHM Ta J03BOJIAIOTH 3700yBayaM BHILOI OCBITH 00paTH cyuyacHi npodecii, 3aTpedyBaHi
Ha puHKy mpami. Tomy, yHikameHicTh naHoi OIIII, 3a0e3nedyeHHs sIKICHOI MIATOTOBKM Ta ypaxyBaHHS
perioHaJIbHUX acCIeKTIB BiITpae 3HAYHY POJIb Y BUOOPI BCTYITHUKAMHM 3aKJIay BUIIOI OCBITH.

Penien3oBana ocBiTHBO-TIpodeciiiHa Tporpama sIBIsiEe  COOOK  3MICTOBHO — 3aBEPIICHHH 1
METOJIOJIOTIYHO BHUBAXKCHHH JOKYMEHT 3 TpOQeciiiHO OOTPyHTOBAaHMM 1 JIOTIYHO CKOMIIOHOBAaHUM
MepEeTiIKOM KOMITOHEHTIB; BOHA BIATOBIAa€ KOHIEMIlI CTYACHTOIIGHTPOBAHOTO HAaBYAHHS, HAarajJbHUM
noTpebaM TMiAroTOBKM (DaxiBIIB 3 BIAMOBIIHOI CHEIIaJbHOCTI Ta 34aTrHa 3abe3medyBaTH, B pasi il
YCIIITHOTO MPOXO/KEHHS 3/100yBauaMu, MOKIIUBICTh 3MIMCHEHHS TPAKTUYHOI (paxoBoi MisTTLHOCTI B ramy3i
kiOepOe3neku Ta 3aXucTy iHpopmariii.

Pe3ynbratn HaBUaHHS Ha PiBHI BCi€i mporpamMu Ta OKPEeMHUX il KOMIIOHEHTIB BH3HAUCHI YITKO 1
MpaBUIBLHO, BOHU cQopmMyabOoBaHI B pamMkax ¢axoBux (NMPEAMETHO-CIICHIANIBHUX) 1 3arajllbHUX
KOMIIETEHTHOCTEH, JI0 SKMX BXOIWTh 3HAHHS, PO3YMIHHS, YMiHHS Ta HaBWYKH, 3[aTHOCTI Ta I[IHHOCTI.
PiBeHb KOMIIETEHTHOCTEH IIJIKOM BiAMOBIA€ 3a/1€KIIAPOBAHOMY PIBHIO OCBITHBOI ITPOTPaAMHU.

3arasiom OINIT Mae HiaKOM CTPYKTYpOBaHMH 1 JoriyHui BUsAA. CTpyKTypHO-JIOT4Ha 00y10Ba
BUKJIAJIJaHHS OCBITHIX KOMIIOHEHTIB 3a0e3neuye 3100yBauam nocsraenns metu OIII1, a came HabyTTs
HEOOX1THUX U1 OAAJIBIIOTO MpaleBIAIITYBaHHS KOMIIETEHTHOCTeH. OCBITHI KOMIIOHEHTH, SIK
00O0B'SI3KOBI, TaK 1 BUOIPKOBI, Mi1i0paHi 3 ypaxyBaHHSIM HOBITHIX T€HAEHIH 1 37aTHI 3a0€3M€UNUTH SKICHY
BUIILYy OCBITY B il raysi.



[TpoanamizyBasmu nany OIIII, ekcrieptu Bix I'T-kommaHiit poOOTONABIIIB OKPECTIIIHN i1 HACTYITHI
MO3UTHBHI CTOPOHH Ta HaJaJli KOMEHTapi i peKOMeHIallil, a came:

- 4iTKO chOpMYIHLOBAHI METa, XapaKTEPUCTUKH, OPIEHTAIIiS HA OCHOBHUH (hOKYC MPOTrpaMH;

- J0T19YHO c(hOPMOBAHUH MEPENTIK OCBITHIX KOMITOHEHTIB Ta iX B3a€MO3B'S30K;

- 0COOJIMBO XOYEThCS BiA3HAYUTH, IO BEJIMKA yBara NpUALISE€THCS BUBYCHHIO aHIITIHCHKOT
MOBH. L{e Haa3BUYAHO B)KJIMBO B CYYaCHOMY CBIT1 TEXHOJIOT1H, OCKIIBKH OLIBIIICTE 1HHOPMAITITHIX
pecypciB 1 JOKyMeHTallii JOCTYIHI came aHIJIiICHKOIO;

- porpama BUKOPUCTOBY€E KypcH MepexeBoi akaieMii Cisco, 1110 OXOIUTIOI0Th TaKi BayKJIMBI
temu, sk Networking, Cybersecurity, [oT & Data Analytics, OS and IT, a Takoxx Programming Courses. Lle
Ha/la€ y4aCHUKaM MillHYy 0a3y 3HaHb 1 IPAKTUYHUX HABUYOK, SIKI € KpUTUYHO BaXKJIMBUMU JJIsl YCHIXY B LI
raimysi;

- IPOMO3HUIIS MPUALTUTH O1IbIIIE YBAaru ONIaHyBAaHHIO NPUHIIMIIIB Oe3nexH B 6a3ax paHux. Lle
BKJIIOUA€E PO3YMiHHS MEXaHI3MiB 3aXUCTY JIaHUX, YIPABIiHHS JOCTYIIOM Ta BIIPOBAXKCHHS METO/IiB
mudpyBaHHS;

- IPOTO3UIIS aKIIEHTYBATH yBary Ha BUBYCHHI XMapHUX TexHoJorii i DevOps, 10 103BOTUTH
crieniajgicTaM iHTerpyBaTH Oe3MEeKOBI MPAKTUKU HA BCIX eTanax po3poOku i ekcrutyarauii [13, Bkimrogaroun
YIpaBIiHHS KOH(ITYpalisiMi, aBTOMaTH3AI[iI0 pO3TOPTAHHS Ta MOHITOPHUHT. L{e 3MeHIye pu3nku i
MiJIBUIIYE 3arajibHy O€3MeKy CHCTEM.

B ninomy OIIIT «Kibepbe3neka» 3a criemianpHicTiO F5 «KibepOesmneka Ta 3axuct iHhopmarii»
nepuroro (6akajaBpChbKOTr0) piBHS BHILOI OCBITH HA/la€ MO3UTHBHE BPAXKEHHS, € Cy4acHOIO, BiIMOBiIa€e
3amUTaM PUHKY mpai y cdepi kibepOesneku Ta 3axucty iHdopmarii Ta 3adesnedye hopmyBaHHS
KOMIIETEHTHOCTEH, HEOOX1THUX I pO3B’sI3aHHs TUTIOBHX 3a/1ad. BBaskaemo, mo penensosana OIIIT moxe
BIIPOBA)KyBaTUCh B HallloHanbHOMY TEXHIYHOMY YHIBEPCUTETI «XapKIBChbKUN MOTITEXHIYHUM IHCTUTYT.
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ITEPEJIMOBA

Bignosinae CtangapTy BUIIOT OCBITH MepIIoro (6akaiaBpChKOro) piBHS raigy3i 3HaHb
F “Indopmariiini TexHonorii’, cnemiansHocTi F5 “KibepOe3neka Ta 3axuct
iH(opMalii”, 3aTBEpIPKEHOr0 Ta BBEJEHOTO B 110 Haka3oM MiHicTepcTBa OCBITH 1
Hayku Ykpainu Big 29.10.2024 p. Ne 1547.

Po3pobaeno pobouoro Tpyror ocCBITHBRO-MpodeciitHoi nporpamu “KibGepbesneka”

HaBuanbHO-HAYKOBOTO 1HCTUTYTy KOMIT'IOTEPHMX HayK Ta iHbopMaIlidHuX

TexHoArid HarioHalbHOTO TEXHIYHOTO YHIBEPCUTETY “XapKiBCbKHI MOJITEXHIYHUM
THCTUTYT 'y CKJIAJL:

I'apanT ocBiTHBO-IPO(eciiiHOl mMporpamu

Cepriit  €BCE€B, nokrtop TtexHIYHUX Hayk, mpodecop, 3aBigyBad Kadeapu
Ki0epOe3nexu.

Yaenu podouoi rpynu OIIII:
1. Onpra KOPOJIb, kamgumar TEXHIYHMX HAVK, JOIEHT, JOIEHT Kadeapu

Ki0epOe3neKu.

2. Cepriit IIOT'ACIM, [OKTOp TeXHiYHMX HAyK, HOLEHT, mpodecop kadeapu

Ki0epOes3neKu.

3. Cranicias MIHEBCBKHﬁ, JIOKTOD TEXHIYHUX HAVK, TOLEHT, mpodecop kabeapu

K10epOe3IeKu.
4. Tiana CITTKO, crynenrka rpymu KH-11226.




1. MPOPLIb OCBITHBO-IIPO®ECIMHOI [IPOT'PAMMU 3A
CHEILUAJIBHICTIO F5 — KIBEPBE3IEKA TA 3AXNUCT IHOOPMAIIIT

1 — 3araabHa indgopmanuis

Bumuii HaByaILHUN
3aKJiaJl Ta CTPYKTYpHUI
T IPO3TLIT

HamjonaneHuii  TeXHIYHUHI
MOJIITEXHIYHUHA 1HCTUTYT,
HaBuanpHO-HAyKOBUH 1HCTUTYT KOMIT'IOTEPHUX HAayK Ta

1HGOpMAIITHUX TEXHOJTIN
kadenpa kibepOesnexu

yHIBepcUTeT  “XapKiBCbKUU

CryniHb BUIIOi OCBITH Ta
Ha3Ba KBaiigikarii
(ocBiTHBOI, TpOdeciitHOl)
MOBOIO OpHUTIHATY

bakanasp

OciTHs KBamidikariis: 0akanaBp 3 KibepOe3NeKkn Ta 3aXUCTy
iH(opmMmarii.

Kpamikamiss B guruiomi:
3axXMCTy iHQopMaIii.

OakamaBp 3 KkiOepOesmeku Ta

[Tpodeciiina
KBaJTi(hiKaIlis

Biacytas

dopMa HaBUaHHS

[HcTuTyMiliHA (OUHA (eHHa)), 3a09HA.

Odiniiina Ha3Ba ocBiTHBROI | KibGepOesneka
POrpPaMHM

Ha3Bu criemanizamin Biacytas
(npeameTHUX

CHEIiaTbHOCTEN )

Tun guIIoMy OJIMHUYHUM,
CHuThbHHM (TTOABIHMIT) 32
HasIBHOCTI Ta 00CsAT
OCBITHBOI MPOTpaMU

Jumuiom 6akanaspa, onuanuHui, 240 kpenutis EKTC, Tepmin
HaBuaHHsA 3 poku 10 micsmiB

HasiBHicTh akpenuTartii

HamionansHe areHTCTBO 3a0€3MeYEHHS SIKOCT] BHIOI OCBITH.
Ceptudikar mpo akpenuTariro ocBiTHbOI mporpamu Ne 9111.
Tepwmin aii — 01.07.2029p.

[{ukn/piBeHb [lepmmii (OakanmaBpchkuif) piBeHb BuIoi ocBith; HPK
VYkpainu — 6 piBerp; EQF LLL — 6 piBens; FQ-EHEA-
NEePLIMK [IUKJL

[lepenymoBu Jns  3700yTTS  OCBITHBOTO  CTymeHsi  OakanaBpa 31
cnemianpHocTi F5 KibGepbesneka Ta 3axuct iHpopmaiii

MOXXYTh BCTYMaTH OCOOH, SIKi 3400yJld TIOBHY 3arajibHy
CEpE/IHIO OCBITY.

[Ipuitom Ha OCHOBI 3100yTOTO CTYIEHS MOJIOAIIOTO
OakanaBpa, axoBOTO MOJIOAIIOTO OakamaBpa abO OCBITHBO-
KBaJTi(piKaLiiHOTO piBHs MOJIOAIIOTO crerjanicra
3MIICHIOETHCSI B TIOPSIKY, BU3HAYCHOMY 3aKOHOIABCTBOM.

MoBa BUKJIaJaHHS

Ykpaincbka MOBa, AHTIIIICbKa MOBa

TepMiH aii OCBITHBO-
npodeciiiHoi mporpamMu

BinnoBigHo 10 TepMiHy i cepTudikary
[lepernsnaeTbest MOPIYHO

[Tocunanus Ha MoCTiiiHE
PO3MILIEHHS ONHUCY
OCBITHBO-TTpO(eciitHOT
porpamu

https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-
osvitni-programy/osvitnij-riven-bakalavr/



https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-bakalavr/
https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-bakalavr/

2 — Meta ocBiTHBO-IpOdeciiiHOI MporpamMu

[TinrotroBka (axiBIiB, 3JaTHUX BHKOPHCTOBYBAaTH 1 BIPOBAKYBAaTH TEXHOJOTII
iH(hopMaIiifHOi Ta/ab0 KibepOe3Iekn, a TAaK0X TEXHOJOTiN TU(POBOI EKOHOMIKH.

3 — XapakrepucTuKa OCBiTHLO-PO(deciiiHOl mMporpamMmu

[IpeameTrHa obnacThb
(ramys3b 3HaHBb,
CIIeLiaJbHICTb,
crerjaizanisa adbo
peIMeTHA
CHeliabHICTh (32
HasIBHOCTI))

I'any3b 3Hanb: F “Indopmaniiini Texnomnorii”

CneunianbHicTh: F5 “KibepOesneka ta 3axuct iHpopmarii ”
O0’ekTH BUBYECHH:

— TEXHOJIOT11 Ki0epOe3neku Ta 3axucTy iHdopmMaiii;

— TPOLECH YIpaBIiHHA KibepOe3mekor Ta 3axucToM iH(opmarii;
00'exTn 1H(MOPMALIIHOT AISUIBHOCTI, B TOMY YHUCIHI 1H(OpMaIliitHi Ta
1H(pOpMaLIifHO-KOMYHIKallIiHI cucTeMH, 1H(opMarliiiHi pecypcH 1
TEXHOJIOT1].

Lini HaByaHHs: iAroToBKa (haxiBIliB, 3JATHUX BUKOPUCTOBYBATH 1
BIIPOBA/I’)KYBaTH TEXHOJIOTIT KiOepOe3neKku Ta 3axXUCTy 1H(popMarii
Ta PO3B’SI3yBaTH CKJIAJHI 3a/1a4l y raixy3i KibepOe3neKku Ta 3aXUcTy
iH(popMmarii.

Teopernunuii 3micT npeaMeTHoI 00J1aCTi: TPUHITUITN, KOHIEIIII,
TeOopii 3aXUCTY )KUTTEBO BAXJIMBUX IHTEPECIB JIOAUHH, CYCIIbCTBA,
Jep>KaBU TiJ] Yac BUKOPUCTaHHS KiOepmpocTopy, 3a SKOro
3a0e3Meuy0ThCSl CTaTui PO3BUTOK 1H(POPMAIITHOTO CYCHIbCTBA T
UG POBOTr0 KOMYHIKATUBHOTO CEPEIOBHINA, CBOEYACHE BUSBICHHS,
3amo0iraHHs 1 HeWTpami3alis peaJbHUX 1 MOTEHUIWHUX 3arpo3
HaI[lOHAJIBbHIM Oe3reni YKpainu y KibeprnpocTopi.

MeToan, MeTOAMKH Ta TEXHOJIOril: METOJH, METOAUKH Ta
TEXHOJIOTii pPO3B’S3aHHS TEOPETHYHUX 1 TMPAKTUYHUX 3a7ad
KkibepOe3neku Ta 3aXucTy iHpopMmarrii.

Inctpymenn Ta oOJagHaHHA: 3aco0M, NPUCTPOI, MEPEKHE
yCTaTKyBaHHS, TPUKIAJHE Ta  CICIiadi3oBaHe MpPOTrpaMHe
3a0e3meyeHHs, iHdopMariitHi CHUCTEMU Ta KOMIUIEKCH
OPOCKTYBaHHSA,  MOJCIIOBAHHA,  KOHTPOJIO,  MOHITOPHHTY,
30epiranHs, oOOpoOKH, BIJOOpPa)k€HHS Ta 3aXHUCTy JaHUX
(iHpopMallIHHUX TOTOKIB).

OpieHTallist OCBITHBOI
MPOrpaMu

Ocsitapo-nipodeciitna. [ligrotToBka ¢axiBiiB y cdepi Kibepobe3nexu
Ta 3aXUCTy iH(opmarrii.

OcHoBHMIT Pokyc
OCBITHBOI MpOTrpamMu
Ta crerianizarii abo
MpeIMETHA
CHEIliabHICTh (32
HAsSIBHOCT!I)

CreuianpHa oOcBiTa Yy ramy3i 1HQOpMaliHUX TEXHOJOTIH 31
cunemianeHocTi  F5  “KibepOesmexka Ta 3axuct iHpopmarii”.
[Tornmubnene BUBYEHHS 1H(POPMAIIMHUX TEXHOJOTIH 3aXUCTY
iHpopmaii, 1HpopMamiiiHOi Oe3neku, kibepOesneku, Ta Oe3neKu
iHpopmarii, po3poOKM  Ta  BUKOPUCTAHHS  MPOTPAMHOTO
3a0e3mneueHHs 3aXUCTY iH(hopMmarrii, KibepOe3mneku Ta
1H(pOopMaLiifHOT Oe3MeKH.

KirouoBi cmoBa: kibepOesneka, iH@opMmailiiiHa Oe3rneka, 3aXHCT
iHhopMmarii, iHpopmaIlliiiHi TEXHOJIOTI.

Oco0auBOCTI
MPOrpaMH

OcobnuBicTio mporpamu cremianbHocTi “KibepOe3neka Ta 3axuct
iH(popMallii” € opieHTallisl HA cy4acHI BUMOTH JI0 (axiBLiB B rays3i
iH(popMaliiftHoi Ta/abo kibepOe3neku, HaOyTTs 3100yBayaMu BUIIIO]
OCBITH KOHKYPEHTOCIIPOMOXXHHX KOMIIETEHTHOCTEd Ha OCHOBI
CHUHEPri3My OTpUMaHHSI pe3ysbTaTiB HaBYaHHA 3 1HGOpMaLIHHOI




Ta/abo kiOepOe3nmekn Ta MPOrpaMyBaHHS, BHUKOPHCTAaHHS KypCiB
MepexeBoi akagemii Cisco 3 Networking, Cybersecurity, [oT &
Data Analytics, OS and IT, Programming Courses. MoXJIUBICTb
HABYATHUCS AHTTIHCHKOI0 MOBOIO.

4 — IlpugaTHiCTh BUIYCKHUKIB

10 MPaleBJANTYBAHHS TA aKaJleMiUHi NpaBa BUMYCKHUKIB

[TpunatHicTs 10
MpareBIAMTYBaHHS

[TpaneBnamTyBaHHS Ha nocaju y CTPYKTYPHHX
YCTaHOB/MIANPUEMCTB/OpraHi3allii, sKki mepeadadarTh HASBHICTh
BUIIOI oOcCBITH 31 cnemianbHocTi F5 KibepOesneka Ta 3axuct
iHpopMmarii.

@axiBui 3 kibepbe3meku Ta 3axucTy iH(MOpMAIii MOXYTh
MpaioBaTd Ha TOcCaJax, J3TIHO 3 YWHHOK  PEAaKIlI€lo
HamionansHoro knacudikaropa Ykpainu: Knacudikarop npodeciii
JK 003:2010, a came:

2139.2 daxiseup chepu 3axucty iHGopmarii;

2139.2 daxiBeup 3 nUTaHb Oe3neku (1IHPopMaliiHO-KOMYHIKAI1TH1
TEXHOJIOT11);

2139.2 daxiBenb 3 MATPUMKH IHPPACTPYKTYPH KiOEp3aXUCTY;
2139.2 daxiBeupb 3 pearyBaHHs Ha IHIMUJIEHTH Ki0epOe3neKku;

2139.2 daxiseup 3 KpUnTorpadiuHoOro 3axucTy iHpopmarii;

2139.2 daxiBenb 3 TEXHIYHOTO 3aXUCTY 1HPOpMAIIii;

2139.2 daxiBelb 3 TECTYBaHHS CUCTEM OE3MEKH Ta 3aXUCTY
1H(popMallii;

2139.2 AyauTop iHGOpMaIIHHAX TEXHOJOTIH (3 KibepOe3neKkn);
2139.2 daxiBelp 3 OLIHKH 3aX0/1iB 3aXUCTY 1HpOpMaIii
(x16epOe3nexn).

AxkanemiuHi mpaBa
BUITYCKHHKIB

3n100yBayi OCBITH, SIKI MPOUIILTN MIATOTOBKY 33 JAHOIO HABYAIBHOIO
IporpamMol0 Ta OTpPUMaM JAWIUIOM OakanaBpa, MarOTh MPaBO Ha
3100yTTSI OCBITH Ha JIpyromy (MaricTepcbkoMy) piBHI BUIIOI OCBITH
y 3BO Vkpainu Ta 3a KOpZJOHOM B Trany3i 3HaHb “[Hdopmariiini
TeXHOJIOT1i” a0 cyMiXHHX. 3700yTTsI a00 BIOCKOHAJIECHHS OCBITH
Ta TpodeciiHOi MiATOTOBKH B CUCTEMI JOPOCIHUX.

5 — BukjgagaHHd TAa OMIHIOBAHHSA

Buxknamanus ta
HaBYaHHS

CryaeHTo1eHTpOBaHe HaBYaHHS, pOOJIEMHO-OPIEHTOBAHE
HaBYaHHS, JIWCTaHIlliiHE HaB4YaHHI B cucTtemi Microsoft 365,
CaMOHABYaHHS, HaBUaHHs 4Yepe3 TMPOEKTHY INPAKTHKY, HaBUaHHS
yepe3 aboOpaTopHy MPakTUKy. Y  TPOIECi  BUKJIAJaHHS
nepen0aYeHo 3aCTOCYBaHHS TaKWX HaBYAIBHHUX TEXHOJIOTIH, SIK:
JeKIii, 1abopaTopHi poOOTH, MPAKTUYHI 3aHATTS, PoOOTa B Maaux
rpynax, CceMiHapu-aucKycii, brainstorming, mnpe3eHrarii, 1O
PO3BHBAIOTh KOMYHIKATHBHI Ta JiJIEPChKI HABUYKH, CaMOCTiiHA
poboTa 3 JTepaTypHUMHU JKepenamMu; 3MiliaHi GopMu HaBYAHHSA 3
BUKOPHUCTAHHSIM JUCTAHIIMHUX MIIATQOpM.

OuiHOBaHHA

MOHITOpUHT 3HaHb Ta YMIHb CTYAEHTIB 3HIMCHIOETBCS y (opMi
MOTOYHOTO Ta MiJICYMKOBOTO KOHTPOJTIO.

[Torounnii KOHTPOJIb — YCHE Ta MUCHMOBE OIMTYBAaHHS, OIliHKA
poboTH B MajMX TIpymnax, TECTyBaHHs, 3aXUCT TPYNOBUX Ta
1HIMB1IyaJIbHUX HAYKOBO-JOCIITHUX 3aB/IaHb.




[TincyMKOBUII KOHTPOJIb — YCHI Ta NMHCbMOBI €K3aMEHH, 3aJIIKH 3
ypaxyBaHHSIM HaKOMUYECHUX OajliB MOTOYHOTO KOHTPOJIIO, 3aXHUCT
3BITIB 3 JJaOOPATOPHUX 3aHATh, 3aXHUCT KYPCOBUX POOIT.

JlepxaBHa aTecTarlis — €MHUN Iep>KaBHUHN KBaJi(hiKaI[iiHU iCIIUT.
OuiHroBaHHA  3MIWCHIOETHCS  3a  HAIlOHAJIBHOIO [IKAJIOO
(“BiIMIHHO”, “nmobpe”, “3aJI0BUILHO”, “He3a/I0BUIBHO”),
100-6anpHOM0 TIKanoro Ta mkanow ECTS (A, B, C, D, E, FX, F).

6 — IIlporpaMHi KOMIIETEHTHOCTI

[aTerpansHa 31aTHICTH PO3B’A3yBaTH CKJIaAHI CIeliali30BaHi 3aadi 1 MpakKTHYHI
KOMIIETEHTHICTb 3aBJIaHHs y Taiy3i kibepOe3meku Ta 3axucty iHpopmaitii.

3arainbHi 3K1. 3maTHICTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHUX CUTYaIlisfX.
KOMIETEHTHOCTI 3K2. 3nanHsS Ta pO3yMiHHS MpeIMETHOi 001acTi 1 PO3yMiHHSA
(BU3HaUECHI npodeciiHOoi AiATBHOCTI.

CTaHJAPTOM BHIIO]
OCBITH
CHEIiaIbHOCTI )

3K3. 3matHICTh CHIIKYBAaTHCS JIEP>KaBHOIO MOBOKO SIK YCHO, Tak 1
MUCHMOBO.

3K4. 3naTHICTh CHINKYBATUCS 1HO3EMHOIO MOBOIO.

3KS5. 3naTHICTh BUUTHUCSA 1 OBOJIO/IIBATH CyYaCHUMU 3HAHHSIMU.

3K6. 3patHicTh peanizyBaTH CBOI MpaBa 1 OOOB’SI3KM SIK WICHA
CYCIIUILCTBA, YCBIIOMIIFOBATH I[IHHOCTI TPOMAJSTHCHKOTO (BUIBHOTO
J€MOKPAaTUYHOT0) CYCHUJIbCTBA Ta HEOOXIJHICTh HOro CTajnoro
PO3BHUTKY, BEpPXOBEHCTBA TpaBa, IMpaB 1 CcBOOOJ JIOJWHUA 1
rpoMajisiHUHA B YKpaiHi.

3K7. 3pmaTHICTh yXBaJIOBAaTH pIIICHHS W MISTH JOTPUMYIOUHCH
NPUHIMIY HENPUITyCTUMOCTI KOPyHuii Ta OyIb-SKUX IHIIUX
MPOSIBIB HEAOOPOUYECHOCTI.

3K8. 3garnicTs 30epiratu Ta MPUMHOXKYBATH MOpPaJIbHI, KyJIbTYpHI,
HAyKOBI LIHHOCTI 1 JIOCATHEHHS CyCHUIbCTBA HA OCHOBI PO3YMIHHS
icTOpIi Ta 3aKOHOMIPHOCTEW PO3BUTKY MPEAMETHOI 00J1acTi, 11 Micis
y 3arajibHiii CHCTEMi 3HaHb MPO MPUPOIY 1 CYCHUIBCTBO Ta Yy
PO3BUTKY CYCHUIBCTBA, TEXHIKM 1 TEXHOJ]OTIH, BHUKOPHUCTOBYBATH
pi3HI BuAM Ta (OPMH pPYXOBOI AaKTUBHOCTI MJiE AaKTHUBHOTO
BiJIMOYMHKY Ta BEJICHHS 3/IOPOBOTO CIIOCO0Y JKUTTSI.

CrenianbHi (paxoBi)
KOMIIETEHTHOCTI
(Bu3HaueH1
CTaHAApPTOM BUILOL
OCBITH
CHEI1aIbHOCTI)

CK1. 3paTtHicTh 3aCTOCOBYBaTH 3aKOHOJAaBYy Ta HOPMATHBHO-
MpaBoOBY 0a3y, a TAKOX JEp>KaBHI Ta MDKHAPOAHI BUMOTH, IPAKTUKH
i cTanmapT y npodeciifHiil TisTbHOCTI.
CK2. 3parHicTh BHUKOPUCTOBYBAaTH 1HGOpMAaLiiHI TEXHOJOTIMH,
CydacHI MeToau 1 Mojened KibepOe3meKku Ta CHUCTEM 3axXHUCTy
iH(bOopMarii.

CK3. 3pathicTh 3abe3medyBaTd HENEpPEpPBHICTh Oi3HEC-NMPOIIECIB

3TiIHO  BCTAHOBJEHOI TOJITHKH KiOepOe3meku Ta  3aXUCTy
iH(popMaIii.
CK4. 3partnicte  3a0e3meuyBaTH  3axMcT  1H(Qopmarmii B
iHpopMamiifHUX Ta 1HPOPMAIIHHO-KOMYHIKAIIHHUX CHCTeMax
3riJTHO  BCTAHOBJIEHOI MOJITHMKM  KiOepOe3nmeku W 3aXUCTy
1H(popMalii.

CKS. 3patHicTe BimHOBIIOBATH (YHKIIOHYBaHHS 1H(GOpMALIHHIX




Ta iHHOpMaIifHO-KOMYHIKAIIIMHAX CUCTEM IICIs peajtizalii 3arpos,
3miiicHeHHs1 KiOepatak, 300iB 1 BIAMOB pI3HUX KJaciB Ta
TTOXO/PKCHHSI.

CKae6. 31aTHICTh BIPOBAHKyBATH Ta 3abe3reuyBaTu
(GYHKIIIOHYBaHHS KOMIUIEKCHHUX CHCTEM 3axucTy i1Hdopmarlrii
(KOMIUIEKCH HOPMATHUBHO-TIPABOBUX, OPTaHI3aIliiHUX Ta TEXHIYHHX
3aco01B 1 METO/IIB, MPOLIEAYP, TPAKTUUHUX TPUHOMIB TOIIIO. )

CK7. 3partnicts 3aiiicHIOBaTH TpoQeciiiHy AisUTbHICTH HAa OCHOBI
BIIPOBA/DKEHOI ~ CHCTEMH  yNpaBIiHHA  iHpopMamiifHOO  Ta
KibepOe3neKoro.

CKS. 31aTHICTD 3aCTOCOBYBATH METOIN Ta 3aco0u
KpUNTOrpagivHoro 3aXUCTy iHpopMmamii  Ha 00’ekTax
1H(pOpMaLIfHOT AISTBHOCTI.

CK9. 3paTHICTH 3aCTOCOBYBAaTH METOAM Ta 3aCO0M TEXHIYHOTO
3axucTy iH(popmalii Ha 00’ exTax 1HPOPMALIHHOT AISITBHOCTI.

CK10. 3paTHicTh BHUKOHYBaTH MOHITOPUHT  iH(OpMaiifHNX
MpoLIeCiB,  aHANi3yBaTH,  BHSBISATH,  OIIHIOBAaTH  MOJKJIUBI
Bpa3MUBOCTI Ta  3arpo3w  iHQopmamiiHOMy  TpocTOopy
iH(poOpMaLIfHUM pecypcaM 3TiAHO 3 BCTAHOBJIEHOI MOJITHKOIO
iH(hopMaLiifHOT Oe3MeKH.

7 — Pe3yibTaTH HABYAHHSA

PesynbTaTi HaBYaHHS
3a CIIEIIaIbHICTIO
(Bu3HaYeH1
CTaHAApPTOM BUILOL
OCBITH
CHEIiaIbHOCTI )

PHI1. BinpHO cnijikyBaTHuCs J1€p>KaBHOIO MOBOIO YCHO Ta MUCHbMOBO
pU BUKOHaHHI npodeciiHux 000B’SI3KiB.

PH2. ChinkyBatucs iHO3€MHOIO MOBOIO 3 METOIO 3a0€3IMeYeHHs
edeKTUBHOCTI TpodeciifHOT KOMYHIKaLli.

PH3. 3acTtocoByBaTu MpUHIIUI HEMPUITYCTUMOCTI KOPYMIIii Ta Oyab-
SKUX 1HIIUX MPOSIBIB HEOOPOUECHOCTI y mpodeciitHii AiSTBHOCTI.
PH4. OpranizoByBatu BiacHy npodeciiiHy AisUIbHICTb, 0OMpaTH 1
BUKOPUCTOBYBATH ONTHMAaJIbHI METOAM Ta CIOCOOU pPO3B’sI3aHHS
CKIIQJHUX CMeIliadi30BaHUX 3aJlad 1 MPaKTUIHUX MpodiieM Yy
npodeciiiHii isUTBHOCTI, OIIHIOBATH iXHIO €()eKTUBHICTD.

PHS. AmnanizyBatu, apryMeHTyBaTH, MpUHAMaTH pILIEHHS MpH
pO3B’SI3aHHI CKJIQJHHMX CIICMIali30BaHUX 3aJad 1 TPAKTHYHUX
3aBlaHb y TmpodeciiiHiil AISNIBHOCTI, $KI XapaKTepU3YIOThCS
KOMIUJIEKCHICTIO Ta HETIOBHOIO BM3HAYEHICTIO YMOB, BIJMOBIJATH 32
NPUIHATI pILICHHS.

PH6. ApantyBatuics 10 HOBUX YMOB 1 TE€XHOJOTIH mpodeciitHol
JUSTTBHOCTI, TPOTHO3YBATH KiHIIEBUH pe3yJIbTaT.

PH?7. 3acTocoByBaTH ¥ aganTyBaTu Teopii 1Hdopmamii Ta
KOJyBaHHs, MaTEMaTU4YHOI CTAaTHCTUKH, 4HUCeN, Kpunrtorpadii Ta
creradorpagii, oOpoOJIeHHS Ta Tepedadi CHUTHAIIB  TOIIO,
MPUHLIUIN, METOAM 1 MOHATTS KiOepOe3neku Ta 3aXUcTy 1HpopMarii
y HaBYaHHI Ta IpodeciitHiil TiATBHOCTI.

PHS. 3actocoByBaTu 3HaHHS il PO3YMiHHSI MAaTEMATHKU Ta (i3UKHU B
npodeciitHiil AisubHOCTI, (hopMaltizyBaTH 3a1adi IPEeIMETHOT rarysi
kibepbe3nekn Ta 3axucty iHdopmamii, QopmynoBaTH  iX
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MaTeMAaTUYHy TIOCTAaHOBKY Ta OOHMpAaTH paliOHAJIbHUA METO.
BHUPIIIECHHS.

PHY9. 3natu Ta 3acTOCOBYBAaTHM 3aKOHOJABCTBO YKpaiHU Ta
MDKHApPOJIHI BUMOTH, MPAKTHKH 1 CTAHAAPTU 3 METOIO 3I1MCHEHHS
npodeciiHOi  JIAIBHOCTI B raiy3i KiOepOe3meku Ta 3axucTy
iHdopmarrii.

PH10. BukopucroByBatn cydacHi iH(OpMaIiiiHi TEXHOJIOTI],
METOIM 1 Mojei KidbepOe3neku Ta CUCTeM 3axHUCTy iH(opmamii ass
3M1ACHEHHS MpodeciifHOil AISIBHOCTI.

PHI11. IlnanyBatu miArOTOBKY Ta 3a0e3MedyBaTH HENEPEPBHICTh
Oi3HeC-TIpOIleCiB B OpraHi3amisiX 3rigHO 31 BCTAHOBIICHOIO
MOJIITUKOIO K10epOe3neku 3 ypaxyBaHHSIM BHUMOT JO 3aXHUCTY
1H(popMalii.

PH12. 3actocoByBaT MeTonu Ta 3aco0M 3axucTy iH(opmarii B
iHbopMamiifHUX Ta 1HPOPMAIIHHO-KOMYHIKAIIHHUX CHCTeMax
BIJIMOBITHO JIO BCTAHOBJIEHOT MOJIITUKH 1H()OpMaIiitHOT Oe3MeKH.
PH13. BmpoBamkyBaTu, HaJAaIITOBYBAaTH, CYNPOBOKYBaTH Ta
MIATpUMYBaTH  (QYHKI[IOHYBaHHS MPOTPAaMHHX 1 IIPOrpaMHO-
anmapaTHUX KOMIUIEKCIB 1 CHCTeM KiOepOe3nmeku Ta 3axucTy
iHpopManii sK HeoOXigHI mnpoueAypd A (yHKLUIOHYBaHHS
iHQopMmaIiiauX ¥ 1HGOpMAaIIHHO-KOMYHIKAIlIMHUX CHCTEM Ta\abo
iH(DpacTpyKTypH opraHizarlii B iijiomy.

PH14. BupimyBatu 3anayl ynpasiiHHS INpOLECAMH BIJHOBJIEHHS
LITATHOTO (PYHKIIOHYBaHHA 1H(QOpMalIMHUX Ta 1HQOpMaLiiHO-
KOMYHIKalllHHUX ~ CHCTEM 3  BHUKOPUCTaHHSM  MPOLEIYp
pe3epBYBaHHS  3TiTHO BCTAHOBIEHOI TMOJITUKKA  Oe3meKku i
3a0e3neuyBaTH  (YHKIIOHYBaHHS  CHEIIAJIBHOTO  MPOTPAMHOTO
3a0e3MmeueHHs 010 3aXUCTY Ta BiIHOBJICHHS 1HGOpMAaILii.

PH15. 36upatu, 06po6sisiTH, 306epiraTti, aHaIi3yBaTu KpUTHYHI JTaHI
s JoKa3y peamizamii  Kibep3arpo3, NTpPOBOIMTH aHAmi3 Ta
JOCTIPKeHHST KiIOEPIHITUACHTY 3 METOIO OMEPATHBHOTO BiTHOBJICHHS
byHKIIOHYBaHHS 1HOPMALIIHHOT CUCTEMH.

PH16. BupimyBatu 3amaui BOPOBAUKEHHS Ta CYNPOBOAY
KOMIUIEKCHUX CHCTEM 3axucTy iH(opmanii B iH(pOpMaIiiHIX
crcTeMax.

PH17. 3abe3neuyBatu (YyHKIIOHYBaHHS CHUCTEMH YHpPaBIiHHSA
kibepbOe3nekoro 1 3axucToM iH(MopMarlii opranizaiii, BKIIOYAIOUH
mepcoHajd Ta YOpaBIIHHS — HaAcHiKaMu  peamizamii  3arpos
iHpopMaliifHiii Oe3meni B KPU30BUX CHUTYyallisiX, Ha OCHOBI
3MIICHEHHS MPOLEeAyp KUIBKICHOT 1 IKICHOT OI[IHKHM PU3HKIB.

PH18. AmnamizyBatu, 3acTOCOBYBaTH METOAM Ta  3acobu
KpunrorpagpiyHoro 3aXHUCTY 1H(popmarii Ha 00’eKTax
1H(pOopMaLIHOT AISTBHOCTI.

PH19. BupimryBaTu 3ajadi o0 opraHizailii Ta KOHTPOJIIO CTaHy
KpUNTOorpadgiyHOTro 3aXMCTy iH(OpMAIii, 30KpemMa BiJIMOBIIHO 0
BUMOT HOPMATHBHUX JIOKYMEHTIB.

PH20. BusnayaTtu 3arpo3u CTBOPEHHS TEXHIYHMX KaHAJlIB BUTOKY
1H(popmarii Ha 00’eKxTax 1H(pOopMaLiifHOT JUSTIBHOCTI,
BIIPOBA/KYBATH 3aco0U 1 3aX0JM TEXHIYHOTO 3aXUCTy iHQopMarlrii
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BIJl BUTOKY TEXHIYHHUMH KaHaJIaMH, IPOBOJUTH OOCIyrOBYBAaHHS 1
KOHTpPOJIb CTaHy amapaTHUX 3aco0iB 3axucTy iHQopmaii Ta
KOMIIJICKCIB TEXHIYHOTO 3aXHUCTY 1H(popMaIrii.

PH21. BuxonyBaTm  BOpPOBa/DKEHHS,  MIATPUMKY,  aHaJi3
€(eKTUBHOCTI CHUCTEM BHSBJICHHS HECAHKI[IOHOBAHOTO IOCTYIY,
i 3 i"HGopmaliero B 1H(GOpMAaIIiHIA CHUCTEMI, BpPa3IMBOCTEH,
MOJIMBHX 3arpo3 iHdopmariiiHoMy mpocTtopy ¥ iHpopmamiiHuM
pecypcaM Ta BHUKOPHCTOBYBATH KOMIUIEKCHM  3aXHUCTy IS
3a0e3mneueHHsT HEOOXIJTHOro piBHSA 3axuUIIeHOCTI 1Hdopmarii B
iHQOopMaIlIMHUX CHCTeMaX.

PecypcHe 3a0e3nedeHHs peaJiizaiii nporpamMmu

Kanpose
3a0e3neYeHH

Binnosinae kaapoBUM BUMOTraM IL0JI0 3a0€3ME€UEHHsI TPOBAPKEHHS
OCBITHBOI IISTIBHOCTI y c¢epi BHUIIOI OCBITH 3TiIHO 3 dIIOYUM
3akoHonaBctBoM  Ykpaimm (IlocranoBa KaGinety MinicTpiB
VYkpaiaun “TIpo 3atBepmixeHHs JliNeH31MHUX YMOB MPOBAIKCHHS
OCBITHBOI istTbHOCTI 3akmaniB ocBiTy Big 30 rpymns 2015 p. Ne
1187, 31 3miHamMu, BHeceHUMH 3rigHo 3 IlocranoBoro KMY Ne 365
Bix 24.03.2021. Honatok 15-16).

Cknan poOouoi TIpynu OCBITHBOI HIporpamu, Mpodecopchko
BUKJIQJAUbKUNA CKIaJ, 110 3aJisTHUNA 10 BUKIAJAaHHS HaBYAJIbHHUX
JTUCIUILTIH 32 CHEIaIbHICTIO BiAMOBiNat0Th JIiNeH31HHUM yMOBaM
MIPOBAJKEHHS OCBITHBOI JISTILHOCTI Ha MepiioMy (6akaaaBpCbKOMY)
PiBHI BUIIO1 OCBITH.

Jlo BUKJIaJaHHS 3a1y4aroTbCcs BUKJIAJadi-TIPaKTUKW, (axiBii Ta
cniBpoOiTHuKH [T-koMIaH1#, a TAKOX 3aKOPAOHHI (haxiBIIl.

MarepianbHo-
TEXHIYHE
3a0e3neYeHHs

BiamoBigae  TEXHOJOTIYHMM BHMOTaM IOJAO  MarepiajbHO-
TEXHIYHOTO 3a0e3MeueHHs] OCBITHBOI IisUTbHOCTI y cdepi BUIOI
OCBITH 3TITHO 3 JAiOYMM 3aKoHOAaBCTBOM Ykpainu (IlocranoBa
kalinety MiHicTpiB Ykpainu “IIpo 3atBepmxenHs JlineH3iiHuX
YMOB TIPOBAIKEHHSI OCBITHBOT JiSUTBHOCTI 3akiaAiB ocBiTh Bix 30
rpynas 2015 p., Ne 1187, 31 3MiHaMu, BHECEHMMH 3TiIHO 3
ITocrarnoBoro KMV Ne 365 Bix 24.03.2021. Jlomatok 17).

HapuanbHo-HAayKOBO-BUpOOHMYA ©0a3a y BHIJSAAlI: —HaBYallbHI

KOPIYCH,  KOMIT'IOTepHI  KJacH, o0’€lHaHI  JIOKAJTLHOIO
OOYHCITIOBATHHOIO  MEPEXE 3  BHXOAOM 10  [HTepHeTy,
MyJIbTUMEIHE o0JiaTHaHHS ;—CTIeIiaTi3oBaHe MpOTrpamMHe

3a0e3neueHHs, Ki0epmoJiroH.

[ndopmariiine Ta
HaBYaJIBHO-
METOIMYHE
3a0e3neueHHs

BignoBsimae  TEXHOJOrIYHMM  BHMOraM  IIOJO  HaBYaJIbHO-
METOAMYHOrO Ta 1H(opMamiifHOrO 3a0e3MeUeHHs] OCBITHBHOI
TISUTBHOCTI y cepi BUIIOI OCBITH 3T1HO 3 AIFOYHM 3aKOHOJIaBCTBOM
Vkpainu (IloctanoBa KabGinery Minictpie VYkpaiam “IIpo
3aTBepKeHHS  JIIIEH31MHUX yMOB  TMPOBA/KEHHS  OCBITHBHOI
nisibHOCTI 3akiafiB ocBiTy BiA 30 rpyans 2015 p., Ne 1187, (31
3MiHamMu, BHeceHuMH 3rigHo 3 IloctanoBoro KMY Ne 365 Bix
24.03.2021. onmarok 18).

[adpopmarniiine Ta HABYaJIbHO-METOAUYHE 3a0e3neyeHHs
HABYAJIBHOTO TIPOIECY  PpEeaTi3yeThCsl HASBHICTIO HEOOXiAHOI
HABYAJIBHOI Ta METOAMYHOI JITEpaTypH: MiAPYYHUKH, HABYAIbHI
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MOCIOHWKY, METOJAMYHI PEKOMEHJAIlil J0 MPaKTUYHUX 3aHSITh,
caMOCTiHOi ~ po0OOTH,  cuiIalyCH  OCBITHIX  KOMITOHEHTIB
(https://cybersecurity.kpi.kharkov.ua/sylabusy-osvitnikh-
komponentiv-125-bakalavr/).

[ndopmarriiini pecypcu posmiiieHi y GoHaax HaykoBoi 010J110TeKH
HTY “XIII”, caiiTax BUIIyCKOBUX Kadeap.

Y HaBwampHOMY Tmporeci 3actocoByerbcsi LMS  (Learning
Management System).

9 — AkageMiuHa MOOLIBHICTD

HamionanesHa
KpeIuTHa
MOOUJIBHICTH

Ha ocHOBI IBOCTOPOHHIX TOTOBOPIB MPO aKaJeMi4Hy MOOITBHICTH 3
yHIBEpCUTETaMH YKpaiHu. YTOAW MPO CHIBIPAIO MIOAO0 peanizamii
mporpaM BHYTPIIIHBOI aKaJeMIYHOI MOOUIBHOCTI 3100yBaviB BUIIO1
OCBITH 3a OCBITHBOIO TIporpamoro “KiGepbesmeka” creriaibHOCTI
F5 “Kibepbesnmeka Tta 3axuct indopmamii” 3 Onpecbkum
HalllOHAJTbHUM TEXHOJIOTIYHUM YHIBEPCUTETOM, YepHIriBChbKUM
HaI[IOHAIBHUM TEXHOJIOTIYHUM YHIBEPCUTETOM.

MixHapoaHa
KpeauTHa
MOO1JIBHICTH

Ha ocHOBI ABOCTOPOHHBOTO AOTOBOPY 3 YHIBEpCHTETOM iM. SHa
Jlnyromia B M. Uenctoxosi (ITombimna).

HaguanHs iHO3eMHUX
3100yBaviB BUIIIOL
OCBITHA

[TigroToBKa iIHO3EMHHUX TPOMAJISH 3IHCHIOETHCS 3T1THO 3 BUMOTAMH
YMHHOIO 3aKOHOJABCTBA 3a YMOBHM BH3HAHHS TIONEPEIHBOTO
OCBITHBOT'O PiBHS.
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https://cybersecurity.kpi.kharkov.ua/sylabusy-osvitnikh-komponentiv-125-bakalavr/
https://cybersecurity.kpi.kharkov.ua/sylabusy-osvitnikh-komponentiv-125-bakalavr/

2. MEPEJIIK OCBITHIX KOMIIOHEHT OCBITHBO-ITPO®ECIHHOI
MPOI'PAMU «KIBEPBE3IEKA» TA IX JIOTTYHA NOCJIIIOBHICTH

2.1 IlepeJtik KOMIIOHEHT OCBITHLO-NIPOdeCiHHOI MporpaMu

KoMmmnoneHnTy ocBITHBOI IporpaMu

. . dopma
(mMCIUIUTIHM, Kinpkictn .
Kon o/k cye . M1JICYMKOBOTO
MIPOEKTH / poOOTH, TIpaKTHKA, KBaTi(iKaIliiiHa | KPEeIHUTiB
KOHTPOJIIO
pobota)
1 2 3 4
1. 0606’a3x06i oceimni komnonenmu OIIIT
1.1 3azanvna niocomoeka
31 Icmopis ykpaincokoi 0epocagnocmi 4,0 Exsamen
377 2 Ykpaincora Mmo8a (npoghecitinoco 3.0 Banix
CNPAMYBAHHS)
3113 Inozemna mosa 16,0 3anik, Exzamen
3114 Dizuxa 4,0 Exzamen
3075 Ocnosu ‘elyyfmimapno—qbfzzocoqbczmux 3HAHb Y 40 Exsamen
npogeciiiniu JisiibHOCMI
311 6 Buwa mamemamuxa 1 6,0 3anix
3117 Buwa mamemamuxa 2 5,0 Exzamen
317 Dizuyne 6UXOBAHHS 4,0 3anix
1.2 Cneuyianvna (¢haxosa) niocomoeka
CIl 1 Bemyn 0o cmneyianvnocmi.  O3snatiomua 3.0 Banix
npaKkmuxa
Ci?2 Ocrosu npozpamysansi 4,0 Exsamen
CII 3 Teopis inghopmayii i Kodyeanns 5,0 Exsamen
Cli 4 IIpasose pecyniosanns kibepbesnexu 4,0 3anix
Cll 5 Aneopummu ma cmpykmypu OaHux 5,0 Exsamen
CIll6 Di3uuni 0OCHOBU MEXHIYHUX 3aC00i8 PO36IOKU 5,0 Exsamen
Cli7 Inghopmayitina besnexa oepacasu 4,0 3anix
CII 8 OcHosu coyianbHoi iHdcenepii 4,0 3anix
CI19 Mamemamuuyni ocHoéu Kpunmonozii 4,0 Exzamen
CII 10 Texnonoeii npoepamysannsi 5,0 Exzamen
Cll11 Komn'tomepni mepeorci 4,0 Exzamen
CI 12 Apximekmypa ma  3axucm — onepayiiHux 6.0 Banix
cucmem
CIl 13 IHcmpymenmanvHi 3acodu NPpocpamyeants 6,0 Exsamen
CII 14 OcHosu kpunmoepaghiuno2o 3axucmy 6,0 3anix
Cri 15 O'CHOGM no6yoosu ma 3axucmy 40 Exsamen
MIKPONpOYeCcopHux cucmem
CIT 16 OcHoéu  mamemamuyHo2o  MOOeN0B8AHHS 40 Exsamen
cucmem be3nexu
Ccriil7 choeu cmezanozpagpiuno2o 3axucmy 5.0 Banix
inopmayii
CI1 18 besnexa 6 ingpopmayitino-komyHikayitiHux 40 Banix
cucmemax
CII 19 Pospobka éeb-0ooamxis 6,0 Exzamen
CII 20 Komnnexcni cucmemu 3axucmy ingpopmayii 4,0 Exsamen
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Cli21 besnexa inmepnem-peueii 4,0 3anix

CII 22 Beboesneka 5,0 3anix
CII 23 Komnnexcnuti mpenine 4,0 3anix
CII 24 Anmusipycnuil 3axucm ingpopmayii 5,0 3anik
CI1 25 I{Oigl;;?etgna{yamunnozo HABYAHHSL ons 40 Banix
2. IIpakmuuna niocomoexka
111 1 Bupobnuua npaxmuka 6,0 3anix
1111 2 Texnonoz2iuna npakmuxa 6,0 3anix
3. Amecmauisa
| Amecmayis 3,0 |
3azanvHuii 00ca2 0008’°a3K06UX KOMNOHEHM 175

4. Bubipkogi oceimni KomMnonenmu

4.1 Ilpoghinvna niozcomosxa

4.1.1 Illpoginvoeanuit nakem oceimnix komnonenm 01 “IlImyunuit inmenexkm 6 cucmemax

3axucmy”

BIIl.1 Emuunuu xaxine 3,0 Exzamen

BII1.2 Jlama mavunune 3,0 Exzamen

BIll.3 Mamemamuuni 0CHO8U WMYYHO20 THMENEKNY 3,0 Exzamen

BIT].4 Python ona  wmyunoeo inmenekmy ma 40 Exsamen
MAWUHHO20 HABYAHHSL

BII1.5 T'enemuuni ancopummu 3,0 Exzamen

BIll1.6 Python onsa inmepnem-peueti 3,0 Exzamen

BIIl.7 CucmemHnuil IHHCUHIDIHE 3,0 Exzamen

4.1.2 Ilpoginvosanuii nakem oceimuix komnonenm 02 “bnoxkueitn-mexnonozia ma deneka

Oankiscokux cucmem”

BII2. 1 Leyenmpanizoeani cucmemu 3,0 Exzamen

BII2.2 Pusux-meneoscmenm 3,0 Exzamen

BIT2.3 Blockchain: OCHO8U ma npuKIaou 3.0 Exsamen
3acmocy8anis

BII2.4 besnexa bankiscokux cucmem 4,0 Exzamen

BIT2.5 é’axucm 00 ‘ekmis KpUmu4Hoi 3.0 Exsamer
iHgppacmpykmypu

BIT2.6 Opeanizayis 0oxymenmoooicy 3 00OMedceHUM 3.0 Exsamen
docmynom

BII2.7 besnexa 6 coyianbnux mepesicax 3,0 Exsamen

4.1.3. lIpoginvosanuit nakem oceimnix komnonenm 03 ""Innovation Campus'"’

BII3.1 OcHosu xibepbesnexu 3,0 Exzamen

BIT3.2 Pospobra ropnopamuenux ingopmayitinux 3.0 Exsamen
cucmem (wacmuna 1)

BIT3.3 Pospobra ropnopamuenux ingopmayitinux 3.0 Exsamen
cucmem (wacmuna 2)

BIT3.4 Eas’u (?szux ons KOPHOpamueHux 40 Exsamen
iHghopmayitinux cucmem

BIT3.5 ,‘élpxzmekm)‘/{)a KOpNopamusHux 3.0 Exsamen
iHghopmayitinux cucmem

BII3.6 besnexa ma ayoum 6e30pomosux ma pyxomux 3,0 Exsamen
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mepexic

BIT3.7 é’axucm 00 ‘ckmis KpUMu4Hoi 3.0 Exsamen
iHghpacmpykmypu
4.2. Oceimni komnonenmu 8ibHO20 6UOOPy npogheciiinoi niocomosKku
3a2a1bHOIHCIMUMYMCbKO020 KAmManozy
OKBII1 | OKBBIIK ] 4,0 3anik
OKBII2 | OKBBIIK?2 4,0 3anik
OKBII3 | OKBBIIK 3 4,0 3anik
OKBIT4 | OKBBIIK 4 4,0 3anik
OKBII5 | OKBBIIKS 4,0 3anik
OKBII 6 | OKBBIIK 6 4,0 3anix
OKBII7 | OKBBIIK7 4,0 3anik
4.3. Oceimni Komnonenmu 6iIbHO20 6UOOPY 3a2ANbHOYHIBEPCUMEMCLKO20 KAMAI02y

OKB3 1 OK BB 3K 1 4,0 3anik
OKB3 2 OK BB 3K 2 4,0 3anik
OKB3 3 OK BB 3K 3 4,0 3anik

4.4. Ocgimni Komnonenmu cneyiaibHO20 6UOOPY YHigepcumemy
OKCBY | OK CBY 30 | 3anix
3azanvHuii 00ca2 6UOIPKOBUX KOMNOHEHM: 65
3ATAJIBHUH ObCAI OCBITHbO- 240

ITPODECIHHOI ITPOTPAMM:
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3. PO3HO/JLI 3MICTY OCBITHBO-ITIPO®ECIMHOI TIPOT'PAMH 3A
I'PYITAMU KOMITIOHEHTIB TA IUKJIAMMU HIAI'OTOBKHA

OO6csr HaBYAILHOTO HaBaHTAKEHHS 3700yBayda BUIIO]
ocBiTu (kpeautiB ECTS / %)

Ne LMK TN OTOBKH OG0B’ 3KOBI Bu6ipkoBi
n/m KOMIIOHEHTH KOMIIOHEHTH | Bcboro 3a Bech
OCBITHBO- OCBITHbBO- TEepPMiH
npodeciitHoi npodeciitHol HaBYAHHS
Iporpamu Iporpamu
1 | 3arajgpHa DiArOTOBKA 46/19,2 - 46/19,2
o | Cremiamua (daxosa) 129/ 53,7 i 129/ 53,7
[IIITOTOBKA
3 KoMmmoHeHTH BUIBHOTO i 65/27.1 65 /27,1
BUOODPY
Bevoro 3a - mech  TepMIH| g 05 g 65/27,1 240/ 100
HaBYaHHS
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4. DPOPMA ATECTAIII 3JOBYBAYIB BUIIIOI OCBITH

dopmu arecrariii 3100yBayiB
BUIIO] OCBITH

ATecrartist 301HCHIOETBCA Y (OPMI €TMHOTO
JepKaBHOTO KBATI(PIKAIIHHOTO 1CTIUTY.

BuMmoru 1o enuHOrO
JepKaBHOTO KBaTi(hiKaIIHHOTO
1CIIUTY

€nuHuii  gepkaBHMM  KBaiikamiiHun
icnuT nepeadayvae OIiHIOBAHHS JOCSTHEHb
pe3yJibTaTiB HaBYaHHS, BHU3HAUYEHUX
CTaHJIapTOM BHIIOi OCBITH CHEIIaJIbHOCTI
«KibepOe3neka Ta 3axuct iHpopmarlii» Ta
OCBITHBOIO ITPOTPAMOIO.
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5. CTPYKTYPHO-JIOI'TYHA CXEMA

1 kypc 2 Kypc 3 kypc 4 xypc
1 cemecTp 2 cemecTp 3 cemectp 4 cemecTp 5 cemecTp 6 cemecTp 7 cemecTp 8 cemectp
OcHosu fro OcHoBM NobyaoB U
IcTopia YKpaiHCbKa MOBa rymaHiTapHo- RN %) ERREr Ta 3axucry KomnnekcHi S—
YKpaiHCbKOT (npodeciiHoro <€ binocodcbKMX 3HaHb AL MiKpOMPOLE COPHU cuctemm saxucty  — > TOEHIHT
[ep3KaBHOCT CrPAMYBaHH) y npodeciitHiii RECRN R IeCIERt 7 R iHdopmaLji P
OiANbHOCTI * | + * *
IHo3emHa moBa
l ' ! |
. besneka B
[BHHd iHpopMaLLiiHO-
OcHosu S Po3po6ka Beb- Besneka
. KOMYHi KaLLii HUX >
KpunTorpadiuHoro cy:/laenl/-\"ax [ofaTKis iHTe pHeT-peyelt
3axucTy
Bua maTemaTtnka | [ | A ¢
| | I | > OcHosu
. MaTe MaTU4YHOro . .
®isnyHe BUXOBaHHsA MOAENIOBAHHS Be66eanexa AHTVI.BIpyCHVIVI
cucTem 6esneku 3axucT iHpopmauli
|—-> OKCBY
cneiglfgcﬁ fpasose 1
Osvadiomia € " zg;":é‘(’;fl:?(: °°“°B;‘>.
cTeraHorpadiyHo
L P2iCKE _4'_‘ l ro 3axucry OCHOBM Ma LLMHHOTO
iHdopmaLi HaBYaHHA /1A
‘ . v Kibepbesnekn
L Komn'totepHi >» IHCTpYM eHTasnbHi
T - |
PYKTYPN A I nporpamyBaHHA
| |
OcHosw | | L TexHonorii MpoodinboBaHmi MpodinboBaHui MpoodinboBaHui MpodinboBaHui MpodinboBaHmnin
nporpamyBaHHs ‘ l " nporpamysaHHs naker (2) E ) naker (1) <> naker (1) E ) naker (1) ; ) naker (2)
Teopia . ¢ l
. IHpopma LjiiHa
'ii’g&"ﬁ:‘;' 1 Geanena Aepasi OKBBIMM (1-3) » OKBBMIM (1-3) <«——p» OKBBIM(1-3) <—)» OKBBMNMN(2-6) <«—)» OKBBMMN(2-6) —
| |
A | A | MatematnuHi
i i l i ocHOBY OKBB3K (1) <> OKBB3K (1) <> OKBB3K (1) ——; T
KpunTonorii I npaKTuKa
Di3nyHi ocHoBM
Vv
TeXHiHHM).( 3acobis ) i + ¢ * *
pOo3BigKK OcHOBM coLianbHOI
iHXeHepii BupobHmua O—P Artecrauin- EQKI
~ ° NpaKT1Ka




6. MATPUILIS BIAMMOBIJHOCTI BUSHAUEHUX CTAHJIAPTOM KOMIIETEHTHOCTEN / PE3YJIBTATIB
HABYAHHSA JECKPUIITOPAM HPK

Kanacugikauis 3HAHHA Yminua Komynikanis BinnmosigaabHicTh 1 aBTOHOMINK
kommnereHTHocTei |3ul. KonnenryanasHi HaykoBi| ¥YM1. [Tornu6neni koruitueHi |K1. JloHecenHs 1o ¢axipuiB i [AB1. YrpariiHHS CKIaJIHO TEXHIYHOIO abo
(pe3ynbTaTiB Ta NPaKTHYHI 3HAHHSL. Ta MPaKTHYHI yMiHHS/HaBUYKY, He(axiBUiB iHpopMalii, izel, [mpodeciiHO0 AiSIBHICTIO YU MPOEKTaMH.

HaBuyanHs) 32 HPK

3u2. Kputnune ocMuciIeHHs
Teopiil, MPUHITUTIIB, METO/IIB 1
MOHATH y cepi npodeciitHol
ISAIIBHOCTI Ta/a00 HaBYaHHS

MaicTepHICTh Ta
IHHOBAITIHICTh Ha PiBHI,
HEOOXITHOMY IS PO3B’I3aHHS
CKJIQJIHUX CITEIiali30BaHUX
3aja4 1 MPaKTUYHUX MpolIeM
y cepi mpodeciiinoi
ISAIIBbHOCTI a00 HAaBYaHHS.

pobJeM, pilleHb BIaCHOTO
JIOCBITy Ta apryMeHTAIlii.
K2. 306ip, inTepnpeTariis Ta
3aCTOCYBaHHS JJaHHX.

K3. CrninkyBanss 3
npodecitHuX MUTaHb, Y TOMY
YHCII iHO36MHOIO MOBOIO

AB2. CripoMOXHICTh HECTH BiIOBIAaIbHICTh
3a BUPOOJICHHS Ta yXBaJCHHS PILlICHb Y
HenepeadauyBaHux podounx Tta/adbo
HaBYAIbHUX KOHTEKCTAX.

AB3. ®opMmyBaHHS CyIKEHb, 1110 BPaXOBYIOTh
colliaibHI, HAYKOBI Ta €THYHI aCIEKTH.

AB4. Opranizauist Ta KEpiBHUITBO
npodeciiHuM PO3BUTKOM 0Ci0 Ta rpy.

AB5. 31aTHICTD TPOJ/IOBXKYBATH HABYAHHS 13
3HAYHUM CTYIEHEM aBTOHOMII.

3AT'AJIBHI KOMIIETEHTHOCTI

3K1 3u2 Ywml

3K2 302 Ywml K1

3K3 K1, K3

3K4 K1, K3

3K5 3ul, 362 Yuml K2 AB3

3K6 3ul K1 AB2, AB3, AB4

3K7 K1 AB2

3K8 302 K2 AB3
CHEUIAJBHI (®AXOBI) KOMIIETEHTHOCTI

CK1 302 Ywml K2

CK2 3ul, 362 Ywml K2

CK3 Yuml AB1

CK4 YMml AB1

CK5 Yuml K2 ABI1, AB2

CKo6 Yuml K1 ABI

CK7 Yuml K1 ABI

CK8 302 YMml

CK9 32 YMml

CK10 Yuml K2 AB2
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7. MATPHUIIS BIIITOBIJHOCTI BUSHAYEHUX PE3YJIBTATIB HABUAHHSI, KOMIIETEHTHOCTEM TA
OCBITHIX KOMIIOHEHTIB

Pe3yabraTtun
HaBYaHHSA

KommnerenTHocTi

erpajibHa
KOMIIeTeHTHICTh

3arajbHi KOMIETEHTHOCTI

CrueniajbHi (paxoBi) KOMIIETEHTHOCTI

3K1

3K2

3K3

3K4

3K5

3K6

3K7

3K8

CK1

CK2

CK3 | CK4 | CK5 | CK6 | CK7 | CK8

CK9

CK10

hc,
=

> > I|T
N —

3112
3116
3117
CII
CII2
CII5
CII6
CI17
CII8
CII10
CII11
CII13
CIl14
CII17
CII18
CI120
CI124
TII11
112

PH2

Al
A2

3113
CI17
CII8
CII11
CII12
CI114
CI124

PH3

Al
A2

3111
CII1
CI14

3113
CIl4
ci7




KoMmnerenTHocTi

= x| o« = 3arajibHi KOMIIETEHTHOCTI CrnenianbHi (paxoBi) KOMIIETEHTHOCTI
=E| £
EIEE
5‘5 ?E 3K1 | 3K2 | 3K3 | 3K4 | 3K5 | 3K6 | 3K7 | 3K8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CKI10
- =
= 2
&
CII7
PH4 | Al 3114 3114
A2 311 3115
CII2 | 3II6
CII3 | 3I17
CIl4 | CIIl
CII5 | CII2
CII7 | CII4
CII8 | CII5
CII9 | CII6
CII10 | CI17
CIIl1 | CIT10
CII12 | CII13
CII14 | CIT14
CII15 | CII15
CIIl6 | CIT16
CII19 | CI117
CII21 | CII18
CII22 | CII19
CII23 | CII20
CII24 | CI121
CII25 | CII22
II11 | CI123
II12 | CII25
TIIT1
[1112
PHS | Al 3114 3114
A2 3I1 3115
CII2 | 3II6
CII3 | 3I17
CIl4 | CIIl
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KoMmnerenTHocTi

= x| o« = 3arajibHi KOMIIETEHTHOCTI CrnenianbHi (paxoBi) KOMIIETEHTHOCTI
=E| 3E
EIEE
§‘§ ?E 3K1 | 3K2 | 3K3 | 3K4 | 3K5 | 3K6 | 3K7 | 3K8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CKI10
- =
= Z
&
CII5 | CII2
CII7 | CIl4
CII8 | CIIS
CI9 | CII6
CII10 | CI17
CII11 | CIT10
CII12 | CII13
CII14 | CII14
CII15 | CII15
CIIl6 | CIT16
CIT19 | CIT17
CII21 | CII18
CII22 | CIT19
CII23 | CI120
CII24 | CII21
CII25 | CI122
Il | CI123
I12 | CII25
TIIT1
[112
PH6 | Al 3114 3I11
A2 3115 3114
3116 3115
3117 311
CII1 CII1
CII2 CII3
CI4 CII17
CII5 CII20
CII6 CII23
CII7 CII25
CII10
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KoMmnerenTHocTi

= x| o« = 3arajibHi KOMIIETEHTHOCTI CrnenianbHi (paxoBi) KOMIIETEHTHOCTI
=E| £
EIEE
§‘§ ?E 3K1 | 3K2 | 3K3 | 3K4 | 3K5 | 3K6 | 3K7 | 3K8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CKI10
- =
= Z
&
CII13
CIl14
CII15
CII16
CII17
CII18
CII19
CII20
CII21
CII22
CII23
CII25
TIIT1
I1112
PH7 | Al 3114 3111
A2 311 3114
CII2 3115
CI13 311
CIli4 CIIl
CII5 CII3
CI17 CII17
CII8 CII20
CII9 CI123
CII10 CII25
CIIl1
CII12
CII14
CII15
CIIl6
CII19
CII21
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PesyabTaTn
HaBYaAHHSI

KoMmnerenTHocTi

InTerpanbHa
KOMIIeTeHTHICTh

3arajbHi KOMIIETEeHTHOCTI

CrnenianbHi (paxoBi) KOMIIETEHTHOCTI

3K1

3K2

3K3

3K4

3K5

3K6

3K7

3K8

CK1

CK2

CK3 | CK4 | CK5 | CK6 | CK7 | CK8

CK9

CK10

CII22
CII23
CI124
CII25
111
112

PHS

Al
A2

3114
3116
3117
CIIl
CII2
CII3
CI14
CII5
CII6
CI17
CII9
CII10
CII11
CII12
CIl14
CII15
CII16
CII23
CII25

PH9

Al
A2

3111
CII1
CI14
CI17

CIIl1
CI14
CI17
CII8
CII10
CII11
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PesyabTaTn
HaBYaAHHSI

KoMmnerenTHocTi

InTerpanbHa
KOMIIeTeHTHICTh

3arajbHi KOMIIETEeHTHOCTI

CrnenianbHi (paxoBi) KOMIIETEHTHOCTI

3K1

3K2

3K3 | 3K4 | 3K5 | 3K6

3K7

3K8

CK1

CK2

CK3 | CK4 | CK5 | CK6 | CK7 | CK8

CK9

CK10

CII14
CI120
CII23
CII24

PHI10

Al
A2

CII2

CII3

CII5

CII8

CII9

CII10
CII11
CII12
CII13
CIl14
CII16
CII17
CII18
CII19
CI120
CII21
CI122
CII23
CII24
CII25
1111

PHI11

Al
A2

CII11
CI114
CI120
CII21
CI124
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KoMmnerenTHocTi

= x| o« = 3arajibHi KOMIIETEHTHOCTI CrnenianbHi (paxoBi) KOMIIETEHTHOCTI
=E| £
EIEE
§‘§ ?E 3K1 | 3K2 | 3K3 | 3K4 | 3K5 | 3K6 | 3K7 | 3K8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CKI10
- =
= Z
&
PHI2 | Al CII9
A2 CII11
CII12
CIl14
CII19
CII20
CII21
CII22
CII23
CII24
CII25
PHI3 | Al CII9
A2 CII11
CII12
CII14
CIT19
CII20
CII21
CII22
CII23
CII24
CII25
PHI14 | Al CII8
A2 CII11
CII14
CII15
CII21
CII24
CII25
PHI5S | Al CII8
A2 CIIl1
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KoMmnerenTHocTi

= x| o« = 3arajibHi KOMIIETEHTHOCTI CrnenianbHi (paxoBi) KOMIIETEHTHOCTI
=E| £
EIEE
§‘§ ?E 3K1 | 3K2 | 3K3 | 3K4 | 3K5 | 3K6 | 3K7 | 3K8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CKI10
- =
= Z
&
CIl14
CII15
CII21
CII24
CII25
PHI6 | Al CIIl11
A2 CII12
CII14
CI120
CII23
CII25
T1112
PH17 | Al CI17
A2 CII16
CII23
CII25
TIIT1
T1I12
PHI8 | Al CII3
A2 CII9
CIIl11
CII12
CII14
CII15
CII18
CII21
CII23
CII24
T1112
PHI9 | Al CII3
A2 CII9
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KoMmnerenTHocTi

= x| o« = 3arajibHi KOMIIETEHTHOCTI CrnenianbHi (paxoBi) KOMIIETEHTHOCTI
=E| £
EIEE
§‘§ ?E 3K1 | 3K2 | 3K3 | 3K4 | 3K5 | 3K6 | 3K7 | 3K8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CKI10
- =
= Z
&
CIT11
CII12
CII14
CII15
CII18
CII21
CII23
CII24
T1I12
PH20 | Al CII6
A2 CII12
CII14
CII15
CII19
CII20
CII22
CII23
T1112
PH21 | Al CII8
A2 CIIl1
CII14
CII16
CII18
CI123
CII24
CII25
1111
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8. PE3YJIbTATU OBI'OBOPEHHS OCBITHbOI IPOI'PAMU

Crelikxonnepu BpaxoBaHo / 4acTKOBO
(Bxazatu I1Ib Ta mocany, micue 3ayBaxkeHHs/Pexomengartis BpPaxoBaHO / HE [Tpumitka
poboTn) BpPaxoBaHO

[amoBain O. C., BukonaBuuii | [Ipuainutu Oinbiie yBaru onaHyBaHHIO | BpaxoBaHo. Jlo meprniky BHOIPKOBHUX OCBITHIX

TUpeKkTop ['poMaichbKOi CIITKKA | MPUHIUTIIB Oe31eku B 0a3ax JaHuX. KOMITOHEHTIB JOJaHO JAWUCLIUIUIIHU:

«XapKiBCHKHIA KJIacTep AKIIEHTYyBaTH yBary Ha BHUBYEHHI «besneka B DEVOPS», «ba3u

1H(pOpMaLIfHUX TEXHOJOTIH» | XMapHUX TexHouorii 1 DevOps. nanux 3 SQL 1 Pythony.

["apant OIIII, 3aBixyBau OcBiTHBO-TIpOdECiiTHY nporpamy | BpaxosaHno. OcsiTHpO-TIpOdeciiina  mporpama

kadenpu, A.T.H., mpodecop NPUBECTH Y BIAMOBIAHICTH O BUMOT BianoBigae Bumoram CranmapTy

CBceen C.I1. Crangapty BUIIOL OCBITH 3a BHUIIIOT OCBITH 3a CreljaJbHICTIO 125

Unenu pobouoi rpymu OIIII cnemianpHicTIO 125 Kibepbesneka Ta KibGepOesmneka Ta 3axuct iHpopmarii
3aXHUCT 1Hpopmarii NEepIIOro nepuoro (0akanaBpChbKOro) piBHS
(OakanaBpChKOIr0) piBHS BHUIIOI OCBITH, BUIIIOT OCBITH, 3aTBEPHKEHOTO Ta
3aTBEP/PKCHOTO0 Ta BBEJICHOTO B IO BBEJIEHOI'O B IO HaKa30M
Haka3oM MiHicTepcTBa OCBITH 1 HAyKH MiHicTepcTBa OCBITU 1 HAyKH
VYkpainu Bix 24.10.2024p. Ne 1547. VYkpainu Bix 24.10.2024p. Ne 1547.

lapant  OIIIl, 3aBimyBau | 3miHa mu@py crHemialbHOCTI Ta ramysi | BpaxoBaHno. 3MiHM BHECEHO.

kadenpu, A.T.H., Mpodecop |3HaHb (3rifHO 3 nmoctaHoBow KabiHety

E€acees C.II. MinictpiB Ykpainu Bin 30 cepras 2024

Unenu po6ouoi rpynu OIIIT p. No 1021).

Bonomyk O. b., k. T. H.,
KEepIBHHUK OCBITHIX MPOrpam
TOB “Distributed Lab”

[To3uTuBHMIA BiATyK. be3 3ayBaxeHb.

Onmipcekutii 1. P., nokTop
TEXHIYHUX HayK, podecop,

[To3uTuBHMIA BiAryK. be3 3ayBaxeHs.
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3aBiyBau Kapenpu 3aXucTy
iHpopmauii [HeTUTyTY

KOMIT IOTEPHUX TEXHOJIOTIH,
aBTOMATHUKHU Ta METPOJIOTIT
HanioHansHOrO yHIiBEpCHTETY
«JIpBiBCHKa MONITEXHIKA»

Koeryn B. 0., kangupar
TEXHIYHUX  HAyK, JIOLCHT,
mupekxtop TOB “Caitdep™

[To3utuBHMIi BiAryk. be3 3ayBakeHs. -

INonoammu C. O., kaHauaar
TEXHIYHUX HAYK, JOLEHT
aupexrop TOB “Mikpokpunt
TexnomomKic”

ITosutuBHMI Binryk. bes 3ayBaxeHb. -

3aBinyBay kadenpu Kibepbesneka

["apaHT OCBITHBOI pOTrpaMu

@I

Cepriit EBCEEB

Clx

Cepriiit EBCEEB
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9. IIJIAH BPAXYBAHHS 3AYBAKEHB/PEKOMEHJIALIN 3A PE3YJbTATAMM AKPEJIUTALIIMHOIL
EKCIIEPTHU3U OCBITHBO-IIPO®ECIHHOI ITIPOT'PAMU

PexomMenmartii, HagaHi I 4ac OCTaHHBOI
aKpeauTaIii

[lepiox BpaxyBaHHS
(KOPOTKOCTPOKOBHIA/ 110
BIrOCTPOKOBUI/HE
JIOLIBHO
BpPaxoOBYyBaTH)

3axo/u, 110 CIIPSMOBaHI Ha
BpaxyBaHHS
pexomMeHAaniit/O0rpyHTyBaHHS 11010
HEJIOUUTFHOCTI BIPOBAKCHHS
peKOMEH a1

TepMiHU BIPOBAIKEHHS

3aX0/11B/BIAIIOBITAJIbHI 0COOU

3aranbHi pekoMmenanii EkcnieptHoi rpynu Ta ['any3eBoi ekcniepTHO1 paau (1o kadeapi, ramysi, IHCTUTYTY, YHIBEPCUTETY)

[lepernssHyTy B HACTYMHIA penakiii

_ JloBrocrpokosui OnoBnennss y  OIIIl  mepeniky | [lepion yacy g0 HacTymHOi

OHII . fiepeliK ?aTBepﬂ}KeHm% 3aTBEPIPKEHUX npodeciitanx | akpenurarii OIL
MpoeciifHnX ~ CTaHAapTiB B cdepi cTaHmapTiB B cdepl KiOepbOesneku Bi - . oIl
KibepOesneku BiJIMOBITHO o pimmoBiHo 10 HAOHATBHOTO AHOBIAATILHL. rapatT UL
HanionarnsHoro knacuikaropa knacudikatopa mpodeciit  Ykpainu
npodeciii Ykpainu JIK 003:2010. TIK 003:2010.

Posrmsinyro Ha 3acimanHi kadeapw,

npotokoia Ne 12 Big 14.03.2025p.
Iocunutu HF)iH(I?OpMOBaHiCTB CTlef?HTi'B JloBrocrpokoBuit TIpOBE/ICHHS OMTUTYBAHHD CCPEN ITepion qag}l JI0 HACTYITHOL
mogo BHYTPILIHIX IPOLEAYp OpraHizamnil CTY/IEHTIB MO0 BHYTPIMIHIX akpeauTanii OII.
OCBITHBOTO HPOLECY. IpoLeLyp OpraHizalii OCBiTHHOTO BinnosinanbHi: 3aBigyBad
PexomeH10BaHO MEPETISAHYTH Ta poIIeCy. kadenpu Kb, Buknanagi
OHOBHUTH JIITEpaTypy B criiadycax Ileperns Ta OHOBIEHHS JliTepaTypu B | Kadeapw.
OCBITHIX KOMITOHEHTIB. cuiadycax OCBITHIX KOMIIOHCHTIB.

PosrmsinyTo Ha 3acimanHi kadeapu,

npotokoi Ne 12 Bix 14.03.2025p.
Buxopucranus ki0epnoirony amis JloBroctpokoBuii 3anmyudenHs (axiBuiB 3 kibepoesneku | [lepion wacy 10 HacTymHOI

O3HailoMIIeHHs 37100yBayiB 3 HOTo
MO>KJIMBOCTSIMU

Ta 3aXUCTy iH(OpMAaIIil peryaspHO
OpaTu yyacTh y HaBUaHHI Ta

axkpemuTaiii OII1.
BianosigansHi: rapant Oll,
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TpeHyBaHHi Ha KiGepIoiroHi.
PosrisiHyTO Ha 3acijiaHHi Kadenpu,
npotokoia Ne 12 Bix 14.03.2025p.

3aBinyBau kapeapu Kb.

3a0e3neuyBaTy OCTiHHE OHOBJICHHSA
indopmariii o0 BCiX aCIEKTiB
nposapkenHs OINIT Ha caiiti kadeapu.

JloBrocrpokoBuit

[HbopMmalii 11010 BCiX acNeKTiB
npoBaxenns OIIII mocriitHo
OHOBJIIOETHCS Ha caifTi kadeapu.
Po3srasHyTo Ha 3aciianHi kadenpu,
nporokon Ne 12 Bix 14.03.2025p.

INepiox yacy 10 HACTYIHOI
akpeauraii OIL.

BianosiganbHi: rapant OIL.

JIupeKkTop HaBYaJIbHO-HAYKOBOI'O 1HCTHTYTY

KOMII FOTEPHHX HayK Ta iH(GOpMallifiHUX TEXHOJIOT 1}

["apaHT OCBITHBOI IpOrpaMu

(¥

/r’

O
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Muxaiino 'O JIEBCEKUN

Cepriiit EBCEEB
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