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E€EBCEEB Ceprin lNeTpoBuy

serhii.yevseiev@khpi.edu.ua
[lokTop TeXHIYHMX HayK, npodecop, 3aBigyBad kadenpu kibepbeaneku
HTY «XMl».

JTaypeat HauioHanbHOT npemil imeHi Bopuca MNaToHa.

KinbkicTb HaykoBux ny6nikauii: noHag 351, 3 HUX NATEHTIB Ha KOPMUCHY
Mogenb 44, 11 moHorpacdin, 3 skux 10 KONEeKTUBHMX MoHorpadin, 31
HaBYanbHUM NOCIOHUK, 3 skux 4 3 rpudom MiHicTepcTBa OCBITM | Haykn
YKkpaiHn, 149 cTtaTTen y 3aKOpAOHHUX BMAAHHAX Ta paxoBuX BUOAHHAX
YKkpaiHu, 3 HUX 61 y HaykoMeTpuuyHin 6asi Scopus. [@paHT OCBITHbLO-
npodecinHol nporpamun "Kibepbeaneka" nepLuoro (6akanaBpCbKOro) piBHA
BuWOl ocBiTU. lMpoBigHUM nekTop 3 AucuunniH: MaTtemaTuyHi OCHOBWU
kpuntonorii, Komn'toTepHi mepexi, OcHoBu KpuntorpadivyHOro 3axucTy,
MeTtoan kpuntoaHanidy, OcHoBu kibepbesnekn, CyyacHi npobnemm
nocTkBaHToOBOI Kpuntorpadii, OcHoBM HaykoBuX JocnigXeHb, Lindposa
KpumiHanictmka, ETnyHMM xakiHr y CcTydeHTiB GakanaBpiata Ta
marictpaTtypu, MeTogonoris HaykoBOI Ta NegarorivyHoi SisiNbHOCTI B Haykax
Kibep3axucTy ans acnipaHTiB.

JeTanbHille npo Buknagada Ha cauti kadeapu
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MINNEBCbKWUWU Ctanicnas Banepinosuy
stanislav.milevskyi@khpi.edu.ua

[OoKTOp TEXHIYHMX HayK, AOLEHT, npodeccop kadeapu kibepbesnekn HTY
«XMI».

ABTOp noHag 100 HaykoBMX Ta HaBYalibHO-METOAUYHWX npaub. [apaHT
OCBITHbO-HaykoBol nporpamun «Kibepbesneka» Apyroro (mMarictepcbkoro)
piBHS Buwoi oceiTu. [lpoBigHu nektop 3 Aaucumnnin:  «OcHoBuM
MaTemMaTUYHOrO MOAENBaHHA cucteM 6esnekn», «OCHOBM MaLUMHHOrO
HaBYaHHA Ons  kibepbesneku», «AHMMiiCbka MOBa B akageMiYHUX
3acTocyHkax», «MoaentoBaHHs KibepdisndHux gin», «Matematnyni mogeni
ynpaeniHHA IT-npoektamn» y CTydeHTiB Gakanaspiata Ta marictpaTypwm,
«MogentoBaHHA mexaHi3miB kibepbesnekn», «MaTtemaTnyHi meTogu, mogeni
Ta iHpopMaULiHi TEXHOMOTIT Yy HAYKOBUX AOCHIAXEHHAX» Y acnipaHTiB .

JeTanbHille Npo BuKkNagada Ha cauti kadeapu

MOrACIN Ceprin CeprinioBuy

Serhii.Pohasii@khpi.edu.ua
[OKTOp TEXHIYHNX HaYK, AOLEHT, npodeccop kadeapu kibepbesnekm HTY
«XIM».

KinbkicTb HaykoBMx nybnikauin: noHag 95, 3 HUX NaTeHTIB Ha KOPUCHY MOAenNb
2, 6 MoHorpadin, 3 AKMX 4 KONMEKTUBHWX MoOHorpaddi, 4 HaBYanbHUX
nociBHuKiB, 3 AKkunx 4 3 rpudoom MiHicTepcTBa OCBITY | Haykn YKpaiHu, 65 cTaTTi
Yy 3aKOPAOHHUX BUOAHHAX Ta paxoBWUX BUAAHHAX YKpaiHW, 3 HUX 11 vy
HaykOMeTpu4Hin 6as3i Scopus. [@paHT OCBITHbO-HayoOBOI Mporpamu
«Kibepbesneka» TpeTbOro (AOKTOP dinocodii) piBHS BULLLOT OCBITU, NPOBIAHWI
NekTop 3 AuCUMMAiH: «AHanorosi Ta UUMPOBI eneKkTPOHHI MNPUCTPOI»,
«lHTepHeT peuel Ta cepsiciB», «beaneka xmapHUx TexHonorin», «OcHoBK
nobyaoBM Ta 3axMCTy CydacHUX onepauinHux cuctem», «MopgentoBaHHS
CUCTEM KPUTUYHOI iHGpaACcTpyKkTypu», «OcHOBM nobygooBun Ta 3axucTy
MIKpOMpoLeCOpHNX cuctem», «beaneka cmapT-TexHOMOrin Ta IHTepHeT-
peden», «lHopmauiiHO-KOMYHiKaLUiHIi cucTtemn y cdepi HauioHanbHOI
Oesnekn» y cTygeHTiB OakanaBpiata Ta marictpaTypu, «lHopmauinHa
6e3neka xMapHUX cepBiciB», «Cy4acHi MeToam 3axmcTy couio-kibepdisnyHnx
cucteMy, «MogentoBaHHst MexaHi3miB Kibepbeanekm» Ansa acnipaHTis.
[eTanbHille npo BYkNagaya Ha canTi kadeapu

KOPOIJ1b Onbra NpuropiBHa

olha.korol@khpi.edu.ua
KaHOnOaT TEXHIYHUX HayK, OoUEeHT kadenpm kibepbeanekn HTY «XII».

KinbkicTe HaykoBux nybnikauii: noHag 175, 3 AkMx 19 HaB4anbHMX
nocibHukiB, 74 CTaTTi Yy 3aKOPAOHHUX BUAAHHAX Ta (haxoBUX BUOAHHAX
YKpaiHu, 18 naTeHTiB Ha KOPUCHY MoAenNb, 9 Y HAyKOMEeTpUYHI 6asi Scopus,
| rapaHT  OCBITHbO-NpodeciiHoi  nporpamn  «Kibepbesneka»  Opyroro
(marictepcbkoro) piBHs BuMLWOI OCBITW. [NpoBigHMI NeKTop 3 AUCUMMIH:
«MeHepxMeHT  iHopmauinHOi  ©e3neku», «HauioHanbHa  6e3neka
aepxasun» , «lHdopmauiviHa 6e3neka gepxaBw», «KOMMNNEKCHWU TPEHIHT
«besneka Beb6-3acTOCyHKiB»», y CTyAeHTIB 6akanaBpiaTa Ta Marictpatypu.

[eTanbHille npo BukNagaya Ha canTi kadeapu

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

Amecmauis (nybnidHul 3axucm keanighikayitiHoi pobomu) «Xapkiscexuit moairexuiTmit iHCTUTYT>
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3aranbHa iHcphopmauin

AHoTauin

ATecTauiqa € 3aKniYHMM eTanom NigrotToskn 3g4obysadiB Apyroro (MarictTepCbKoro) piBHSA BULLOT OCBITH
3a OCBiITHbO-HayKoBOt nporpamoto «Kibepbesnekar.

dopmoto aTtecTaudii 3gobyBaviB gpyroro (MaricTepcbKoro) piBHS BULLOI OCBITU OCBITHLOI Nporpamu
«Kibepbesneka» € kBanigikauinHa podoTa. 3micT kBanidikauinHoi poboTu Bignosigae CtangapTy BULWOIT
OCBITW 3a cneuianbHicTio F5 Kibepbesneka Ta 3axuct iHopmadil.

MeTa Ta uini gucumnniHu

MeToto npoBeaeHHS aTecTauii €:

- NOrNMbneHHs, 3aKpinneHHs Ta nepeBipka KOMNETEHTHOCTEN Ta pe3ynbTaTiB HaBYaHHS, Lo Bynu
3acBOeHi 30obyBayvem nig Yac HaBYaHHS 3a OCBITHBO- HAyKOBOK nporpamoto «Kibepbeaneka» gpyroro
(MaricTepcbKoro) piBHsi BULLIOT OCBITH;

- OLiHIOBaHHS piBHA COOPMOBAHOCTI KOMNETEHTHOCTEN BUMYCKHUKIB, NepeabavyeHnx BianoBigHUM
piBHEM HaLioHanNbHOI paMku KBanidikauin i 0CBiTHLO- HaykoBOK nporpamoto «Kibepbesneka» gpyroro
(MaricTepcbKoro) pisHs BULLOT OCBITY 40 BUMOr CTaHOapTy BULLLOT OCBITK.

dopmar 3aHATb

CamocrTinHa poboTa, KoHCynbTaLil, iHauBiayansHe 3aBOaHHS.
MigcymkoBuin  KOHTpOnb: aTecTauia y dopmi nybniyHoro 3axucTy Ha BIOKPUTOMY 3acigaHHi
ek3amMeHaLiHOT KOMICIl.

KomneTeHTHOCTI

IK. 3gaTHicTb 0cobu po3B’a3yBaTu 3agadi 4OCNiAHMLBKOro Ta/abo iHHOBaUIMHOrO Xapakrepy y cdepi
iHdopMmauirnHoi 6e3nekun Ta/abo kibepbeaneku.

K3-1. 3gaTtHicTb 3acTOCOBYBaTH 3HAHHA Y MPAKTUYHUX CUTYyaLiaX.

K3-2. 3gaTtHicTb NnpoBOAUTU AOCTIOKEHHS Ha BiONOBIGHOMY PIBHi.

K3-3. 3gaTtHicTb O abCTpakTHOrO MUCIEHHS, aHani3y Ta CUHTE3Y.

K3-4. 3gaTHicTb ouiHoBaTK Ta 3abe3nedyBaTti SKiICTb BUKOHYBaHNX POBIT.

K3-5. 3gaTHicTb cninkyBaT1cs 3 npeacTaBHUKaMU iHLINX NpodeCiHNX rpyn Pi3HOro PiBHSA (3 ekcnepTamu
3 iHLWMX rany3en 3HaHb / BUAiB EKOHOMIYHOI OisiNbHOCTI).

K®d1. 3gaTtHicTb 06r'pyHTOBaHO 3aCTOCOBYBATH, iHTErpyBaTh, po3pobnaTn Ta yAoCKOHaNBaTh Cy4acHi
iH(bopmauinHi  TexHonorii, gi3ndHi Ta MaTemMaTuyHi Mofeni, a TaKoX TEeXHONOril CTBOPEHHs Ta
BMKOPWUCTAHHS NPWUKNAAHOro i creuiani3oBaHOro MporpamHoOro 3abe3neyeHHss Ans BUPILLEHHS
npodeciviHmx 3agay y cgepi iHpopmauinHoi 6e3nekn Ta/abo kibepbesneku.

Kd2. 3pgaTHicTb po3pobnsaTy, BNpoBagKyBaTM Ta aHanisyBatm HOPMaTUBHI JOKYMEHTU, MOMOXEHHS,
IHCTPYKLU,ii 1 BUMOIM TEXHIYHOMO Ta OpraHi3aLiiHOro CNpsSMyBaHHS, a TakoX IHTErpyBaTu, aHanisyBaTty i
BUKOPUCTOBYBATM KpaLLi CBITOBI NpakTUKKW, CTaHA4apTWN Y NpodeCinHiln AisnbHOCTI B cdpepi iHdhopMaLinHoT
6e3nekun Ta/abo kibepbesneku.

K®3. 3gaTtHicTb gocnigkysaTtu, po3pobnatu i cynpoBoaKyBaTu MeToau Ta 3acobu iHdopmauinHol
Besnekn Ta/abo kibepbesnekun Ha 06’ekTax iHpOpPMaLiINHOI AiSNbHOCTI Ta KPUTUYHOT iHCbpacTpyKTypu.
Kd4. 3gaTHicTe aHanisyBath, po3pobnsatn i CynpoBOgKyBaTM CUCTEMY YNPaBAliHHA iHOPMALINHOW
Oesnekolo Ta/abo kibepbesnekoto opraHisadii, dopmMyBaT CTpaTerito i NoniTMkM iHopmauiiHoI
6e3neku 3 ypaxyBaHHAM BITYUIHSAHMX | MDKHAPOAHWUX CTaHOAPTIB Ta BUMOT.

K®5. 3paTHiCTe [0  [OOCNIMKEHHH, CUCTEMHOro aHanidy Ta 3abesneyeHHs 6e3nepepBHOCTI
OisHec/onepauinHnX NpoueciB 3 METOK BU3HAYEHHS BPa3fMBOCTEN iHOPMAUIMHMX CUCTEM Ta
pecypciB, aHanisy puaukis Ta BU3HaA4YeHHS OLHKM TX BNNWBY Y Bi4NOBIOHOCTI 4O BCTAHOBMEHOI cTpaTerii
i noniTukK iHpopmauinHoi 6e3nekn Ta/abo kibepbesnekn opraHisadii.

K®6. 3pgaTHicTb aHanisyBaTu, KOHTpoONtoBaTK Ta 3abe3nedyBatv CMCTEMY YNpaBfiHHA AOCTYNOM A0
iHdopMaLiMHMX pecypciB 3rigHO BCTAHOBMEHOI cTpaTerii i noniTukn iHdopmauinHoi 6e3nekn ta/abo
Kibepbesneku opraHisadii.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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K®7. 3partHicTe gocnigxkyBaTtv, po3pobnsaTv Ta BApoBagXyBaTW MeTogu i 3axogu npoTtuail
KibepiHUngeHTam, 34iNcHIOBaTU Mpouedypu ynpaefiHHS, KOHTPOMIO Ta po3chifyBaHHS, a TakoX
HagaBaTu pekoMeHaauii Woao nonepemkeHHs Ta aHanisy KibepiHUMaeHTIB B Linomy.

K®8. 3paTHicTb gocnigxyBaTin, po3pobnaTti, BNpoBagKyBaTn Ta CynpoBOLKYBATU MeToaM i 3acobum
KpuntorpadiyHoro Ta TexXHIYHOro 3axucty iHdopmauil Ha ob’ekTax iHopMaUiMHOT OiAnNbHOCTI Ta
KPUTUYHOI IHPpacTpyKTypu, B iHDOPMaLiMHUX CUCTEMAX, @ TaKoX 30aTHICTb OUiHIOBaTU e(PEeKTUBHICTb
X BMKOPWUCTaHHS, 3rigHO BCTAHOBMIEHOI CcTpaTerii i nonitukn iHopmauinHoi Ge3nekn Ta/abo
Kibepbesneku opraHisadii.

K®9. 3paTtHicTb aHanisyBatu, po3pobnatv i CynpoBOAXyBaTW CUCTEMY ayauTy Ta MOHITOPUHrY
€eKTUBHOCTI OYHKLIOHYBaHHS iHpOpMaLIMHUX CUCTEM | TexHonorin, BisHec/onepauinHnx npouecis B
ranysi iHpopmauiiHoi 6e3nekn Ta/abo kibepbeanekn opraHisadii B Linomy.

K®10. 3gaTHicTe NpoBaaMTM HAyKoOBO-NMeAaroriyHy AisnbHICTb, NNTaHyBaTU HAaBYaHHS, KOHTPOSOBATH |
CynpoBOAKyBaTM pobBOTYy 3 MNEepcoHanioMm, a TaKoX npuiaMatv eqeKTUBHI PIilleHHs 3 nuTaHb
iHdbopMauirnHoi 6e3nekmn Ta/abo kibepbeaneku.

Kd11. 3gaTHicTb 3aincHIOBaT HayKoOBI Ta/abo NpuknagHi 4OCNiAKeHHS y rany3i iHpopmauiHoi 6esneku
Ta/abo kibepbe3nekn i3 3aCTOCYyBaHHAM CY4YaCHUX EKCMEPUMEHTAsIbHUX i TEOpPeTUYHUX METOoAiB
MoJentoBaHHSA npouecis, opMyBaTh HAyKOBO-TEXHIYHY 3BITHICTb.

Pe3ynbTaTtn HaBYaHHSA

PH1. BinbHO cnifnkyBaTUCb AEP>KaBHOIO Ta IHO3EMHOK MOBaMM, YCHO i NMCbMOBO AN NpeaCTaBfIEHHS i
06roBOpeHHs pesynbTaTiB JOCNiQKeHb Ta iHHOBaUN, 3ab6e3neyeHHs 6isHec\onepauiiHux npouecis Ta
nuTaHb NPodecinHOI AisNbHOCTI B ranyai iHopmMadinHoi 6e3nekn Ta/abo kibepbeaneku.

PH2. IHTerpyBatn dyHAameHTanbHi Ta cneuianbHi 3HaHHSA ON1S PO3B’A3yBaHHA CKNagHWX 3ajad
iHdopMmauinHoi 6e3nekun Ta/abo kibepbesnekn y LWMpoknx abo MynbTUONCLNMANIHAPHUX KOHTEKCTaXx.
PH3. MpoeaanTn gocnigHnubKy Ta/abo iHHOoBaUiiHY gisnbHICTE B cdepi iHdopMauiiHoi 6e3nekn Ta/abo
Kibepbesnekn, a Takox B chepi TEXHIYHOrO Ta KpunTorpadgivyHoro 3axmucty iHopmadii y kibepnpocTopi.
PH4. 3actocoByBaTtu, iHTerpyBaty, po3pobnsTh, BNpoOBagXyBaTW Ta YOOCKOHasoBaTU Cy4acHi
iHdopMaUinHi TexHonoril, Pi3nyHi Ta MatemaTuyHi MeToau i mogeni B cdepi iHpopmauinHoi 6e3nekn
Ta/abo kibepbesneku.

PH5. KpnTnyHo ocmumcnoBaTt npobnemu iHdbopmauiiHoi 6e3nekun Ta/abo kibepbesnekn, y ToOMy Ymnchi
Ha MikranyseBomMy Ta MixgucuunniHapHOMY piBHi, 30KpemMa Ha OCHOBI PO3YMiHHS HOBUX pe3yrnbTaTiB
iHXXeHepHUX i (PisnKo-MaTemMaTUYHMUX HayK, @ TaKOX PO3BUTKY TEXHOSONi CTBOPEHHS Ta BUKOPUCTAHHS
cneuianizoBaHOro NporpamMHoro 3abesneyeHHsl.

PH6. AHanisyBaTu Ta OLiHIOBaATK 3aXULLIEHICTL CUCTEM, KOMIMITEKCIB Ta 3acobiB Kibep3axmncTy, TEXHONOoril
CTBOPEHHS Ta BUKOPUCTAHHSA CneLianisoBaHoro NnporpamHoro 3abesneyvyeHHs.

PH7. O6rpyHTOBYyBaTM BMKOPUCTAHHS, BNPOBagXXyBaTW Ta aHanidyBaTW Kpalli CBIiTOBIi CTaHAapTw,
NPaKkTUKM 3 METOK PO3B’A3aHHs CKnagHux 3agadv npodecinHol AianbHOCTI B ranysi iHdpopmauinHoi
Oesnekn Ta/abo kibepbesneku.

PH8. HocnimpkyBatn, po3pobndatn i cynpoBO4KyBaTM CMCTEMM Ta 3acobu iHpopmauinHoi 6e3neku
Ta/abo kibepbe3nekn Ha 06’ekTax iHOPMaLIMHOT AIANBHOCTI Ta KPUTUYHOT IHPPaACTPYKTYpU.

PH9. AHanisyBaTtu, po3pobnsaTtu i cynpoBO4XyBaTU CUCTEMY YMpaBMiHHA iHpopmauiiHo Ge3nekoro
Ta/abo kibepbe3nekoto opraHizauii Ha 6asi ctpaTteril i noniTukKM iHpopmauinHoi 6eanekn.

PH10. 3abe3neuvyBatn 6e3nepepBHicTb Gi3HEC/onepauiiH1X MPOLIECIB, a TAKOX BUABMSATW YPasfnBOCTI
iHdopMaUiHMX CUCTEM Ta pecypciB, aHanidyBaTu Ta OLiHIOBATK pU3NKM Ans iHpopMauinHoi 6e3neku
Ta/abo kibepbeanekun opraHisadii.

PH11. AwnanisyBaTw, KOHTponioBatu Ta 3abesnedyyBatn edekTuBHE (PYHKUIOHYBaAHHA CUCTEMMU
ynpaBfiHHA 4OCTYNoM 40 iHhopmaLiiHMX pecypciB BignoBigHO 40 BCTAHOBIIEHUX CTpATErii i MONiTUKA
iHdopMmauinHoi 6e3neku Ta/abo kibepbeanekn opraHisadii.

PH12. OocnigxyBatu, po3pobnstiu Ta BNpoBagXyBaTu MeTOAM i 3axoan npotuaii kibepiHumMaeHTam,
34incHIOBaTU Npoueaypu ynpasniHHS, KOHTPONIO Ta po3chifyBaHHS, a TakoX HafgaBaTu pekoMeHaauii
Loao nonepeaXeHHs Ta aHanisy KibepiHUMAEHTIB B Linomy.

PH13. [Hocnigxysatn, po3pobnaTth, BnNpoBagKyBaTuW Ta BMKOPUCTOBYBATM  MeTOoAM Ta 3acobwu
KpuntorpadiyHoro Ta TEXHIYHOro 3axucTy iHdopmauii 6i3Hec/onepauiiHMx MNpoueciB, a TakoX
aHanisyBaTu i HagaBaTu OLIHKY €PEKTMBHOCTI iX BUKOPUCTAHHSA B iIH(DOpMaLiiHMX CUCTeMax, Ha 06’ ekTax
iHdbopMaLiMHOT JiSANTbHOCTI Ta KPUTUYHOT iHPaCTPYKTYpPW.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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PH14. AHanizyBaTtu, po3pobnaTi i CynpoBOAXXYyBaTU CUCTEMY ayaAUTY Ta MOHITOPUHIY e(eKTUBHOCTI
YHKLiIOHYBaHHA iHpOpMALIHMUX CUCTEM | TexHosorin, ©GidHec\onepauinHux npoueciB y cdepi
iHdopMmauirnHoi Ta\abo kibepbe3neku B Liniomy.

PH15. 3po3ymino i He4BO3HAYHO JOHOCUTM BriaCHi BUCHOBKM 3 Npobnem iHbopmauiiHoi 6e3nekun Ta/abo
Kibepbesneku, a TakoXX 3HaHHA Ta NOSICHEHHS, LLO X 0Br'pYHTOBYIOTE 0 NepcoHany, napTHepIB Ta iHWKnX
ocib.

PH16. MpuimaTn o6rpyHTOBaHI pillEHHSI 3 OpraHi3auifnHO-TEXHIYHUX NUTaHb iHpopmaLinHOi 6e3neku
Ta/abo kibepbesnekn y cknagHux i HenepegbadyBaHMX YMOBaX, Y TOMY 4YMCAi i3 3aCTOCyBaHHAM
Cy4acHMX MeTogiB Ta 3acobiB ONTUMI3aLii, NPOrHO3yBaHHA Ta NPUNHATTSA PiLlEHb.

PH17. MaTtn HaBMYKM aBTOHOMHOIO | CAaMOCTIMHOIo HaBYaHHSA y chepi iHdhopmauinHoi 6eanekn Ta/abo
Kibepbesnekun i BOTUYHMX rany3en 3HaHb, aHari3yBaTu BNacHi OCBITHI NOTpebun Ta 06’EKTUBHO OLiHIOBATK
pe3ynbTaTu HaBYaHHS.

PH18. MNnaHyBaTn HaBYaHHS, a TaKOX CYMNpPOBOAXKYBaTM Ta KOHTPONOBaTM pobOTy 3 nepcoHanom y
Hanpsamy iHdhopmauinHoi 6e3nekun Ta/abo kibepbeaneku.

PH19. O6upaTtn, aHanisysaty i po3pobnsatv npuaaTHi TUMOBI  aHamniTUYHI, PO3pPaxyHKOBI Ta
eKkcnepuMeHTanbHi MeToau Kibep3axucty, po3pobnatuy, peanizoByBaTu Ta CynpoBOLKYBaTU MPOEKTU 3
3axucTy iHpopMalii y KibepnpocTopi, iHHOBaLMHOI OisiNTbHOCTI Ta 3aXUCTY iHTENEKTYyarbHOI BIIACHOCTI.
PH20. CtaButn Ta BupillyBaTh cKnagHi iHXeHepHO-NpuknagHi Ta HaykoBi 3agadi iHopMauinHoT
Besnekn Ta/abo kibepbesnekn 3 ypaxyBaHHAM BUMOT BiTYM3HAHUX Ta CBITOBUX CTaHOAPTIB Ta KpaLymx
NpakTuK.

PH21. BukopuctoByBaTU METOAM HATYPHOro, Qi3N4HOro i KOMM'IOTEPHOro MOAEentoBaHHS ang
AOCTiAXEeHHSA NPOLECIB, sIKi CTOCYHOTbCA iHhopMaLinHoi 6e3nekn Ta/abo kibepbeaneku.

PH22. MnaHyBaTn Ta BUKOHYBATW EKCNEpPUMEHTarbHI | TEOPETUYHI AOCHIIKEHHS, BUCYBaTH i NepeBipaTu
rinoteaun, obmvpatu Ansa uboro NpuaaTtHi METOAM Ta IHCTPYMEHTW, 34INCHIOBATM CTaTUCTUYHY 0BPOBKY
OaHuX, OUiHIOBaTN AOCTOBIPHICTb pe3ynbTaTiB 4OCMigKEHb, apryMeHTyBaT BUCHOBKMU.

PH23. O6rpyHTOBYBaTU BUBIp NpOrpaMHOro 3abesneyeHHs, ycTaTKyBaHHS Ta IHCTPYMEHTIB, iHKEHEPHNX
TEXHOMOriM i MpoueciB, a TakoX OOMexeHb LoA40 HUX B ranysi iHpopmauinHoi 6e3nekn Ta/abo
Kibepbesnekn Ha OCHOBI Cy4aCHUX 3HaHb Y CYMDKHUX ranyssix, HayKoBOI, TEXHIYHOI Ta O0BiOKOBOI
niTepaTtypv Ta iHLWOI AOCTYNHOI iHopmaLlil.

PH24. MNnaHyBaTn Ta BUKOHYBAaTW HAYKOBI Ta NpUKNaaHi gocnimkeHHs y cdepi iHpopmauinHoi 6e3nekn
Ta/abo kibepbesnekn i3 3aCTOCyBaHHSAM CY4YaCHUX TEXHOJIOTiN, eKCNepuMeEHTanbHUX i TEOPETUYHMX
MeToAiB i Moaenen Teopii NPUAHATTS pilleHb, CUCTEMHOO aHanidy, onTuUMiI3aLii npoLecis, MaTeMaTUYHOI
CTaTUCTUKN.

PH25. OuiHioBaT edeKTUBHICTb Ta NPaKTU4YHY LUiHHICTb pe3ynbTaTiB HAyKOBUX i MPaKTUYHUX
JocnigXeHb Ta iHHoBAaLiN.

O6car gucumnniHm

BukoHaHHs kBanidikauiiHoi poboTu:

3aranbHui obesr - 210 rog,. (7 kpeguTis ECTS): camocTiiHa poboTta - 210 rog.
3axucT kBanidikauinHoi poboTu:

3aranbHuin obcsar - 120 roa. (4 kpeantn ECTS): camocTiiHa pob6oTa - 120 rog.

NMepeaymMoBu BUBYEHHA AUCUUNNiHU (MPEepPEKBI3UTK)

Ona ycniwHoi atectauii HeobxigHUM € HabyTTsa KOMNETEHTHOCTEN i NporpaMHMX pesynbTaTiB 3i BCiX
nonepeaHix OCBITHIX KOMMOHEHTIB OCBITHbO-HAYKOBOI Nporpamu Ta yCnillHOro NPOXOAXEHHS HayKOBO-
O0CnigHMLBKOT NPaKTUKK.

Bumoru o oCcBiTHLOro KOMMOHEHTa Ta NOro oco6NmMBOCTi

Mpouec HaB4YaHHSA NO 4aHOMY OCBITHBOMY KOMMNOHEHTY nepeabayvae caMmocTiiHy poboTy Ta NpoBeaeHHS
KOHCYIbTaUin.

ATecTallis BKIoYae Kifilbka OCHOBHUX KOMMOHEHTIB:

1. BaxucTt kBanigikauiiHoi Marictepcbkoi poboTu - MaricTpaHTM NPe3eHTYTb CBOI  HaYyKOBI
OOCNiAKEHHs, NpoBefeHi B pamkax Mmarictepcbkoi pobotn. KeanigikauinHa pobGoTa NOBUHHA
OEeMOHCTpyBaTW 34aTHICTb CTyAEeHTa 34INCHIOBATM HAyKOBO-AOCHIOHULbLKY LisiNbHICTb, aHanidyBaTtu
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cy4acHi kibep3arpoaun Ta NponoHyBaTh ePeKTUBHI pilleHHs ANnd IXHbOI HenTpanisauii. TemaTuka po6oTu
Mae BignoBigaTW akTyaslbHMM BUKNUKam y cdepi kibepbesneku, BkNovaym 3axuct iHopmMauinHnx
CUCTEM, aHari3 3arpos, po3pooky KpuntorpadivyHuX pilleHb, NOMiTUKM 6Ee3NEKN TOLLLO.

2. OuiHka 3HaHb Yy ranysi kibepbesneks - CTy4eHTU MNOBMHHI MNPOAEMOHCTPYBATU BONOAIHHA
TEOPEeTUYHUMM 3HAHHSIMU 3 OCHOB Kibepbesneku, CydacHNX TEXHOMOTIN 3axX1CTy iHdopMaLlii, MepexxeBoi
6e3neku, kKpuntorpadii Ta NpaBoBUX acnekTiB Kibep3axucty. OuiHka BigbyBaeTbCsa y popMi TMCbLMOBOIoO
icnuty abo cnisbecian 3 KoMicieto.

3. MNpakTnyHa OeMOHCTpaLis HaBUYOK - y AEAKMX BUMagKax aTecTauis MOXe BKMYaTU NPaKTUYHI
3aBAaHHS, NOB'sA3aHi 3 PO3pOOKOI0 pilLeHb A58 3aXUCTy iIHPOpMaLiiHUX CUCTEM, MPOBEAEHHAM aHani3y
BpasNMBOCTEN, HanawTyBaHHSM CUCTEM MOHITOPUHIY Ta pearyBaHHA Ha iHUumaeHTwu. Lle possonse
OLiHNTW 30aTHICTb CTYAEHTIB 3aCTOCOBYBATW CBOI 3HAHHS HA NPAKTUL.

ATecTalliiHa KOMicisi OLiHIO€E:

PiBeHb TeopeTnYHNX 3HaHb y cdepi kibepbesneku.

AkicTb NpOBEeAEHOro HayKOBOro AOCHIAXEHHS Ta NOro BiAMNOBIOHICTb Cy4aCHUM BUKINUKaM.

34aTHICTb CTyAeHTIB BUpILLYBaTW peanbHi 3aBAaHHA Y cepi 3axXucTy iHpopMaLinHNX CUCTEM.
OpuriHanbHICTb Ta HOBM3HY 3aNpOMNOHOBaHMX PillEHb.

Mpn camocTinHin poboTi CTyAEHT MOBUHEH PO3rNsHYTU TEMW PEKOMEHAOBaHMX kadeapor po3ainie
kBanicgikauiiHoi po60TK 3 BUKOPUCTAHHAM OCHOBHOI niTepaTtypu, WO 3a3HavyeHa B curnabyci, a Takox
[00aTKOBOI NiTepaTypu, peKOMeHA0BaHOI KepiBHUKOM KBanidikauinHoT poboTu, NOBTOPUTU MaTtepian
nonepeHix KypciB, SKUN BUKOPWUCTOBYETLCS NPW BUKOHAHHI KBanidgikauinHol poboTu, nigrotysaTu
NOSICHIOBAsIbHY 3anuncKy. TEeKCT NOACHIOBanNbHOI 3aNnCKN NEPEBIPSETLCS Ha Nnariat Ta Ha BignoBigHICTb
AilYM HopMaMm Ta ctaHgapTam. Ha keanicdikauiviHy poboTy HagaeTbCa peueHsis Bigd NpU3HaYeHoro
Kadegpot peueHseHTa. KeanidikauiiHa pobGoTa ONpUMOAHIOETBCA B €NEeKTPOHHOMY penosutapii
Gibniotekn HTY "XII".

lNMporpama ocBiTHLOro KOMNOHEHTa

ATecTauisi - ue BCTaHOBMNEHHS BigNoBIAHOCTI 3aCBOEHMX 3000yBavamMm OKPEMOTO PiBHSI OCBITU Ta 0bcsry
3HaHb, YMiHb, HABMYOK, KOMMNETEHTHOCTEN BUMOram CTaH4apTiB BULLLOT OCBITW.

Mepenik HanpsiMiB poboTu:

Tematuka 1. Cy4acHi npouecu OOCNiOXEHHS, aHani3y, CTBOPEHHsI Ta 3abe3neyeHHs PYHKUIOHYBaHHS
iHdopMaUiHMX CUCTEM | TEXHOIOTIN, iHWNX Gi3Hec-onepauinHnx npoueciB Ha 06’ekTax iHpopmauiiHoI
AiSANbHOCTI Ta KPUTUYHKX iHPPACTPYKTYp, cdhepu iHdopmauiiHoi 6e3nekn Ta/abo kibepbesneku.
Tematuka 2. [HopMaLinHi cuctemun (iHbopMaLUiNHO-KOMYHiKaLivHi, iHbopMaLiiHO-TeNneKkoMyHikawilnHi,
aBTOMAaTU30BaHi) Ta TEXHOMOTil.

Tematuka 3. IHdpacTpykTypa 06’exTiB iHpOpMaLiiHOI isNbHOCTI Ta KPUTUYHUX iIHDPaCTPYKTYP.
TemaTtunka 4. Cuctemm Ta KOMNSEKCH CTBOPEHHSI, 06pobku, nepeaadi, 36epiraHHs, 3HULLIEHHS, 3aXUCTY Ta
BigobpaxeHHs gaHux (iHdopMaLiiHUX NOTOKIB).

Temartuka 5. IHopmaUinHi pecypcu pisHUX Knacis (B T.4. AepKaBHi iHopmaLinHi pecypcu).

Temartuka 6. [MporpamHe Ta NporpamHo-anapaTtHe 3abe3neyeHHs (3acobu) kibep3axucTy.

Tematuka 7. Cuctemu ynpaerniHHs iHdbopMauinHoto 6e3nekoto Ta/abo kibepbesnekoto.

TemaTtuka 8. TexHonorii, MeToan, Mmoaeni Ta 3acobv iHpopmauinHoi 6e3nekn Ta/abo kibepbeaneku.
Tematuka 9. AHani3 Bpa3nuMBOCTEN | TECTYBaHHS Ha NPOHUKHEHHS (Penetration Testing).

Tematuka 10. Po3pobneHHsi cuctem BUsSIBNEHHA Ta 3anobiraHHst BTOprHeHb (IDS/IPS).

TemaTtuka 11. 3axumcT iHpopmauii B xMapHux obuncneHHsx (Cloud Security).

TemaTukal2. KpyntorpadivyHui 3axucT iHoopmalii Ta NOCTKBAHTOBI KPMMNTOCUCTEMM.

TemaTtuka 13 Cuctemm ynpaeniHHs iHdopmauiiHoto 6e3nekoto (ISMS).

Tematuka 14. 3abesneyeHHs KibepCTiMKOCTi KPUTUYHOI iIHdhOpMaUINHOT IHCppacTpyKTypW.

Tematuka 15. IHUMAEHT-MeHeKMEHT Ta undposa KpumiHanictuka (Digital Forensics).

TemaTtuka 16. besneka Be6-goaaTkiB i MOBINbHUX CUCTEM.

Tematuka 17. beaneka MepexeBuX TEXHOMONIN | NPOTOKONIB 3B’A3KY.

Tematuka 18. 3axucT nepcoHanbHUX AaHnX i KOHMIAEHUINHOT iHbopmauii.

TemaTtuka 19. LUTy4HUR iHTENEKT y cuctemax kibepsaxmcty
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Tematuka 20. ETUYHWUIA XaKWHT | coulianbHa iHXeHepist B KOHTEKCTi iHdbopmauinHoi 6e3neku.

YcniwHe NpoxomKeHHs aTtecTauii € nigTBepAXKeHHAM BMCOKOI KBasiikaLil BUNYCKHUKIB, L0 SO3BOIISE
M nNpeTeHayBaTu Ha nocaan B ranysi kibepbeanekn B pisHUX OopraHisauisix, KOMNaHisx Yn gepxaBHUX
CTPYKTypax.

NitepaTtypa, HaB4YanbHi maTtepianu Ta iHhopmMauinHi pecypcu
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