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[okTop TEXHIYHMX HayK, Npodyecop, 3aBigyBay kadeapu kibepbesnekn
HTY «XMl».

JTaypeat HauioHanbHOT npemil imeHi Bopuca MNaToHa.

KinbkicTe HaykoBux nybnikauin: noHag 351, 3 HMX NaTEHTIB Ha KOPUCHY
Mogenb 44, 11 moHorpadoin, 3 akmx 10 KOMEeKTMBHUX MOHorpadin, 31
HaBYanbHUI NOCIOHUK, 3 skux 4 3 rpudom MiHicTepcTBa OCBITM | Haykn
YkpaiHu, 149 ctatTen y 3aKOpAOHHMX BUAAHHSAX Ta (paxoBuxX BUOAHHAX
YkpaiHn, 3 HUX 61 Yy HayKOMeTpu4Hin 6asi Scopus, rapaHT OCBITHbO-
npodecinHoi nporpamu "Kibepbeaneka" nepLuoro (bakanaBpCbKOro) piBHA
BULLOT OCBITW.

JeTanbHille nNpo Buknagada Ha canti kadeapu

3aranbHa iHcpopmauin

AHoTauin

HaBuanbHa aucumnniHa "ETWUYHMI XakiHr" € BUOGIPKOBOK HaBYanbHOK AUCUMMNIHOK. BUBYEHHSA
ancumnniHnm  3abesneyvye OCOOMCTICHMIA | NPOECiHUA PO3BUTOK CTyAeHTa Ta ChnpsiMoBaHa Ha
dopmyBaHHA eheKTUBHOIO AOCAIAHMKA, 30aTHOrO 40 BUKOPUCTAHHA CydaCcHUX METOoAiB AOCHiOXKEHHS
KibepnpocTopy Ta nepegadi 3HaHb. B Kypci po3rnsgaeTbCst METOAOMOrISA TECTYBAHHA HA NMPOHUKHEHHSA
Ta il eTanu. Okpemo npugineHa ysara CTBOPEHHIO 3BiTiB Ha MPOHUKHEHHS, SIK OQHOMY i3 BaXXNMBUX eTanis
Npw 34iNCHEHHI OLIHKN 3aX1LLEeHOCTi iIHbopMaLiiHOT CUCTEMMN.
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MeTa Ta uwini amcumnniHmn

MigrotoBka chaxisuis, B obnacti iHdhopmMauinHoi 6e3nekun, a Takox haxiBuiB 3 ETUMHOMO XakiHry, Ha 6asi
OCBOEHHA NPUHUMNIB Ta MeToAiB 30opy uMdpoBOi iHpopmauil Ana SOCNIAKEHHA BpasfMBOCTEN
onepauinHnx cuctem Linux Ta Windows, npoBeAeHHs CTaTUYHOrO aHanisy BpasfMBOCTEN
iHdbopMaLiHMX CUCTEM, BUKOPUCTOBYIOUM IHCTPYMEHTU Ta METOAMN E€TUYHOIO XaKiHry.

dopmart 3aHATb
Jlekuii, nabopaTopHi 3aHATTSA, caMOCTilHa poboTa, KoHcynbTadii. [igcyMKOBUIA KOHTPOMb — iCMKUT.

KomneteHTHOCTI

3K1. 3gaTHicTb 3acTocoBYBaTM 3HAHHS Y MPAKTUYHUX CUTYaLLiAX.

3K5. 3gaTHicTb BUMTUCS | OBOMNOAIBATU Cy4aCHUMU 3HAHHAMMN.

CK1. 3paTHicTb 3acTOCOBYBaTW 3aKOHOA4AaBYY Ta HOPMAaTMBHO-MpaBoBY 0asy, a TakoX OepXXaBHi Ta
MiDKHApPOOHI BMMOTW, NPaKTUKW | CTaHOAPTM 3 METOK 34iINCHEHHS NpPOodecinHOI AiaNbHOCTI B ranyasi
Kibepbesneku Ta 3axucty iHdopmadiii.

CK2. 3paTHicTb BMKOpMCTOBYBaTH iHDOpMaLLiiHi TEXHOMOTiN, CydacHi meToau i mogenen kibepbesnekn
Ta CMCTEM 3axUCTy iHdopMaLlil.

CK5. 3paTHicTb BigHOBMOBaTM (OYHKLIOHYBaHHA iHOPMALINHUX cUCTeM Nicns peanisadii 3arpos,
34incHeHHs kibepaTak, 300iB Ta BigMOB pPi3HUX KMaciB Ta NOXO4XKEHHS.

Pe3ynbTaTtn HaBYaHHSA

PH4. OpraHizoByBaTtu BrniacHy NpodecinHy AianbHiCTb, 06MpaTH i BUKOPUCTOBYBATM ONTUMaIbHI MeToam
Ta crnocobu pOo3B’si3aHHA CKagHMX creuianisoBaHuxX 3adad i NpakTUYHUX npobnem y npodecinHin
DiANbHOCTI, OLiHIOBATU IXHIO €(PEKTUBHICTb.

PH5. AHanisyBaTu, aprymeHTyBaTu, NpuinMaT pilleHHs Mpu po3B’dA3aHHi CKNagHWX cnewianisoBaHnx
3ajad i NpakTUYHUX 3aBAaHb Yy NPOMECIVHIN OiSNbHOCTI, SKi XapakTepu3yloTbCsa KOMMMEKCHICTIO Ta
HENOBHO BU3HAYEHICTIO YMOB, BiANOBigaTK 3a NPUNHATI PiLLEHHS.

PH?7. 3acTtocoByBaTtn 1 agantyBaTtu Teopii iHdbopMaLlii Ta KogyBaHHSA, MaTEMaTUYHOI CTAaTUCTUKK, YMCES,
kpuntorpadii Ta cTeraHorpadii, 06pobreHHs Ta nepegadi curHanis ToLLo, NPUHLMNKW, METOAM i MOHATTS
Kibepbesnekn Ta 3axucTy iHpopmaii y HaB4aHHI Ta NPOdECIVHIN QiANbHOCTI.

PH8. 3actocoByBaTM 3HaHHA N pPO3YMIHHA MatemaTukm Ta i3k B NPOdECINHIN AisanbHOCTI,
dopmanisyBaTh 3agadi npegMeTHOI ranysi kibepbesneku Ta 3axucty iHdopmauii, popmynoBaTh ix
MaTemMaTu4Hy NOCTaHOBKY Ta obupaTu pauioHanbHUN METOA BUPILLEHHS.

PH9. BmiTn 3actocoByBaTVM 3akOHOLABYY Ta HOpPMaTMBHO-NpaBoBy 6asy, a TakoX AepxaBHi Ta
MiDKHapOOHi BUMOTW, NPaKTUKK | CTaHOApTU 3 MEeTOoK 3A4iINCHEeHHSA NpodeciinHOl AiaNbHOCTI B ranyasi
Kibepbesneku Ta 3axucty iHdopmallii.

PH10. BmiTn BMKOpMCTOBYBaTW Cy4acHi iHbopmauiiHi TexHonorii, meToam i mogeni kibepbesneku Ta
CUCTeM 3axmcTy iHdopmauii 4ns 3aincHeHHA NPodECINHOT AiSNbHOCTI.

PH14. BwupiwyBatn 3apgadi ynpasniHHSA npouecaMmy BiAHOBMEHHS LUTATHOrO (PYHKLiOHYBaHHSA
iHopMaLiMHMX CUCTEM 3 BMKOPUCTAHHAM Mpouedyp pe3epByBaHHA 3rigHO BCTAHOBSIEHOI MOSITUKM
6e3nekun Ta 3abesnevyBaTn PyHKLIOHYBaHHSA cnewianbHOro NporpaMHoro 3abesneyvyeHHs, Woao 3axmucTy
Ta BiAHOBMEHHS iHGdopMaLlil.

PH15. 36upaTn, 06pobnsaTu, 36epirati, aHanidyBaTtv KpUTUYHI AaHi ANa gokasy peanisadii kibepsarpos,
NpoBOAUTN aHania Ta AoCnigKeHHs KibepiHUMAEHTY 3 MeTOK OnepaTMBHOrO  BiJHOBMEHHS
yHKUiOHYBaHHS iHhOpMaLiMHOT CUCTEMW.

O6car gucumnniHun

3aranbHui obcar aucumnnidm 90 roa. (3 kpeauTtn ECTS): nekuii - 16 roa., nabopatopHi poboTtun - 16 roa.,
camocTinHa poboTa - 58 rog.

NMepeaymoBu BUBYEHHA AUCUUNNiHU (NPepPeKBi3UTK)

IHpopmavuinHa 6eaneka gepxasu, MatemaTuyHi ocHoBM KpunTonorii, OCHOBU KpunTorpagiuHoro
3axucty, OCHOBM NporpaMyBaHHs.
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OcobnuBocTi AucuMnniHW, MeToaAmn Ta TeXHonorii HaBYaHHA

B xogi BuknNagaHHA gucumnniHM BUKNagayemM 3aCTOCOBYHOTLCS MOACHIOBANbHO-INOCTPaTUBHUN
(iHopMaLinHO-peLLenTUBHMIA) Ta PENPOSYKTUBHUA METOAM HaBYaHHS. B akocTi MeToAiB BUKNagaHHS,
AKi HanpaBfeHi Ha akTuBiI3aUuilo Ta CTUMYMIOBaHHA HaB4anbHO-Mi3HaBanbHOI AinbHOCTI 3006yBaviB,
3aCTOCOBYHOTbCS Npe3eHTaLii, 6ecian, iHaneigyanbHi rpynoBi NPOEKTU, MancTep-Knacu.

lNMporpama HaB4YanbHOI AUCLUNNIHN

HaB4yanbHi 3aHATTA

JNekuit
Temun nekuin KinbkicTb roguH
Tema 1. Bctyn B HaBYanbHy AUCLMNIHY. 2

Llini Ta 3aBgaHHa HaB4anbHOI OMCUMMNNIHM «TECTyBaHHA Ha MPOHMKHEHHSA Ta
€TUYHM  XakiHr». Micue agucumnniHn y HaB4YarbHOMY npoueci NiaroToBKM
creujanicta 3 kibepbesnekn. CTpykTypa, 3MIiCT TEMaTU4HOro MniaHy BUBYEHHS
ONCUMNNIHK;  HaBYanbHO-meToaMyHa nitepatypa. OcobnMBOCTI  BMBYEHHSA
ANCUUNIHKW; (POPMU KOHTPOSIO 3HaHb, YMiHb Ta HaBMYOK Y4HIB. HanpsiMm HayKoBo-
aocnigHoi poboTn CTyaeHTIB.

Tema 2. Metoponorii ouiHkn BpasnuBocTi. Ornag iHCTPyYMEeHTIB €TUYHOro 2
3nomy.

OcHoOBHi ymoBW. 3rnoM Ta eTuyHui 3nom. Lo pobnaTte chnpaBXHi  Xakepw.
MeTogonoria TecTyBaHHA Ha NPOHWKHEHHs:: OSTMM, ISSAF Ta iH. YnpaniHHS
npoekTamm 3 TeCTyBaHHA Ha MNPOHMKHEHHS. Ornag XakepcbKux IHCTPYMEHTIB.
3acTtocoBHi 3akoHW. PoGoTa 3 TpeTimm ocobamu. MNMntaHHS couianbHOI iHXeHepii.
NoryeaHHs. CknagaHHa 3BiTiB. ETM4He poboye micue xakepa: Kali Linux. Llini:
Metasploitable 2 i T.4. CkaHepu nopTtiB. CkaHepu BpasnueocTen. EkcnnyaTtauinHi

paMKu.

Tema 3. CTpyKkTypoOBaHi niaxoam no 36upaHHA iHcopmaduii. 36ip TexHi4YHOT 2
iHcbopmaduii. AHani3 ypasnuBocTen.

MeToau po3Biaku i3 BigKpUTUM BUXigHMM KogoM. Ornsa MeToaiB CTPYKTYPOBaHOro

aHanisy. Tunu iHdopmauii, wo 36upaeTbca: ginosa iHdopmauis (diHaHcoBa,

KNieHTn, nocTadanbHukK, napTHepun). IHdopmadia npo IT-iHgpacTpyKTypy.
BusBneHHa gxkepen iHdopmauii. BusasnenHs IP-agpeciB. TpacyBaHHs.
BukopuctaHHsa ManbTero. [lepeHeceHHa 30HM DNS. DNS bBpytdgopc. Tunu
BpasnueocTen. PyyHuMrM nowyk ypasnueocTen. ABTOMaTUYHUA  MOLUYK
ypasnuBocTen. [HCTpYMEHTUM aHarni3y ypasnuBoCTeN.

Tema 4. Ba3zoBa ekcnnyaTtauisa ®penmBopk Metacnnort. MaponbHi aTaku. 2
Lo Take ekcnnont. BukopuctoByBatn 6a3m gaHux Google Ona TecTepiB Ha
NPOHNKHEHHS:: www.exploit-db.com. JlokanbHa Ta BigganeHa ekcnnyaTtauia. Ornsg
nnatcpopmm Metasploit. TWUNM KOPUCHOrO HaBaHTaXeHHS. ATaku «oguHa
nocepeavHi». ATakM Ha naponi: oHnanH Ta ocnanH. Xewi naponis. MucTeuTBo

py4Horo nigbopy napong. NponTun xeLw ataky.

Tema 5. Ekcnnyartauina Be6-3actocyHkiB. EkcnnyaTtauisi 3 BUKOPUCTaHHAM 2
aTak KnieHTiB.

Tunoea cTpyktypa Web-nporpamu. MNowmnpeHi Be6-ypasnumeocTi. NMpoekt OWASP.

Ornag nocibHuka 3 TectyBaHHs OWASP. nom Google. 3nom 6a3n gaHux Google

(GHDB). IHCTpyMeHTU TecTyBaHHs Beb-0esnekn. eb-ckaHepw. JlokanbHi MPOKCI.

dasepun. CneuianizoBaHi 6paysepu Ta nnariim ana GpaysepiB. Ekcnnontn Ha

CTOpPOHiI krieHTa. Ornag NpoekTy iHhpacTPyKTypu ekcnyaTauii 6paysepa.
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Tema 6. MigTpumka gocryny. 2
MigTpnMmka TexHikn goctyny. BukopnctaHHs iHTepnpeTaTopa.

Tema 7. TecTyBaHHAI HA NPOHUKHEHHSA1 6e3apoToBuX Mepex. CTpec-tecTu 2
Mepexi.

Ctpec-Tect mepexi (DoS Beb-canty) 3 SlowHTTPTest B Kali Linux: slowloris, slow

body i slow read aTtaku B ogHOMY iHCTpyMeHTi. CTpec-TecT mepexi: DoS Beb-canty

B Kali Linux 3 GoldenEye. CTpec-TecT Mmepexi 3 Low Orbit Ion Cannon (LOIC). CTpec-

TecT Mmepexi: DoS 3 BukopuctaHHaM hping3 i CnydiHra IP B Kali Linux.

Tema 8. 3nom Ta 3aXUCT aKayHTIB y couianbHUX mepexax. CknagaHHA 3BiTy i 2
npencTaBrieHHsA pe3ynbTaTiB TeCTyBaHHA Ha BTOPrHEHHS.

Llini Ta BuKOHaBLUi 3nomy akayHTiB. 36ip iHdopMmauii. MeToam 3nomy. 3namyBaHHS
enekTpoHHol nowTn. CouianbHui iHXuHIpUHr. lMNepebip napons. diwuvHr abo

derkoBa cTtopiHka. KnasiaTypHun wnuryH. MNigmiHa DNS. BaxxnusicTe 0hopMIIeHHS

3BITY LLIOAO pe3ynbTaTiB TECTYBAHHSA HA BTOPrHEHHS. Y3aranbHeHU WabnoH 3BiTy

npo BTOPrHeHHs. Buawn 3BiTiB Ta MeToauMKa ix cknagaHHs. Chneuianict 3 eTUYHOro

XaKiHry sk cBigokK. [MOpiBHAHHA ponen ekcnepTiB | TEXHIYHMX creLianicTis.

3aranbHa KinbKicTb roguH 16

JNTaGopaTopHi 3aHATTA

Temun nabopaTopHUX 3aHATb KinbkicTb Barosi
roaviH KoedpiuieHTn a

Tema 1. BasoBa koHdirypauisn Kali Linux Ta Metasploitable 2. 2 1
BctaHoBneHHs Ta HanawTyBaHHA Kali Linux (BUpTyanbHa malumHa —
VirtualBox/VMware): HanawTyBaHHA MepexXeBoro iHTepdency
(NAT/Bridged), OHOBMEHHSI CUCTEMW, BCTAHOBMEHHS HEOOXigHWMX
nakeTiB. PosroptaHHsa Metasploitable 2 y BipTyanbHOMY CepeoBULL,
HanawTyBaHHA Mepexi ana B3aemogil 3 Kali. HanawTtyBaHHS
OesneyHoro poboyoro cepegoBuwa: 30epiraHHs pe3ynbTaTis,
i3oniboBaHi nabopatopHi Mepexi (host-only). MNepeBipka 3B’A3Ky: ping,
nmap ©0a3oBe CckaHyBaHHH, BW3HadeHHs IP-agpec. [lpakTuyHe
3aBAaHHsa: nigrotyeatu wabnoH 3BiTy nNpo nabopaTopito (nepenik
HanawToBaHMX MaLUuH, IP, CKpiHLWIOTK KOHQirypauin).

Tema 2. BukopuctaHHs Google ansa OSINT y npoekTax TeCTyBaHHSA 2 1
Ha nNpPOHMKHEHHA. TexHiyHa po3Bigka IT-iHdpacTpykTypwm.
BukopuctaHHsa Maltego ans po3Biaku.

OcHoBwu Google Dorking: dhopmMyBaHHS 3anuTiB 48 NOLYKY BigKPUTOI
iHdopmauii (dpannn, KoHgirypadii, agmiH-iHTepdericn). 36ip BisHec-
iHopmauii: MoWyK KOHTaKTiB, AOMEHIB, MiAAOMEHIB, MNyO6nivYHNX
OOKyMeHTIiB. TexHi4YHa poa3Bigka: BU3HAYEeHHA MigMepex, BigKputux
nopTiB, cepsiciB 4epe3 nybnivyHi mxepena. Bctyn po Maltego:
nobyanosa rpadis, nNigknoyeHHs TpaHcdopmauin (transforms), 36ip
3B’A3KIB MixXK ob6’ekTamu (oomeH—IP—~WHOIS—yTpumyBaui).
MpakTuyHe 3aBgaHHA: nposecT OSINT-pO3BiAKY 3a4aHOr0 AOMEHY
(6e3 nopylueHb) i nogaTh KapTy 3B'A3KIB Y BUNAAI CKPiHY/eKcnopTy
Maltego.

Tema 3. AHani3 BpasnuBoctel. CkaHyBaHHA NOpTiB. Py4yHa ouiHka 2 1
Bpa3nuBocTi. BukopuctaHHA ckaHepiB ypasnuBocten. Ornsapg

KOHdpirypauii. CneuianbHi iHCTPYMEHTU CKaHYyBaHHS.

MopTckaHyBaHHA: nmap (onuii -sS, -sV, -0, --script), iHTepnpeTauis

pesynbTaTiB. Py4yHuiA aHani3 BigKpuTUX cepsiciB: banner grabbing,
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nepesipka BepcCii, BUBYEHHS KOHpirypauin cepsiciB. ABTOMaTUYHi
CKaHepwu BpasnmMBOCTEMN: Nessus/OpenVAS/Qualys (OCHOBHI
HanawTyBaHHS, NOMITUKN ckaHyBaHHs). PoboTa 3i 3BiTamn ckaHepiB:
GinbTpauia wyMmy, knacudikauia puaukie, False Positive / False
Negative. [JogaTkoBi iHCTPyMEHTU: masscan (LUBUOKE CKaHyBaHHS),
Nikto (Beb-ckaHep), dirb/feroxbuster (aunpektopii). [MpakTnyHe
3aBaHHS: BUKOHATN KOMMITEKCHE CKaHyBaHHSA Liifi, CKNacT KOPOTKUI
CMNCOK MNPIOPUTETHUX BPAa3fIMBOCTEN i onmMcaTu KPOKU Bepudikauil
(py4Ha nepesipka).

Tema 4. EkcnnyaTauifi. ATaka 3 BUKopuctaHHsaM ARP-cnyciHry.
KomangHun pspok Metasploit. Armitage. ATakm Ha naponi 6as3
JaHuX Ta pi3HUX cepBiciB.

ARP-spoofing / ARP-poisoning: npuHUMn Aii, iHCTpyMeHTU (ettercap,
arpspoof), HanawTtyBaHHa IP forwarding, nepexonneHHs Tpadiky
(tcpdump, Wireshark). Metasploit CLI: nowyk ekcnnowTis, Bubip
moaynie exploit/payload/auxiliary, HanmawTyBaHHA OMNUiK, 3anyck
ceaHciB. Armitage: rpadpiyHa pobota 3 Metasploit, cueHapii
aBToMaTm3auii atak. ATakm Ha naponi: brute-force/wordlist ataku
(hydra, medusa), aTakm Ha 6a3n gaHux (MySQL, MSSQL) Ta cnyx6tu
(SSH, FTP). 3axuCT Ta €TUYHi BUMOIU: SIK AOKYMEHTYBaTN AOKa3W, sK
YHMKaTW LWKOAM Nia Yac naboparopii. [pakTuyHe 3aBaaHHs: NPoOBECTU
ARP-spoofing y i3onboBaHin nabopaTopHin Mepexi, nepexonuTu
npocTnMn  HesawmndpoBaHun Tpadik; BUKOHATKM  eKcnsyaTauito
Metasploit npoTu Bpas3nMBOi crnyxbu Metasploitable2 (y Mexax
CTeHay).

Tema 5. Ekcnnyartauis Be6-3acTocyHkiB. CkaHyBaHHsi BeO-
3acTocyHkKiB. BpyTcdopc naponiB Beb6-nporpamu. BukoHaHHs
komaHg OC 4yepes Beb-cepBep.

BusasneHHsa Beb-cTekiB: Wappalyzer, builtwith, 3aronoeku cepsepa.
CkaHyBaHHs1 Beb6-3acTocyHkiB: Burp Suite (Crawler, Scanner), OWASP
ZAP. Atakm Ha ayTeHTudikauito: brute-force, credential stuffing,
obxoamn koHTponto cecin. KomaHan OC yepes Beb-cepBep: remote
command execution (RCE) BpaanueocrTi, upload backdoor, reverse shell
(onnc Ta 6e3neyHa gemoHcTpauia y cteHqi). MNpakTtnyHe 3aBgaHHs:
3HaNTM B TEeCTOBOMY Beb-Oo4aTKy He3HayHy BpasnuBeicTb (Hamp.,
dopma 6e3 Banigauii), BiGTBOpUTM ekcnyaTaLito i onucaT pUsmKu.

Tema 6. Ekcnnyartauif Be6-3acTocyHkiB. SQL-iH’eKkuUis Ta odnanH-
3nom napons. Ekcnnyaradis XSS-Bpa3nuBocTi.

SQLi: Tunn (in-band, blind, time-based), iIHCTpyMeHTU (sqlmap), py4Hi
METOAN BUSIBNEHHA Ta  ekcnnyartauii. 3axonneHHs  gaHux
ayTteHTMdikauii, BunydeHHsa xewis naponie 3 bB[; odnank-
kpuntoaHania (hashcat, john) — po6ota 3 wordlists. XSS:
reflected/stored/DOM, iHCTPYMEHTU TecCTyBaHHH, payload-u Ans
AeMOHcTpalii (be3nekn cteHay). NpakTuyHe 3aBoaHHA: BIOTBOPUTH
npocty SQLi y KOHTPONbOBaHOMY CepefoBuLLi, OTpMMaTn Xewi W1
npointcTpyBaTn ix odnanH-kpunToaHania (KopoTka AEeMOHCTpaLis
Ha cnabkomy Xxewi); 3HaWTM i NpoaemoHcTpyBaThu XSS-nennoapg y
TECTOBOMY JoAaTKy.

Tema 7. EkcnnyaTtauis 3 BUWKOPUCTAaHHAM aTaK KRi€HTIB.
EkcnnyaTtaudis knieHTa 3 BeEF.
Ornag BeEF (Browser Exploitation Framework): apxitektypa, hook-

2 1
2 1
2 1
2 1
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cKpunTK, TMNoBi Moayni. CTBOPEHHS QilLIMHIOBOT/BUKOPUCTOBYBAHOI
CTOPIHKM Y KOHTPONbOBaHOMY cepefoBulli ans hook-y KnieHTa.
Mogyni BeEF ansa 36opy iHdopMmauii, remote command execution,
social engineering hooks. [lpakTnyHi npasuna 6esneyHoro
BUKOPUCTAHHSA  (TiNbKW Yy  CTeHdi, IH(OpMyBaHHA  TeCTOBUX
KopucTyBsauiB). [lpakTnyHe 3aBgaHHSA: BCTaHOBUTU hook Ha TecToBuUIA
Opaysep y nokasbHin Mepexi, BUKOHATU AeKinbka iHdopMauifnHmX
MOAYIiB Ta 3aOKyMEeHTyBaTV pesynbTaTu.

Tema 8. MiaTpumka goctyny. BctaHOBNEHHA Ta BUKOPUCTaHHS 2 1
PYTKIiTIB.

KoHuenuiss «nocT-ekcnnyataudii» i nigTpyumka poctyny (persistence

techniques). |HCTpyMeHTM ANs CTBOPEeHHSA O6ekgopiB / PYyTKITIB Y

KOHTPONbOBaAHOMY CcepefoBuli (MeToAu, He LWKIONMBUA KOO —

OEeMOHCTpaUis y By3abKOMY CTeHAi). 3axuCT Bif persistence: MOHITOPUHT

aBToO3anyckiB, iHTerpauis AV/EDR, nepeBipka LiniCHOCTI CUCTEMHMX

damnis. lNpakTMyHe 3aBhaHHA: peanisyBaTy NPOCTUN  MeXaHi3m

30epexeHHs cecii (reverse shell persistence) y TecTtoBin VM Ta

nokasaTu MeToau ii BUSIBINIEHHS 1 BUOANEHHS.
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KoHTponbHi po6oTun

TeMu KOHTPOMbHUX POGIT Barosi

KoequiLieHTn b
Tema 1. MeToponorii TeCTyBaHHA Ha MPOHUKHEHHA Ta NpPaBOBi / €TUYHI 0,5
acnekTu.

MosICHNTN BIOMIHHICTD MiXK «3JTOMOM» i «€TUYHMM 3JTOMOM»; POJfli Ta 0OOB’A3KM
eTu4Horo xakepa. Onucatn MeTogonorii TECTYBaHHA Ha MPOHUKHEHHSA: OSTMM,
ISSAF (ocHOBHi eTanu Ta BiAMIHHOCTI). YNpaBniHHA MNPOEKTOM TECTYBaHHA Ha
NPOHUKHEHHS: MNSlaHyBaHHSA, obcar pobiT, B3aemodia 3 TpeTiMi CToOpoHamWy,
y3rogxeHHs npasun 3any4veHHs (Rules of Engagement). 3akoHoAaByi Ta eTUYHI
NUTaHHSA NPY NPOBEAEHHI NEHTECTY (L0 OO3BONIEHO /1O 3a00poHEHO). NMpakTuyHe
3aBfaHHsa: nigrotyBaTu nraH (CTPYKTYPY) KOHTPakTy/yroau npo NpoBedeHHS
NeHTeCTy AN BUragaHoro 3aMoBHUKa (BkasaTu obcar, Yacosi pamku, ROE, kputepil
ycnixy).

Tema 2. Po3Bigka, CKaHyBaHHA Ta aHani3 BpasnUBOCTEN — iHCTPYMEHTU Ta 0,5
NpakTUYHi nigxoau.

MeTtoan 36opy iHdopmauii: OSINT, cTpyktypoBaHun 36ip (uinboBa 6i3Hec-
iHdopMmalis, iHdpacTpykTypa, DNS, IP). IHCTpyMeHTM Ta TexHiku: Maltego, DNS
enumeration, TpaCyBaHHS, MOpPTCKaHepW, ckaHepwu BpasnuMBocTen. PyyHuin vs
aBTOMaTUYHUIM MOLIYK BPasnUMBOCTEN; Kracuduikauis TUNoOBUX BpasfMBOCTEMN.
JloryBaHHs, 36upaHHs OoKasiB i BegeHHst pobo4oi JoKyMeHTaUii nig Yac po3Bigku.
lMpakTuyHe 3aBOaHHA: BUKOHATK (Y HaB4YanbHOMY cepefoBuLLi) PO3BIAKY 3a4aHoi

LinboBOI nigmMepexi — 3i0paTM CAMCOK BIOKPUTUX CEpPBICIB, BUABMEHUX
BpasnmMBOCTEMN Ta 3anponoHyBaTy NpiopuTesaLito pu3nkie (3BiT — 1 CTOpPIHKA).

Tema 3. EkcnnyaTauia Bpa3snuBOCTEW, aTakm Ha Beb6-3aCTOCYHKM Ta 1
niaroToBKa 3BiTiB.

OcHoBwu ekcninyaTauii: NOHATTA ekcnnonTa, TNy payload’iB, NokanbHa i BigaaneHa
ekcnnyaTtauif. Metacnonit (Metasploit): CTpykTypa, pobouni UMkn ekcnnyaTadii,

TUNN HaBaHTaxeHb. BpasnueocTi Beb-3acTtocyHkiB: OWASP Top 10, iHCTpyMeEHTU
TecTyBaHHA BeO-06e3nekn, npokci, GHDB. MaponbHi atakm (OHNanH/odnarnH), XeLi
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naponis, Nigdip/paayxHi Tabnuui, npakTukn 3axmcTy. MNMigTpumka JocTyny, atakm Ha
knieHTa (XSS, drive-by), aTakv Ha 6e34poToBi Mepexi i DoS-iHCTpYMEHTH (KOPOTKO).
dopmyBaHHSA 3BITy NPO NEHTECT: WAabIIoH, NPIOPUTETHICTL 3HAXiAoK, pekomeHaauii
ONA  YCYHEHHs, puaUYHi acnekTu npeacTtaBneHHa pesynbTaTiB. [pakTudHe
3aBfaHHs: NPOBECTM eKcrnnyaTtauilo (B HaByanbHOMY CTeHAi) OAHIel 3HanaeHol
BpasnuBOCTI Beb-3acTOCyHKy, 3acpikcyBaTu p[oka3 (CKpiH/mor), nigrotysaTtu
KOPOTKWUK 3BIiT 3 ONUCOM BPa3fIMBOCTI, PU3MKOM | peKoMeHZaLisIMMN.

m —
3aranom Yo, bi=2
CamocrTinHa poboTa
[lo camocTinHOT poBOTK BIGHOCUTLCS CaMOCTIHE OnpaLoBaHHA TEOPETMYHOIO MaTepiany
OnpauroBaHHA TeOpeTUYHOro martepian
Temun gns camMoCTINHOIrO BUBYEHHS KinbkicTb roguH

Tema 1. PeBepc-iHXuUHipUHr i po36ip wkignueoro 3. 6
CTaTuyHWi | AMHaMIYHWIA aHanis; iHCTpyMeHTU (Ghidra, IDA, x64dbg); NpakTUYHO:
po3ibpaTy NnpocTui malware-sample y i301bOBaHOMY CTEHA,.

Tema 2. UucppoBa cynoBa ekcneptusa (Forensics). 6
36ip i 36epexeHHst AoKasiB, aHani3 00pasiB ANCKIB i NaM’ATi; NPaKTUYHO: BIGHOBUTU
dann i3 06pasy ancka, npoaHanisysatu gamn nam’siti.

Tema 3. AHani3 mepexeBoro Tpaciky Ta po3pobka npaBun IDS/IPS. 6
Wireshark, Zeek, Snort/Suricata; NpakTU4HO: HanMcaTn NpaBuUno Of9 BUABIIEHHA
NPOCTOro eKkcrnnounTa.

Tema 4. Be3neka xmapHux cepsiciB (Cloud Security). 6
Mopeni 3arpos y xmapi, IAM, 3axuct S3/Blob, koHIrypauii; NpakTU4HO: 3HaUTK
misconfig y TecToBoMy S3-6akeTi (CTeHa).

Tema 5. Be3aneka KoHTeWlHepiB i Kubernetes. 6
ATakn Ha KOHTEMHEpHI cepeaosBuLla, HanawTyBaHHS RBAC, nogonaHHs i3onsauir;
NPaKkTUYHO: BUSIBUTM NpUBINeT B knactepi Minikube.

Tema 6. Mob6inbLHa 6e3neka (Android/iOS). 6
AHania APK/IPA, nepeBipka ayTeHTMdikauii, Bpas3nuBocTi MOGIinNbHUX API;
NPaKTUYHO: CTaTUYHUIM aHani3 APK i nowyk HebGe3neyHnx 4o3BOniB.

Tema 7. Threat Intelligence i OSINT-aBTOMaTU3aLis. 6
36ip, HopMani3auisi Ta Kopensuis 3arpo3; NPaKTUYHO: HanawTyBaTX NPOCTUIN NOTOK
AaHux TI (dign, MISP).

Tema 8. Secure Coding Ta nepernsig Kkogy Ha Bpa3fnuMBOCTi. 6
OWASP Secure Coding, nowyk ypasnueBocTen Yy kodi (SAST); npakTtu4yHo:
npoaHanisysatu peno3unTopin Ha SQLi/XSS-nomunku.

Tema 9. KpunTtoaHanis npakTU4HMUX cXeM. 5
BpasnumBocTi 3acTocyBaHHA KpunTorpadii, aTakum Ha peanidauii, nobivHi kaHanw;
NPaKTMYHO: 3namaTtu NPOCTY peari3aLito MOBTOPHOIO BUKOPUCTAHHS IV.

Tema 10. Blue Team: MOHITOPUHT, pearyBaHHA Ta BiAHOBNEHHS. 5
MNMobynosa nor-nannnantHis, SOAR, npaktuku IR; npaktuyHo: nigrotyeatun playbook
ANsA pearyBaHHA Ha Ransomware-iHUMAEHT.
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HedopmanbHa ocBiTa

3pobyBay Mae MOXNMBICTb Mepe3apaxyBaTv OKpemi TemMn abo Kypc LUMASXOM: MPOXOOXKEHHS
NPOMeECINHMUX KypPCiB YU TPEHIHTiB, OHMNaNH-OCBITW, NPOMECINHUX CTaxyBaHb, y cdepi, Wo Bianosigae
HaBYyalnbHUM LiNAM UCLMNIIHW.

[nsa 3apaxyBaHHA HeOOXiOHO HagaTu: cepTudikat (enekTpoHHUN abo ApPYyKOBaAHWUIN) NPO NPOXOOXKEHHS
KypcCy/CTaxyBaHHsi, ONUC NPOrpamun TPEHIHrY i3 3a3Ha4YeHHAM 3MICTy TeM, obcary Ta TpuBanocTi.

PekomeHaoOBaHi Kypcu, TPEHiHI, CTaXyBaHHA

1. OHnawH-kypc CISCO «Ethical Hacker»
https://www.netacad.com/catalogs/learn?category=course

Nitepatypa, HaBYanbHi MaTepianu Ta iHcpopmMauinHi pecypcu

OcHoBHa nitepatypa

1. Oriyano Sean-Philip. Penetration Testing Essentials. Sybex, a Wiley brand, 2017, 363 p. 2. Baloch Rafay.
Ethical hacking and penetration testing guide. Auerbach Publications, 2017, 523 p.
https://www.tsoungui.fr/ebooks/Ethickal-haking-postexploitation.pdf

2. €sceeB C.IN. Kibepbesneka: JTabopaTopHuUIA NpaKTUKyM 3 OCHOB KpunTorpadivyHoro 3axmcTy. - J1bBiB
“HoBui cBiT-2000”, 2020. - 241 C.
https://drive.google.com/drive/u/1/folders/1IwOTN8N-GBGOO6AnvjQHU1SdBl3xCaUju

3. bobano KO.A., lNopbatun I.B. (pead.) IHpopmauinHa Geaneka. HaByanbHWUi NoCiOHUK. — JIbBIB :
BuaasHmuTBO J1bBiBCbKOI NOMiTEXHIKKN, 2019. — 580 ¢. — ISBN 978-966-941-339-0.
https://pdflib.vntu.edu.ua/books/2021/Bobalo 2019 580.pdf

4. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p.
https://drive.google.com/drive/u/1/folders/1IwOTN8N-GBGO06AnvjQHU1SdBl3xCaUju

5. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, O. Milov, Yu. Khokhlachova,
S. Ostapov, O. Laptiev and others. — Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGOO6AnvjQHU1SdBI3xCaUju

6. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R. Hryshchuk,
0. Milov, K. Molodetska, M. Nazarkevych and others. — Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196 p.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju.

7. ETMMHUIM XaKiHr : HaB4YanbHO-NpakTU4HUIM nocidHuk / yknag. O. B. Minos, O. B. WwmaTtko, C. B.
Minescbkuin, O. . Koponb ; 3a 3ar. pea. C. . €sceea. — XapkiB : HTY «XIl», - JIbeiB : «<HoBun CBIiT-2000»,
2025. - 100c - (Cepis «K|6ep6e3ne|<a Ta UJTy‘-IHI/WI iHTENneKT»).

[JopatkoBa niTtepaTtypa

7. TexHonorii 3axucty iHdpopmadii./ C. E. Octanos, C. 1. €scees, O.I'. Koporb. - YepHiBui : YepHiBeLbkui
HauioHanbHUM yHiBepcuTeT, 2013. - 471 c.

http://kist.ntu.edu.ua/textPhD /tzi.pdf

8. Security of Linux operating system: laboratory workshop / S. Yevseiev, S. Pogasiy, A. Goloskokova, O.
Shmatko, M. Melnik (Kibepbe3neka: 6e3neka onepauiHoi cuctemmn Linux: nabopaTopHUA NPaKTUKYM:
HaBYanbHUN NOCIOHMK ANs CTYOEHTIB BULLMX HaBYanbHWX 3aknagis aHrnincekoto moeoto / €scees C.I1,,
Moracin C.C., Nonockokoa A.O., LimaTtko O.B., MenbHuk M.O. - JlbBiB: BugasHmuyteo «Hosun CBiT -
2000»,2021. - 256 C.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGOO6AnvjQHU1SdBI3xCaUju

9. €Bceer C.IN. Kibepbesneka: ocHoBM kogyBaHHSA Ta kpuntorpadii/ C.IN. €scees, O.B. Minos, C.E.
Ocrtanos, O.B. CeBepiHoB. - XapkiB: Bua. “Hosuit CgiT-20007, 2023. - 657 C.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvijQHU1SdBl3xCaUju

10. TexHonorisa Ethernet : nabopatopHun npaktukym / M. O. binosa, C. I'. €ecees, O. C. XKy4yeHko, |. C.
IBaHYeHkKo, O. B. LLImaTko.- J1bBiB: «HoBuin CBiT- 2000», 2020. - 196 c.
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11. Aaron Philipp, David Cowen, Chris Davis. Hacking exposed computer forensics. Second edition. The
McGraw-Hill Companies, 2010.
https://needuxnworkplace.wordpress.com/wp-content/uploads/2014/01/hacking-exposed-computer-
forensics-secrets-solutions.pdf

12. Wilhelm, Thomas. Professional penetration testing: Creating and learning in a hacking lab. Newnes,
2013, 525 p.

http: di.stmik-

banjarbaru.ac.id/data.bc/13.%20Hacking/2013%20Professional%20Penetration%20Testing%20Creati
ng%20and%20Learning%20in%20a%20Hacking%20Lab.pdf

Cucrtema ouiHIOBaHHA

MigcymkoBa oOuiHKa 3 OCBITHBOIO KOMMOHEHTa BM3HA4YaeTbCA BiANOBiganbHUM NIEKTOPOM 3a TeMamu,
BMAAMW 3aHATb, TOLLO Y BiANOBIAHOCTI A0 cunabycy i € iHTerpanbHOK OLHKOK pe3ynbTaTiB YCix BUA
HaBYanbHOI AisnbHOCTI 3go6yBada BMLOT OCBITK. [iaCcyMKOBa oOLiHKa NOBMHHA BigobpaxaTu BCi OLiHKK
3a CKI1a4oBMMUN HABYasibHOMO MPOLIECY 3 YpaxyBaHHAM iX BaroBMx NOKa3HUKIB k:

[MOTOYHMIM KOHTPONb KoHTpornbHi poboTn IHomBigyansHe MigcymKoBUM KOHTPOIb
(NpaKTWYHI, ceMiHapcbki,  (3a HasiBHOCTI), ko 3aBOaHHA (ons OK 3icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasiBHOCTI), k3

0,4 0,2 0,4

CyMa koediuieHTiB NOBUHHA cknagatu oanHuut: k1 + ko + k3 + kg = 1. TigBip Barosux koediuieHTiB
NiZACYMKOBOI OLLiHKW 34INCHIOE PO3POOHMK KypCy.
Po3paxyHok nigcyMKOBOT OLLIHKM NMPOBOANTLCA 3a (OOPMYIIOH):

o=n 'k1+K'k2+| -k3+I'I|<-k4
pe: [1-cepegHbo3BaXeHa cepeHs OLiHKa 3a NOTOYHUIA KOHTPOIb
| - ouiHKa 3@ BUKOHAHHSA iHAMBIQYaNbHOro 3aBAaHHS
K - cepeaHboO3BaXeHa oLjiHKa 3a KOHTPOIbHIi po6oTH
Ik - oUiHKa 3a NiaCcyMKOBUIA KOHTPOMb

_I'Il-a1+l'lz-a2+...+l'ln-an
- n
Yig @

Ae: a;- BaroBMmM KOeqiLieHT 3a KOXXHEe NpakTU4He (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_Kl -b1+ Ky ‘b2+...+Km bm
E?il bi
Ae: b, - BaroBum KoediLieHT 3a KOXHY KOHTPOISbHY poboTY.

K

LLikana ouiHOBaHHA
IMoTouHiI ouiHKK 3a KOXHY cknagosy (1, K, |,...)

BUCTaBNAOTLCA 3a 100-6arbHOI0 LIKATO 3rifHO 3 ggmi HauioHarnbHa ouiHka ECTS
nonoxeHHsM «[1po KpuTepii Ta CMCTEMY OLIHIOBaHHA "9 100 BiaMIHHO A
3HaHb Ta BMiHb i NP0 PEUTUHT 3000yBaYiB BULLLOT 89-89 [oGpe B
ocBiTU» HTY «X[MI». 7581 [oGpe c

. . . . 64-74 3a00BinbHO D
MigcymkoBa oLjiHKa BUCTaBMSAETLCA BiANOBIAHO 0 60-63 3a00BiNbHO E

po3paxoBaHoi O 3 OKpYrMeHHAM 40 HAaNGMX4oro

) 6i 35-59 HesagoBinbHO FX
LIN10ro 4ymcra B oibLly CTOPOHY. (I'IOTpi6He foaaTkose
BMBYEHHA)
Emuynuil xakive H@E HamionaABHMIT TEXHIYHNMI yHiBEpCHTET
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1-34 Hes3apoBinbHo F
(NoTpiGHe NOBTOpPHE
BMBYEHHSA)

Hopmu akagemivyHOI eTUKM | NoNiTUKa Kypcy

3p00yBay BULLIOI OCBITU NOBMHEH JoTpumyBaTucs «Kogekcy eTrkn akagemidyHuX B3aEMOBIOHOCKMH Ta
pobpoydecHocTi HTY «XTl»: BUSABNATN OMCUMMNNIHOBAHICTb, BUXOBAHICTb, A40OPO3NYNMBICTb, YECHICTD,
BignoBiganbHicTb. KOHMNIKTHI cUTyauii NOBMHHI BigKpUTO OGroBOpHOBATUCA B HaB4YasribHUX rpynax 3
BUKNagadem, a npu HEeMOXMMBOCTI BUPILLEHHA KOHQMIKTY — AOBOAMTMCA OO0 Bigoma cniBpobiTHMKIB
OVPeKUii iIHCTUTYTY.

HopmaTuBHo-npaBoBe 3abe3neyYeHHs BNPOBaKEHHS MPUHUMMIB akagemiyHoi gobpodecHocTti HTY

«XIMl» poamileHo Ha canTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist/
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