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JlaypeaT HauioHanbHoOI npemii imeHi bopuca NaToHa.

KinbkicTb HaykoBux nybnikauini: noHag 351, 3 HMX NATEHTIB HA KOPUCHY
Mogenb 44, 11 moHorpacdin, 3 akmx 10 KonekTMBHWUX MoHorpadin, 31
HaB4YanbHUM NOCIOHUK, 3 SKMX 4 3 rpudomM MiHicTepcTBa OCBITU | Hayku
YkpaiHn, 149 ctatten y 3aKOPAOHHUX BUOAHHAX Ta haxOBUX BUAAHHSX
YKpaiHu, 3 HMX 61 y HaykoMeTpuuiHiin ©asi Scopus, rapaHT OCBITHbLO-
npodecinHoi nporpamun "Kibepbeaneka" nepluoro (6akanaBpCbKoro) piBHs
BULLLOT OCBITWN.

JeTanbHile Npo BMKNagava Ha canti kadpeapu

CEBPIOKOBA €nusaseta OnekcaHgpiBHa

yelizaveta.sevriukova@khpi.edu.ua
PhD,, goueHT kadbenpwu kibepbeanekm HTY «XIMi».

KinbkicTb HaykoBux nyGnikauin: noHag 8, 3 Akunx 4 cTaTTi y (haxoBuX BUOAHHSIX
YKpaiHu, 1 y HaykomeTpu4Hin 6a3i Scopus, 3 cTaTTi y 3aKOPAOHHMX HAYKOBMX
nybnikauisx rapaHT OCBiTHbO-NpodyecinHoi nporpamu  «Kibepbeaneka»
apyroro (marictepcbkoro) piBHs BuWOI ocBiTW. [lpoBigHWM nektop 3
ancumnnin:  «3axucT 06 eKTIB  KPUTUYHOI  iHpacTpyKTypu», «ETn4HMIA
XakKiHr» , «Pu3nMk-meHegKmeHT», «brnokyenH Ta cmapT-TexHonorii B
erleKTPOHHOMY [OOKYMeHTOO0Oiry»», «Protection from technical intelligence
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service», «Protection of critical infrastructure objects», y CTyAeHTIB
Oakanaspiata Ta marictpaTtypw.

JeTanbHille Npo Buknagada Ha cavti kadeapu
3aranbHa iHchopmauis

AHoTauin

HaBuanbHa gucuunniHa "3axuct o6 ekTiB KPUTUYHOI iHpacTpyKTypu" € BMOIPKOBOK HaBYaribHO
ancumnniHor. BuB4eHHA gncumnniHy cnpsiMOBaHO Ha BM3HAYeHHS iHGopMallii, Wo notpebye 3axmcty
Ha o6’ekTax KpuTu4dHOI iHdpacTpykTypn (OKI). OnaHyBaHHS MeToiB Ta 3acobiB TEXHIYHOrO 3axuUCTy
iHopmauii Ha OKI. O3HanomMneHHa 3 KaHanamu BWUTOKY iHdOpMauii Ta niactaB iX YTBOPEHHS.
OBonopgiHHA HaBuykamn poboTu i3 3acobamm Ta KOMMNEKCAMW BUSIBNEHHSA 3aknagHUX MNPUCTPOIB
HECaHKLiOHOBaHOro OTpMMaHHA iHdopmauii. OBonodiHHA HaBudkamn poboTu i3 3acobamn Ta
Komnriekcamm 3axmucTy iHdopmalii Ha OKI. 3acBoeHHs1 nopsiaKy npoBeaeHHs obcTexxeHHs i aHanisy OKI
3 MeToto 3abe3neveHHs 3axucTy iHpopmauii. OBonoaiHHA opraHizauifHO-TEXHIYHMMN 3axo4aMi LWodo
3axucTy iHdbopmadii Ha OKI.

MeTa Ta uini gucumnniHu

HaBuaHHA CTyAeHTIB NPpMHUMNAM BU3HAYEHHS 3aranbHUX BUMOT OO Kibep3axucTy 06’eKTiB KPUTUYHOI
iHpaCTPyKTypW, BCTAHOBMEHHA nepeniky 6a3oBux 3axofiB 3 kKibep3axucty, sKi MOBWUHHI ByTn
BNPOBaXeHi Ha OO’eKTi KPUTMYHOT iHPPaCTPYKTypH, HA OCHOBI BMMOI MiKHaApPOOHMX CTaHAapTiB 3
iHdopMaLinHoi 6e3nekn, gepXaBHUX HOPMATUBHUX LOKYMEHTIB 3 TexXHOMoril 3axucTty iHdopmadii,
BM3HAYEHHS NOPSAKY Ta KPUTEPIIB BiAHECEHHS 06 EKTIB 40 00 EKTIB KPUTUYHOI iHDPACTPYKTYPW.

dPopmart 3aHATb
Jlekuii, nabopaTopHi 3aHATTSA, caMOCTiNHa poboTa, KoHcynbTadii. [MigCcyMKoBUIA KOHTPONb — iCMNT.

KomneTeHTHOCTI

3K1. 3gaTHicTb 3acToCOBYBaTK 3HAHHS Y MPAKTUYHUX CUTYaLLiSX.

3K2. 3HaHHS Ta po3yMiHHS NpeaMeTHOI 0bnacTi i po3yMiHHA NPOMECIAHOI AisNbHOCTI.

3K3. 3gaTHicTb cninkyBaTucs Aep>XaBHOK MOBOIO SIK YCHO, TaKi  MUCbMOBO.

CK2. 3paTHicTb BUKOpUCTOBYBaTH iHDOPMALiNHI TEXHOMOFIN, CydacHi MeToau i mogenen kibepbesneku
Ta CMCTEM 3axUCTy iHdhopMaLlil.

CK3. 3patHicTb 3abe3nevyyBaTu HenepepBHICTb Oi3Hec-npoueciB 3rigHO BCTAHOBIIEHOI MOSITUKK
Kibepbesnekn Ta 3axucTy iHpopmallii.

CK4. 3paTtHicTb 3abe3nevyBaTti 3axmCT iHopmauii B iHpOpMaLinHNUX cucTtemax 3rigHo BCTAHOBIEHOI
noniTukm Kibepbeanekn Ta 3axmcTy iHopmaLil.

CK5. 3paTHicTb BigHOBMOBaTM (QYHKLIOHYBaHHA iHOPMALINHUX CUCTEeM Micns peanisadii 3arpos,
34incHeHHs kibepaTak, 300iB Ta BigMOB Pi3HUX KInaciB Ta NOXOAXKEHHS.

CKé6. 3paTtHicTb BnpoBagXyBaTh Ta 3abeanedyBaty yHKUIOHYBAHHA KOMMEKCHUX CUCTEM 3axuCTy
iHdopMaLii (KOMMANeKkcu HOPMaTUBHO-NPAaBOBMX, OpraHisauiHMX Ta TexHiYHMX 3acobiB i meTogis,
npoueayp, NPakTUYHMUX NPUAOMIB TOLLO).

CKS8. 3gaTtHicTb 3acTocoByBaT MeTOAM Ta 3acobu kpunTorpadpivHOro 3axucTy iHpopmauii Ha 06’ekTax
iHbopMaUinHOT OiANbHOCTI.

CK9. 3patHicTb 3actocoByBaTM MeToaM Ta 3acobu TEXHIYHOro 3axucTy iHgopmauii Ha ob’ekTax
iHbopMaLiNHOT AisNIbHOCTI.

CK10. 3gaTHicTb BMKOHYBaTU MOHITOPUHT iHDOpMAaLIMHNX NPOLLECIB, aHanidyBaTu, BUSIBMNATH, OLHIOBATK
MOXIMBI BPasnUBOCTI Ta 3arpo3n iHopMaLuinHOMy NPOCTOpYy M iHopMauinHUM pecypcam 3rigHo 3
BCTaAHOBMNEHO MNOMITUKO iHbopMaLiiHOi 6e3neku.

Pe3ynbTaTtin HaB4YaHHSA

PH1. BinbHO cninkyBaTuca AepXXaBHOK MOBOK YCHO Ta MUCbMOBO MPWU BMKOHAHHI NpodecinHnx
060B’A3KiB.
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PH4. OpraHizoByBaTtu BrnacHy npodecinHy AianbHiCTb, 06MpaTu i BUKOPUCTOBYBATM ONTUMaIbHI MeToam
Ta crnocobu pOo3B’si3aHHA CKagHWX creuianisoBaHux 3adad i NpakTMYHUX npobnem y npodecinHin
DiSNbHOCTI, OLiHIOBATK IXHIO €(PEKTUBHICTb.

PH5. AHanisyBaTu, aprymeHTyBaTu, NpuinMaT pilleHHs Mpu po3B’d3aHHi CKNagHWX cnewianisoBaHnx
3ajad i NpakTUYHUX 3aBAaHb Yy NPOMECIVHIN OiNbHOCTI, SKi XapakTepuaylTbCsa KOMMMEKCHICTIO Ta
HEenoBHOIO BU3HAYEHICTIO YMOB, BiANoBigaTy 3a NPUNHATI PILLEHHS.

PH6. AganTyBaTtncs 4O HOBUX YMOB i TEXHOMOriN NpodecCinHOl OisinbHOCTI, NPOrHo3yBaTu KiHLEBUIA
pesynbTart.

PH?7. 3acTtocoByBaTu 1 aganTyBaTtu Teopil iHdopmMaluii Ta KogyBaHHs,, MaTEMaTUYHOI CTaTUCTUKW, Yncern,
kpuntorpadii Ta cTeraHorpacii, 06pobneHHs Ta nepegadi curHanis ToLLo, NPUHLMNW, METOAM i MOHATTS
Kibepbesneku Ta 3axucty iHdopmauii y HaB4aHHiI Ta NPOdECiNHIN SisiNbHOCTI.

PH10. BmiTn BUKOpMUCTOBYBaTW Cy4acHi iHdopMauiiHi TexHororii, MeToan i mogeni kibepbesnekn Ta
cucTeM 3axucTy iHpopmauii Ans 34inCHeHHs NPodeCinHOT QisNbHOCTI.

PH11. MNnaHyBaT niarotoBky Ta 3abe3nevyyBaTv HenepepBHICTb MPOLIECIB B OpraHisauisx 3rigHo
BCTaAHOBNEHOI NOMITUKM Kibepbe3nekn Ta 3 ypaxyBaHHSA BUMOT 40 3aXMCTY iHpopmauil.

PH12. 3acTtocoByBatn meToam 3axucTy iHpopmauii B iHopMaLiiHMX cMcTemax 3rigHO BCTAHOBMEHOI
NoniTMKM iHopMmaLinHOT 6e3nekn.

PH13. BnposagxyBaTu, HamnawiToByBaTW, CYNpOBOLKYyBaTM Ta niagTpumMyBaTM (PYHKLUIOHYBaHHSA
nporpamMHuX Ta nNporpamHo-anapaTHMX KOMMMEKCIB i cuctem kibepbeanekn Ta 3axucTy iHdopmadii Sk
HeoOxigHi npouenypu ANa  (YHKUIOHYBaHHS iHopMauinHux cuctem Ta\abo iHdpacTpyKTypm
opraHisauii B uinomy.

PH14. BwupiwyBaTu 3agadi ynpasniHHS npouecamMmy BiOHOBMNEHHA LITATHOIMO (PYHKLIOHYBaHHSA
iHopMaLiMHMX CUCTEM 3 BMKOPUCTAHHAM Mpoueayp pes3epByBaHHA 3rigHO BCTAHOBMEHO! MOSITUKM
Besnekn Ta 3abeanevyBaT (PYHKLIOHYBaHHSA crieLianbHOro NporpamMHoro 3abesneyeHHs, Woao 3axXucTy
Ta BigHOBNEHHS iHbopmalLlii;

PH15. 36upatu, 06pobnaTtu, 3depirati, aHanisyBaty KpUTUYHI AaHi 4ns gokasy peanisadii kibep3sarpos,
npoBOOUTN aHania Ta AoCnigkKeHHs KibepiHUMAEHTY 3 MeTOK OnepaTtMBHOrO  BiOHOBMEHHS
dYHKLIOHYBaHHS iHGOpMaLiNHOT CUCTEMMI.

PH16. BupiwyBaTn 3agadi BNpoBaf)KEHHA Ta CynpoBOAY KOMMMEKCHUX CUCTEM 3axUCTy iHpopmalii B
iH(bopMaLiHMX cucTeMax.

PH18. AHanisyBaTu, 3acTocoByBaTU MeToAM Ta 3acobu kpuntorpadivyHoro 3axmcTy iHdopmadii Ha
06’eKkTax iHopMaLinHOT AisiNbHOCTI.

PH19. BupiwysaTu 3agadi Woao opraHisauii Ta KOHTPOH0 CTaHy KpunTorpadgivHoro 3aaxucty iHpopmavi,i,
30Kpema BignoBigHO 40 BUMOT HOPMATUBHNX JOKYMEHTIB.

PH20. BusHauatu 3arpo3un CTBOPEHHS TEXHIYHNX KaHaniB BUTOKY iHbopmauii Ha 06’ekTax iHdpopMaLinHoi
AiSANbHOCTI; BNpOBag)KyBaTh 3acobu i 3ax0am TEXHIYHOro 3axmMcTy iHpopmalii Big BUTOKY TEXHIYHUMU
KaHanamu, NnpoBOAMTU 06CNyroByBaHHA Ta KOHTPOSb CTaHy anapaTHUX 3acobiB 3axMcTy iHopmauii Ta
KOMMIIEKCIB TEXHIYHOIO 3aX1CTy iHGopMalLlil.

PH21. BwukoHyBaTW BMPOBaKEHHHA, MiATPUMKY, aHania edqeKkTUBHOCTI CUCTEM BUSIBMEHHSA
HeCaHKLioOHOBaHOro AoCTyny, Ain 3 iHbopmadieto B iHpopMaLiiHiin cucTemi, BpasnmnBoCTEN, MOXITUBUX
3arpos iHopmaLinHOMy NpocTopy Ta iHhopmauiiHMM pecypcam Ta BUKOPUCTOBYBATWM KOMMIEKCH
3axucTy Ansa sabesneyeHHa HeOOXiQHOro piBHS 3axuLeHocTi iHdopMauii B iHhopMaUinHUX cuctemax.

O6car gucumnniHun

3aranbHui obcar aucumnninm 90 roa. (3 kpeanTtn ECTS): nekuii - 12 roa., nabopaTopHi po6otn — 24 rof,,
camocCTiHa poboTa - 54 rof.

NMepeaymMoBu BUBYEHHA AUcUUNNiHU (NPepPEeKBi3UTK)
Buwa matemaTuka, MaTemaTnyHi oCHOBU KpunTonorii, KOMNNeKcHi cuctemmn 3axmcTy iHdopmallii.

OcobnuBocTi AucuUMNMiHW, MeToaAMn Ta TeXHOonNorii HaBYaHHA

B xogi BuknagaHHA avcCUMNAiHKM  BUKNAga4YeM 3aCTOCOBYHTLCHA MOSCHIOBANbHO-INIOCTPATUBHUIA
(iHopMaLinHO-peLLenTUBHMIA) Ta PENPOSYKTUBHUA METOAM HaBYaHHS. B akocTi MeToAiB BUKNagaHHS,
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AKi HanpaBrfeHi Ha akTuBI3aUuilo Ta CTUMYMIOBaHHS HaB4arnbHO-Mi3HaBanbHOI AiAnbHOCTI 3006yBavis,
3aCTOCOBYHOTbCS Npe3eHTaLii, 6ecian, iHaneigyanbHi rpynoBi NPOEKTU, MancTep-kKnacwu.

lNMporpama HaB4YanbHOI ANCLUNNIHN

HaB4yanbHi 3aHATTA

JNekuit

Temun nekuin KinbkicTb roguH
Tema 1. 3aranbHi BMMOrM Ta MNPUHUUNKU 3axXUCTYy OO’€KTIB KPUTUYHOI 2
iHbpacTpyKTypw.

Posrnsag 6a3osux Bumor Ao kibep3axucTy, HalioHanbHOI NONITUKN Y cdpepi 3axmcTy
KPUTUYHOI iIHppacTpyKTypu Ta porii HOpMaTUBHO-MPABOBUX aKTIB.

Tema 2. ®i3an4yHMM Ta Kibep3axmcT 06’eKTIB KPUTUHHOI IHPPACTPYKTYpM. 2
IHCTpYMeHTU QoisnyHOT 6e3nekmn, cydacHi SOC-UeHTPK, 3aXUCT iHPPACTPYKTYPHUX
KOMYHIKaLin Ta OCHOBHi kKibep3arposw.

Tema 3. YnpaBniHHA KPU30BUMU CUTYaLIAMM Ta pearyBaHHA Ha iHLUMAEHTW. 2
Mogeni ouiHlOBaHHA piBHA 3aXWLLEHOCTI, KoopAuHauia Ain nig 4ac Kpu3oBUX
cuTyauin, KoHuenuil nikeigauii HacnigkiB atak Ta Kpu3ose ynpasriiHHS.

Tema 4. 3axuct ranyseBux iHcdpacTpykTtyp (TenekomyHikauinHoi, 2
eHepreTn4Hoi, piHaHCOBOI).

OcCHOBHi Bpa3nuBOCTI Ta MeETOAU 3aXMUCTy Y cdhepax TENEKOMYHiKaLin, EHEPreTUKn

Ta biHaHciB. TexHonorii NGFW, UTM, DLP, aBodhakTopHa aBTEeHTUDIKALliS Ta 3aXUCT
TpaH3akKuin.

Tema 5. YnpaBniHHA pU3MKamMum Ta NpoTUAis TePOPUCTUYHMUM 3arpo3am. 2
MeToau aHani3dy pu3uKiB, IHCTPYMEHTarbHi 3acobu ynpasniHHS pu3mMkamMmu, hakTopu
BMHUKHEHHS TEPOPUCTUYHNX 3arpo3 i 3axoau iX NpoTuail.

Tema 6 MixkHapoaHa cniBnpaus y cdepi 3axucTy KpUTUHHOI iHDpacTpyKTypum. 2
Ponb MixkHapoaoHMX opraHisauin, 4oroBopiB i cTpaTeriin, 4ocsia YKpaiHu Ta iHWKX
KpaiH Yy CTBOPEHHi CUCTEMU KONEKTUBHOI Kibepbeaneku.

3aranbHa KinbKicTb roguH 12

NabopaTtopHi 3aHATTA

Temun nabopaTopHUX 3aHATb KinbkicTb Barosi
roavH KoedilieHTN a

Tema 1. BUBUYeHHA 3aranbHUX BUMOT 00 Kibep3axucTty o0’ekTiB 3 -
KPUTUYHOI iHDpacTpyKTypMm.

OsHanomrneHHs 3 6as3oBuMM  nNpuvHUMNAMWU  Ta HOPMaTUBHUMU

BMMOramMu 4o opraHisauii 3axXmMcTy KpuTM4HUX 06’eKkTiB Big Kibep3arpos.

Tema 2 Kputu4yHa iHcpacTpykTypa 3a perioHamu YKpaiHum. 3 -
OpraHisauinHi 3acagu perioHy YKpaiHM fAK CKnapoB.i

HauioHaNnbHOI CUCTeMM 3aXUCTY KPUTUYHOI iIHPpPaCTPYKTypM.

HocnigpkeHHss  ocobnmuBocTen  po3nofiny OO’eKTiB  KPUTUYHOI

iHpacTpyKTypu B perioHax YkpaiHu Ta ixX poni y HaLioHanbHin cuctemi

Besneku.

Tema 3. CknapaHHA BigoMocCcTerM nMNpPO OO’EKT KPUTUYHOI 3 0,1
iHbopmauinHoi iHppacTPyKTypm BU3HAYEHOTrO perioHy YKpaiHu.
MpakTuyHe 3aBAaHHSA 3i 36opy Ta aHani3y iHopMaLii NPO KOHKPETHUN
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06’ekT Kl y BU3Ha4eHOMy perioHi 3 MeTO OLiHKM MOro 3HavyLLoCTi Ta
BpasnmMBOCTEMN.

Tema 4. BuBuyeHHA ocobnuBoOCTEeN HauUioHaNbHOI cUcCTeMu 3 -
3aXUCTY KPUTUYHOI iIHPPACTPYKTYpM.

Ornag cTpykTypw, (PyHKUiN Ta B3aemogii Cy6’ekTiB y HaLioHanbHin

cUCTeMI Kibep3axmncTy KpUTUYHOT IHPpaCTPYKTypU.

Tema 5. BuBuYeHHA ocoGnuBocTenn copmyBaHHA TexHiYHUX 3 0,1
BMUMOI Ha CTBOpPEHHS1 cneuiani3zoBaHOro nporpamHoro

3abe3nevyeHHA «[lepKaBHMU PEECTP OO’EKTIB  KPUTUYHOI

iHcpopmauinHoi iHppacTpyKTypu».

AHanis BMMOr A0 NPOEKTYBaHHA Ta (PYHKUIOHYBaHHA OepXaBHOro

peecTpy Kll sk KNnOYOBOro iHCTPYMEHTY MOHITOPUHIY Ta KOHTPOSHO.

Tema 6. [locnigpxeHHs 3axopiB i3 3abe3neyeHHA Kibep3axucty 3 0,1
KPUTUYHOI iHopMauinHoI iHppacTpyKTypu GaHKiB.

BuBueHHs1 6aHkiBCbkMX cucTeMm sik YacTuHM Kll Ta aHanis cneuundivHnx

3axofiB 3axXUCTy IXHbOT iIHpOpMaLiMHOT iIHpaCcTpPyKTypW.

Tema 7. MeTognuHi pekomeHpauii Wo[0 po3poOKM NOTOYHOrO Ta 3 -
uinboBoro npodinto Kibepsaxucry.

lMpakTn4He 3acTocyBaHHA pekomeHaauin ans gopmyBaHHA npodinis

©e3nekn Ta NOPIBHSIHHSA iX 3 pearlbHMM CTaHOM Kibep3axucTy ob’exTa.

Tema 8. [lpoBepeHHA kKnacudikauii 3axogiB Kibepsaxucty 3 0,1
00’EKTiB KPUTUYHOI iH(ppaCTPYKTYypHM.

CuctemaTtmsauisa 3axogis kKibeps3axucty 3a pisHUMWU KpuTepismmn

(opraHisauinHi, TEXHiYHi, NPaBOBi) 3 METO CTBOPEHHSA KOMMMEKCHOI

cuctemu b6esnekn.

3aranbHa KinbKicTb rogauH 24 Z?zl 1;=0,4

KoHTponbHi po6oTtu

TeMn KOHTPOMNbHUX POOBIT Barosi

KoequiLieHTn b
Tema 1. 3aranbHi Ta i3MYHi acnekTu KiGep3axucty KpPUTUYHOI 0,1
iHbpacTpyKkTypMu.

KoHTponbHa poboTa oxonntoe 6a3oBi BUMOrn Ao kibepsaxmcrty, disvyHUN 3axmcT
00’eKTiB Ta opraHizauito ynpaBniHHA Kpu3oBuMM cutyauiamu. CTygeHTU NOBUHHI
NpPoOOEeMOHCTPYBaTNU 3HaAHHA MNP0 OCHOBHI 3arposun, cTpyktypu SOC, meTtoau
3anobiraHHs iHuMaeHTam Ta 3abe3neyeHHs Be3nekn TeNEeKOMYHiKaUiHUX Mepex.

Tema 2. TlanyseBi Ta MiKHapoAHi acnekTn 3axucTy KPUTUYHOI 0,1
iHbpacTpyKTypwu.

KoHTponbHa poboTa npucBsYeHa 3axucTy enekTpoeHepretTuyHol Ta giHaHCOBOI
iHpacTpyKTypKu, MiKHaApOAHI chiBnpaui, NpoTuaii TEPOPUCTUHHNM 3arpo3am Ta
iHCTPyMEHTaM ynpaBniHHA pu3ukamu iHdopMadinHoi 6e3nekn. CTyoeHTM NOBUHHI

nokasatM po3yMiHHA crieundiki 3arpos, MeTofiB 3axucTty Ta poni cuctem
ynpaBniHHA y 3abe3neyeHHi kibepbe3nekn KpUTUYHNX 00’EKTiIB.

3aranom Zlfil b;=0,2

CamocrTinHa po6oTa
[o camocTinHOoi po60TK BiAHOCUTLCA CaMOCTINHE ONpaLloBaHHS TEOPETUYHOrO MaTepiany

OnpauloBaHHsA TeOpeTUYHOro martepian
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Temn ons caMoCTINHOIO BUBYEHHS KinbkicTb roguH

Tema 1. Kibep3arpo3su ans KpUTUYHOI iH(ppaCTPYKTYypHU. 5
BuBueHHs TunoBux kibeps3arpos, ix mkepen Ta MNOTEHUINHUX HacnigkiB Aans
KPUTUYHMX OB’EKTIB.

Tema 2. CuctemMm MOHITOPUHIY Ta PaHHLOIO NONepeAKeHHS. 5
MpyHUMM poBOTM CUCTEM MOHITOPUHIY, aHani3 CroBilleHb Ta aBTOMaTU3auis
pearyBaHHA Ha iHUMOEHTW.

Tema 3. MeToau ouUiHKM PU3NKIB ANs KPUTUYHOI iH(PPACTPYKTYpHU. 5
Knacudikauiss pusukiB, Metoaum iX KifbKiCHOI Ta $KIiCHOT OLUiHKW, npukniagu
3aCTOCYBaHHS MoAesen OLiHKM.

Tema 4. 3axucT eHepreTUYHUX 06’ekTiB Ta iHthpacTpykTypm IoT. 5
CTtparterii Ta TexHonorii 4nsa 3axucty eHepreTMyHux mepex Tta IoT-NpucTpoiB Big
KibepaTak.

Tema 5. PiHaHcoBa Ta 6aHKiBCbKa Kibep6e3neka. S
MeTogu 3axucTy hiHaHCOBUX TpaH3aKLin, BaHKIBCbKMX iHpopMaLiiHUX cucTem Ta
NAaTiKHOI iHPPaCTPYKTYpMU.

Tema 6. Kpuanc-meHemxmeHT y Kibepbesnedui. 5
dasun Kpn3oBMX cUTYyaLin, Mogeni pearyBaHHA Ta KOOPAWHALLS Oi Pi3HUX areHTiB y
BUNaAKy iHUWAOEHTIB.

Tema 7. 3akoHOAaBYe perynioBaHHs Ta CTaHAAapTU Kibep3axucTy. 6
OcCHOBHi HOpMaTUBHI JOKYMEHTW, cTaHgapTu ISO/IEC, BUMOru aep>KaBHOT MOMITUKA
LOAO 3aXUCTY KPUTUYHOI iHOPaCTPYKTYpMU.

Tema 8. TexHonorii cermeHTauii Ta KOHTPOJIIO AOCTyNYy. 6
CermeHTauia Mepexi, MikpocermeHTtauis, nBodakTopHa ayTeHTudikaulia Ta
NPUHLUNNN OOMEXEHHSA JOCTYNY A0 KPUTUYHUX peCypCiB.

Tema 9. MixxnapoaHa cniBnpaus y cdepi kKibepbesneku. 6
MixHapoaHi opraHizauii, [goroBopu, MexaHiaMy 0OMiHy iHdopMmauieo Ta
KOOpAMHaUii 3axX04iB 3aXUCTY KPUTUYHOT iIHDPaCTPYKTYpW.

Tema 10. AHani3 iHUMAEHTIB Ta HABYaHHA Ha NpuKnagax. 6
BMBYEHHST MpaKTUYHMX KeWCiB  KibepiHUMOEeHTIB, MeToau po3achigyBaHHS,
AOKYMEHTYBaHHA Ta BAOCKOHANEHHS 3axoiB 6e3neku.

3aranbHa KinbKicTb roguH 54

HecdopmanbHa ocBiTa

3pobyBay Mae MOXNMBICTb Mepe3apaxyBaTM OKpeMi TeMn abo KypcC LUMASXOM: MPOXOOAXKEHHS
NPOMECINHMX KYPCIB YM TPEHIHTIB, OHMANH-OCBITW, NPOMECIiHUX CTaxyBaHb, y cdepi, Wo Bignosigae
HaBYanbHUM LiNaM gUCLUMNNIHW.

[ns 3apaxyBaHHs1 HEOOXiAHO HagaTu: cepTuUdikaT (ENEKTPOHHUI abo ApyKOBaAHMI) NPO NPOXOOKEHHS
KypCy/CTaxyBaHHS, OnnC Nporpamun TPEHiHry i3 3a3HadYeHHAM 3MIiCTy TeM, 06csary Ta TpMBasnocTi.

PekomeHaoOBaHi Kypcu, TPEHiHIM, CTaXyBaHHA

1. OHnawH-kypc CISCO «CyberOps»
https://www.netacad.com/catalogs/learn?category=course.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

Saxucm 06 exmie KpumuyHol iHgopacmpykmypu «XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »



https://www.netacad.com/catalogs/learn?category=course

INitepatypa, HaBYanbHi MmaTepianu Ta iHcpopmauinHi pecypcu

OcHoBHa nitepartypa

1. Mpo KpUTUYHY iHppacTpykTypy: 3akoH YkpaiHu Big 16.11.2021 N° 1882-IX. [lata OHOBMNEHHSA:
01.01.2024. URL: https://zakon.rada.gov.ua/laws/show/1882-20#Text

2. lMpo 3aTBepaXeHHs 3aranbHuMX BUMOr [0 Kibep3axucTty 06’eKTiB KPUTUYHOI iHpacTpyKTypu:
MocTtaHoBa KabiHeTy MiHicTpiB YkpaiHu Big 19 4epBHs 2019 p. N° 518. [lata oHoBneHHs: 07.09.2022.
URL: https://zakon.rada.gov.ua/laws/show/518-2019-%D0%BF#Text

3. eski nuTaHHA 06’eKTiB KPUTUYHOT iHCpopMaLinHOi iHdpacTpykTypu: NoctaHoBa KabiHeTy MiHicTpis
YKpainu BioZ 9 xoBTHA 2020 p. N° 943. [arta oHoBreHHa: 07.09.2022. URL:
https://zakon.rada.gov.ua/laws/show/943-2020-%D0%BF#Text

4. MeToamuHi pekomeHauil OO0 MiABULLEHHA pPiBHA Kibep3axucTy KpUTUYHOI iHopmaLinHOoi
iHpacTpykTypu. Hakas AgmiHicTpauii depxaBHoi cry>k6u cneuianbHOro 3B’a3Ky Ta 3axmcTy iHbopmaui
YkpaiHu Big 06 o0BTHsS 2021 poky N2 601.

https://cip.gov.ua/ua/news/nakaz-ad-2021-10-06-601

5. MNpo 3aTtBepaXeHHss opM MOAAHHS BiOOMOCTEN OO0 AEpPXXaBHOrO PEECTpy OO’EKTIB KPUTUYHOI
IHCbOpMaU,IVIHOI iHpacTpykTypu: Hakas ALI,MIHICTpaLI,II Oepxcneuss’asky Big 02.09.2023 N2793

Dodannva V1domoste1 do- derzhavnogo reyestru-ob-yektiv-kritichnoyi-informaciinoyi-infrastrukturi-vid-
02-veresnya-2023-roku-793

6. MNpo 3aTBepokeHHA [onoxeHHs NpPo opraHisauito kibep3axucty B HGaHKIBCbKIN cUCTEMI YKpaiHu:
MoctaHoBa [lpaeniHHa HauioHanbHoro 6aHky VYkpaihm Big 12.08.2022 N°¢ 178. URL:
https://zakon.rada.gov.ua/laws/show/v0178500-22#Text

8. TexHonorii 3axucty iHdpopmalii./ C. E. Octanos, C. . €scees, O.I. Koponb. - YepHiBui : YepHiBewubkuin
HauioHanbHW yHiBepcuTeT, 2013. - 471 C.

http://kist.ntu.edu.ua/textPhD /tzi.pdf

9. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov  and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p.
http://monograph.com.ua/pctc/catalog/view/64/52/231-1

10. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S. Os-
tapov, O. Laptiev and others. - Kharklv PC TECHNOLOGY CENTER, 2023. - 168 p.

11. Modehng of securlty systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. - Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
monograph.com.ua/pctc/catalog/view/978-617-7319-57-2/117/419-2

JopatkoBa nitepaTtypa

12.1ISO/IEC 27001:2022 Information security, cybersecurity and privacy protection — Information
security management systems — Requirements URL:
https://www.iso.org/ru/contents/data/standard/08/28/82875.html

13.1ISO/IEC 27002:2022 Information security, cybersecurity and privacy protection — Information
security controls URL:

https://www.iso.org/ru/contents/data/standard/08/05/80585.html

14.1SO/IEC 27005:2022 Information security, cybersecurity and privacy protection — Guidance on
managing information security risks. URL:
https://www.iso.org/ru/contents/data/standard/08/05/80585.html .

Cucrtema ouiHOBaHHA

MigcymkoBa OLHKa 3 OCBITHLOrO KOMMOHEHTa BU3HAYaETbCA BignoBidanbHUM NEKTOPOM 3a TeMaMW,
BMAAMW 3aHATb, TOLWLO Y BiANOBIAHOCTI A0 cunabycy i € iHTerpanbHOK OLHKOK pe3ynbTaTiB YCix BUA
HaBYanbHOI AisnbHOCTI 3006yBada BMLOT OCBITK. [iacyMKoBa oLiHKa NOBMHHA BigobpaxkaTu BCi OLiHKK
3a CKITa0BMMN HABYasIbHOMO MPOLIECY 3 YpaxyBaHHAM iX BAaroBMx NOKa3HUKIB k:

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
«XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »

Baxucm 06 ekmie Kpumu4HoI iHgbpacmpykmypu


https://zakon.rada.gov.ua/laws/show/1882-20#Text
https://zakon.rada.gov.ua/laws/show/518-2019-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/943-2020-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/v0178500-22#Text
http://monograph.com.ua/pctc/catalog/view/978-617-7319-57-2/117/419-2

MOTOYHNIN KOHTPONb KoHTponbHi poboTn IHOouBiOyanbHe MigCyMKOBUIM KOHTPOSTb

(NpakTU4Hi, cemiHapcbki,  (3a HasiBHOCTI), ko 3aBOaHHSA (ana OK 3icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasBHOCTI), k3
0,4 0,2 0,4

Cyma koediuieHTiB NOBUHHA cknagatu oanHuuo: k1 + ko + k3 + kg = 1. Tig6ip Barosux koediuieHTiB
NigCYyMKOBOT OLLiHKWN 3[4iNCHIOE PO3POBHUK KypCy.
Po3paxyHOK nigcCyMKOBOT OLLIHKM NPOBOANTBLCA 3a (OPMYIIOHD:

o=rn 'k1+K'k2+| 'k3+r|K'k4
pe: [1-cepeagHbo3BaXeHa cepeHs OLiHKa 3a NOTOYHUI KOHTPOIb
| - oUiHKa 3@ BUKOHAHHS iHOMBIQYaNbHOro 3aBAaHHs
K - cepegHbo3BaXKeHa OLiHKa 3a KOHTPOJIbHi poboTK
K — ouiHKa 3a NiACYMKOBUIN KOHTPOSTb

_I'I1-a1+I'I2-a2+...+I'In-an
- n
Yig @

Ae:  a;- BaroBMmn KoemiLieHT 3a KOXXHe NpakTU4He (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_Kl -b1+K2 'bz+...+Km bm
Yoy bi
ae:  b; - BaroBuin KoeilieHT 3a KOXHY KOHTPOSbHY pObOTY.

K

LLikana ouiHIOBaHHA
MoTou4Hi ouiHKKM 3a kKOXHY cknagosy (M, K, |,...)

_ Cyma : .
BMCTaBNATbLCA 3a 100-6anbHO0 LWKArok 3rigHo 3 Ganis HauioHanbHa ouiHka ECTS
nonoxeHHsM «[1po kpuTepil Ta CMCTEMY OLIHIOBAHHA  "90_100 BigMiHHO A
3HaHb Ta BMiHb i NP0 PEeUTUHT 3000yBaYiB BULLLOT 82-89 [o6pe B
ocBiTU» HTY «X[I». 7581 [lo6pe C
. . ) i 64-74 3a00BinbHO D
MNiacymkoBa ouiHKa BUCTaBNAETLCA BIANOBIAHO A0 60-63 3a00BINbHO £

po3paxoBaHoi O 3 OKPYrneHHAM 40 HanBMX4oro

. . 35-59 HesapgoBinbHO FX
uinoro yncna B GinbLuy CTOPOHY.

(noTpibHe pogaTkoBe
BMBYEHHSA)

1-34 He3apoBinbHO F
(NoTpibHe NOBTOpPHE
BMBYEHHSA)

Hopmu akagemivyHOI eTUKM | NoNiTUKa Kypcy

3p00yBay BULLIOI OCBITU NOBMHEH goTpumyBaTucs «Kogekcy eTrkn akagemidyHuX B3aEMOBIOHOCKMH Ta
pobpoyecHocTi HTY «XTl»: BUSBNATN OMCUMMNNIHOBAHICTb, BUXOBAHICTb, A40OPO3NYNNBICTb, YECHICTD,
BignoBiganbHicTb. KOHMNIKTHI cUTyauii NOBMHHI BigKpUTO OGroBOpPHOBATUCA B HaBYasribHUX rpynax 3
BUKNagadem, a npu HEMOXMMBOCTI BUPILLEHHA KOHQMIKTY — AOBOAMTUCA OO0 Bigoma cniBpobiTHMKIB
OVPEeKLii iIHCTUTYTY.

HopmaTuBHo-npaBoBe 3abe3neyYeHHs BNPOBaKEHHS MPUHUMMIB akagemiyHoi gobpodecHocTi HTY
«XIMl» poamilLleHo Ha canTi: http: //blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist/
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https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty
https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty
https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty
http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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