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3aranbHa iHcphopmauin

AHoTauin

HaBuanbHa gucuunniHa "besneka |HTepHeT peden Ta cepsiciB" € 0OOB'A3KOBOK  HaBYallbHO
aucuunniHoto. BuBYeHHA gucumnniHv cnpusie nigrotoBui  haxiBuiB, WO BOMNOAIKOTbL 34aTHICTHO
NPOEKTYBaTM Ta po3pobnsaTn po3yMHi NPUCTPOI, LLIO € YACTMHOK PO3YMHMX CUCTEM UM iIHTENEKTYarlbHOro
cepenoBuLLa; OPMYE CTilKi 3HAHHA Ta HaABWYKM Yy CTYOEHTIB 3 po3pobkM anapaTHUX KOMMOHEHTIB
iHTenekTyanbHux cuctem loT. OBONOAIHHA NPOrpamoto Kypcy Cnpusie BUKOHaHHIO CTyAeHTamu 3aBaaHb
3 iHWKX Aucumnnid, ski nepenbayaloTb HAyKOBi Ta MPaKTUYHI OOCNIMXKEHHS, LWOoAO 3acTOCyBaHHS
pesynbTaTiB nNpoekTtyBaHHs cuctem loT («IHTepHeT peuyen»). 3aCBOEHHS AMCUUNIIIHA O03BONUTb
ManbyTHIM axiBuam 3abesneuntn HeoOXigHUM piBEHb BOMNOAIHHA IHCTPYMEHTaMW AOCHIAXKEHHS i
NpoeKkTyBaHHSA 3aco0biB IHTEPHETY peyen, Lo AacCTb MOXITMBICTb BinbLl rNMOLIOro po3ymiHHA peanisauii
NOro OCHOBHUX (PYHKLIiN.

MeTa Ta uini gucumnniHu

dopMyBaHHS CUCTEMM 3HAHb CTYAEHTIB B obnacTi IHTepHeT peyer Ta umdpoBmnx TEXHONOrINR, Ta BinbLu
LUMPOKOI KaTeropii, sika Ha3aMBaeTbCHA LMPPOBMM NepeTBOPEHHSM Ha 6asi AKMX AnnoMoBaHui dhaxiseLlb
3Moxe 3abesnevyBaTn po3pobKy, 3aCTOCYBaHHSA i eKkcrnyaTauito TakMx CMCTEMU Ha BUPOBHULUTBI Ta B
HayKoBil cdepi. B ancumnniHi OCHOBHUI akLEHT pOOUTBLCSA Ha PO3YMiHHI DyHAAMEHTaNbHNUX KOHLENLN
i MexaHi3MiB dKi fiexaTb B OCHOBI (DYHKLIOHYBaHHSA IHTEPHET peyen.

dopmart 3aHATb

Jlekuii, nabopaTtopHi 3aHATTH, camocTiiHa poboTa, KoHcynbTauii. [ligCymMKOBMA KOHTpOnb -
OudbepeHuinoBaHunm 3anik.

KomneTteHTHOCTI

K®1. 3gaTtHicTb 06r'pyHTOBaHO 3aCTOCOBYBATH, iIHTErpyBaTU, PO3p0obnaTH Ta YAOCKOHANOBaTK Cy4acHi
iHopMaUinHi  TexHonorii, isnyHi Ta mMaTeMaTuMyHi MOAEeni, a TaKoX TEXHOMOril CTBOPEHHA Ta
BMKOPUCTAHHA MPUKNAdHOro i creuianisoBaHOro mnporpamHoro 3abesneyeHHs Ofs BUPILLEHHS
npodecinHmx 3agad y cdepi iHdbopmauiiHoi 6e3neku Ta/abo kibepbesnekn.

K®5. 3paTHicTb [0 OOCMiAKEHHSs, CUCTEMHOro aHanidy Ta 3abe3neyeHHss 6e3nepepBHOCTI
Bi3Hec/onepauinHnX NpoLeciB 3 METOH BM3HAYEHHS Bpas3nuBOCTen iHpopmauiiHUX cuctem Ta
pecypciB, aHani3y puaukie Ta BUSHaA4YE€HHS OLiHKM iX BAMBY Y Bi4NOBIAHOCTI 4O BCTAHOBMNEHOI CcTpaTeril
i noniTrkK iHpopmauinHoi 6e3nekn Ta/abo kibepbesnekn opraHisadii.

K®9. 3patHicTb aHanisyBaTn, po3pobnatv i CynpoBOAXyBaTM CUCTEMY ayauUTy Ta MOHITOPUHIY
eEeKTUBHOCTI (PYHKLIOHYBaHHSA iH(pOpMaUinHMX cucTem i TexHonorin, 6isHec/onepauinHnx npouecis B
ranysi iHpopmauiiHoi 6e3nekn Ta/abo kibepbeanekn opraHisauii B Linomy.

Pe3yn bTaTuU HaB4YaHHA

PH1. BinbHo cninkyBaTnch Aep>KaBHO Ta IHO3EMHOK MOBaMW, YCHO i MMCbMOBO AN NPeACTaBIEHHS |
00roBopeHHs pesynbTaTiB AOCMioKeHb Ta iHHOBaLin, 3abe3nedyeHHs GisHec\onepauiHmx npouecis Ta
nuTaHb NpodecCiNHOT AiANbHOCTI B ranysi iHpopmauiiHoi 6e3neku Ta/abo kibepbesnekn.

PH2. IHTerpyBaTM doyHOameHTanbHi Ta cneuianbHi 3HaAHHA 49 PO3B’A3yBaHHA CKMagHWX 3ajad
iHdopmauinHoi 6e3nekun Ta/abo kibepbeanekn y WmMpoknx abo MynbTUANCUUNNIHAPHMUX KOHTEKCTaXx.
PH3. MpoeaanTn gocnigHnubKy Ta/abo iHHoBauiHy disanbHICTb B cdhepi iHdopmaLinHoi 6eanekn Ta/abo
Kibepbesnekn, a Takox B cdpepi TEXHIYHOro Ta KpuntorpadivyHoro 3axucty iHdopmaldii y kibepnpocTopi.
PH4. 3actocoByBaTtu, iHTerpyeatu, po3pobnsatn, BNpoBagXyBaTM Ta yOOCKOHAmNBaTWM Cy4acHi
iHdbopMaUirHi TexHonoril, isudHi Ta MatemaTu4Hi Metoau i mogeni B cdepi iHdpopMauinHoi 6e3neku
Ta/abo kibepbe3neku.

PH6. AHanisayBaTu Ta OuiHIOBaATU 3aXULLIEHICTL CUCTEM, KOMMNIIEKCIB Ta 3acobiB Kibep3axucty, TeXHonoril
CTBOPEHHS Ta BUKOPUCTaHHSA crnewianisoBaHoro NnporpamHoro 3abesneyeHHs.
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PH10. 3abesnevyBatn 6e3nepepBHiCTb GisHEC/onepaLiiH1X MPOLIECIB, a TaKOX BUABMSATM YPasnmnBOCTI
iHopMaLifHMX CUCTEM Ta pecypciB, aHanidyBaTu Ta OLHIOBATK pU3NKM Ans iHopMaLinHoi 6e3neku
Ta/abo kibepbe3nekun opraHisaduii.

PH12. OocnigxyBatu, po3pobnsati Ta BNpoBagXyBaTu METOAM i 3axoan npotuaii kibepiHuMaeHTam,
34incHIOBaTU Npoueaypu ynpasniHHS, KOHTPONIO Ta po3chifyBaHHS, a TakoX HagaBaTu pekoMeHaauii
LoOo nonepeaXeHHs Ta aHanisy KibepiHUMAEHTIB B Linomy.

PH16. MpuimaTn o6rpyHTOBaHI pillEHHSI 3 OpraHi3aUinHO-TEXHIYHUX NUTaHb iHpopmaLinHOi 6e3neku
Ta/abo kibepbesnekn y cknagHux i HenepegbadyBaHMX YMOBaX, Y TOMY 4YMCAi i3 3aCTOCyBaHHAM
Cy4acHMX MeTogiB Ta 3acobiB ONTUMI3aLii, NPOrHO3yBaHHA Ta NPUNHATTSA PiLlEHb.

PH19. OG6wupatn, aHanisyBatm i po3pobnatn npuaatHi TUMNOBI  aHaniTU4HI, po3paxyHKOBi Ta
eKkcnepuMeHTanbHi MeToau kibep3axucTty, po3pobnatuy, peanizoByBaTu Ta CynpoOBOKYBaTU MPOEKTU 3
3axucTy iHopMalii y KibepnpocTopi, iHHOBaLMHOI OisiNTbHOCTI Ta 3aXUCTY iHTENEKTyarbHOI BlIACHOCTI.
PH20. CtaButn Ta BupillyBaTh cKragHi iHXeHepHO-NpuknagHi Ta HaykoBi 3agadi iHopMauinHoT
6e3nekun Ta/abo kibepbesnekn 3 ypaxyBaHHSIM BUMOT BiTYM3HAHUX Ta CBITOBUX CTAHAAPTIB Ta KpaLumx
NpakTuK.

PH21. BukopuctoByBaTU METOAM HATYPHOro, Qi3M4HOro i KOMM'IOTEPHOro MOAEentoBaHHA ang
OoCnioKeHHsI NPOLIECIB, AKi CTOCYOTbCS iIHpopmauiiHOT 6e3nekn Ta/abo kibepbesnekn.

PH22. MnaHyBaTn Ta BUKOHYBaTW eKCNepUMEHTarbHI | TEOPETUYHI AOCHIIKEHHS, BUCYBaTH i NepeBipsaTu
rinoteaun, obmvpatu ansa uboro NpuaaTtHi METOAM Ta IHCTPYMEHTW, 34INCHIOBATM CTaTUCTUYHY 0BPOOKY
JaHuX, OUiHIOBaTN AOCTOBIPHICTb pe3yrbTaTiB 4OCMiAKEeHb, apryMeHTyBaT BUCHOBKMU.

PH23. O6rpyHTOBYBaTU BUBIp NpOrpaMHOro 3abesneyeHHs, ycTaTkyBaHHs Ta IHCTPYMEHTIB, iHKEHEPHNX
TEXHOMOriM i MpoueciB, a TakoXX OOMexeHb LoA0 HUX B ranysi iHpopmauinHoi 6e3nekn Ta/abo
kKibepbe3nekn Ha OCHOBI Cy4YaCHUX 3HaHb Yy CYMDKHMX ranyssix, HayKoBOI, TEXHIYHOI Ta AOBIAKOBOI
niTepaTypm Ta iHWOT AOCTYMHOI iHhopmaLLiT.

O6car gucumnniHun

3aranbHui obcar aucumnninm 120 roa. (4 kpeauTtn ECTS): nekuii — 16 roa., nabopaTtopHi poboTtu — 32
rog., camocTiiHa poboTa - 72 rog.

NMepeaymoBu BUBYEHHA AUCUUNNiIHU (NPEpPEeKBi3UTK)

IHHOBaUiNHe NiANPUEMHMUTBO Ta ynpasniHHA cTapTan-npoektamu, MatemaTudHi mogeni ynpasniHHS
IT-npoekTamu, dinocodcbki Npobnemmn cy4acHOro HayKoBOro Ni3HaHHS.

OcobnuBocTi agucumnniHu, MeToAu Ta TeXHonorii HaBYaHHA

Jlekuii npoBogATLCA IHTEPAKTUBHO 3 BUKOPUCTAHHAM MYMbTUMELIMHMX TEXHOMOrN. 3acTOCOBYOTLCA
aKkTuBHi OpMM MpPOBEOEHHA 3aHATb: NeKuisl, feKUuilHe OnuTyBaHHA, nabopaTopHi 3aHATTS,
KOHCyrnbTauis. Ha 3aHATTAX BUKOPUCTOBYETLCA KOMMETEHTHICTHUIA Niaxig A0 HaBYaHHS, aKLEHTYETbCSA
yBara Ha 3aCTOCYBaHHi OH-NaWH Kypcy 3 po3rnsay CydacHUX nuTaHb y ranysi kibepbesneku.

Mporpama HaBYanbHOI AUCLUMNNIHN

HaB4anbHi 3aHATTA

Jlekuii
Temun nekuin KinbKicTb roguH
Tema 1. IcTopis iHTEpHETY peyen. 2

IcTopia po3BUTKY IHTEPHETY peyein. [epcnekTuBn PO3BUTKY IHTEPHETY peden.
ApxiTekTypa Ta pecypcu cy4acHuX onepaLinHnx CUcTem.

Tema 2. loT nnatdopmu. 2
Mnatdopma Linux Foundation.[llnnatgopma AggreGate. Nnatpopma Everyware
Cloud.

Tema 3. MpocTi Ta iHTeNneKkTyanbHi ceHcopu. 2
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YTOYHEHHA MNOHATTA "ceHcop". lMpocTi ceHcopu. AKTMBHI Ta MacuBHI CEHCOpW.
CeHCcopHO-KOMIM'IOTEPHI  cucteMn.  IHTenekTyanbHi  ceHcopu.  Knacudikauisa
iHTENeKTyanbHUX CEHCOPIB.

Tema 4. IHTenekTyanbHi aKkyCTUYHI ceHcopu. EnekTpuyHi ceHcopu.

®i3anyHi  ocHOBM pobBOTM  aKyCTUYHUX CceHcopiB. [lpumadi  akyCTUYHUX
curHaniB.lHTenekTyanbHi  akycTudHi  ceHcopwu. ToHomeTpwu. [igponokatopw.
PuboposwykoBi exonotn. Y3-ceHcopu BiACTaHi. I|HTenekTyanbHi MOPTATUBHI
ceHcopu onsa Y3 pgocnigxeHb. Pu3anyHi ocHOBM poOOTM €NEKTPUYHUX CEHCOPIB.
Pe3ncTtureHi ceHcopi. EMHICHI Ta iMnegaHCcHi ceHcopu.

Tema 5. TexHonorii IHTepHeT peyen.
Mepepayva gaHux B apxitektypi loT: MQTT.

Tema 6. Nepenaya Ta 06pobka AaHUX IHTepHeET peyen.

MpuHumMn poboTn IoT. 3unMTyBaHHS iHOPMaLil 3a JoNoMorow AaTyukie. MNepegaya
OaHUX Big JaTdmkiB 0O XmapHux cxoBuwl. OOpobka gaHux OTpMMaHuMX 3a
AonomMoroto agatyukie. MNepenava gaHux Ha iHTepdenc kopuctysayva. OcHosu HTTP.
WEB APIL OcHoBu REST. ABHe BukopuctaHHs HTTP-meTtogiB. BinobpaxeHHs UR],
aHanoriyHMx CTpykTypi kaTanoris. TexHonorii Ta NnpoTokonu nepegayi gaHux Ha
posri BiagctaHi B IoT mepexax:LoRaWAN, SigFox,. NB-IoT,. Weightless-P. TexHonorii
Ta NPOTOKONM nepeaadi gaHnx Ha KopoTki BigcTaHi B IoT mepexax: Z-Wave, NFC,
RFID, Bluetooth Low Energy, Wi-Fi HaLow. [poTokonu ong nepegadi NoBiAoOMIeHb
B IoT.

Tema 7. CeHCOpHIi MepeXxi.
CraHgapTu. Knacudikauis. TexHonorii. KOHCTpykTuBHi ocobnmsocTi. MpoTokonu.

Tema 8. TexHonorii 06po6ku Benuknx aaHux (Big Data).

MpuHUMNM poboTu 3 BeNMKUMKU gaHnumn. TexHonorii i TeHaeHuii po6oTu 3 Big Data.
O6pobka i meToam aHanidy Big Data. Benuki gaHi y npommMcnoBocTi. Anroputmu
Knactepmaauii Big Data. [po6nemu onpautoBaHHs pisHOTMNHOIT iHdhopMaLlii.

3aranbHa KinbKicTb roguH

JNTaGopaTopHi 3aHATTA

Temun nabopaTopHUX 3aHATb Kinbkictb
roguH

16

Barogi
KoedilieHTn a

Tema 1. Packet Tracer — Po3roptaHHs Ta 3'€AHaHHA NPUCTPOIB. 2
O3sHanomneHHsa 3 iHCcTpyMeHToM Cisco Packet Tracer. [NpakTnyHa

poGoTa 3 NigKMo4YeHHAM nNpucTpoiB IoT, CTBOPEHHAM MEpPEXEBUX
TOMOSOri Ta HanalwTyBaHHAM B3aEMOZAIT MiXX enleMeHTaMu CUCTEMMN.

Tema 2. CTBOPEHHA NPOCTOi AOMALIHbLOI MepeXi 3a 4ONOMOror 3
Packet Tracer.

MobynoBa 6a3oBoi Moaeni «po3yMHOro OyauHKy». HanawTyBaHHS
MapLLpyTM3aTopiB, CEHCOPIB i KOHTPOIEpPIB, NepeBipka 0OMiHy AaHUMK

MK MPUCTPOSIMWA.

0,1

Tema 3. OTpuMaHHA GNMMaKO4oOro iHAMKatTopa 3a A4OMOMOIoH 3
Blockly.

BukopucTaHHs BisyanbHOro nporpamyBaHHA Ansi CTBOPEHHS NPOCTOi
aBTomatmaauii IoT — kepyBaHHs LED-iHOukaTopom 4Yepe3 Blockly.
3HaMOMCTBO 3 KOHLIEMLIE NOAiN i NOriYHNX YMOB.

0,1

Tema 4. Packet Tracer. [lopaBaHHA npucTpoiB IoT y «pO3yMHUM 3

0,1
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OyAUHOK».

MigkntoyeHHa HoBux IoT-NPUCTPOIB (Kamepw, AaTumKK, curHanisadii).
HanawTyBaHHA noriku B3aemogili Mk KOMMOHEHTaMK Ta CUMYnSLis
noAin y mepexi.

Tema 5. lMigkntoveHHA Ta MOHITOPUHT NnpucTpoiB IoT. 3 0,1
MpaktnyHa poboTa 3i CTBOPEHHA CUCTEMM MOHITOpUHrY IoT-

npuctpoiB. 36ip [aHuX, aHani3a noKasHWKIB Ta HanalwTyBaHHS

ONOBILLEHb.

Tema 6. Po3ymHa kimHaTa Ha 6a3i Raspberry Pi i PL-App. 3 -
MpoeKTyBaHHA CUCTEMUN KEPYBAHHS MPUCTPOSIMU B MEXaxX KiMHaTK 3

BMKOpUCTaHHAM Raspberry Pi. Po3pobka npocTtux aBToMaTtu3auin

yepes PL-App.

Tema 7. OcHoBu po60TK 3 Node-RED. 3 -
3HanomcTBo 3 nnatgopmoto Node-RED. MNobyaosa notokiB 06pobku

AaHux IoT, CTBOPEHHS NOriYHMX 3B’SI3KIB MidK CEHCOpaMu Ta LisMu.

Tema 8. BuBuyeHHst npotokoniB IoT. MpoTtokon MQTT. 3 0,1
PosroptaHHs Opokepa MQTT, HanawTyBaHHSA KrieHTiB-

nepeannaTHUKIB Ta BMAaBUiB MoBigomMeHb. AHani3a ocobnmBocTen

nepegadi gaHunx i 6esnekun npoTokony.

Tema 9. BukopuctaHHa Web API Ta Web-cokeTiB. 3 0,1
PoG6ota 3 API cepsiciB pgnss kepyBaHHs IoT-npuctposiMu.

BukopuctaHHa WebSocket-3’egHaHb  ansa obmiHy gaHumMu B

pearnbHOMY 4Yaci.

Tema 10. BuB4eHHs 0CHOB po60TU 3 XMapHoto nnatdopmoto IBM 3 0,1
Cloud.

PeecTtpauis, HanawwTyBaHHs Ta BUKOpUCTaHHA cepsicis IBM Cloud ans

IoT-gopatkiB. BignpaeneHHs Ta 36epiraHHsA gaHuX i3 NPUCTPOIB.

Tema 11. BUBYEeHHAA OCHOB pO60OTU 3 XMapHUMM cepBicamu Ansa 3 0,1
36epexeHHA 06’eKTiB.

MpakTuyHe O3HAMOMMEHHSA 3 XMaPHUMW PilLEHHSIMW ANs 30epiraHHA

IoT-paHux (Hanpuknag, AWS S3, Azure Blob Storage). beanedHa

nepegada Ta ynpasniHHA 00’ekTaMu y XMapHOMY CepenoBMULL.

3aranbHa KinbKicTb roauH 32 1

KoHTponbHi po6oTtun

TeMu KOHTPOMbHUX POBIT

Barosi
KoeqilieHTn b

Tema 1. ApxiTeKkTypa, CEHCOpM Ta TexXHonorii IHTepHeTy peyen.

0,1

Hocnigntn npuHuunu nobygoBu Ta (PYHKUIOHYBaAHHSA cuUCTEM |HTepHeTy peuyen
(IoT). PoarnsigatoTbes icTopist po3BuTky IoT, OCHOBHI apXiTEKTYpHi nigxoau, Tmunum
CeHcopiB (MPOCTi, IHTeneKkTyarnbHi, akyCTUYHI, eNeKTPUYHI) Ta IX pornb Yy OpMyBaHHi
CEHCOPHUX Mepex. AHani3yloTbCs KIYOoBI NPOTOKONN nepefadi gaHux, 30Kkpema
MQTT, LoRaWAN, ZigBee, BLE, a TakOX iX 3aCTOCyBaHHs y nobyaosi 6eanevHmx IoT-

CUCTEM.

Tema 2. O6po6ka paHux, IoT-nnatcpopmum Ta OGe3neka y XMapHUX 0,1

cepeaoBuLyaXx.

Y poboTi posrnggaloTbCa NUTaHHS 300py, nepedaBaHHsa Ta 0OpoOkM gaHux y
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cuctemax IoT. BuB4aoTbCca NPUHLMNIM (PyHKLIOHYBaHHA cydacHux IoT-nnatdopm
(Linux Foundation, AggreGate, Everyware Cloud), ocob6numBocTi npotokonis REST i
Web API ons iHTerpadii npMcTpoiB, a TakoXx Mmetoamn 6e3neyHoro 36epiraHHsa gaHnx
y XmMapHux cepegosuiax. Okpemy ysary npuaineHo aHanidy TexHonorin Big Data y
koHTekcTi [oT — X poni B aHaniTuui, NporHo3dyBaHHi Ta ynpasniHHI npoLecamu.

3aranom Zﬁl b;=0,2

CamocrTinHa poboTa
[lo camocTinHOT pobOTK BIGHOCUTLCS CaMOCTIHE OMpaLoBaHHA TEOPETMYHOIO MaTepiany

OnpautloBaHHsA TeOpeTUYHOro martepiany

Temn ons caMOCTIMHOIO BUBYEHHS KinbkicTb roguH

Tema 1. ApxitekTypa 6e3ne4yHux IoT-cucrtem. 8
BuBueHHs piBHIB apxiTekTypu IoT (MpuUCTpOi, Mepexa, XxMapa, 3aCTOCYHKM) Ta
nNpyHLMNIB Nobya0BK 6e3neyYHnx 3’egHaHb MK KOMMNOHEHTaMMU.

Tema 2. NMpoTokonu 6e3anekun B IoT: TLS, DTLS, CoAP, MQTT-SN. 8
AHanis ocobnmeocTel kpunTorpadivyHOro 3axmcTy Ta ayTeHTMdikaii B NpoTokonax
o6MmiHy gaHumm ans IoT.

Tema 3. 3arpo3u Ta Bpa3nuBoOCTi IHTepHeTy peyen. 7
[ocnigpxeHHAa OCHOBHMX TuniB aTtak Ha IoT-npucTtpoi: DoS, Man-in-the-Middle,
00THETK, ekcnnyaTtauis BigKpUTUX NOpPTIB.

Tema 4. Be3neka NnpUCTPOIB 3 OOMEXEeHUMU pecypcamu. 7
MeToan onTtumizauii KpuntorpadiyHMx anropuTMmiB Ansi MIKPOKOHTpoOSiepiB Ta
CeHcopiB.

Tema 5. ABTeHTUIKaLis KOpucTyBadiB i npucTpoiB y IoT-cepeaoBuilax. 7
MexaHi3mun ynpaBniHHA i4eHTUYHICTIO, cepTudikaLia Ta po3noain Krtodis.

Tema 6. 3axucT KoHpigeHUiNHOCTI KOopucTyBadiB y cuctemax IoT. 7
AHanis puaukiB 3060py MepcoHanbHUX [OaHUX | MeToau MiHiMi3auii BUTOKY
iHcbopmaLli.

Tema 7. 10T y npomucnoBux cuctemax (IloT): 6e3neka SCADA T1a PLC. 7
BuBYeHHs cneungikn NnpoMMcnoBoOro IHTEpHETY peden i 3arpo3 Ans KPUTUYHOI

iHpacTpyKTypu.
Tema 8. XmapHi cepBicu gns IoT Ta ix 6e3neka. 7

Ornag xmapHux nnatgpopm (AWS IoT, Microsoft Azure IoT, IBM Cloud) Ta 3acobis
KOHTPOIO AOCTYnYy.

Tema 9. ETU4HiI acneKT BUKOPUCTaHHA IHTepHeTy peyen. 7
Posrnag nutaHb nNpuBATHOCTI, NpaB KOpPUCTyBadiB Ta BiAMOBiAanNbHOCTI 3a
BUKOPUCTaHHSA IoT-TeXHOMOrIN.

Tema 10. Man6yTHe I0T: WUTYYHUM iHTENEKT Ta aBTOHOMHi CUCTEMMW. 7
BukopncTaHHs MalMHHOIO HaBYaHHA ANS aBTOMATUYHOIO BUABMNEHHS aHOManiu i
Kibepsarpos y mepexax IoT.
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HedopmanbHa ocBiTa

3pobyBay Mae MOXNMBICTb Mepe3apaxyBaTv OKpemi TemMn abo Kypc LUMASXOM: MPOXOOXKEHHS
NPOMeECINHMUX KypPCiB YU TPEHIHTiB, OHMNaNH-OCBITW, NPOMECINHUX CTaxyBaHb, y cdepi, Wo Bianosigae
HaBYyalnbHUM LiNAM UCLMNIIHW.

[nsa 3apaxyBaHHA HeOOXiOHO HagaTu: cepTudikat (enekTpoHHUN abo ApPYyKOBaAHWUIN) NPO NPOXOOXKEHHS
KypcCy/CTaxyBaHHsi, ONUC NPOrpamun TPEHIHrY i3 3a3Ha4YeHHAM 3MICTy TeM, obcary Ta TpuBanocTi.

PekomeHaoOBaHi Kypcu, TPEHiHI, CTaXyBaHHA

1. OHnawH-kypc CISCO «Introduction to IoT and Digital Transformation, Exploring IoT with Cisco Packet
Tracer (5)»
https://www.netacad.com/catalogs/learn?category=course.

NitepaTtypa, HaB4YanbHi maTtepianu Ta iHhopmMauinHi pecypcu

OcHoBHa nitepartypa

1. David Rose, Enchanted Objects: Design, Human Desire, and the Internet of Things, 2015.
https://responsiveobjects.wordpress.com/wp-content/uploads/2016/01/enchanted-objects -design-
human-desire-and-the-internet-of-things-rose-david.pdf

2. bapaHoB A.A., IHTEpPHET peyen: TeOPETUKO-METOAOSOrYHI 3acagn NpaBoBOro peryntoBaHHs. Tom .
Cdpepm 3actocyBaHHS, pusmkn Ta 6ap'epn, npobnemn npaBoBoro peryntoBaHHs, ISBN: 978-966-937-
513-1, 2018 3440

sferi- zastosuvannva riziki--barri-problemi-pravovogo-regulyuvannya/

3. Samuel Greengard, The Internet of Things (MIT Press Essential Knowledge series), ASIN: BOOVB7I9VS,
2015,230P.

series- bV samuel dgreengard

4. Cuno Pfister, Getting Started with the Internet of Things: Connecting Sensors and Microcontrollers to the
Cloud (Make: Projects) 1st Edition, ASIN: BOOCOVJUGI, 2011, 194 P.
https://www.openhacks.com/uploadsproductos/getting started with the internet of things pachube cl
ient.pdf

5. Erik Brynjolfsson and Andrew McAfee, The Second Machine Age: Work, Progress, and Prosperity in a
Time of Brilliant Technologies 1st Edition, ASIN: BOOD97HPQI, 2014, 320 P.
http://digamo.free.fr/brynmacafee2.pdf

6. Thomas M. Siebel, Digital Transformation: Survive and Thrive in an Era of Mass Extinction, ASIN:
BO7SPDT74L, 2019, 253P.

https://www.perlego.com/book/2433384 /digital-transformation-survive-and-thrive-in-an-era-of-mass-
extinction-pdf

7. TexHonorii 3axucty iHndpopmadii./ C. E. Octanos, C. 1. €scees, O.I'. Koponb. - YepHiBui : YepHiBeLbkun
HauioHanbHW yHiBepcuTeT, 2013. - 471 C.

http://kist.ntu.edu.ua/textPhD /tzi.pdf.

8. €Bceer C.IN. Kibepbesneka: ocHoBM kogyBaHHA Ta kpuntorpadii/ C.IN. €scees, O.B. Minos, C.E.
Ocrtanos, O.B. CeBepiHoB. - XapkiB: Bua. “Hosuit CBiT-2000”, 2023. - 657 C.
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-

37f76ca508c5/?x api client id=chrome extension viewer&bookmarkAcrobat=true&x api client location

=bookmark&filetype=application%2Fpdf&viewer%2 1megaVerb=group-discover.

DopaTkoBa nitepartypa

9. Ethem Alpaydin, Machine Learning: The New AI (MIT Press Essential Knowledge series), ASIN:
BO1M60Y1T7,2016, 232P.

10. Nayan B. Rupareha Cloud Computlng (MIT Press Essential Knowledge serles) ASIN: BO1FLESJHS,
2016, 258 P.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
«XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »

besneka IHmepHem-peyeli ma cepesicie


https://www.netacad.com/catalogs/learn?category=course
https://responsiveobjects.wordpress.com/wp-content/uploads/2016/01/enchanted-objects_-design-human-desire-and-the-internet-of-things-rose-david.pdf
https://responsiveobjects.wordpress.com/wp-content/uploads/2016/01/enchanted-objects_-design-human-desire-and-the-internet-of-things-rose-david.pdf
https://jurkniga.ua/nternet-rechey-teoretiko-metodologchn-osnovi-pravovogo-regulyuvannya-tom--sferi-zastosuvannya-riziki--barri-problemi-pravovogo-regulyuvannya/
https://jurkniga.ua/nternet-rechey-teoretiko-metodologchn-osnovi-pravovogo-regulyuvannya-tom--sferi-zastosuvannya-riziki--barri-problemi-pravovogo-regulyuvannya/
https://ru.scribd.com/document/441966460/the-internet-of-things-the-mit-press-essential-knowledge-series-by-samuel-greengard
https://ru.scribd.com/document/441966460/the-internet-of-things-the-mit-press-essential-knowledge-series-by-samuel-greengard
https://www.openhacks.com/uploadsproductos/getting_started_with_the_internet_of_things_pachube_client.pdf
https://www.openhacks.com/uploadsproductos/getting_started_with_the_internet_of_things_pachube_client.pdf
http://digamo.free.fr/brynmacafee2.pdf
https://www.perlego.com/book/2433384/digital-transformation-survive-and-thrive-in-an-era-of-mass-extinction-pdf
https://www.perlego.com/book/2433384/digital-transformation-survive-and-thrive-in-an-era-of-mass-extinction-pdf
http://kist.ntu.edu.ua/textPhD/tzi.pdf
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
https://pdfcoffee.com/machine-learning-the-new-ai-alpaydin-2016pdf-pdf-free.html

https://s3.amazonaws.com/arena-attachments/911381/0ea8a9793158a95d9b91911e49240a43.pdf
11. Synergy of building cybersecurity systems: monograph / S. Yevseyev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p. URL:
https://drive.google.com/drive/u/1/folders/IwOTN8N-GBGO06AnvjQHU1SdBl3xCaUju

12. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S.
Ostapov, O.Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p. URL:
https://drive.google.com/drive/u/1/folders/1IwOTN8N-GBGO06AnvjQHU1SdBl3xCaUju

13. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. - Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p. URL: https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvijQHU1SdBl3xCaUju.

14. TexHonoriga Ethernet : nabopatopHun npaktukym / M. O. Binoea, C. I'. €scees, O. C. XKy4yeHko, |. C.
IBaH4YeHko, O. B. LLimaTtko.- JIbBiB: «HoBu CBiT- 2000», 2020. - 196 C.
http://library.hneu.edu.ua/storage /new-arrivals-books/December2020/.pdf2.pdf.

Cucrtema ouiHIOBaHHA

MigcymkoBa OLHKa 3 OCBITHLOrO KOMMOHEHTa BU3HAYa€eTbCA BignoBiganbHUM NIEKTOPOM 3a TeMaMW,
BMOaMu 3aHATb, TOLLO Y BiANOBIAHOCTI 40 cunabycy i € iHTerpanbHO OLHKOIW pesyrnbTaTiB yCiX Bug,
HaBYanbHOI AisinbHOCTI 3006yBada BMLOT OCBITK. [iaCyMKOBa oLiHKa NOBMHHA BigobpaxkaTu BCi OLiHKK
3a CKNagoBMMU HaBYasnbHOroO NPoLECy 3 ypaxyBaHHSM X BaroBMX NOKasHUKIB k:

[MOTOYHUI KOHTPOITb KoHTporbHi pob6oTn IHouBioyansHe MigcyMKOBUIM KOHTPOITb
(NpaKTWYHI, ceMiHapcbki,  (3a HasiBHOCTI), ko 3aBAaHHSA (ons OK 3icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasiBHOCTI), k3

0,8 0,2

Cyma koeilieHTiB MOBMHHA cKNagaTtu oanHMLo: k1 + ko + k3 + kg = 1. Migbip Barosmx koedilieHTIB
NiZACYMKOBOI OLliHKW 34INCHIOE PO3POOHMK KypCy.
Po3paxyHOK nigcyMKOBOI OLiHKM NPOBOAUTLCA 3@ hOPMYIIOH0:

O=0M-k1+K-ky+1 -k3+I'I|<-k4
pe: [1-cepegHbo3BaXeHa cepedHs OLiHKa 3a NOTOYHUI KOHTPOIb
| — ouiHKa 3@ BUKOHAHHSA iHAMBIQYanNbHOro 3aBAaHHS
K - cepenHbo3BaXkeHa OLjiHKa 3a KOHTPONbHI poboTH
IMK - OUiHKa 3a NiaCYyMKOBUIA KOHTPOMb

My-ay+My-ap+.. 411, -a,
- n
Zizl a;

Ae:  a;- BaroBMn KoeiLieHT 3a KOXHe NpakTu4yHe (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_K1 'b1+K2 'b2+...+Km bm
2211 bi
ae: b, - BaroBum KoediLieHT 3a KOXHY KOHTPOISbHY poBoTy.

K

LLikana ouiHOBaHHSA
MoTOYHI ouiHKKM 3a KOXHY cknagosy (1, K, 1,...)

BUCTaBNSAOTLCA 3@ 100-6arbHO LLIKASOH 3rigHO 3 ggj?ii HauioHarnbHa oujHka ECTS
nonoxeHHsM «[1po KpuTepii Ta CMCTEMY OLIHIOBAHHA  "9(_100 BigMiHHO A
3HaHb Ta BMiHb i NP0 PEUTUHT 3000yBaYiB BULLLOT 89-89 [lo6pe B
ocBiTU» HTY «X[MI». 7581 [o6pe c

: . _ _ 64-74 3af0BiNnbHO D
MNiacymkoBa ouiHKa BUCTaBNSETLCA BiANOBIAHO A0 60-63 3300BINbHO L
po3paxoBaHoi O 3 OKPYrMeHHAM 40 HanGMXK4oro 35_59 HesanoBinbHo X

Linoro yncra B GinbLly CTOPOHY. (NOTpiBHe noaaTKOBE
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BMBYEHHSA)

1-34 Hes3apoBinbHo F
(noTpibHe noBTOpPHE
BMBYEHHA)

Hopmu akagemiyHOI eTUKM i NosliTUKa Kypcy

3po6yBay BMLOI OCBITU MOBUHEH AOTpuUMyBaTUCA «Kogekcy eTukM akageMmidHUX B3aEMOBIOHOCUH Ta
nobpoydecHocTi HTY «XTl»: BUABNATN AMCUMMNNIHOBAHICTb, BUXOBAHICTb, A0OPO3NYNMBICTb, YECHICTb,
BignoBiganbHicTb. KOHQMIKTHI cuTyauii NoBMHHI BigKpnTOo 06roBOpoBaTUCA B HaB4YalbHMX rpynax 3
BUKNagadem, a nNpu HEMOXIMBOCTI BUPILLEHHSA KOHQMIKTY — JOBOAMTMCHA OO0 Bigoma cniBpobiTHMKIB
OVPEKUIT IHCTUTYTY.

HopmaTuBHo-npaBoBe 3abe3neYeHHs BNPOBaPKEHHS MPUHUMMIB akagemiyHoi gobpodecHocTti HTY
«XIMl» poamilLleHo Ha cawnTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist

NMoropxeHHsA

Cunabyc norogxeHo 30.08.2025 s C\ 3aBigyBau kachenpu
oy —_
Ceprin EBCEEB

30.08.2025 MapanT Ol
Cranicnas MIJITEBCbKNI

H@E HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

besreka Inmeprem-peyel ma cepsicie «XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »

1885


http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/

