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KinbkicTb HaykoBux ny6nikauivi: noHag 351, 3 HUX NATEHTIB Ha KOPUCHY
Mogenb 44, 11 moHorpaciin, 3 skux 10 KONEeKTMBHMX MoHorpadin, 31
HaBYanbHUI NOCIOHUK, 3 skux 4 3 rpudom MiHicTepcTBa OCBITM | Haykn
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kpuntonorii, Komn'toTepHi mepexi, OcHoBu KpuntorpadivyHOro 3axucTy,
MeTtoan kpuntoaHanidy, OcHoBu kibepbesnekn, CyyacHi npobnemm
nocTkBaHToBOI Kpuntorpadii, OcHoBM HaykoBuUX JocnigXeHb, Lindposa
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KpuMiHanictuka, ETnyHuiA  xakiHr y  cTydeHTiB  6akanaBpiata Ta
marictpaTtypu, MeTogonoris HaykoBOi Ta NegaroriyHol isfibHOCTi B Haykax
Kibep3axucTy ans acnipaHTiB.

JeTanbHille nNpo Buknagava Ha caunti kadeapu

3aranbHa iHcpopmauin

AHoTauin

Cucrema KnieHT-CepBep € OCHOBOK Cy4acHUX iHOpMaLiNnHUX TEXHOSOrIN, WO BUKOPUCTOBYIOTLCH B
pisHOMaHITHUX cdepax. Lier Kypc gocnigxye npuHumnu Ta Metoam 3abesneyeHHsa 6e3nekn B cuctemax
KnieHt-CepBep. CTyaeHTM BMBYATMMYTb 3arpo3n, ypasnmnBOCTi, @ TaKOX CyvacHi TEXHOMOTii i niaxoam
058 3aXUCTY JaHuX, SKi nepeaatoTbCa MiXK KIMiEHTOM | cepBepomM.

MeTa Ta uini gucumnniHu

MeToto Kypcy nonsrae y 0opmMyBaHHi y CTyAEHTiB 3HaHb | HABUYOK, HeObXiAHUX ANA po3pobKku, peanisauii
Ta ynpaeniHHA 6e3nekoto cuctem KnieHT-CepBep. CTygeHTU 3MOXYTb igeHTUdiKyBaTK 3arposu,
3acTOCOBYBaTV METOAM 3aXUCTY | BUKOHYBaTW aHani3 6e3nekun iHpopMaLiiHUX CUCTEM.

dopmar 3aHATb

Jlekuii, nabopaTopHi 3aHATTH, camocTiiHa poboTa, KoHcynbTauil. [ligcymMKOBUA KOHTpPOMb -
AndepeHuiioBaHnm 3anik.

KomneTeHTHOCTI

K3-1. 3gaTHicTb 3acTOCOBYBaTH 3HAHHS Y MPAKTUYHUX CUTYaLLiSX.

K3-2. 3naTHicTb NpoBOANTM OOCNIAXEHHS Ha BiANOBIOHOMY PiBHi.

K3-4. 3paTHicTb ouiHoBaTK Ta 3abe3nevyBaTti SKICTb BUKOHYBaHUX PObIT.

K®1. 3gaTtHicTb 06r'pyHTOBaHO 3aCTOCOBYBATH, iIHTErpYyBaTU, PO3pObNATM Ta YAOCKOHANOBAaTK Cy4acHi
iHopMaUinHi  TexHonorii, isnyHi Ta MaTeMaTuMyHi MOAEeni, a TaKoX TEXHOMOril CTBOPEHHA Ta
BMKOPUCTAHHA MPUKNAAHOro i creuianisoBaHOro mnporpamHoro 3abesneyeHHs Ofs BUPILLEHHS
npodecinHmx 3agad y cdepi iHpopmauiiHoi 6e3neku Ta/abo kibepbesnekn.

K®3. 3gatHicTb gocnigxysaTtv, po3pobnaTn i cynpoBOAXyBaTM MeToAM Ta 3acobu iHdopmauinHoi
Besnekun Ta/abo kibepbesnekun Ha 06’ekTax iHpOpMaLiIMHOI iNBHOCTI Ta KPUTUYHOT IHCDpacTpyKTypu.
K®9. 3patHicTb aHanisyBaTu, po3pobnatv i CynpoBOAXyBaTM CUCTEMY ayauTy Ta MOHITOPUHTY
€eKTUBHOCTI PYHKLIOHYBaHHSA iHOPMALIMHNX CUCTEM | TEXHONOTrIN, Bi3HeC/onepauinHnX NpoLuecie B
ranyasi iHdpopmadinHoi 6e3nekn Ta/abo kibepbesnekun opraHizadii B Linomy.

Pe3ynbTaTtn HaBYaHHSA

PH1. BinbHO cnifnkyBaTUCb AEpP>KaBHOIO Ta IHO3EMHOK MOBaMM, YCHO i NMCbMOBO AN NpeaCTaBfEHHS i
06roBOpeHHs pesynbTaTiB JOCNiQKeHb Ta iHHOBaUN, 3ab6e3neyeHHs 6isHec\onepauiiHux npouecis Ta
nuTaHb NpodecinHOI AisNbHOCTI B ranyai iHpopmadinHoi 6e3nekn Ta/abo kibepbeaneku.

PH2. IHTerpyBatn dyHAameHTanbHi Ta cneuianbHi 3HaHHSA ON1S PO3B’A3yBaHHA CKNagHWX 3ajad
iHdopMauinHoi 6e3nekun Ta/abo kibepbesnekn y LWMpoknx abo MynbTUONCUUANIHAPHUX KOHTEKCTaXx.
PH3. MpoeaanTn gocnigHnubKy Ta/abo iHHoBaUiiHY QisnbHICTb B cdepi iHdopMauinHoi 6e3nekn Ta/abo
Kibepbesnekn, a TakoxX B cdhepi TEXHIYHOro Ta KpunTorpadgivyHoro 3axmucty iHopmadii y kibepnpocTopi.
PH4. 3actocoByBaTty, iHTerpysatu, po3pobnatn, BnNpoBagXyBaTW Ta YOOCKOHamBaTWM Cy4yacHi
iHdopMaUinHi TexHonoril, Pi3nyHi Ta MatemMaTuyHi MeToaun | mogeni B cdepi iHpopmaLinHoi 6e3neku
Ta/abo kibepbesneku.

PH5. KputnyHo ocmucnioBaty npobnemu iHdopmauiiHoi 6e3nekun Ta/abo kibepbesnekn, y Tomy yucni
Ha MikranyseBomMy Ta MixXgucuunniHapHOMY piBHi, 30KpemMa Ha OCHOBI PO3YMiHHS HOBUX pe3yrnbTaTiB
iHXXeHepHUX i (PisnKo-MaTemMaTUYHMUX HayK, @ TaKoX PO3BUTKY TEXHOSONi CTBOPEHHS Ta BUKOPUCTAHHS
cneuianizoBaHOro NporpamMmHoro 3abesneyeHHsl.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

besneka cucmenm Knienm-Cepeep «XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »



https://cybersecurity.kpi.kharkov.ua/євсеєв-сергій-петрович/

PH6. AHanisyBaTu Ta OUiHIOBATU 3aXULLIEHICTL CUCTEM, KOMMNIIEKCIB Ta 3acobiB Kibep3axuncty, TeXHONoril
CTBOPEHHS Ta BUKOPUCTaHHSA CrnewianisoBaHoro nporpamHoro 3abesneyeHHs.

PH7. O6rpyHTOBYBaTM BUKOPWUCTAHHS, BNPOBa)KyBaTW Ta aHanidyBaTW Kpalli CBiTOBi cTaHAapTy,
NPaKkTUKM 3 METOK PO3B’A3aHHA CKnagHux 3agadv npodecinHol AianbHOCTI B ranysi iHpopmauinHol
Besnekun Ta/abo kibepbesneku.

PH8. OocnimpkyBatn, po3pobndatn i cynpoBOAKyBaTM CMCTEMM Ta 3acobu iHopmauinHoi 6esneku
Ta/abo kibepbe3nekn Ha 06’ekTax iIHpOpMaLINHOT OiSNBHOCTI Ta KPUTUYHOT iIHppacTpyKTypHu.

PHO. AnanisyBatn, po3pobnati i CynpoBO4KyBaTU CUCTEMY yMnpaBriHHA iHopMaLiiHo 6e3nekoto
Ta/abo kibepbe3nekoto opraHidauii Ha 6a3i ctpaTerii i noniTMkK iHpopMauinHoi 6e3nekn.

PH10. 3abeaneuvyBatn 6e3nepepBHiCTb GisHeC/onepauiiH1X NPOLIECIB, @ TaKOX BUABMSATU YPasnmnBOCTI
iHopMaLiHMX CUCTEM Ta pecypciB, aHanidyBaTu Ta OLHIOBATK pU3NKM Onst iHopMaLinHoi 6e3neku
Ta/abo kibepbe3nekun opraHisauii.

PH11. AnanisyBatn, KOHTponioBaTu Ta 3abesnedyBaTn edeKkTUBHE (YHKLiIOHYBaHHSA CUCTEMM
ynpaeniHHA 4OCTYNoM A0 iHhopMauiiHMX pecypciB BignoBigHO A0 BCTAHOBIEHUX CTpaTerii i NoniTuKx
iHdopmauinHoi 6e3nekun Ta/abo kibepbeaneku opraHisadii.

PH12. JocnigxyBaTtn, po3pobnsiTu Ta BNpoBagKyBaTM METOAM i 3axoau npoTugii KidepiHungeHTam,
34iCHIOBaTK NpoLueaypu ynpaeriHHSA, KOHTPOSO Ta pO3ChigyBaHHS, a TakoX HagaBaT pekoMmeHaauii
LLIOAO0 NonepesKeHHs Ta aHani3y KibepiHUMAEHTIB B Linomy.

PH13. [Oocnigxysatn, po3pobnaTtn, BnpoBaaKyBaTW Ta BMKOPUCTOBYBATM  MeToAM Ta 3acobwu
KpunTorpadiyHOro Ta TexHIYHOro 3axucTy iHdopmauil BGisHec/onepauinHnMX npoueciB, a TaKox
aHanisyBaTu i HagaBaTu ouiHKY eEKTUBHOCTI IX BUKOPUCTaHHS B iIHpOpMaLLiHNX cUCTEMAX, Ha 06’ eKTax
iHdbopMaLinHOT JiANbHOCTI Ta KPUTUYHOT iHPaCTPYKTYpU.

PH14. AHanizyBaTtu, po3pobnaTi i CynpoBO4KYBaTU CUCTEMY ayaAUTY Ta MOHITOPUHIY edeKkTUBHOCTI
YHKLIOHYBaHHS iH(poOpMaLiHMX cucTeMm i TexHonorin, ©GisHec\onepauinHux npoueciB y cdepi
iHdopMmauinHoi Ta\abo kibepbesneku B Liniomy.

PH15. 3po3ymino i HegBO3HAYHO LOHOCUTY BACHi BUCHOBKM 3 Npobem iHhopMauinHoi 6e3nekn Ta/abo
Kibepbesnekn, a TakoXX 3HaHHA Ta NOACHEHHS, WO iX 06rpyHTOBYIOTb 0 MEPCOHany, NapTHEPIB Ta iHWNX
ocib.

PH16. MpuimaTn ob6rpyHTOBaHI pilleHHs1 3 OpraHi3auifnHO-TEXHIYHUX NUTaHb iHpopmaLinHoi 6e3neku
Ta/abo kibepbeanekn y cknagHux i HenepegbadyBaHMX yMOBaX, Yy TOMY YMCHi i3 3aCTOCYBaHHSIM
cydacHux meTofiB Ta 3acobiB onTuMi3auii, NPOrHO3yBaHHS Ta NPUNHATTS PilUEHb.

PH17. MaTtn HaBn4YK1 aBTOHOMHOrO i CAMOCTINHOrO HaBYaHHS y cdpepi iHbopmauiiHoi 6e3nekn Ta/abo
Kibepbesnekn i OTUYHUX rany3en 3HaHb, aHanidyBaTn BNAcHi OCBITHI NOTpebu Ta 06’€KTMBHO OLiHIOBaTH
pe3ynbTaTu HaBYaHHS.

PH18. MNnaHyBaTn HaBYaHHS, a TaKOX CYNpOBOAXKYBaTM Ta KOHTpoONoBatu poboTy 3 nepcoHanom y
Hanpsamy iHdopmauinHoi 6e3nekun Ta/abo kibepbeaneku.

PH19. OGupaTtn, aHanidyBatm i po3pobnsatyv npuaaTHi TUMNOBI  aHamniTUYHI, PO3pPaxyHKOBI Ta
eKkcnepuMeHTarnbHi MeToau kibep3axucTty, po3pobnaTuy, peanioByBaTy Ta CynpoBOKYBaTU MPOEKTU 3
3axucTy iHpopmalii y KibepnpocTopi, iHHOBaLMHOI QisiNTbHOCTI Ta 3aXUCTY iHTENEKTyarbHOI BIIaCHOCTI.
PH20. CtaButn Ta BupillyBaTW CKMagHi iHXEHepHO-NpUKNagHi Ta HaykoBi 3agadi iHopMauinHoi
6e3nekun Ta/abo kibepbesnekn 3 ypaxyBaHHSAM BMMOT BiTYM3HAHUX Ta CBITOBUX CTAHOAPTIB Ta KpaLumx
NpakTuK.

PH21. BukopuctoByBatn MeToAM HAaTypHOro, @i3n4HOro i KOMMIOTEPHOro MOAEMBaHHA A
OOChioKEeHHSsI NPOLIECIB, AKi CTOCYHOTbCS iHpopmauiiHOT 6eanekn Ta/abo kibepbeanekn.

PH22. MnaHyBaTn Ta BUKOHYBaTW eKCNepUMEHTarbHi | TEOPEeTUYHI AoCHiIKEHHS, BUCYBaTH i NepeBipaTu
rinotesu, obmpaTtn AN Uboro NpyMaaTHi METOAM Ta iIHCTPYMEHTU, 34INCHIOBATU CTAaTUCTUYHY O0BpPOGKY
OaHUX, OLiHIOBaTM OOCTOBIPHICTL pe3ynbTaTiB AoCHiLKEeHb, apryMeHTyBaT BUCHOBKMW.

PH23. O6rpyHTOoBYBaTU BUBIp NpOorpaMHoro 3abesneyeHHs, yCcTaTkyBaHHs Ta iIHCTPYMEHTIB, iHKEHEPHUX
TEXHONMOriA i npoueciB, a TakoxX ObmexeHb Woao HMX B ranysi iHdbopmauiiHoi 6e3nekn Ta/abo
kKibepbesnekn Ha OCHOBI Cy4aCHUX 3HaHb Yy CYMDKHMX ranyssix, HayKoBOil, TEXHIYHOI Ta AOBIAKOBOI
niTepaTypm Ta iHWOT AOCTYMHOT iHhopmaLLiT.

PH24. NMnaHyBaTn Ta BUKOHYBaTW HAyKOBI Ta NPUKNaaHi AocnimkeHHs y cdpepi iHdopmauinHoi 6esneku
Ta/abo kibepbe3nekn i3 3aCTOCYBaHHSAM Cy4YaCHUX TEXHOJOriN, eKCnepuMEHTanbHUX i TEOPETUYHMX
MeToaiB i Moaenen Teopii NPUAHATTSA pilleHb, CACTEMHOIO aHanidy, onTUMi3aLii npoLecis, MaTeMaTUYHOT
CTaTUCTUKN.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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PH25. OuiHoBaTn e@eKTUBHICTb Ta NPaKTUYHY UiHHICTb pe3ynbTaTiB HayKoBUX | MNPaKTUYHMX
JocnigXeHb Ta iHHoBaLLin.

O6car gucumnniHu

3aranbHui obcar gucumnninm 120 rog. (4 kpegutn ECTS): nekuii — 16 rog., nabopatopHi poboTtun - 32
rog., camocTiiHa po6oTa - 72 rog.

NMepeaymoBu BUBYEHHA gUcUunniHu (NpepeKkBi3uTun)

ETuyHMi xakiHr, IHozemHa moBa, OCHOBHI MOHATTA Npo 6e3neky.

OcobnuBocTi agucumnniHW, MeToAu Ta TeXHonorii HaBYaHHA

B xogi BuknNagaHHA gucumnniHM BUKNagayemM 3aCcTOCOBYHTLCS MOSACHIOBANbHO-INKCTPATUBHUN
(iHcbopmaLiHO-peLenTUBHUIW) Ta PENpPOaYKTUBHUA METOAMN HaBYaHHS. B SKOCTi MeToaiB BMKNagaHHS,
sIKi HanpaBreHi Ha akTMBI3aUil Ta CTUMYSOBAHHS HaBYallbHO-Mi3HABAsbHOI OisinbHOCTI 3406yBadviB,
3aCTOCOBYHOTbCA Npe3eHTalii, 6ecigw, inauBigyanbHi rpynoBi NPOEKTU, MancTep-Knacu.

Mporpama HaBYanbLHOI AUCLUMNNIHN

HaB4anbHi 3aHATTA

Jlekuii
Temun nekuin KinbKicTb roguH
Tema 1. BBegeHHs B cuctemu KnieHT-CepBep. 4

Ornag apxiTekTypy KniEHT-CEPBEPHUX CUCTEM, IXHIX KOMMOHEHTIB i MpUHUMNIB
B3aemogil. Tunu KnieHT-cepBepHUX Mmoaenen (2-tier, 3-tier, n-tier), ponb cepBepiB
aopatkie, 6a3 gaHux i KnieHTiB y 3abeaneyvyeHHi NpoayKTMBHOCTI Ta Besneku.

Tema 2. OcHoBM G6e3neku iHcpopmaluii. 4
OCHOBHi MOHATTA Ta MpPMHUMOM iHOPMAaUINHOT ©e3nekn: KOHMIAEHUINHICTD,
LiniCHICTb, OOCTYMHICTb. 3arpo3vM Ta Bpas3nMBOCTI KIEHT-CEPBEPHUX CUCTEM.

Mogaeni ynpaBniHHa 6e3neKkoto Ta NOsiTUKN 3aXUCTY OaHUX.

Tema 3. AyteHTUcpikauisa Ta aBTopu3sadis. 2
MeToau nepesipkn ocobu kopucTyBaya (Naponi, TokeHu, biomeTpida, ABodakTopHa
ayTteHTudikauin). MexaHiamn aBTopu3auii B Mmepexesux cucrtemax (ACL, RBAC,

OAuth, Kerberos). 3a6e3neyeHHs1 KOHTPOIHO AOCTYNY 40 CEPBEPHUX PECYPCIB.

Tewma 4. lncpyBaHHA AaHUX. 2
BukopuctaHHa kpuntorpadiyHmMx MeToaiB And 3axucTty iHdopmauii nig yac
nepepaBaHHs i 36epiraHHs. CUMETPUYHI Ta aCMMETPUYHI anropuTMu WNdpyBaHHSA

(AES, RSA). BukopuctaHHsa SSL/TLS ans ©6e3nevHoro 3’€4HaHHA MK KMIEHTOM i
cepBepoM.

Tema 5. 3axucT Bif aTak Ha cucTemy. 2
Buan atak Ha knieHT-cepBepHi cuctemun: SQL-iH’ekuii, XSS, CSRF, DDoS, MITM.

MeTtoan BusiIBNeHHs Ta 3anobiraHHa aTakam. HanalwTyBaHHS MiXMepexeBux

ekpaHiB, IDS/IPS-cuctem, 3axmcTt APL

Tema 6. MoHiTOpUHr Ta ayauT 6e3nekun. 2
MpyHUMNM  MOHITOpPMHIY nogikn 6e3nekn, NoryBaHHA [gil KOpUCTyBadiB Ta
agmiHicTpaTopiB. BukopuctaHHsa cuctem SIEM ansa adanisy iHumgeHTiB. Ayaut

6e3nekun Ta TeCTyBaHHA Ha NPOHUKHEHHSI SIK IHCTPYMEHTU NiABULLEHHS 3aXMLLEHOCTI
KNiEHT-CEepBEPHNX CUCTEM.

3aranbHa KinbKicTb roguH 16

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
«XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »
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JNlabopaTtopHi 3aHATTA

Temn nabopaTopHUX 3aHATb KinbkicTb Barosi
roaviH KoeilieHTn a

Tema 1. HanawTtyBaHHA 6a3oBoi cuctemu KnieHT-CepBep. 6 0,2
O3HaoOMIEHHA 3 apXiTEKTYpPOK  KIIEHT-CEPBEPHUX  CUCTEM.

PosropTaHHa  cepBepHOi  YacCTUHKW,  MNIOKKOYEHHS  KIEHTIB,

HanawTyBaHHA MepexeBol B3aEMOfil Ta nepeBipka npaue3naTHOCTI

cucTemm.

Tema 2. AyteHTUhiKaLia KopucTyBadis. 6 0,2
HanawTyBaHHA MexaHi3aMmiB  ayTeHTudikauil KopuctyBadiB Yy

KnieHT-cepBepHOMY cepefoBuLLi. BukopuctaHHs naponis, TOKEHIB i

cepTudikaTis 4nsa nigTBepAXeHHs 0cobn KopucTyBava.

Tema 3. LUudpyBaHHa paHux. Peanizaudia cumeTpuyHoro i 5 0,1
acnmeTpuyHoro wudpyBaHHA. 3axuMcT AaHUMX Npu nepepadi

yepes Mepexy.

MpakTnyHe BNPOBadXEHHS1 anropuTMmiB cumeTpudHoro (AES) Ta

acumeTpudHoro (RSA) wudpyBaHHA. HanawTyBaHHS 3axuLleHux

KaHanie 3B’A3ky (SSL/TLS) gns nepefadi gaHUX MK KITiEHTOM i

cepBepom.

Tema 4. BusiBneHHs atak. HanawTtyBaHHA cUCTEMU BUSBNEHHA 5 0,1
BTOpPrHeHb. [[poBegeHHA aTak Ta BUBYEHHSA IX HacnigkKiB..

O3HalomneHHs 3 iHCTpyMEeHTaMuM  MOHITOpuHry  6esnekw.

HanawTtyBaHHsa IDS/IPS cuctem And BUSIBNEHHA BTOPrHEHb.

MopgentoBaHHA TuUnoBmx atak (Hanpuknag, DoS, SQL Injection) Ta

aHanis iXHboro BMNIMBY Ha CUCTEMY.

Tema 5. 3axucT Beb6-goaaTtkKiB. 5 0,1
HocnigxeHHa BpasnuBocTen BebG-AoaaTtkiB i METOAiB iX YCYHEHHS.

HanalutyBaHHs MibXKMepeXXeBOro ekpaHy Ta 3aCTOCyBaHHSA MexaHiamiB

dinbTpauii 3anuTie ansa 3anobiraHHA XSS, CSRF i SQL-iH ekuism.

Tema 6. AyauT i MOHITOPUHTI Ge3neku. 5 0,1
MpoBegeHHs ayanTy 6Ge3neku KrieHT-cepBepHOI iHpacTpyKTypw.

AHania >kypHaniB noAdih, MOHITOPUHI MepexeBoro Tpadiky Ta

CTBOPEHHS1 3BIiTIB WOAO BMSABMAEHUX 3arpo3 i pekomeHaauin i3

NiABULLIEHHS piBHA ©6e3nekun.

3aranbHa KinbKicTb roguH 32 1
Z a; =08

KoHTponbHi poboTtun

TeMun KOHTPONbHUX POBIT Barosi
KoeqilieHTn b

Tema 1. ApxiTeKkTypa Ta MexaHi3amMmun 6e3neKkun KnieHT-cepBepPHUX CUCTEM. 0,1
Posarnag apxitTekTypu KnieHT-CEPBEPHUX CUCTEM, OCHOBHUX TUMIB B3aemogii Ta
NPOTOKOSIB Nepeaadyi gaHmx. AHani3 KI4oBMX NpMHUMMIB iHopMauiiHoi 6e3nekn

— KOHcpigeHUINHOCTI, UinicHoCTi Ta AoCcTynHOCTI. JocnigpkeHHa TUNOBMX 3arpos,

pU3KKiB Ta METOIB 3aXUCTY CepBePIB i KMIEHTIB Yy MepexeBoMy CepeioBULL.

Tema 2. AyteHTudpikauifa, aBTopusaudifa Ta KpuntorpadivyHUM 3aXUCT JaHUX Y 0,1
KNi€eHT-cepBepHUX CUCTEMaX.
BuBYyeHHs meToAiB i NpOTOKOMIB ayTeHTUdikauil Ta aBTopu3aLil KopucTyBadis

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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(Kerberos, OAuth, LDAP). Po3rnsa 3actocyBaHHsS KpunTorpadiyHUX anroputmis
ansa wudpyBaHHA nepegaHux aaHux (SSL/TLS, RSA, AES). AHani3 npakTu4Hux
3acobiB 3axMCTy Big aTtak TUMy «ogauHa nocepeauHi» (MITM) Ta 3abe3neyveHHs
LiniCHOCTI AaHUX y npoLeci KNnieHT-cepBepHOT B3aemogil.
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CamocrTinHa pob6oTa
[lo camocTinHOT pobOTK BIGHOCUTLCS CaMOCTIHE OnpaLoBaHHA TEOPETUYHOIO MaTepiany

OnpautoBaHHSA TeOpPeTUYHOro maTepiany

Temun gns camMoCTINHOIrO BUBYEHHS KinbkicTb roguH

Tema 1. ApxiTekTypa Kni€HT-cepBepHUX cuUCTeM: Mogeni Ta MNPUHLMNU 8
B3aemogaii.

BuBYeHHs TuniB apxiTekTyp (2-tier, 3-tier, multi-tier), IX nepesar Ta HeOonikiB y

KOHTEKCTi 6e3neku.

Tema 2. MeToau 3axucTty mepexeBux npotokonis TCP/IP. 8
AHanis ypasnmBocTen MepexeBmnx NpoTOKOMiB i cnocobiB X 3aXMCTy 3a AOMOMOro0
daepsonis, VPN i windpyBaHHS.

Tema 3. BukopuctaHHs SSL/TLS y KnieHT-cepBepHUX cUCTEMaX. 7
Poarnag npuHUMniB CTBOPEHHA 3axULLEHUX KaHaniB 3B’A3Ky, reHepauisa Ta
BUKOPUCTaHHA cepTudikaTis.

Tema 4. KoHTponb focTyny B KINiEHT-CEpBEPHUX CUCTEMAX. 7
Mopgeni koHTponto goctyny: DAC, MAC, RBAC. lMNMpakTuyHi nigxoan Ao peanisauii
noniTuk 6esnexu.

Tema 5. 3axucT 6a3 AaHUX y KNiIEHT-CepBEpPHiN apXiTeKTypi. 7
MeToau wndpyBaHHs, KOHTPONb 4OCTYNY 00 6a3 gaHux, ayauT SQL-3anuTiB i 3axumcT
BiJ iH EKLIIN.

Tema 6. lHUMAEHT-MEHEMKMEHT Y KITiEHT-CEpBEPHOMY CepeOBULLi. 7
Posrnag npoueciB BUSABMEHHS, pearyBaHHA Ta YCYHEHHS iHUMOEHTIB Ge3nekw.
dopmyBaHHS 3BITIB | aHani3 XXypHanis Nogin.

Tema 7. BukopuctaHHa KpuntorpadiyHux 6i6nioTek y nporpamyBaHHi. 7
Ornag iHcTpyMeHTiB Angd peanisauii wudpyBaHHa Ta ayTeHTudikauii (OpenSSL,
Crypto++, PyCryptodome).

Tema 8. 3acobu pe3epBHOro KomniloBaHHA Ta BiAHOBNEHHA AOaHUX Yy 7
KIiEHT-CepBepHUX cCUCTEeMaXx.

MeToaou CTBOPEHHS pPe3epBHMX KOMIiW, MOMITUKM BiOHOBMEHHSA Micnsi 300iB |
KaTacTtpod.

Tema 9. 3axuct cepBepiB goaatkiB i API. 7
MeTtoaun 3anobiraHHs HecaHKUioOHOBaHOMY OOCTyny A0 API, oBMeXeHHs 3anuTiB i
BUKOPUCTaHHS TOKeHiB 6e3nekn (OAuth, JWT).

Tema 10. TpeHOoOBi TexHonorii 3abe3neyeHHs 0e3neKn KNieHT-cepBepHUX 7
cucrtem.

Zero Trust Architecture, 6aratocakropHa ayteHTudikauis (MFA), KOHTeHEpM3aLid

(Docker Security), i3onsuia cepeoBuLL,.
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HedopmanbHa ocBiTa

3pobyBay Mae MOXNMBICTb Mepe3apaxyBaTv OKpemi TemMn abo Kypc LUMASXOM: MPOXOOXKEHHS
NPOMeECINHMUX KypPCiB YU TPEHIHTiB, OHMNaNH-OCBITW, NPOMECINHUX CTaxyBaHb, y cdepi, Wo Bianosigae
HaBYyalnbHUM LiNAM UCLMNIIHW.

[nsa 3apaxyBaHHA HeOOXiOHO HagaTu: cepTudikat (enekTpoHHUN abo ApPYyKOBaAHWUIN) NPO NPOXOOXKEHHS
KypcCy/CTaxyBaHHsi, ONUC NPOrpamun TPEHIHrY i3 3a3Ha4YeHHAM 3MICTy TeM, obcary Ta TpuBanocTi.

PekomeHaoOBaHi Kypcu, TPEHiHI, CTaXyBaHHA

1. OHnawH-kypc CISCO «Endpoint Security»
https://www.netacad.com/catalogs/learn?category=course.

Nitepatypa, HaBYanbHi MaTepianu Ta iHcpopmMauinHi pecypcu

OcHoBHa nitepatypa

1. James Kurose, Keith Ross, Computer Networking: A  Top-Down  Approach.
https://www.ucg.ac.me/skladiste/blog 44233 /objava 64433 /fajlovi/Computer%20Networking%20 %
20A%20Top%20Down%20Approach,%207th.%20converted.pdf

2. Pradeep Gohil, Web Security Testing Cookbook.
https://www.redbooks.ibm.com/redbooks/pdfs/sg248411.pdf.

3. Ross Anderson, Security Engineering: A Guide to Building Dependable Distributed Systems.
https://books.google.com.ua/books?id=e040tm TcW8C&printsec=frontcover&redir esc=y#v=onepage&

g&f=false

HopaTkoBa nitepaTypa

4. William Stallings , Cryptography and Network Security: Principles and Practice.
https://www.inf.ufsc.br/~bosco.sobral/ensino/ine5680/material-cripto-seg/2014-
1/Stallings /Stallings Cryptography and Network Security.pdf.

5. Dafydd Stuttard, Marcus Pinto, The Web Application Hacker's Handbook: Finding and Exploiting Security
Flaws.

https://edu.anarcho-
copy.org/Against%20Security%20-%20Self%20Security/Dafydd%20

Stuttard,%20Marcus%20Pinto%20-%20The%20web%20applicatio

n%20hacker's%20handbook %20finding%20and%20exploiting%20security%20flaws-
Wiley%20(2011).pdf.

Cuctema ouiHIOBaHHA

MigcymkoBa OLiHKa 3 OCBITHBOIO KOMMOHEHTA BU3HAYaETbCA BigNoOBigarbHMM NIEKTOPOM 3@ TEMaMMU,
BMOAMM 3aHATb, TOLLO Y BiANOBIAHOCTI 40 cunabycy i € iHTerpanbHOK OLHKOI pe3ynbTaTiB yCiX BUg,
HaBYanbHOI OisiNbHOCTI 3000yBaya BMLWOI OCBITK. [iACyMKOBa OLiHKa NOBMHHA BigobpakaTu BCi OLIHKK
3a CKMaoBMMN HaBYarbHOrO MpoLecy 3 ypaxyBaHHAM iX BaroBMX NOKa3HUKIB k:

IMOTOYHWNIM KOHTPOSb KoHTpornbHi poboTn IHgmBigyansHe MigcymKoBUM KOHTPOSTb
(NpakTU4Hi, cemiHapcbki,  (3a HasiBHOCTI), ko 3aBOaHHA (ana OK 3icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasBHOCTI), k3

0,8 0,2

Cyma koedilieHTiB MOBMHHA cKNagaTtu oanHnLto: k1 + ko + k3 + k4 = 1. MigOip BaroBmx koedilieHTIB
NigCyMKOBOT OLLiHKWN 34iNCHIOE PO3POBHUK KypCy.
Po3apaxyHOK NigcyMKOBOT OLLIHKM NPOBOANTLCA 3a (OPMYIIOHD:
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; Cyma
BMUCcTaBnATbCA 3a 100-0anbHOIO LLKaOoo 3rigHOo 3

6anis HauioHanbHa ouiHka ECTS

nonoxeHHsM «[1po kpuTepil Ta CMCTEMY OLIHIOBAHHA  "9_100 BigMiHHO A
3HaHb Ta BMiHb i PO PEUTUHT 300yBadyiB BULLLOT 89-89 [o6pe B
oCBIiTU» HTY «X[I». 75_81 [lo6pe C
. . ) ) 64-74 3a00BinbHO D
MiacymkoBa oujiHKa BUCTaBMAETLCA BiA4NOBIAHO 40 60-63 330BINbHO E
po3paxoBaHoi O 3 OKPYrNeHHAM 40 HAanGMX4oro 3559 HesanoBinbHo X
Linoro 4mncna B GinbLly CTOPOHY. (NOTpIGHE oaaTKOBE
BMBYEHHSA)
1-34 Hes3apoBinbHo F
(noTpibHe noBTOpPHE
BMBYEHHA)

Hopmu akagemivyHOI eTUKM | NoNiTUKa Kypcy

3po6yBay BMLOI OCBITU MOBUHEH AOTpUMyBaTUCA «Kogekcy eTukM akageMmidHMX B3aEMOBIOHOCUH Ta
nobpoydecHocTi HTY «XTl»: BUSABNATN AMCUMMNNIHOBAHICTb, BUXOBAHICTb, A0OPO3NYNUNBICTb, YECHICTb,
BignoBiganbHicTb. KOHGMIKTHI cuTyauii NoBMHHI BigKpUTO 06GroBOproBaTUCA B HaB4YalbHUX rpynax 3
BUKNagadem, a nNpu HEMOXIMBOCTI BUPILLEHHSA KOHAQMIKTY — JOBOAMTMCA OO0 Bigoma cniBpobiTHMKIB
OVPEKUIT IHCTUTYTY.

HopmaTuBHo-npaBoBe 3abe3neyYeHHs BNPOBaKEHHS MPUHUMMIB akagemiyHoi gobpodecHocTti HTY
«XIMl» poamilLleHo Ha canTi: http: //blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist/

MoroaxeHHs

Cunabyc norogxeHo 30.08.2025 S C\ 3asigyBa4 kaceapu
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30.08.2025 MapanT Ol
Cranicnas MIJITEBCbKNIA
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