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[okTop TEXHIYHMX HayK, Npodyecop, 3aBigyBay kadeapu kibepbesnekn
HTY «XIl».

JlTaypeat HauioHanbHOT npemil imeHi Bopuca MNaToHa.

KinbkicTb HaykoBux ny6nikauin: noHag 351, 3 HUX MATEHTIB HA KOPWUCHY
Mogenb 44, 11 moHorpadoin, 3 akMx 10 KONMEeKTMBHUX MOHorpadin, 31
HaBYanbHUN NOCIOHUK, 3 AKMX 4 3 rpudom MiHicTepcTBa OCBITU i Hayku
YkpaiHu, 149 ctatTen y 3aKOpAOHHMX BUAAHHSAX Ta (paxoBux BUOAHHAX
YkpaiHn, 3 HUX 61 y HaykoMeTpuuHin 6asi Scopus. [@paHT OCBITHbO-
npodecinHoi nporpamun "Kibepbeaneka" nepuoro (bakanaBpCbKOro) piBHS
BUWOI ocBiTK. [MpoBigHMA nekTop 3 Aaucumnnid: MaTtemaTudHi OCHOBU
kpuntonorii, Komn'toTepHi mepexi, OcHoBM KpunTorpadiyHOro 3axucTy,
Metoan kpuntoaHanidy, OcHoBu kibepbesnekn, CyyacHi npobnemu
NOCTKBAHTOBOI Kpuntorpadii, OcHoBM HayKkoBMX AocnigxeHb, Lindposa
KpumiHanictmka, ETnyHuMM xakiHr y cTygeHTiB  6GakanaBpiata Ta
marictpaTypu, MeTogonoris HaykoBOI Ta negaroriyHoT JisinbHOCTI B HayKax
Kibep3axmncTy ans acnipaHTis.

[eTanbHille npo Buknagaya Ha canTi kadeapu
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XBOCTEHKO Bnagucnas CeprinoBuy
vladyslav.khvostenko@khpi.edu.ua

KaHanaat ekoHOMIYHUX HayK, JoueHT Kadenpu kibepbeaneka HTY «XIMi».

ABTOp noHag 170 HayKOBUX i HABYarbHO-METOAMYHMUX Mpaub (3a AaHUMK
Google Scholar, h-iHaekc - 12), y Tomy 4ncni 3 moHorpadi Ta HaBYarnbHOro
nocibHuka 3 rpucom.

Mae y cBoemy gopobky 10 nateHTiB Ta 10 aBTOPCLKNX CBIQOLTB.
MpoBigHWn nekTop 3 AUCUMNNiH: «lHTenekTyanbHa BRNacHIiCTb CUCTEM
Ge3nekun», «[1paBoBe peryntoBaHHs Kibepbesnekn», «ABTOPCbKe NpaBo Yy
LUMGPOBOMY CYCNINbCTBI».

Cdpepa HaykoBUX iHTEPECIB OXOMNSHOE NUTAHHS IHTENEKTYarnbHOI BNACHOCTI,
NpaBOBOro perynoBaHHA  KibepnpocTopy, iHdopmauiiHoi  Geaneku,
KpuntorpadiyHMx MeTOAIB 3aXUCTY, LMIPOBI aKTUBM.

JeTanbHille npo Buknagava Ha cauti kadeapu

3aranbHa iHcpopmauin

AHoTauin

HaeuanbHa gucumnnidHa "Mogeni Ta TexHonorii 3abesneyeHHsa 6e3nekn iHTenekTyanbHUX CMCTeM" €
BMBIpKOBOK HaBYasbHOK AucuMniiHow. OucumnniHa cnpssMoBaHa Ha 3aCBOEHHSI TEOPETUYHUX OCHOB,
dopmyBaHHS YMiHb 3 OpraHisauii 6e3neku iHTenekTyanbHMX CUCTEM Ta OTPUMAHHS 3HAHHS TEXHONOTIN
nobyaoBM CUCTEM PIBHA Cy4aCHOro LIEeHTPYy o06pobku gaHux, hopMyBaHHS KOMMNETEHTHOCTEN oo
3aCBOEHHS OCHOBHUX CMocobiB 3axUCTy KOHMIAEHUiMHOT iHdopmauii, NpoTuail HecaHKLioOHOBaHOMY
noctyny Ta kibep3arpos.

MeTa Ta uini aMcumnniHm

3HaMOMCTBO 3 HOBITHIMM MOAENAMM Ta MeTodamu 3axXUCTY IHTeneKkTyanbHOro KibepnpocTtopy;
opMyBaHHS KOMMETEHTHOCTENW LOAO 3aCBOEHHS OCHOBHMX CMOCOGIB 3axucTy KOHMIOEHUiNHOI
iHdopmauii, npoTUAji HecaHKLiOHOBaHOMY LOCTYNY Ta Kibep3arpoa.

dopmart 3aHATb

Jlekuii, nabopaTtopHi 3aHATTH, camocTiiHa poboTa, KoHcynbTauii. [ligCymMKOBMA KOHTpPOfb -
andbepeHuinoBaHnin 3anikx.

KomneTteHTHOCTI

K®1. 3gaTtHicTb 06r'pyHTOBaHO 3aCTOCOBYBATH, iIHTErpyBaTU, PO3pOobnaTM Ta YAOCKOHANOBaTK Cy4acHi
iHbopmauinHi TexHonorii, di3ndHi Ta MaTemMaTuyHi Moaeni, a TaKoX TEeXHONOrii CTBOPEHHs Ta
BMKOPWUCTaHHA MNPWUKNAAHOro i creuianisaoBaHOro MporpamHoOro 3abesneyeHHs Ans BUPILLEHHS
npodecinHnx 3agad y cdepi iHdpopmauiiHoi 6e3neku Ta/abo kibepbeanekn.

K®7. 3patHicTb gocnigxkysaTtv, po3pobnsaTu Ta BApoBagKyBaTu MeToan | 3axoan npoTtuaii
KibepiHUnaeHTam, 3ficHIOBaTU npoueaypu YNpasniHHA, KOHTPOMK Ta pPO3CNiQyBaHHA, a TaKox
HagaBaTu pekoMeHaauii Woao nonepeskeHHs Ta aHanisy KibepiHUunaeHTiB B Linomy.

K®8. 3gaTHicTe gocnigKysatn, po3pobnatn, BNpoBagKyBaTh Ta CYNpPOBOLKYBATU MeToAM i 3acobu
KpunTorpadivyHOro Ta TEXHIYHOro 3axmncTy iHopMadii Ha 06’ekTax iHpopmaLiNHOT 4isNbHOCTI.

K®9. 3paTtHicTb aHanisyBatu, po3pobnatv i CynpoBOAXyBaTW CUCTEMY ayauTy Ta MOHITOPUHrY
eEeKTUBHOCTI (PYHKLIOHYBaHHSA iH(pOpMaUinHMX cucTem i TexHonorin, 6isHec/onepauinHnx npouecis B
ranysi iHdpopmauinHoi 6e3nekn Ta/abo kibepbesnekun opraHizadii B LLinomy.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

Modeni ma mexHonoaii 3abesneyeHHs1 6e3neku IHMersrieKmyarlribHUX cucmem «XapKiBChKit IOAITeXHITHMI IHCTHTYT



mailto:vladyslav.khvostenko@khpi.edu.ua
https://cybersecurity.kpi.kharkov.ua/хвостенко-владислав-сергійович/

Pesyn bTaTun HaB4YaHHA

PH1. BinbHo cninkyBaTncb Aep>kaBHOK Ta IHO3EMHOK MOBaMW, YCHO i MMCbMOBO ANSA NPEeACTaBIEHHS |
00roBopeHHs pesynbTaTiB AOCMioKeHb Ta iHHOBaLiN, 3abe3nedeHHs GisHec\onepauiiHmMx npouecis Ta
nuTaHb NpodEeCiNHOI AiANbHOCTI B ranysi iHpopmauiiHoi 6e3neku Ta/abo kibepbesneku.

PH2. IHTerpyBatn doyHOameHTanbHi Ta cneuianbHi 3HaHHA Ons PO3B’A3yBaHHA CKnagHWX 3agad
iHdopmauinHoi 6e3nekun Ta/abo kibepbeanekn y WMpoknx abo MynbTUANCUUNNIHAPHMUX KOHTEKCTaXx.
PH3. MpoeaanTn gocnigHnubKy Ta/abo iHHoBaUiiHy QisnbHICTb B cdhepi iHdopMmaLinHoi 6eanekn Ta/abo
Kibepbesnekn, a Takox B cdpepi TEXHIYHOro Ta KpuntorpadivyHoro 3axucty iHdopmaldii y kibepnpocTopi.
PH4. 3actocoByBaTtn, iHTerpyeatu, po3pobnsaty, BMNpoBagXyBaTM Ta YOOCKOHAmNBaTWM Cy4acHi
iHdopMaUinHi TexHonoril, Qi3ndHi Ta MaTtemMaTuyHi MeToaun i mogeni B cdepi iHopmauinHoi 6e3neku
Ta/abo kibepbeaneku.

PH6. AHanisyBaTu Ta OUiHIOBATK 3aXULLIEHICTL CUCTEM, KOMMNIIEKCIB Ta 3acobiB Kibep3axuncty, TeXHOMNoril
CTBOPEHHS Ta BUKOPUCTaHHSA CrnewianisoBaHoro nporpamHoro 3abesneyeHHs.

PHS8. JocnigxyBatn, po3pobnaty i cynpoBomXyBaTu cuctemu Ta 3acobu iHdopmauiiHoi 6e3neku
Ta/abo kibepbe3nekn Ha 06’ekTax iHOPMALIMHOT AIANBHOCTI Ta KPUTUYHOI IHPPaACTPYKTYpU.

PH9. AHanisyBaTtu, po3pobnsaTu i CynpoBO4XyBaTU CUCTEMY YMpaBMiHHA iHpopmauiiHO Ge3nekoto
Ta/abo kibepbe3nekoto opraHizauii Ha 6asi cTpaTteril i noniTKMkKn iHpopmauinHoi 6e3nekn.

PH10. 3a6esneyvyBatn 6e3nepepBHiCcTb GisHEC/onepauiiH1X MPOLIECIB, @ TAKOX BUABMSATW YPasfMBOCTI
iHdopMaLiNHNUX CUCTEM Ta pecypciB, aHanidyBaTh Ta OLHIOBATM pU3MKN ANs iHopMaLinHoi 6e3neku
Ta/abo kibepbeanekun opraHisadii.

PH12. OocnigxyBaTtu, po3pobnsatn Ta BNpoBagXyBaTu MeToAu i 3axoam npotuail kibepiHuMaeHTam,
34iNCHIOBaTK Npouenypwy yrnpaeriHHS, KOHTPOSIHO Ta pO3CnigyBaHHS, a TakoXX HagaBaTu pekomeHgauii
Loao nonepemXeHHs Ta aHani3y KibepiHUMAEHTIB B Linomy.

PH13. [ocnigpxyBaTn, po3pobnaTth, BNpOBagXyBaTW Ta BWKOPUCTOBYBaTM  MeToaM Ta 3acobwu
KpuntorpadiyHoro Ta TEexXHiYHOro 3axucTy iHdopMmalil 6GisHec/onepauinHnxX npoueci, a TakoxX
aHanisysaTu i HagasaTu OLIHKY e(PEKTMBHOCTI IX BUKOPUCTAHHS B iIH(DOpMaLiiHMX CUCTeMax, Ha o6’ekTax
iHbopMaLiMHOT OiANbHOCTI Ta KPUTUYHOI iIHPaCcTPYKTYpuU.

PH14. AHnanizyBaTtu, po3pobnaTti i CynpoBO4KYBaTU CUCTEMY ayaAUTY Ta MOHITOPUHIY e(peKkTUBHOCTI
yHKUIOHYBaHHA iHpOpMaUinHMX cucTem i TexHonorin, 6isHec\onepauinHux npoueciB y cdepi
iHdopMmauinHoi Ta\abo kibepbesneku B Liniomy.

PH16. MpuimaTn ob6rpyHTOBaHI pillEHHsT 3 OpraHi3auifnHO-TEXHIYHUX NUTaHb iHpopmaLinHoi 6e3neku
Ta/abo kibepbeanekn y cknagHux i HenepegbadyBaHMX yMOBaX, Yy TOMY YMCHi i3 3aCTOCYBaHHSIM
Cy4acHMX MeToaiB Ta 3acobiB ONTUMI3aLii, NPOrHO3yBaHHA Ta NPUNHATTSA PiLlEHb.

PH19. OG6wupatu, aHanisyBatm i po3pobnatn npuaatHi TUMNOBI aHaniTU4HIi, po3paxyHKoBi Ta
eKcrnepuMeHTanbHi MeToam Kibep3axucTy, po3pobnsiTv, peanisoByBaTh Ta CynpoBOAXYBaTU NPOEKTU 3
3axucTy iHpopmalii y KibepnpocTopi, iHHOBaLMHOI QisiNTbHOCTI Ta 3aXUCTY iHTENEKTyarbHOI BIIACHOCTI.
PH20. CtaBntn Ta BupillyBaTW CKMagHi iHXEHepHO-NpUKNagHi Ta HaykoBi 3agadi iHopMauinHoi
6e3nekun Ta/abo kibepbesnekn 3 ypaxyBaHHSAM BUMOT BiTYM3HAHUX Ta CBITOBUX CTAHAAPTIB Ta KpaLumx
NpakTuK.

PH21. BukopuctoByBaTU MeTOAM HATYpPHOro, (i3M4HOro i KOMM'IOTEPHOro MoentoBaHHS AN
OOChioKEeHHSI NPOLIECIB, AKi CTOCYOTbCS iHpopmauiHOT 6eanekn Ta/abo kibepbeanekn.

PH22. MnaHyBaTn Ta BUKOHYBaTW eKCNepUMEHTarbHi | TEOPETUYHI AOCHIIKEHHS, BUCYBaTH i NepeBipaTu
rinotesu, obmpaTtn AN Uboro NpuMaaTHi METOAM Ta iIHCTPYMEHTU, 34INCHIOBATU CTAaTUCTUYHY O0BpPOGKY
OaHUX, OLiHIOBaTM OOCTOBIPHICTb peaynbTaTiB AoCHiLKEeHb, apryMeHTyBaT! BUCHOBKMU.

PH23. O6rpyHTOBYBaTU BUBIp NpOorpaMHoro 3abesneyeHHs, ycTaTkyBaHHs Ta iIHCTPYMEHTIB, iHKEHEPHUX
TEXHONOriA i npoueciB, a TakoX ObmexeHb Woao HMX B ranysi iHdbopmauiiHoi 6e3nekn Ta/abo
kKibepbe3nekn Ha OCHOBI Cy4YaCHUX 3HaHb Yy CYMDKHMX ranyssix, HayKoBOI, TEXHIYHOI Ta AOBIAKOBOI
niTepaTypu Ta iHWOT AOCTYMHOI iHhopmaLLiT.

O6car gucumnniHun

3aranbHu obecar aucumnninm 120 roa. (4 kpeauTtn ECTS): nekuii — 16 roa., nabopaTtopHi poboTtu — 32
rogd., caMocTinHa poboTa - 72 rog.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

Modeni ma mexHonoaii 3abesneyeHHs1 6e3neku IHMersrieKmyarlribHUX cucmem «XapKiBChKit IOAITeXHITHMI IHCTHTYT




NMepeaymoBu BUBYEHHA AUCUUNNiHU (NPepPeKBi3UTK)

Komn'totepHi mepexi, OCHOBM MaLIMHHOrO HaB4aHHA Onda kibepbesnekn, IHpopmauinHa 6e3neka
aepxasu, OCHOBU kKpunTorpadiyHOro 3axmcry.

OcobnuBocTi agucumnniHW, MeToAu Ta TeXHonorii HaBYaHHA

B xogi BuknNagaHHa gucumnniHM BUKNagayemM 3acTOCOBYHTLCS MOSACHIOBANbHO-INKOCTPATUBHUN
(iHcbopmaLiHO-peLenTUBHUIN) Ta PeNpPOaYKTUBHUA METOAMN HaBYaHHS. B SKOCTI MeToaiB BMKNagaHHS,
SIKi HanpaBreHi Ha akTMBI3aUil0 Ta CTUMYSOBAHHS HaBYallbHO-Mi3HABAsIbHOI OisinbHOCTI 3406yBadiB,
3aCTOCOBYIOTbCS Npe3eHTadii, 6ecign, iHanBiayanbHi rpynoBi NPOEKTW, MancTep-Knacu.

Mporpama HaBYanbHOI AUCLUMNNIHN

HaBuanbHi 3aHATTA

Jlekuii
Temun nekuin KinbKicTb roguH
Tema 1. lNpaBoBi acnekTu iHhopmauinHoi 6e3nekn. Hanpsamku 3abe3ne4yeHHA 2

iHcpbopmauinHoi 6e3neKkn iHTeneKkTyanbHUX CUCTEM.

3akoHogaB4a Ta HopmaTMBHO-NpaBoBa 6a3a YkpaiHu y ranysi iHpopmMauinHoi Ta
/abo kibepbesneku.

KaHann HecaHKUiOHOBaHOrO OTpPUMaHHS [aHUX. BUMUKadi enekTpoMarHiTHUX
KONMBaHb. ONTMYHI BMMUKadi. EnekpuyHe none. Cnocobu 3axmucty. MarHiTHe none.
Cnocobn 3axucty. Knacucpikauis akyCTUYHUX KaHamniB BWUTOKY iHcpopmadii.
CepepoBuule nowwupeHHss i cnocib nepexsaty. Hanpsamku 3a6e3neyeHHs
iHopMauinHoi 6e3nekn. 3aBaaHHA cnyxbu Besnekun. PisnyHi 3acodbu 3axucTy.
MpaBoBUI | TEXHIYHWIA 3aXUCT iHbopMaLlii. AHani3 pUsunKie.

Tema 2. Metogm 3axucty iHdopmauii iHTenekTyanbHux cuctem. OCHOBHi 2
Mogeni iHpopmMauinHoT 6e3nekun iHTenekTyarbHUX CUCTEM.

3abes3neveHHs iHopmauiiHoi 6e3nekn. OpraHisauinHi 3axodwn. opraHisauiiHo-
TEXHIYHi 3axogn. XapakTepucTuka 3axmcHux Ain. OCHOBHI BU3HAYEHHS. 3axuUCT
iHopMmauii. Mogeni cekpeTHUX CUCTEM CUMETPUYHI KPpUNTOCUCTEMW. HeniHinHi
BY3/IM 3aMiH CUMETPUYHUX KpunToanroputmie. BroyHi anroputmu. [1OTOYHI
anroputMn. ACUMETpPUYHI cxeMu LngpyBaHHA. Knacudikauia umdpposux nignucis.
KoHuenTyanbHa mogens. uckpelinHe po3mexxeHHs goctyny. Mogens agent-50.
Mopenb aunckpetHoro goctyny XaptcoHa. Mogeni Ha OCHOBI maTpuui gocTtyny.
Mopgene XapucoHa-Py33o-YrnbmaHa Mopgene take-grant . Mopenb benna-
NTanagynn. Mogeni ©e3neku Ha OCHOBI TeMaTu4yHOi nonituki. dopmanbHa
cneuundikauis Ta pisHOBMOM pornboBuX Moaenen. [uckpeuinHa moagens Knapka-
BinbcoHa. TeopeTuko-rpadosi Mogerni KOMMEKCHOT OLiHKN 3aXMULLLEHOCTI.

Tema 3. BHyTpilWHi Ta 30BHiWHI 3arpo3un. BukopuctaHHs IDS Ta IPS. 2
KnitovoBi kputepii ona knacudikauii kibepiHUMAEHTIB Big NErkMx 4o CKNagHuX.
BpasnueocTi IP. Bpasnueocti TCP Ta UDP. IP-cepsicn. KopnopaTuBHi cepBicu.

MoxnuBi Hacnigku onsa opratisadii abo cuctemm npu KOXXHOMY piBHI Knacudikauii.
Knacudpikatop 3arpo3. Cuctemm BUSIBNEHHA Ta 3anobiraHHs BTOPrHEHb.
OuiHioBaHHA cnoBiweHb Security Onion.  |HCTpymMeHTM aHanisy. [eHepauiqa
crosilweHb. CTpyKTypa npasun Snort .

Tema 4. YnpaBniHHA KpU30BUMM CUTYaUiAMM Ta NiKBigauia ix HacnigkiBe. 2
OpraHizauiss eeKkTMBHOro ynpaBniHHA KPU30BUMW CUTyaUigAMU B KPUTUYHIN
iHpacTpykTypi. Peanisauia koHuenuii Ha npuknagi OBC YkpaiHn. Knacudikatop

3arpo3. YpockoHaneHa wogenb iHdpacTpyktypy ABC. KoHuentyanbHa Ta
cuHepreTMyHa mogeni 6esnekn. YOOCKOHaNeHHs Mogerni OLUiHIBaHHS piBHSA
3axuuieHocTi . KoopauHauia gin pisHuMx areHTiB nig Yac Kpmn3oBol cutyadlil.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

Modeni ma mexHonoaii 3abesneyeHHs1 6e3neku IHMersrieKmyarlribHUX cucmem «XapKiBChKit IOAITeXHITHMI IHCTHTYT




Tema 5. Migxoau no nobyaoBu moaeni 3arpo3 Ta NOpPYLUHUKA. 2
MexaHism OecTpyKTUBHOro BNAMBY Ha iHGopmauinHy cuctemy. [bkepena 3arpo3s
iHdopmauii. Mogenb nopywHuka iHdopmauiiHoi 6Ge3nekn . Moxnuei Tunn
nopyLwHukie. OCHOBHI KaHanu BUTOKY iHpopmauii. Tun iHcangepa. Knacudikauii
iHCanaepis 3a piBHeM pu3nky. KnacudikaLii 30BHILLHBEOrO NOPYLUHWKA 3a HasiBHUMMU

Y HbOTO 3HaHb NPO iHopMaLiiHy CUCTEMY OpraHisaLii.

Tema 6. [NoniTka cucTeMmn MeHegXKMEHTY. 2
Cuctema MeHemKMeHTy iHdopmauiiHoi Gesnekn. (3aranbHa) noniTUKa
iHopMauinHoi Gesnekn. [MnaH 3abe3neyeHHs 6e3nepebiiHOi  OIANBHOCTI
opraHisadii B pasi HeluTaTHUX CUTyaLlii.

Tema 7. AHanis nori. 36ip, arperauis, iHTepnpeTauis. 2
[HCTpyMeHTM Ans 36opy Nor-g4aHux 3 Pi3HUX KOMMOHEHTIB Mepexi Ta CUCTEM.

MeTogn gna arperadii nor-cpavnie 3 pisHUX AXepen B OgHE LeHTparnisoBaHe
cxoBuwe. Hopmanisauisa nor-gaHux. TexHikn Ta anroputMn AOnsi BUSIBIIEHHS
aHomManin B norax. Pe3ynbTat aHanidy nor-cpannie. MNMpodintoBaHHA Mepexi Ta

cepBepa. 3aranbHa cuctema ouiHku BpasnusocTen (CVSS). MpodintoBaHHs Mepexi

Ta cepBepa. besneyHe kepyBaHHA NPUCTPOSIMN.

Tema 8. YnpaBniHHA iHUnaeHTamm iHcpopMauinHOi 6e3neKkn iHTeneKkTyanbHUX 2
cucrtem.

B3aemMo3B'A30k MOHATb. 3MIiCT npouecy ynpasBniHHA iHUmaeHTamu. [puyumHmn
BUHWKHEHHS iHUMAeHTIB. [lnaHyBaHHA | nigrotoBka. [MpuHUMnM edeKTUBHOI
NnoniTMKM pearyBaHHA Ha iHUMAEHTN iHdopmauinHol 6esnekn. Pecypen i
iHCTpyMEHTapin po3cnigyBaHHs iHUMAEHTIB iHdopMaUinHoi 6e3nekn. NMpeBeHTUBHI
3axoaou. BusiBneHHs Ta aHania iHumaeHTiB iHopmauiiHoi ©e3nekn. O3Haku
iHUMOeHTy. Ananis iHumgeHTiB. [okyMeHTyBaHHS iHUMAeHTy. [piopuTesauis
iHUnaeHTiB. Po3cunka nosigomrnieHb npo iHUMAeHT. [lpoTuais NOLMPEHHI0
iHUMaeHTy. 36ip cBigveHb iHUMAEHTY i iX oOpobka. lgeHTudikauia nopyLluHuMKa.
Mpouenypa nikeigauii Hacnigkie iHUMAEHTY. 30epiraHHA MaTepianie po3cnigyBaHHS
iHUMOEHTIB.

3aranbHa KinbkKicTb roguH 16

JNlabopaTtopHi 3aHATTA

Temun nabopaTopHUX 3aHATb Kinbkictb Barosi
roguH KoedilieHTn a

Tema 1. Po3roptaHHA onepauifnHOi cuctemMu Ansi NpoBeAeHHA 4 0,1
ayauTty iHdopMauinHOoi 6e3nekn KOMM'IOTEPHUX Mepex Ta

iHbopmauinHux cucrtem.

BuByeHHs npouecy BCTAHOBIIEHHS Ta HanawTyBaHHS

cneuianizoBaHoi OC (Hanpuknag, Kali Linux) Ana npoBeAeHHs ayauTy

IB. O3HaromneHHs 3 6a30BUMMN IHCTPYMEHTaMU TECTYBaHHS 6e3neku

Ta NpyHUMNaMKn opraHisadii cepegosuLLia ayanTy.

Tema 2. IHCTPYyMEHTU NPUXOBAHOro 360py TexHiYHOI iHbopmaLii 4 0,1
3 iHhopmauinHoi cucteMu abo KOMIMT KIOTEPHOI Mepexi.

HocnigpxeHHs1 3acobiB NacMBHOrO CkaHyBaHHSI Ta 300py AaHuMx Mpo
CTPYKTYpY Mepexi, crybwu, BigKpuTi NopTW, KOHirypauii cuctem.
AHani3 3acTocyBaHHA reconnaissance-iHCTPYMEHTIB ONA €TUYHOro
XakKiHry.

Tema 3. focnigxeHHA cy4acHUX 6MMOYHUX CUMETPUYHUX Wwndpis 4 0,1

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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Ta pexumiB wuncpyBaHHS. DocnigxeHHsA cy4dyacHuX
aCMMeTPUYHUX KpUnTocucTeM WndpyBaHHA.

O3sHaromneHHs 3 anroputmamum AES, DES, RSA, ECC Ta ix pexumamu
po6oTu. lNMopiBHANBHMI aHani3 6e3neku, WBUAKOAIT Ta 3aCTOCyBaHb
CUMETPUYHNX | aCUMETPUYHUX KPUNTOCUCTEM.

Tema 4. [locnipxeHHA eneKTpoHHoro uudpoBoro nianucy. LM 4 0,1
Enb MNamansa, OCTY 4145, ECDSA. [locnigxeHHA Bpa3nMBoOCTen

cuctemm abo Mepexi 3a AOMOMOrol CKaHepa Bpas3nuBocCTen

Nessus.

BuBYeHHs1 npuHUMniB NobygoBu Ta NepeBipkM LMdPOBOro nignucy.

MpakTnyHe OocnifXkeHHs peanizauin cydacHux anroputmis L.

BukopuctaHHsa Nessus 519 BUSIBIIEHHS BPasnmMBOCTEN Ta OLiHIOBaHHSA

piBHA 3axuLleHocTi IT-iHdpacTpykTypw.

Tema 5. CteraHorpadcpiyHi meToam 3axucty iHopmadii. 4 0,1
AHanis meTogiB NpPUXOBYBaHHS iHGOpMaLii B LMPPOBMX HOCISIX —

300paxeHHsix, ayaio, Bigeo. NpakTuyHa peanisauis cteraHorpadivHmnx

anropuTMIB Ta OLIHIOBAHHS TX CTIMKOCTi 0 BUSIBNEHHS.

Tema 6. CTaTUCTU4HI AOCNiAXEHHSA reHepaTopiB BUNagKoBUX Ta 4 0,1
nceBAOBUNaAKOBUX NOCAifOBHOCTEN 3a MeToaukoro NIST.

OuiHIOBaHHA SIKOCTi Ta eHTpoNii reHepaTopiB BUNagKoBMX YnCen, Lo

BUKOPUCTOBYHOTLCA Y KpnnTorpadoil. [NposeaeHHs TecTis NIST STS ans

BU3HAYEHHS PiBHSA BMNAAKOBOCTI NOCMiJOBHOCTEN.

Tema 7. BusHauyeHHsA Bpas3nuBocTtenm BebO pecypciB Ta Beb 4 0,1
popaTtkiB. CkaHep Bpa3nuBocTen - Vega.

HocniopxeHHa OGe3snekn Beb-goaaTKiB, BUSIBMIEHHS  MOLUMPEHUNX

BpasnuBocTen (SQL injection, XSS, CSRF). 3acTtocyBaHHA Vega Ans

aBTOMaTM30BaHOro aHarnisy 6e3neku Beb-pecypcis.

Tema 8. 36ip TexHiYHOI Ta 4YyTTEBOI iH(pbOpMaLUii 3a gONOMOror 4 0,1
N3 knacy - cHidepn. 3acid6 pocnigxeHHA Bpa3nNMBOCTEN

6e3npoBigHux mepex Wi-Fi - Aircrack-ng.

BukopuctaHHs mepexesux aHanizaTtopis (Wireshark, tcpdump) ons

nepexonsieHHs Ta aHanisy Tpadiky. [MpakTnyHe 3acTOCyBaHHS

Aircrack-ng Ona OUiHIOBaHHA 3axucTy 6e34poToBUX Mepex Ta

BUSIBNEHHS cnabknx Tovok y Wi-Fi 6e3nedi.

3aranbHa KinbKicTb roavH 32 1
Z a;=08

KoHTponbHi po6oTtu

TeMun KOHTPOSbHUX POGIT Barosi
KoequiLieHTn b

Tema 1. [lpaBoBi acnektu, meToau 3axucTy iHcdopmadil, mopeni 0,1
iHcbopmauinHoi 6e3nekun, BHyTpiLLHI Ta 30BHILLHi 3arposu..

Oxonnoe BMBYEHHA HOpMaTUBHO-NPaBoBOi 6a3n YkpaiHu y ciepi kibepbesneku,

OCHOBHWX KaHarsniB BUTOKY iH(popMaLii, Mogenemn 3axmcTy gaHux, KpUnTocucTem Ta

npuHUunie podotn cuctem IDS/IPS.

Tema 2. YnpaBniHHA KPU3OBUMU cCUTyaLisiMU, Moferi 3arpo3 i NOPYLUHUKIB, 0,1
nosniTuka 6esneku, aHani3 noris, ynpasniHHA iHUMAEHTaMM..

Bkntoyae posrnag npoueciB pearyBaHHA Ha kibepiHumaeHTn, nobynosy mogeni
NopyLUHWKA, METOAIB aHani3y Nnorie, opMyBaHHSs MOMITUKM iHOpMaLiNHOT 6e3nekn

Ta nraHy BiQHOBMEHHS AisiNbHOCTI.
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3aranom 221 b;=0,2

CamocrTinHa poboTa
[o camocTinHOi po60TK BiAHOCUTLCA CaMOCTIHE ONpaLloBaHHS TEOPETUYHOrO MaTepiany

OnpauloBaHHs TeOpeTUYHOro maTtepiany

Temun gns camMoCTINHOIrO BUBYEHHS KinbKicTb roguH

Tema 1 [lpaBoBi Ta HOpMaTMBHIi OCHOBM iHdOpMaUiiHOT 0Ge3nekun 8
iHTeneKTyanbHUX cUCTeM.

BuBYeHHs 3akoHogaBcTBa YKpalHW, MiKHapOOHWX CTaHAapTiB Ta HOPMAaTUBHUX
OOKYMEHTIB y cdepi kibepbeanekm Ta 3axucTy iHpopmauii iHTenekTyanbHuX

cuUcTeM.

Tema 2. Mogeni 3arpo3 Ta nopyLwHUKIB iHhopmauinHoi 6e3neku. 8
AHani3 MOXNUBKUX TUMIB BHYTPILLHIX | 30BHILLHIX aTaKkyBanbHUKIB, [)Xepern 3arpos Ta
X Knacudikauii 4ns iHTenekTyanbHUX CUCTEM.

Tema 3. OcHOBHi Mopgeni Ta nonitukn iHdopmadinHoi Oe3nekwu. 7
JocnigxeHHs KOHUenuin AOWCKPETHOro Ta MaHOaTHOro KOHTPOSo  A0CTyny,
mogenen benna-Jlanagynu, XaptcoHa, Knapka-BinscoHa, RBAC Ta MAC, a Takox iX
3actocyBaHHA B IC.

Tema 4. Metoam 3axucty iHdopmMauii iHTenekTyanbHUX CUCTEM. 7
Orngag opraHisauinHnX, TEXHIYHUX Ta KpynTorpadivyHMX 3axodiB 3axXMCTY, BKITHOYHO

i3 CUMETPUYHUM Ta aCUMETPUYHUM LUMGPYBaAHHAM, LMPPOBUMMK RNignucamun Ta
cTteraHorpadieto.

Tema 5. Cuctemu BUSIBNEHHs Ta 3anobiraHHA BToprHeHb (IDS/IPS). 7
MpyHuMnn poboTn cucTem BUSIBNEHHA Ta 3anobiraHHA aTak, HanawTyBaHHS
npaBwn, aHani3 CroBilLieHb Ta iHTerpauisi B KopnopaTuBHi cepefoBuLLa.

Tema 6. YnpaBniHHA KpuU3OoBMMM CUTyaulisMM Ta nikBigauwia Hacnigkie 7
iHUUAOEeHTIB.

OpraHizauiss pearyBaHHsi Ha IiHUMAOEHTW, KOOpOMHAUisl O nepcoHany Ta
BiJHOBIEHHS (DYHKLIOHYBaHHSA iHTENEeKTyanbLHOI CUCTEMMU.

Tema 7. AHani3 noriB Ta MOHITOPUHT 6e3neKkn. 7
36ip, arperauis, HopmManisauis Ta iHTepnpeTauia nor-channis i3 PisHUX KOMNOHEHTIB
IC. MeToam BUABNEHHSA aHOMariv i npogintoBaHHA CUCTEMN.

Tema 8. CtatucTMyHi Ta KpuntorpadiyHi MeToamn ouiHKKM 6e3neku. 7
[ocniopxkeHHa  reHepaTopiB  BMMAAKOBUX | NCEBOOBUNAAKOBUMX  Yducen,
KpunTtorpadivHnX anropmuTMiB Ta ixX CTIMKOCTI 4O aTak.

Tema 9. Be3neka mepexeBUX Ta Be6-KOMMNOHEHTIB iHTeNeKTyanbHUX CACTEM. 7
OuiHka BpasnmBocTen Be6-40aaTKiB | MEpEXEBUX CEPBICIB, BUKOPUCTAHHA CKaHepIB
BpasnueocTen (Nessus, Vega), pekoMeHaL,ii Woao nigsuiLeHHs 6esneku.

Tema 10. Crparterii ynpaBniHHA iHdopmauinHOO Oe3nekow B 7
iHTeneKTyanbHMUX cMcTtemax.

Po3pobka noniTuk Oesneku, nnaHiB 3abe3neveHHs1 Ge3nepebiiHOi poboTn Ta
NPEeBEHTUBHUX 3aXO0AiB AN 3aXUCTY KPUTUYHUX KOMMOHEHTIB IC.

3aranbHa KinbKicTb roavmH 72
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HedopmanbHa ocBiTa

3pobyBay Mae MOXNMBICTb Mepe3apaxyBaTv OKpemi TemMn abo Kypc LUMASXOM: MPOXOOXKEHHS
NPOMeECINHMUX KypPCiB YU TPEHIHTiB, OHMNaNH-OCBITW, NPOMECINHUX CTaxyBaHb, y cdepi, Wo Bianosigae
HaBYyalnbHUM LiNAM UCLMNIIHW.

[nsa 3apaxyBaHHA HeOOXiOHO HagaTu: cepTudikat (enekTpoHHUN abo ApPYyKOBaAHWUIN) NPO NPOXOOXKEHHS
KypcCy/CTaxyBaHHsi, ONUC NPOrpamun TPEHIHrY i3 3a3Ha4YeHHAM 3MICTy TeM, obcary Ta TpuBanocTi.

PekomeHaoOBaHi Kypcu, TPEHiHI, CTaXyBaHHA

1. OHnawH-kypc CISCO «DevNet»
https://www.netacad.com/catalogs/learn?category=course.

Nitepatypa, HaBYanbHi MaTepianu Ta iHcpopmMauinHi pecypcu

OcHoBHa nitepatypa

1. €Bcees C.I1. Kibepbesneka: cyvacHi TexHonorii 3axucty. / €scees C.I1, Octanos C.E., Koponb O.I. //
HaB4yanbHWUi NOCIOHMK ANst CTYAEHTIB BULLMX HaBYanbHUX 3aknagis. J1bsis: “Hosun CsiT- 20007, 2019. -
678. [EnekTpoHHMI pecypc]. - Pexum goctyny: http://ns2000.com.ua/wp-
content/uploads/2019/11/Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf.

2. Bonaventure O. Computer Networking: Principls, Protocols and Practice. - Louvain-la-Neuve: Universite
catholique de Louvain (Belgium), 2019. - 272 p. [EnekTpoHHUN pecypc]. — Pexxum goctyny:
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02 /Computer-
Networking-Principles-Bonaventure-1-30-31-OTC1.pdf.

3. C. M. €scees, O. 0. Moxos, Ta O. . Koponb lewyBaHHs AaHUX B iHPOPMALIHMX cucTemax.
MoHorpadis. Xapkis, Ykpaina: Bug. XHEY, 2013. [EnekTpoHHMI pecypc]. - Pexum gocTtyny:
http://repository.hneu.edu.ua/jspui/bitstream/123456789/6813/1/%D0%93%D0%B5%D1%88%D1
%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%B4%D0%B0%D0%BD%D0%B8%D1%
85%20%D0%B2%20%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1
%96%D0%B9%D0%BD%D0%B8%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%B
C%D0%B0%D1%85%20%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%
D1%96%D1%8F.pdf

4. €sceeB C.I1. Kibepbesneka: ocHoBu kogyBaHHs Ta kpuntorpadii/ C.MN. €scees, O.B. Minos, C.E.
Ocrtanos, O.B. CegepiHoB. - Xapkis: Bua. “Hosuin CBiT-20007, 2023. — 657 c. [EnekTpoHHMIA pecypc]. -
Pexnm goctyny:

https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3¢c427761-01ab-4365-88f6-
37f76ca508c5/?x api client id=chrome extension viewer&bookmarkAcrobat=true&x api client location

=bookmark&filetype=application%2Fpdf&viewer%2 1megaVerb=group-discover

5. EHcoH C. PearyBaHHs Ha koMn'loTepHi iHUnaeHTw. MpuknagHuin kypc / . Ctue EHcoH. OMK Tpecc,
2021. - 436 c. [EnekTpoHHUN pecypc]. - Pexunm goctyny:

6.Johnson, Leighton. Computer incident response and forensics team management: conducting a successful
incident response / Leighton Johnson. Elsevier Inc., 2014. - 349 p. [EnekTpoHHUn pecypc]. - Pexum
gocryny:

https://www.google.com.ua/books/edition/Computer Incident Response and Forensics/61JxGXfLWkYC

?hl=ru&gbpv=1&dg=Johnson,+Leighton.+Computer+incident+response+and+forensics+team+manageme

nt:+conducting+a+successful+incident+response+/+Leighton+Johnson.+Elsevier+Inc..+2014.+%E2%80
%93+349+p.&printsec=frontcover

7. Synergy of building cybersecurity systems: monograph / S. Yevseyev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p. [EnexkTpoHHuin pecypc]. — Pexnm
poctyny: https://drive.google.com/drive/u/1/folders/1lwOTN8N-GBGO06AnvijQHU1SdBl3xCaUju
8.Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S. Ostapov,
O.Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p. [EnekTpoHHuin pecypc]. - Pexnm
poctyny: https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
9.Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R. Hryshchuk,
K. Molodetska, M. Nazarkevych and others. - Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196 p.
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https://www.netacad.com/catalogs/learn?category=course
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02/Computer-Networking-Principles-Bonaventure-1-30-31-OTC1.pdf
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02/Computer-Networking-Principles-Bonaventure-1-30-31-OTC1.pdf
http://repository.hneu.edu.ua/jspui/bitstream/123456789/6813/1/%D0%93%D0%B5%D1%88%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%B4%D0%B0%D0%BD%D0%B8%D1%85%20%D0%B2%20%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0%D1%85%20%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F.pdf
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http://repository.hneu.edu.ua/jspui/bitstream/123456789/6813/1/%D0%93%D0%B5%D1%88%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%B4%D0%B0%D0%BD%D0%B8%D1%85%20%D0%B2%20%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0%D1%85%20%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F.pdf
http://repository.hneu.edu.ua/jspui/bitstream/123456789/6813/1/%D0%93%D0%B5%D1%88%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%B4%D0%B0%D0%BD%D0%B8%D1%85%20%D0%B2%20%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0%D1%85%20%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F.pdf
http://repository.hneu.edu.ua/jspui/bitstream/123456789/6813/1/%D0%93%D0%B5%D1%88%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%B4%D0%B0%D0%BD%D0%B8%D1%85%20%D0%B2%20%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D1%85%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0%D1%85%20%D0%BC%D0%BE%D0%BD%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D1%96%D1%8F.pdf
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
https://www.google.com.ua/books/edition/Computer_Incident_Response_and_Forensics/6lJxGXfLWkYC?hl=ru&gbpv=1&dq=Johnson,+Leighton.+Computer+incident+response+and+forensics+team+management:+conducting+a+successful+incident+response+/+Leighton+Johnson.+Elsevier+Inc.,+2014.+%E2%80%93+349+p.&printsec=frontcover
https://www.google.com.ua/books/edition/Computer_Incident_Response_and_Forensics/6lJxGXfLWkYC?hl=ru&gbpv=1&dq=Johnson,+Leighton.+Computer+incident+response+and+forensics+team+management:+conducting+a+successful+incident+response+/+Leighton+Johnson.+Elsevier+Inc.,+2014.+%E2%80%93+349+p.&printsec=frontcover
https://www.google.com.ua/books/edition/Computer_Incident_Response_and_Forensics/6lJxGXfLWkYC?hl=ru&gbpv=1&dq=Johnson,+Leighton.+Computer+incident+response+and+forensics+team+management:+conducting+a+successful+incident+response+/+Leighton+Johnson.+Elsevier+Inc.,+2014.+%E2%80%93+349+p.&printsec=frontcover
https://www.google.com.ua/books/edition/Computer_Incident_Response_and_Forensics/6lJxGXfLWkYC?hl=ru&gbpv=1&dq=Johnson,+Leighton.+Computer+incident+response+and+forensics+team+management:+conducting+a+successful+incident+response+/+Leighton+Johnson.+Elsevier+Inc.,+2014.+%E2%80%93+349+p.&printsec=frontcover
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju

[EnekTpoHHUN pecypc]. - Pexum poctyny: https://drive.google.com/drive/u/1/folders/1wOTN8N-
GBGO06AnvjQHU1SdBI3xCaUju.

HJopatkoBa nitepartypa

10.ISO/IEC 15408-1:2022 Information security, cybersecurity and privacy protection — Evaluation criteria
for IT security - Part 1: Introduction and general model. URL: https://www.iso.org/search.html?q=15408-
1.

11.ISO/IEC 15408-2:2022 Information security, cybersecurity and privacy protection — Evaluation criteria
for IT security - Part 2: Security functional components. URL: https://www.iso.org/search.html?q=15408-
28&6hPP=10&idx=all en&p=0.

12.1SO/IEC 15408-3:2022 Information security, cybersecurity and privacy protection — Evaluation criteria
for IT security - Part 3: Security assurance components. URL: https://www.iso.org/search.html?q=15408-
3&hPP=10&idx=all en&p=0.

13.ISO/IEC 31010:2019 Risk management — Risk assessment techniques

5.ISO/IEC 27001:2022 Information security, cybersecurity and privacy protection — Information security
management systems — Requirements
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Cucrtema ouiHIOBaHHA

MigcymkoBa OLiHKa 3 OCBITHLOrO KOMMOHEHTa BM3HAYa€ETbCA BignoBiganbHUM FIEKTOPOM 3a TEMaMW,
BMOaMM 3aHATb, TOLLO Y BiAMOBIAHOCTI 40 cunabycy i € iHTerpanbHO OLHKOIW pesynbTaTiB yCiX Bug,
HaBYanbHOI AisiNbHOCTI 3006yBadya BMLWOI OCBITK. [iacyMKoBa oLiHKa NOBMHHA BigobpakaTu BCi OLiHKK
3a CKNnagoBMMU HaBYarbHOMo NPoLEeCy 3 ypaxyBaHHSAM X BaroBMX NOKa3HUKIB k:

IMOTOYHMIM KOHTPOSb KoHTponbHi po6oTn IHgmBigyansHe MigcymKoBUIM KOHTPOSb
(NpaKTWYHI, ceMiHapcbki,  (3a HasiBHOCTI), ko 3aBOaHHSA (onst OK 3 icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasBHOCTI), k3

0,8 0,2

CyMa koediuieHTiB NOBUHHA cknagatu oanHuuio: ki + ko + k3 + kg = 1. TigBip BaroBux koediuieHTiB
NiZACYMKOBOI OLiHKW 34INCHIOE PO3POOHMK KypCy.
Po3apaxyHoK nigcyMKOBOT OLLIHKM NPOBOANTLCA 3a (DOPMYIIOHD:

o= 'k1+K‘k2+| ‘k3+nK'k4
ne: [1-cepeaHbo3BaXeHa cepeHs OLiHKa 3a NOTOYHUI KOHTPOIb
| - oUiHKa 32 BUKOHAHHS iHOMBIQYyaNbHOro 3aBaHHs
K - cepeoHbo3BaXkeHa OLjiHKa 3a KOHTPONbHI poboTH
IMK - OUiHKa 3a NiACYMKOBUIA KOHTPOMb

_I'Il-a1+I'I2-a2+...+l'In-an
- n
21‘:1 a;

Ae:  a;- BaroBMmn KoeiLlieHT 3a KOXHe NpakTu4yHe (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_K1 'b1+K2 'b2+...+Km bm
2211 bi
ae: b, - BaroBum KoediLieHT 3a KOXHY KOHTPOSbHY poBoTy.

K
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https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://www.iso.org/search.html?q=15408-1
https://www.iso.org/search.html?q=15408-1
https://www.iso.org/search.html?q=15408-2&hPP=10&idx=all_en&p=0
https://www.iso.org/search.html?q=15408-2&hPP=10&idx=all_en&p=0
https://www.iso.org/search.html?q=15408-3&hPP=10&idx=all_en&p=0
https://www.iso.org/search.html?q=15408-3&hPP=10&idx=all_en&p=0
https://www.iso.org/ru/contents/data/standard/07/21/72140.html
https://www.iso.org/ru/contents/data/standard/08/28/82875.html
https://www.iso.org/ru/contents/data/standard/08/28/82875.html
https://www.iso.org/ru/contents/data/standard/07/56/75652.html
https://www.iso.org/ru/contents/data/standard/07/56/75652.html
https://www.iso.org/ru/contents/data/standard/06/34/63417.html
https://www.iso.org/ru/contents/data/standard/06/34/63417.html
https://www.iso.org/ru/contents/data/standard/08/05/80585.html
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LLikana ouiHOBaHHA
MoTou4Hi ouiHKM 3a kKOXHY cknagosy (M, K, |,...)

, Cyma . .
BMCTaBNSATbCA 32 100-6anbHOL0 LWKanot 3rigHo 3 Ganis HauioHarnbHa ouiHka ECTS
nonoxeHHsM «[1po kpuTepil Ta CMCTEMY OLIHIOBAHHA  "9(_100 BigMiHHO A
3HaHb Ta BMiHb i PO PEUTUHT 300yBayiB BULLLOT 89-89 [lo6pe B
ocBitn» HTY «XII». 75_81 [lo6pe c
. . . ) 64-74 3a00BinbHO D
MNiacymkoBa ouiHKa BUCTaBNAETLCA BIANOBIAHO 0 60-63 3a00BINbHO E
poapaxoBaHoi O 3 OKPYrMeHHAM 40 HanGMX4oro 3559 HesagoBinbHo X
Linoro ymncna B GinbLly CTOPOHY. (NoTpi6He AoAaTKOBE
BMBYEHHSA)
1-34 Hes3apoBinbHo F
(noTpibHe noBTOpPHE
BMBYEHHA)

Hopmu akagemiuyHOI eTUKM i NosliTUKa Kypcy

3po6yBay BMLOI OCBITU MNOBUHEH AOTpUMyBaTUCA «Kogekcy eTukM akagemidyHUX B3aEMOBIOHOCUH Ta
nobpoydecHocTi HTY «XTl»: BUABNATN AMCUMMNNIHOBAHICTb, BUXOBAHICTb, A0OPO3NYNUNBICTb, YECHICTb,
BignoBiganbHicTb. KOHQMIKTHI cuTyauii NoBMHHI BigKpuTo 06roBOproBaTUCA B HaB4YasrbHMX rpynax 3
BUKNagadem, a nNpu HEMOXIMBOCTI BUPILLEHHSA KOHAQMIKTY — JOBOAMTUCHA OO0 Bigoma cniBpobiTHMKIB
OVPEKUIT IHCTUTYTY.

HopmaTuBHo-npaBoBe 3abe3neyYeHHs BNPOBaKEHHS MPUHUMMIB akagemiyHoi gobpodecHocTti HTY

«XIMl» po3miweHo Ha cawnTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist/

MoropxeHHsA
Cwunabyc norogxeHo 30.08.2025 g 3aBigyBau kachenpu
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