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3aranbHa iHcphopmauin

AHoTauin

HasuanbHa gucumnnida "MogentoBaHHs KibepdisanyHux gin" € BUBipKoBOK HaBYarbHOK ANCLUMNIIIHOLO.
OucumnniHa € TeopeTUYHOK OCHOBOK CYKYMHOCTI 3HaHb Ta BMiHb, O hOpMYyOTE Npodinb draxisus 3
Kibepbe3snekn Ta O03BOMATb BUpiWYBaTKM MpodeciiHi 3agadi, wo 06a3ylTbCa Ha opraHisadii Ta
MOZENOBaHHI Al B KPM3OBMX CUTYaLiX NOB’A3aHUX 3 kKibepbesnekoto.

MeTa Ta uini gucumnniHu

MigrotoBka chaxieuis, B obnacTti iHgpopMauinHoi 6e3nekn, 6e3nekn TenekoMyHikaLinHOro 3abesneyeHHs,
i MOBINbHMX NPUCTPOIB, @ TakoX daxiBuiB 3 MOAentoBaHHA KibepdisnyHux Ai, Ha Gasi OCBOEHHSA
NPUHUKMNIB Ta MeToAiB 300py LMdpoBOI iHpopmaLuil ANa OOCNIAKEHHA NOBEAIHKW areHTiB CUCTEM
Oesnekn, NPoBEAEHHA CTaTUYHOrO aHanisy iHAMBiAyanbHOI Ta TpynoBOi MOBELiHKM Y4YaCHUKIB
Kibepdi3anyHUX gii, BUKOPUCTOBYHOUN iIHCTPYMEHTM Ta METOOM Pi3HOMAHITHMX HAanNpPsAMKIB Kibepbeaneku.

dPopmart 3aHATb

Jlekuii, nabopaTtopHi 3aHATTH, camocTiiHa poboTa, KoHcynbTauil. [ligcymMKoBUA KOHTpPOMb -
andbepeHuinoBaHnin 3anikx.

KomneTteHTHOCTI

K®1. 3gaTtHicTe 06r'pyHTOBaHO 3aCTOCOBYBATH, iIHTErpyBaTU, PO3pobnaTh Ta YAOCKOHANoBaTh Cy4acHi
iHbopMmauinHi TexHonorii, di3ndHi Ta MaTemaTuyHi Moaeni, a TaKoX TEeXHONOorii CTBOPEHHs Ta
BUKOPUCTAHHA MPUKNadHOro i cnewianisaoBaHOro mnporpamMHoro 3abesneyeHHs AN BUPILWEHHS
npodecinHnx 3agad y cdepi iHpopmauiiHoi 6e3neku Ta/abo kibepbeaneku.

K®3. 3gaTtHicTb gocnigkyBaTtuy, po3pobnaTu i cynpoBO4KyBaTU MeToau Ta 3acobu iHopmMauinHoi
6e3nekun Ta/abo kibepbeanekn Ha 06’ekTax iHPOPMALIMHOT AIANBHOCTI Ta KPUTUYHOT IHCPPaACTPYKTYpPU.
K®4. 3paTHicTb aHanisyBaTi, po3pobnaTt i CynpoBogKyBaTU CUCTEMY yNpaBriHHA iH(OpMaUinHO
besnekolo Ta/abo kibepbesnekor opraHisauii, dopmMyBaTM CTpaTerito i NOniTUKM iHopMaLuiHOI
©e3nekn 3 ypaxyBaHHSIM BiTYN3HSAHUX | MiDKHApPOOHMX CTaHAApTIB Ta BUMOT.

K®5. 3paTHicTb 00 [OOCNIMXKEHHHA, CUCTEMHOro aHanidy Ta 3abe3neyeHHs 6e3nepepBHOCTI
Gi3Hec/onepauiHMX MpouUeciB 3 METO BU3HAYEHHSA BPa3nMBOCTEN iHOPMALUIMHUX CUCTEM Ta
pecypciB, aHani3y pu3aukis Ta BUSHaA4YEHHS OLiHKM TX BAMBY Y BiANOBIAHOCTI O BCTAHOBMNEHOT cTpaTeril
i noniTnkun iHcpopmauiHoi 6e3neku Ta/abo kibepbesneku opraHisadil.

Kd6. 3paTHicTb aHanisyBaTu, KOHTponoBaTK Ta 3abesnedvyBatyv cUCTeMy yMnpaBiliHHA OOCTYMOM A0
iHdbOopMaLiNHNX pecypciB 3rigHO BCTAHOBMEHOI cTpaTeril i NoniTuKM iHopmadinHoi 6e3nekn Ta/abo
Kibepbesnekn opraHisadii.

K®7. 3patHicTe pocnigxkyBaTtu, po3pobnsaTu Ta BApoBagXyBaTW MeToou i 3axogu npoTtuail
KibepiHUngeHTam, 34iNcHIOBaTU Mpouedypu ynpaefiHHS, KOHTPOMKO Ta po3chifyBaHHs, a TakoX
HagaBaTu pekoMeHaauii Woao nonepemkeHHs Ta aHanisy KibepiHUMaeHTIB B Linomy.

K®8. 3paTHicTb gocnigxyBaTin, po3pobnaTti, BNpoBagKyBaTn Ta CynpoOBOLKYBATU MeToau i 3acobum
KpuntorpadiyHoro Ta TexXHIYHOro 3axucty iHdopmadil Ha ob’ekTax iHhopMaUiMHOT OianbHOCTI Ta
KPUTUYHOI IHPpacTpyKTypu, B iH(DOPMaLiMHUX CUCTEMAX, @ TaKOX 3[0aTHICTb OUiHIOBaTU e(PEeKTUBHICTb
X BMKOPWUCTaHHS, 3rigHO BCTAHOBMIEHOI cTpaTerii i nonituku iHopmauinHoi Ge3nekn Ta/abo
Kibepbe3neku opraHisadii.

Pe3ynbTaTtn HaBYaHHA

PH2. IHTerpyBaTM doyHOameHTanbHi Ta cneuianbHi 3HaAHHA A9 PO3B’A3yBaHHA CKMagHWX 3ajad
iHdopmauinHoi 6e3nekun Ta/abo kibepbeanekn y WMpoknx abo MynbTUANCUUNNIHAPHUX KOHTEKCTaXx.
PH3. MpoBagunTtun gocnigHnubKy Ta/abo iHHOBaUiNHY AisanbHICTb B cpepi iHpopMaLinHoi 6eanekun Ta/abo
Kibepbesnekn, a Takox B ccpepi TEXHIYHOrO Ta KpuntorpadivyHoro 3axucty iHgopmadii y kibepnpocTopi.
PH4. 3actocoByBaTtu, iHTerpyeatu, po3pobnsatn, BNpoBagXyBaTW Ta YOOCKOHAmMBaTWM Cy4acHi
iHdbopMaUinHi TexHonoril, isudHi Ta MatemaTuyHi MetToau i mogeni B cdepi iHdpopmMauinHoi 6e3neku
Ta/abo kibepbeaneku.
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PH5. KputnyHo ocmucnoBath npobnemu iHcbopmauiiHoi 6e3nekun ta/abo kibepbesnekn, y TOMy ynchi
Ha MiXranyseBomy Ta MiXAMCUMNNIHAPHOMY PiBHi, 30KpeMa Ha OCHOBI PO3YMiHHS HOBUX pe3yrnbTaTis
iHXXeHepHUX | di3nKo-MaTeMaTUYHNX HayK, a TaKoX PO3BUTKY TEXHOJONi CTBOPEHHS Ta BUKOPUCTaHHS
cneuianizoBaHOro NporpamMmHoro 3abesneveHHsl.

PH6. AHanisayBaTu Ta ouiHIOBaTU 3aXULLIEHICTL CUCTEM, KOMMNIIEKCIB Ta 3acobiB Kibep3axucty, TeXHonoril
CTBOPEHHS Ta BUKOPUCTaHHSA crnewianisoBaHoro nporpamHoro 3abesneyvyeHHs.

PH7. O6rpyHTOBYBaTM BUKOPWUCTAHHS, BNPOBaKyBaTW Ta aHanidyBaTu Kpalli CBiTOBi CTaHZapTy,
NPaKkTUKM 3 METOK PO3B’A3aHHA cknagHux 3agadv npodpecinHol AianbHOCTI B ranysi iHgpopmauinHol
6e3nekun Ta/abo kibepbesneku.

PH8. OocnigpkyBatn, po3pobndatn i cynpoBOKyBaTM CUCTEMM Ta 3acobu iHopmauinHoi Besneku
Ta/abo kibepbe3nekn Ha 06’ekTax iIHpOpMaLINHOT 4iSsNbHOCTI Ta KPUTUYHOT iHPpacTpyKTypM.

PH9. AHanisyBaTtu, po3pobnsiTi i CynpoBOMXKYyBaTU CUCTEMY YMpaBhiHHA iHpopMauiiHO Ge3nekoro
Ta/abo kibepbe3nekoto opraHidauii Ha 6asi ctpaTerii i noniTMkM iHpopMauinHoi 6e3nekn.

PH10. 3abeaneuyBaTn 6e3nepepBHiCTb GizHeC/onepauiiHuX NPOLIECIB, @ TAKOX BUABNSATM yPas3nNmnBOCTI
iHdopMaLinHNUX CUCTEM Ta pecypciB, aHanidyBaTu Ta OUHIOBATM PU3MKN ANs iHopMauinHoi 6e3neku
Ta/abo kibepbe3nekun opraHisauii.

PH11. AwnanisyBaT, KOHTponioBatu Ta 3abe3nedyyBatn edekTUBHE YHKUIOHYBAHHS CUCTEMMU
ynpaeniHHA JOCTYNoM A0 iHhopMauiiHMX pecypciB BignoBigHO A0 BCTAHOBIEHUX CTpaTerii i NoniTukn
iHdopMmauinHoi 6e3nekun Ta/abo kibepbesnekn opraHisauii.

PH12. OocnigxyBaTtu, po3pobnsatn Ta BNpoBagXyBaTu MeTOAM i 3axoam nNpotuail kibepiHuMaeHTam,
3[iACHIOBaTK NpoLeaypu ynpaeriHHSA, KOHTPOMO Ta PO3ChigyBaHHS, a TakoX HagaBaTh pekomeHaauii
LLIOAO NonepesKeHHs Ta aHani3y KibepiHUMAEHTIB B Linomy.

PH15. 3po3ymino i He4BO3HA4YHO JOHOCUTW BriaCHi BUCHOBKM 3 Npobnem iHbopmauiiHoi 6e3nekun Ta/abo
Kibepbesnekn, a TakoXX 3HaAHHA Ta NOSICHEHHS, LLO X 0BrpYHTOBYIOTE 40 NepcoHany, napTHePIB Ta iHWKnX
ocib.

PH16. MpuimaTn o6rpyHTOBaHI pilUEHHST 3 OpraHi3auinHO-TEXHIYHUX NUTaHb iHpopMmauinHoi 6e3neku
Ta/abo kibepbesnekn y cknagHux i HenepegbadvyBaHMX yMOBaX, Y TOMY YWCHi i3 3aCTOCyBaHHSIM
cydacHux meTogis Ta 3acobiB onTuUMisauii, NPOrHO3yBaHHS Ta NPUNHATTS piLleHb.

PH17. MaTtn HaBMYKM aBTOHOMHOIO | CAaMOCTIMHOIo HaBYaHHSA y chepi iHdhopmauinHoi 6eanekn Ta/abo
Kibepbesneku i BOTUYHMX rany3en 3HaHb, aHari3yBaTu BNacHi OCBITHI NOTpebun Ta 00’EKTUBHO OLiHIOBATH
pe3ynbTaTh HaBYaHHS.

PH19. OG6upaTtn, aHanidyBat i po3pobnsatv npuaaTHi TUMNOBI  aHaniTUYHI, PO3pPaxyHKOBI Ta
eKkcrnepuMeHTaneHi MeToam Kibep3axucTy, po3pobnsTi, peanisoByBaTu Ta CynpoBOAXYBaTU NPOEKTU 3
3axuCcTy iHdhopmaLii y KibepnpocTopi, IHHOBALINHOT AiSNIbHOCTI Ta 3aXMCTY iIHTENEKTyanbHOI BIaCHOCTI.
PH20. CtaBntn Ta BupillyBaTh CKragHi iHXEHEpHO-NPUKNagHi Ta HaykoBi 3agadi iHopMauinHoi
6e3nekun Ta/abo kibepbesnekn 3 ypaxyBaHHSM BUMOT BiTYM3HAHUX Ta CBITOBUX CTAHAAPTIB Ta KpaLumx
NpaKkTUK.

PH21. BukopuctoByBatM MeTOAM HaTypHOro, ¢is4HOro i KOMMHOTEPHOrO MOLEMBaHHA AOns
OOChioKEeHHsI MPOLIECIB, AKi CTOCYHTbCS iHpopmauiiHOT 6e3nekn Ta/abo kibepbeanekn.

PH22. MnaHyBaTn Ta BUKOHYBATW eKCNEpPUMEHTarbHI | TEOPETUYHI OCNIOKEHHS, BUCYBaATM | NEPEBIPATH
rinotesu, obmpaTtn AN Uboro NpuMaaTHi METOAM Ta IHCTPYMEHTK, 34INCHIOBATU CTAaTUCTUYHY 0GpPOGKY
OaHUX, OLiHIOBaTM OOCTOBIPHICTb peaynbTaTiB AoChigKeHb, apryMeHTyBaTh BUCHOBKMU.

PH23. O6rpyHTOBYBaTN BMBIp MpOorpamHoro 3abesneyeHHsi, yctTaTKyBaHHA Ta iIHCTPYMEHTIB, iHXXeHEePHUX
TEXHONMOriA i nNpoueciB, a TakoXX ObMexeHb Woao HMX B ranysi iHdopmauiiHoi 6e3nekn Ta/abo
Kibepbesnekn Ha OCHOBI Cy4aCHUX 3HaHb Y CYMDKHUX ranyssix, HayKoBOIi, TEXHIYHOI Ta AOBiOAKOBOI
niTepaTypu Ta iHLWOT AOCTYMHOT iHhopmaLLiT.

PH24. NMnaHyBaTn Ta BUKOHYBaTW HayKOBI Ta NpUKNaaHi AocnigkeHHs y cdpepi iHdopmauinHoi 6e3neku
Ta/abo kibepbe3nekn i3 3aCTOCYBAHHSIM CYy4YaCHUX TEXHOJOriN, eKCNepuMEHTanbHUX i TEOPETUYHMX
MeToaiB i MOaenen Teopii NPUAHATTSA pilleHb, CACTEMHOIO aHanidy, onTUMisaLii npoLecis, MaTeMaTUYHOI
CTaTUCTUKN.

PH25. OuiHoBaTM e@eKTUBHICTb Ta NPaKTUYHY UiHHICTb pe3ynbTaTiB HayKoBUX | MNPaKTUYHMX
JocnigxeHb Ta iHHoBaLjin.
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O6car gucumnniHun

3aranbHun obcar aucumnnidn 120 roa. (4 kpeantn ECTS): nekuii — 16 roa., nabopaTopHi po6otn — 32
rog., camocTiiHa poboTa - 72 rog.

NMepeaymoBu BUBYEHHA AUCUUNNiHU (NPEepPeKBi3UTK)

OcHoBu nporpamyBaHHs, TexHonorii nporpamyBaHHs, OCHOBM MaTeMaTU4YHOrO MoAENtoBaHHA CUCTEM
6esnekn, OcHoBwm kibepbesnekun, Komn'toTepHi mepexi.

OcobnuBocTi agucumnniHW, MeToAu Ta TeXHonorii HaBYaHHA

B xogi BuKNagaHHa gucumnniHM BUKNagayYemM 3acTOCOBYHTLCS MOSACHIOBASNbHO-INKOCTPATUBHUN
(iHcbopmaLiHO-peLenTUBHUIN) Ta PENPOaYKTUBHUA METOAMN HaBYaHHS. B sSIKOCTi MeToiB BMKNagaHHS,
SIKi HanpaBreHi Ha aKkTMBI3aUil0 Ta CTUMYSOBAHHS HaBYallbHO-Mi3HABAsbHOI OisinbHOCTI 3a406yBadiB,
3aCTOCOBYIOTbCS Npe3eHTadii, 6eciagn, iHanBiayanbHi rpynoBi NPOEKTW, MancTep-Knacu.

lNMporpama HaB4YanbHOI AUCLUUNNIHN

HaB4anbHi 3aHATTA

Jekuii
Temun nekuin KinbKicTb roguH
Tema 1. Bectyn. MogentoBaHHS. 2

Lini Ta 3aBoaHHA HaB4vanbHOI gucumnniin «MopgentoBaHHs KibepdisanyuHnX Oin».
Micue gucumnniHm y HaB4anbHOMY NpoLLeCi NiAroTOBKK cneuianicta 3 kibepbesaneku.
CTpykTypa, 3MICT TemMaTU4HOro nfaHy BUBYEHHA AUCUUNSIIHW; HaBYarnbHO-
MeToanyHa nitepatypa. OcobnmMBOCTi BMBYEHHST AUCUUNIIIHW; DOPMU KOHTPOIO
3HaHb, YMiHb Ta HABNYOK y4HiB. Hanpsamun HaykoBo-gocnigHoi poboTun CTyaeHTiB.
OCHOBHi MOHATTS MOAENOBAHHS, MOHATTS CUCTEMW Ta MoOAeEeni, OCHOBHI TuMu
Moaenen, Buam moaenen Ta ix knacudikauis 3a pisHUMK KpUTeEpiSMK, BUMOTN A0
Moaenen.

Tema 2. OcHOBHi BuMau mMopentoBaHHA. dopmanbHi mMeToauM nobyaoBu 2
mogenedn. MpuHuunu nobyaoesu mogenen. TexHonoris MoaentoBaHHA.

OcHOBHi BuMOM MopaenoBaHHA (aHaniTU4He, iMiTauiiHe, cTaTUCTUYHE), iX
XapakTepUCTUKN Ta BIOHOWEHHS Mk coboto. PopmanbHi meTogm nobyaosu
mMoaenen: KibepHeTUYHUI nigxig, cuctemMHa AWHaMiKa, TeoOPeTUYHO-MHOXUHHWUIN

nigxig.

OcHoBHI NpyHUMnM NobygoBn Mmogenen: iHhopMauiiHOI 4OCTaTHOCTI, AOUINTbHOCTI,
30iNCHEHHOCTI, MHOXWHHOCTI Mofernewn, arperauil, napameTpu3sadii, 3acTocyBaHHS
mMeTogonorii  iTepauiHoro  GaraTopiBHEBOro  MOAENIOBAHHSA.  TexHOonoris
MOZErBaHHSA: OCHOBHI eTanu, iX B3aEMO3B'I30K Ta XapaKTePUCTUKN.

Tema 3. lgeHTUdpikauia napameTpiB Marematu4yHoi mMogeni. AgeKBaTHICTb, 2
YYTNMBICTb, HENPOTUPIYHICTL MoAaeni. CTpyKTypoBaHi nigxoamn Ao 36upaHHA
iHbopmauii.

lMocTaHOBKa 3aBAaHHsA iAeHTUIKaUil, OCHOBHI eTann KNOro BUPIWLEHHS Ta iX
B3aEMO3B’s130K. [1OHATTA agekBaTHOCTI, YYyTNMBOCTI Ta HENPOTUPIYHOCTI Moaeni,
dopMarnbHi cnocobu ix nepeBsipKu.

MeTogu po3Biaku i3 BigKpUTUM BUXigHMM KogoMm. Ornsg MeToniB CTPYKTYpPOBaHOIro

aHanisy. Tunu iHdopmauii, wo 36upaeTbca: ginosa iHdopmauis (ciHaHcoBa,

KNieHTW, nocTadanbHukK, napTHepu). IHdopmadia npo IT-iHgpacTpyKTypy.
BusasneHHsa gxxepen iHpopmauii.

Tema 4. OCHOBHi NOHATTA | BU3HAYEHHS, WO BUKOPUCTOBYHOTLCS NMPU OMNMUCI 2
Mopenen 6e3neku Komn'roTepHUx cucteM. CouianbHa iHXeHepis.
EnemeHtn Teopii komn'toTepHoi 6Ge3neku. CyTHicTb, cy6'ekT, gocTyn,
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iHdopMmauinHum noTik. KnacuyHa knacudikauia sarpos 6esneku iHdopmadii. Bugm
iH(bopmaLinHMX NoTokKiB. Buan noniTvk ynpasniHHA JOCTYNOM Ta iHbopMauinHMu
notokamu. Butik npaBa goctyny i nopyweHHs 6e3nekn KC. MaTtemaTn4Hi 0OCHOBM
mMogenemn 6eaneku.

CouianbHa imxeHepiqa. Ornag npoekTy «IHCTpyMeHTapin couianbHOT iHXeHepii».

Tema 5. CucrtemMHoO-AMHaMIYHI moaeni Ain y KibepnpocTtopi. MoBa cuctemHoi 2
avHamiku. NMobyaoBa imiTadinHux mogenen.

KoHuenuis cuctemHol guHamikn. Knacudikauia cuctem. Metoau BUBYEHHS
cknagHux cucteM. CucteMHuii aHani3 Ta cucteMHa guHamika. lNoHaTunHuA anapar.

OcHoBHi NOHATTA. Tunu 3B'A3kiB MK enemeHTamn cuctemu. Knacudikauia ta
No3Ha4YeHHs enemMeHTIiB Mogeni.

dopmyBaHHS Linen gocnigxeHHs. 36ip iHpopmauii npo cuctemy Ta npouecu (etan
pedepeHduii). MobygoBa koHuenTyanbHoi Mogeni. MobygoBa MawWHHOT Mogeni.
MpoBeaeHHs iMiTaLUiiHMX eKcnepuMeHTiB Ta Bepudikauis moaeni. O6roBopeHHs

mogaeni (aedpudinr). MNoninweHHa moaeni.

Tema 6. TeopeTuko-irpoBi mogeni Ain y Kibepnpocropi. 3actociBaHHA Teopiil 2
irop Ana moaentoBaHHA KidepdiznyHux gin.

EnemeHTn Teopii irop. Irpu Ta ix knacudikauis. YncTti ctparterii rpaeuis. 3miwaHa
cTpaTeria rpasuiB. MaTpuyHi irpn. MiHimakcHi cTtpaTerii. 'pa 3 cignoBo TOYKOIO.
Npa 6e3 cignoBol TO4YKOW. BupiweHHss maTpuyHoi rpu. Kputepii onTumanbHOCTI
cTparterii agmiHicTpaTopa. MeToan po3B's3aHHA MaTpUYHUX irop. JomiHyBaHHS.
BukopucTaHHa niHinHOro nporpamyBaHHs. bimaTpuyHi irpu. PiBHoBarn Hewa y
KiHUeBiN rpi N ocib. [lunema yB'sa3HeHoro. [NporpamHe 3abe3neveHHsi 3HaXOMKEHHS
piLleHHs irop. HeckiHyeHHi irpw.

Mpyknag MaTpuUYHOT rpun "3NOBMUCHUK - agMiHicTpaTop”. NporpaMmHe 3acTocyBaHHS
ana subopy ontumanbHoro Habopy 3acobiB 3axucTty. BigoGpaxeHHs aTak y
KibepnpocTtopi. Bubip 3acoby edektuBHoro 3axucty Big DoS/DDoS-aTtak.
MogentoBaHHs NoBeAiHKM a3apTHOMO 3/1I0BMUCHUKA.

Tema 7. AreHTHI mogeni KibepcisznuHux gin. 2
OO6'ektn Ta areHTn. Knacudikauia areHTiB kibepdizanyHnx cuctem. MynbTiareHTHi

cuctemun. Bsaemogia areHTiB Yy kibepnpocTopi. KomyHikauia Ta koopguHauisa
KibepisnyHux areHTiB. Koonepauia Ta KoHdpoHTauia arenTiB. Mogeni
KOHpNIKTHNX CUTyaUin y KibepnpocTopi.

Tema 8. [lnaHyBaHHA pAin y kibep-cisnuyHux cucremax. HaBuyaHHA y 2
KibepdizanyHux cuctemax. PosnisaHaBaHHA y KiGep-cisnyHux cuctemax.

MnaHyBaHH4A Ain. NnaHyBaHHA Npu CUHTESI Nporpam. BumHku Ta noeegiHka. Mogeni
HaBYaHHSA. HaBuyaHHA 3a npuknagamun. HasyanbHi  cuctemn. [Mpobnema
po3snisHaBaHHA. MatemaTtnyHa Teopisi po3ni3HaBaHHA oOpasiB. Po3nisHaBaHHs

atak. PosnisHaBaHHS 3NOBMUCHUKIB. ANMOPUTMIYHI OCHOBW 3HaHb.
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NabopaTtopHi 3aHATTA

Temun nabopaTopHUX 3aHATb Kinbkictb Barosi
roguH KoedilieHTn a

Tema 1. BukopuctaHHa cuctemmn MATLAB ona mogentoBaHHSA Oin 6 0,2
y Kibepism4yHmux cuctemax.

OsHanomneHHs 3 iHcTpymeHTapiemM MATLAB ans nobynosu mogenem

nosediHkn kibepdianyHmx cuctem Ta npoBedeHHs  6a30BuMX

CUMYTISLIN.
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Tema 2. BukopuctaHHa cuctemm SIMULINK ansa mogentoBaHHA 6 0,1
Ain y KidepdiznuHux cucremax.

CTBOpEHHS  rpaddiyHMX  MOAeNnem  OuHamiyHMX  MpoueciB  y

KibeppisanyHNX cuctemax Ta NpOBEAEHHS iIMITAUINHNX eKCNEPUMEHTIB

y cepeposuLli SIMULINK.

Tema 3. MopgeniwBaHHA KiHUEeBUX aBTOMATIB K MPOTOTUNIB 4 0,1
areHTiB KibepnpocTopy.

MobynoBa KiHLEBMX aBTOMATIB 4151 ONUCY NOBEAIHKN OKPEMUX areHTIiB

y KibepnpocTopi Ta aHani3 ixHix CTaHiB i nepexoais.

Tema 4. MogentoBaHHA Kibepdi3znyHux ain mepexeto Metpi. 4 0,1
BukopuctaHHa mepex lMeTpi ana dopmanisauii B3aemopnil areHTis,

onucy nocnigoBHOCTEM A Ta  CUMHXPOHi3auii  npoueciB  y

Kibepdi3anyHuX cuctemax.

Tema 5. OcHOBM NOGYA0OBU CUCTEMHO-AUHAMIYHUX MoAernen 3a 4 0,1
ponomoroto PowerSim. MNobypoBa imiTauinHoi mopeni B3aemogii
«3NTOBMUCHMUK-3aXUCHUK».

Po3pobka cuctemHo-gnHamivHnx mogernemn ans ouiHkM ePeKTUBHOCTI

3axoAiB 3axXMUCTy Ta NPOrHO3yBaHHA MOBEAIHKM aTaKyrunX i 3aXUCHUX

areHTiB.

Tema 6. NNobyaoBa Ta BUKOPUCTaAHHA irpoBoi mogeni «Bigoutra 4 0,1
aTak y KibepnpocTopi».

3acTocyBaHHs Teopil irop Ang MoAenNtoBaHHA KOHMMIKTHUX cUTyauin

MiXK aTakyluMMM Ta 3aXMCHUMM areHTamu, BMBIp onTUManbHMX

cTpaTeriin 3axucTy.

Tema 7. MynbTnareHTHa Mogenb NOBeAiHKN Ta B3aEMOAT areHTiB 4 0,1
y KibepisanuHin cuctemi.

MogentoBaHHA B3aemofiji Kinbkox areHTiB Yy KibepdisanyHin cucremi,

KoopauHauii gin, cniBnpaui Ta KoHdpPOHTAaLil, aHani3 cueHapiiB

©e3neyHoro yHKLiOHYBaHHSI CUCTEMMN.
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KoHTponbHi poboTtu

TeMun KOHTPONbHUX POBIT Barosi
KoequiLieHTn b

Tema 1. OcHoBM mMopenioBaHHA KibepdisnuHux pin, BMan mopaenem, 0,1
¢opmanbHi MeToau Ta iaeHTUdIiKalia napameTpiB.

Oxonntoe OCHOBHI MOHATTA MOAENOBAHHS, TUMM Ta Knacudikauii mogenen,
npyHUMnn nobyaooBun Mogernen, TEeXHOMOri MOAENOBaHHSA, iaeHTudiKaLiio
napamMeTpiB MatemaTuUdHOl Mogeni, a Takox MeToau 306opy iHdopmauii npo

CUCTEeMY Ta OLiHKY afieKBaTHOCTI, YyTSIMBOCTI Ta HEMNPOTUPIYHOCTI MoZe.

Tema 2. CucteMHO-AUHAMIYHE, TEOPETUKO-IrPOBe Ta areHTHe MoAentoBaHHS, 0,1
nnaHyBaHHA Ta po3nisHaBaHHA Ain y Kibepdi3znvyHMX cuctemax.

Bkntoyae nobyaoBy CUCTEMHO-AMHAMIYHUX MOAENEW, BUKOPUCTAHHSA Teopii irop

ONs  MOOErnoBaHHA aTak Ta 3axuUCTy, 3acTOCyBaHHS areHTHUX Mogernewn,
KOOpAMHauilo areHTiB y KibepnpocTopi, nnaHyBaHHA i, HaBYaHHS areHTiB Ta
anropuTMiyHe po3sniaHaBaHHS aTak i 31TI0BMUCHUKIB.

3aranom »"  b;=02
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CamocrTinHa po6oTa
[lo camocTinHOT pobOTK BIGHOCUTLCS CaMOCTIHE ONpaLoBaHHA TEOPETMYHOIO MaTepiany

OnpautoBaHHSA TeOpPeTUYHOro maTepiany

Temn onst caMOCTIMHOIO BUBYEHHS KinbkicTb roguH

Tema 1 MeToau chopmanbHoOro moaentoBaHHSA KibepdismyHux cuctem. 8
BuBYEHHs1 KiGEPHETMYHOrO, TEOPETUKO-MHOXMHHOIO Ta CUCTEMHOrO NiaxoaiB Ao
dopmanisauii mogenen kibepianyHmx gin.

Tema 2. MpuHUMNK iTepauinHoro Ta 6aratopiBHeBOro MoaesitoBaHHA. 8
HocnimpkeHHs nigxogis oo nobygoBu MOAENen Ha KifbKox piBHAX abcTpakuii Ta
3aCTOCyBaHHS iTepauiHoro nigxoay Ans yToO4HEHHS Moaerni.

Tema 3. MeToau ouUiHKM aAeKBaTHOCTI Ta YyTNMBOCTI Moaenemn. 7
AHania cnocobiB nepeBipkM TOYHOCTI MOAENewn, BUSIBNIEHHS BAAUBY 3MiH
napameTpiB Ha NOBEAIHKY CUCTEMMN.

Tema 4. CoudianbHa iHXeHepis Ta ii MogentoBaHHA. 7
[ocnigpxkeHHa aTak couianbHOI iHXeHepil, MeToAiB IX NPOrHO3yBaHHA Ta BKIIOYEHHS
y Modeni KibepdianyHux gin.

Tewma 5. ImiTauinHe mogentoBaHHSA KibepgiznuHmnx aTak. 7
MoGynoBa imiTauinHux Moaenen p[ns BiOTBOPEHHA cueHapiiB DoS/DDoS,
wkignmeoro N3 Ta iHWnx aTak.

Tema 6. Teopis irop y kibep6e3nedii. 7
BuBYeHHS cTpaTerin aTtakyroumx i 3axXMCHUKIB, MaTPUYHUX irop, MiHIMaKCHUX
cTparerin, piBHoBarn Hewa Ta ix 3acTocyBaHHS Yy Kibepdi3nyHmx cucremax.

Tema 7. AreHTHi nigxoan Ao mogentoBaHHA KidepdisnuHux cucrtem. 7
Posrnag tunie areHTiB, TXHBOT B3aeMofii, kKoopauHauii Ta npoTtuaii 3arposam y
MYNbTUAreHTHUX CUCTEMAX.

Tema 8. NMnaHyBaHHA Ain y Kibepdizn4HMX cuctemax. 7
MeToan aBTOMaTM30BaAHOro nMiaHyBaHHA M areHTiB, CUHTE3 NporpamHuNX
cueHapiiB Ta MOAENoBaHHA NOBEAIHKN Y KPUTUYHMX CUTYaLisiX.

Tema 9. HaBuaHHA Ta aganTauifa areHTiB y KibepnpocTopi. 7
BuBYEHHA MeToAdiB MALLMHHOIMO HaBYaHHSA Ta aganTUMBHUX CTpaTerin Ans areHTiB
KibepdisanyHuX cuctem.

Tema 10. Po3ni3zHaBaHHs aTak Ta aHoManin y kibepgisnuHnx cucremax. 7
3acTocyBaHHsT MaTeMaTM4HOI Teopii posnisHaBaHHA oOpasiB Ta anroputmis
JeTekuil aHomanin onga BusBfeHHs 3IOBMUCHUKIB | aTak y pearnbHOMY 4Yaci.
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HecdopmanbHa ocBiTa

3pobyBay Mae MOXNMBICTb Mepe3apaxyBaTv OKpeMi TemMm abo Kypc LIMASXOM: MPOXOAXKEHHS
NPOMECINHMX KYPCIB UM TPEHIHTiB, OHMANH-OCBITW, NPOMECIHMX CTaxyBaHb, y cdepi, Wo Bignosigae
HaBYanbHUM LiNnaM aAncumnniHu.

[ns 3apaxyBaHHsi HEOOXiAHO HagaTu: cepTudikaT (eNEeKTPOHHUIM abo ApyKOBaHMI) NPO NPOXOLKEHHS
KypCy/CTayBaHHS, OMWC NporpamMu TPEHIHTY i3 3a3Ha4YeHHAM 3MICTy TeM, 00cAry Ta TpMBarocTi.

PekomeHaoBaHi Kypcu, TPEHIHIU, CTaXXyBaHHS
3a gaHMM KOMMOHEHTOM BpaxyBaHHS TEM, Y pasi yCrilLHOro 3aBepLUEHHS KypciB, He nepeabaveHo.
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Nitepatypa, HaBYanbHi maTepianu Ta iHchopmauinHi pecypcu

OcHoBHa nitepaTypa

1. TomawweBckkuin B.M, MogentoBaHHsa cuctem. - K. BugaeHuya rpyna BHV, 2005. - 352 ¢. [EnekTpoHHuiA
pecypcl. - Pexxum goctyny:

https://pdflib.vntu.edu.ua/books/2016/Tomashev 2005 352.pdf

2. €BceeB C.I. Kibepbesneka: JlabopaTopHMiA NpakTUKyM 3 OCHOB KpuntorpadivyHoro 3axucty. — J1bBiB
“Hoswui cBiT-20007, 2020. — 241 c. [EnekTpoHHuI pecypc]. - Pexxum gocTtyny:
http://library.hneu.edu.ua/storage/new-arrivals-books/December2020/Yevseiev.pdf

3. €Bceer C.IN. Kibepbesneka: ocHoBM kogyBaHHSA Ta kpuntorpadii/ C.IN. €scees, O.B. Minos, C.E.
Octanos, O.B. CeepiHoB. - Xapkie: Bua. “Hoeun CBiT-20007, 2023. — 657 c. [EnekTpoHHMIA pecypc]. -
Pexwum goctyny:

https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-

37f76ca508c5/?x api client id=chrome extension viewer&bookmarkAcrobat=true&x api client location

=bookmarké&filetype=application%2Fpdf&viewer%2 1megaVerb=group-discover

4. bo6ano K0.A., lNopbatun I.B. (peq.) IHdopmauinHa 6e3neka. HaByanbHUM MNOCiOHMK. — JIbBIB :
BuagaBHnuTtBO JIbBiBCbKOI noniTexHikn, 2019. — 580 ¢. — ISBN 978-966-941-339-0. [EnekTpoHHMi
pecypc]. - Pexum goctyny:

https://pdflib.vntu.edu.ua/books/2021/Bobalo 2019 580.pdf.

HopaTkoBa nitepaTypa

5. XXepHosun 0. B. ImiTauiiHe MoaentoBaHHS cuctem MacoBoro obcnyroByBaHHS: MpakTukym. - JbBiB:
BuaasHuumn ueHTp JTHY imeHi IBaHa ®paHka, 2007. — 307 c. [EnekTpoHHUI pecypc]. — Pexxum goctyny:
https://new.mmflnu.edu.ua/wp-content/uploads/2018/02 /Imit model.pdf

6. Shoham, Yoav, and Kevin Leyton-Brown, «Multiagent Systems: Algorithmic, Game-Theoretic, and Logical
Foundations». Cambridge University Press, 2009. [EnekTpoHHU pecypc]. - Pexum goctyny:
https://www.masfoundations.org/mas.pdf

7. Sun, Ron, Cognition and Multi-Agent Interaction: From Cognitive Modeling to Social Simulation.
Cambridge University Press,2006. [EnekTpoHHUI pecypc]. - Pexum gocTyny:
http://www.cambridge.org/uk/catalogue/catalogue.asp?isbn=0521839645.

8. Synergy of building cybersecurity systems: monograph / S. Yevseyev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p. [EnekTpoHHuin pecypc]. — Pexnm
poctyny: https://drive.google.com/drive/u/1/folders/1lwOTN8N-GBGO06AnviQHU1SdBl3xCaUju
9.Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S. Ostapov,
O.Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p. [EnekTpoHHuUI pecypc]. - Pexnm
poctyny: https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju

10. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. - Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p. [EnektpoHHun pecypc]. - Pexum goctyny: https://drive.google.com/drive/u/1/folders/1wOTN8N-

GBGO06ANnvjQHU1SdBl3xCaUju.

Cucrtema ouiHIOBaHHA

MigcymkoBa OLiHKa 3 OCBITHLOrO KOMMOHEHTa BU3HAYaETbCA BignosiganbHUM NIEKTOPOM 3a TEMaMW,
BMOaMu 3aHATb, TOLLO Y BiAMNOBIAHOCTI 40 cunabycy i € iHTerpanbHOK OLiHKOW pesynbTaTiB yCiX Bug,
HaBYanbHOI AisiNbHOCTI 3006yBadya BMLWOI OCBITK. [iacyMKoBa oLiHKa NOBMHHA BigobpakaTu BCi OLiHKK
3a CKNnagoBMMU HaBYasribHOMo NPoLEeCy 3 ypaxyBaHHSM X BaroBMX NOKasHUKIB k:

[MOTOYHUI KOHTPOITb KoHTpornbHi poboTn IHouBioyanbHe MincyMKOBUIM KOHTPOITb
(NpaKTWYHI, ceMiHapcbki,  (3a HasiBHOCTI), ko 3aBOaHHSA (onst OK 3 icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasiBHOCTI), k3
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https://pdf.lib.vntu.edu.ua/books/2016/Tomashev_2005_352.pdf
https://acrobat.adobe.com/id/urn%3Aaaid%3Asc%3AEU%3A3c427761-01ab-4365-88f6-37f76ca508c5/?x_api_client_id=chrome_extension_viewer&bookmarkAcrobat=true&x_api_client_location=bookmark&filetype=application%2Fpdf&viewer%21megaVerb=group-discover
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https://new.mmf.lnu.edu.ua/wp-content/uploads/2018/02/Imit_model.pdf
http://www.masfoundations.org/
http://www.masfoundations.org/
https://www.masfoundations.org/mas.pdf
http://www.cambridge.org/uk/catalogue/catalogue.asp?isbn=0521839645
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju

0,8 0,2

Cyma koedilieHTiB MOBMHHA CKNagaTtu ognHnuto: k1 + ko + k3 + k4 = 1. MigOip BaroBmx koedilieHTIB
NiZCYMKOBOI OLiHKW 34INCHIOE PO3POOHMK KypCy.
Po3apaxyHoK nigcyMKOBOT OLLIHKM NPOBOANTLCA 3a (OPMYIIOHD:

Oo=r ‘k]+K'k2+| 'k3+r|K'k4
ne: [1-cepeaHbO3BaXeHa cepeHs OLiHKa 3a NOTOYHUI KOHTPOIb
| - ouiHKa 3@ BUKOHAHHS iHOMBIQYaNbHOro 3aBAaHHs
K - cepegHbo3BaXKeHa OLiHKa 3a KOHTPOJIbHI poboTn
K — ouiHKa 3a NiACYMKOBUW KOHTPOSTb

_I'Il-a1+l'l2'a2+...+rln-an
- n
Yieg @

Ae:  a;- BaroBMmn KoeiLieHT 3a KOXXHe NpakTUyHe (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_Kl -b1+K2 'b2+...+Km bm
2?;1 bi
ae: b, - BaroBum KoediLieHT 3a KOXXHY KOHTPOSbHY pOBOoTY.

K

LLIkana ouiHOBaHHA
MoTOYHI ouiHKK 3a KOXHY cknagosy (M, K, |,...)

_ Cyma : .
BUCTaBNAKTLCA 3a 100-6anbHO0 UKAoL 3rigHO 3 6anie HauioHanbHa ouiHka ECTS
nonoxexHsm «[1po KpuTepii Ta cucTemy OUIHIOBaHHA  "g_1(( BigMiHHO A
3HaHb Ta BMiHb i PO PEVUTUHT 3406yBayiB BULLOT 82-89 [lobpe B
oCBiTU» HTY «X[l». 75_81 [lo6pe c
. . . , 64-74 3a00BiNLHO D
MigcymkoBa oujiHKa BUCTaBMAETLCA Bi4NOBIAHO 4O 60-63 3370BINbHO E
po3paxoBaHoi O 3 OKpYrneHHAM 40 HanbnmxK4oro 35.59 HesagoBinbHo X
Linoro yncna B GinbLuy CTOPOHY. (NoTpi6He aoaaTkoBe
BMBYEHHSA)
1-34 HesagoBinbHoO F
(NoTpiGHe NOBTOpPHE
BUMBYEHHSA)

Hopmu akagemivyHOI eTUKM | NoNiTUKa Kypcy

3po06yBay BMLOI OCBITU MNOBUHEH AOTpUMyBaTUcs «Kogekcy eTukuM akagemidHMx B3aEMOBIAHOCKH Ta
pobpoydecHocTi HTY «XTl»: BUABNATA OMCUMNNIHOBAHICTb, BUXOBAHICTb, A40OPO3NYNMBICTb, YECHICTD,
BignoBiganbHiCTb. KOHMNIKTHI cuTyauii NOBMHHI BigKpUTO OGroBOpHOBATUCA B HaBYarbHUX rpynax 3
BMKIaZadYeM, a npu HEMOXIMBOCTI BUPILLEHHSI KOHQIMIKTY — AOBOAUTUCA OO0 Bigoma CniBpOGITHMKIB
AVPeKUil IHCTUTYTY.

HopmaTuBHo-npaBoBe 3abe3neyeHHs BNPOBaKEHHS MPUHUMMIB akagemiyHoi gobpodecHocTti HTY
«XIMl» poamiweHo Ha canTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist
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