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E€EBCEEB Ceprin NeTpoBuy

serhii.yevseiev@khpi.edu.ua
[lokTop TeXHIYHMX HayK, npodecop, 3aBigyBad kadenpu kibepbeaneku

JTaypeat HauioHanbHOT npemil imeHi Bopuca MNaToHa.
KinbkicTb HaykoBMx nybnikauiv: noHaz 351, 3 HUX NaTEHTIB Ha KOPUCHY
mMogernb 44, 11 moHorpadin, 3 skux 10 KoNeKTUBHUX MoHorpadin, 31

HaBYasnbHUI NOCIOHKK, 3 AKX 4 3 rpudom MiHicTepcTBa OCBITY | HAayKn
YKkpaiHn, 149 ctaTTen y 3akopaoHHMUX BUAAHHAX Ta (paxoBMX BUAAHHAX
YKpaiHu, 3 H1X 61 y HayKOMeTpuyHin 6asi Scopus. FapaHT OCBITHBO-

npodecinHol nporpamu "Kibepbesneka" nepLuoro (6akanaBpCbKoOro) piBHA

BULLIOT OCBITW. [poBigHMI NekTop 3 gucuunsiii: MatemaTuyHi OCHOBM
kpunTonorii, Komn'totepHi mepexi, OcHOBM kpunTorpadivyHOro 3axmcry,
MeToam kpuntoaHanisy, OcHoBwu kibep6eaneku, CyyacHi npobnemum
NOCTKBAHTOBOI KpunTorpadii, OCHOBM HayKoBUX AocrigkeHsb, Lindposa
KpumiHanictuka, ETuHmMi xakiHr y ctyaeHTiB 6akanaspiaTta Ta

marictpaTtypu, MeTogonoria HaykoBoi Ta NegaroriyHoi 4issnbHOCTI B HAYKax

Kibep3axucTy ans acnipaHTiB.

JeTanbHille npo Buknagava Ha cauti kadeapu
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TKAYOB AHgpin Mnxannosuu4

andrii.tkachov@khpi.edu.ua
KangnpaTt TEXHIYHMX HayK, CTapLUnii HayKOBUI CNiBPOBITHUK Kadbepu
kibepbesneku HTY «XIl».

KinbkicTb HaykoBmx nybnikauin: 6inblwe 60 nybnikauin, 25 ctaten y
3aKOpPAOHHMX BUAAHHAX Ta haxoBUX BUOAHHAX YKpaiHW, 6 NaTeHTIB Ha
KOPWCHY MOAESb, rapaHT OCBITHbO-NpodeciHoi nporpamn "HauioHanbHa
besneka y cdepi kibepsaxmucTy" nepLuoro (6akanaBpCbKOro) piBHS BULLOT
OCBITW.

JeTanbHille Npo BMKNagava Ha canti kadpeapu

FABPUINOBA Anna AHgpiiBHa

alla.havrylova@khpi.edu.ua
PhD, goueHT kadeapw kibepbesnekn HTY «XIMI».

KinbkicTb HaykoBux ny6nikauivi: noHad 50, 3 HAX NaTEHTIB Ha KOPUCHY MoAenNb
2, 5 MoHorpadii, 3 akux 3 — y peLleH30BaHOMY BUAAHHI, L0 BXoauTb 40 6asu
AaHux Scopus, 1 — B iHO3eMHOMY HayKOBOMY BUAAHHI, 2 — y paxoBOMY BUAAHHI
YKpaiHu; 14 ctaten, 3 HUX 7 HaAyKOBUX CTaTen — y HayKoBUX dhaxOBUX BUOAHHSAX
YKpaiHu, 4 HayKOBI CTaTTi — y peLeH30BaHNX BUOAHHSIX, Lo BXoAATb Ao 6asu
AaHux Scopus, 3 CTaTTi — B iIHO3E€MHUX HAYKOBUX BUAAHHAX. JIekTop 3
ancumnnin: «Bectyn oo cnedianbHocTi. O3Hanom4ya npakTukar, «OpraHisauinHe
3abe3neyeHHs 3axmcTy iHdopmauii», «<beaneka B DevOps», «OpraHisauis Ta
6e3neka 6a3 gaHnx», «YnpaeniHHa I T-npoektamu Ta ix 6e3neka» y CTyaeHTIB
Gakanaspiaty

[eTanbHille Npo BuKNagada Ha canTi kadeapu
3aranbHa iHcpopmauin

AHoTauin

MepepounnomMHa NnpakTuka € HOpMaTUBHOK CKITAZ0BO NiaroToBky 6akanaspis. MNepeagunnomHa
npakTuka cnpsiMoBaHa Ha POPMyBaHHS Y CTYAEHTIB HABUYOK LLIOAO NiACYMOBYBaHHA TEOPETUYHOI Ta
NPaKTUYHOI MiAroTOBKM 3 HaUioHanbHOI 6e3nekun (3a okpeMmmn cchepamm 3abesneyeHHs i Buaamm
OisitnbHOCTI).

MeTa Ta 3aBAaHHA

OTpuMaHHA cTyaeHTamMmn HeoBXiaHNX 3HaHb WOoA0 €AHOCTI TEOPETUYHOTO Ta NPaKTUYHOIO HAaBYaHHS
CTYOEHTIB 3a NpointoymMmMn gucuunniHamu, Lo BUBYEHI, 3a crieuianbHicTo "YnpaBniHHSA
iHdopMaLinHor 6e3nekoto ”, OTPUMaHHA HAaBUYOK NPOBELEHHS aHani3y Cy4acHOl CUCTEMUN 3aXUCTY
KOHKPETHOro 06'ekTa 3 METOK CaMOCTIMHOIrO MOAEN0BaHHS MOXIIMBMX Kibep3arpos Ta po3pobieHHs
nrany KibepsaxmcTty iHpopmMaLinHOT cucTemMMm.

dPopmart 3aHATb

CawmocrTinHa poboTa, iHauBigyanbHe 3aBAaHHSA (3BIT, LLOAEHHWUK NPAKTMKK), KOHCynbTauil. [iacymkoBuii
KOHTpOIb — 3arnikK.

KomneTteHTHOCTI

3K4. 3paTHicTb cninkyBaTucs AepXaBHO MOBO SK YCHO, Tak i MMCbMOBO.

3K5. 3paTHicTb cninkyBaTncs iHO3€MHOKO MOBOIO.

3K6. 3gaTHicTb 00 aganTauii Ta 4ii B HOBIN cuTyalii.

3K7. 3gatHicTb 0o nowyky, 06pobneHHd Ta aHani3y iHdopmaLii 3 pisHUX gxxepern.

n 30 o HanionaAbHMIT TEXHIYHMIT yHIBEpCUTET
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3K8. 3paTHicTb BUKOpUCTOBYBATH iHPOPMaLiNHi Ta KOMYHIKaLiiHi TEXHONOTT i Ha Ui OCHOBI
dopmMyBaTV ePEKTUBHY CUCTEMY iHPOPMALINHO-aHaNITUMHOMO 3abe3neyeHHs NiATPUMKN NPUAHATTS
ynpaBniHCbKNX pilleHb WoAo 3anobiraHHsA, NpoTuAaii Ta HemTpanisadii 3arpo3 HauioHanbHik 6e3ned;
CK4. 3paTtHicTb AEMOHCTPYBaTK Ta 3aCTOCOBYBATM 3HAHHSA 3 OCHOB TEOPIl HaLioHanbHOI 6e3neku.
CKé6. 3gaTHicTb BUKOPUCTOBYBATU iHO3EMHY MOBY ANA OTPUMaHHS 400aTKOBUX 3HaHb | YMiHb 3 MUTaHb
HauioHanbHoT 6e3neku, B3aeMOifTH 3 iIHO3EMHUMU NapTHeEpPamu.

CK?7. 3gaTHicTb BU3Ha4aTu HeobXiaHi MpaBoBi Ta opraHisauiiHi 3axo4un BperynoBaHHS KOHAQITIKTIB,
noB’A3aHuX i3 3abe3neyeHHsAM HalioHanbHOT 6e3neku.

CK8. 3paTtHicTb BUKOPMCTOBYBaTM MeXaHi3aMu 3abe3neyvyeHHs HauioHanbHoi 6e3neku y ii BU3HayYanbHmx
chepax.

CK9. 3gaTHicTb BUKOPMCTOBYBATH 3HAHHSA W00 6€3MeKOBOI CKNagoBoi 30BHILLHBOI MONITUKN YKpaiHK
Ta iHWKX aepxas.

CK10. 3gaTHicTb 3acBoloBaTK OCHOBHI TEOPETUYHI MOHATTS Ta HABYTTA NPAKTUYHUX HABUYOK
JOoCnigXeHHS, NiArOTOBKM JOKYMEHTIB Ta IX BUKOPUCTaHHS B yNpaBniHCbKiN QisNbHOCTI.

CK11. 3gaTHicTb BUKOPMUCTOBYBATU MPaKTUYHI HABUYKK, TAKTUKY Ta NpMrMomMm poboTu 3 niogbMu B
iHTepecax cnyx60oBoi 4isinbHOCTI.

CK12. 3gaTHicTb BUKOHYBaTK 3aX04M TEPUTOpPIanbHOT 000POHW, a TAKOX LUBINTBHOMO 3aXUCTY Y MeXax
NPoECiINHOI KOMNETEHTHOCTI.

CK13. 3paTHicTb oujiHoBaTK BNAMB rnobdanbHux npodnem i TpaHcgopmMauii reononiTM4Horo ta
reoekoHOMIYHOro NPOCTOPY Ha HauioHanbHy 6e3nexy.

CK14. 3gaTHicTb 3a4iicHIOBaTN MOHITOPUHT 30BHILLHBOI Ta BHYTPILLUHBOT NOMNITUKN AEP>KaBW Y KOHTEKCTI
3abe3neyeHHst HauioHanbHOT 6e3neku, roTyBaT! NPONo3nLii Woao NiABULEHHS ii ePeKTUBHOCTI..

Pe3ynbTaTtn HaBYaHHSA

PH3. BmiTi 3a gonomMoroto abcTpakTHOrO MUCIIEHHS, aHani3y Ta CUHTE3Y OLiIHIOBATW pe3yrbTaTu
npodecinHoi AianNbHOCTI Ta 3abe3nedyBaTu ii AKiCTb, Oy TV KPUTUYHUM | CAMOKPUTUYHUM,
HanonernMBnM LWoa0 NOCTaBMEHMX 3aBAaHb i B3ATUX 3060B’A3aHb.

PHA4. BinbHo cninkyBaTncsa aep>xaBHo MOBOIO.

PH5. BinbHo cninkyBaTncs iHO3eMHOK MOBOIO Y Mexax NoTpebu cBOei NpodecCinHoi AisNbHOCTI.

PH6. BmiT agantoByBaTUCh 40 HOBUX BUKIKKIB Ta AiN Y NEBHUX CUTYaLisIX.

PH7. BMiTK BUSBNATKU, CTaBUTK Ta BUPIiLLYBaTU NpodeCiiHi 3aBAaHHS, BMITU y3aranbHIOBaTN OTPUMaHI
pesynbTaTtu, 06pobnaTK Ta aHanisysaTu iHopMaLito 3 pisHUX Jxkepen, 0hopMtoBaTh i Npe3eHTyBaTh
pesynbTaTu JOCNigKeHb BiANOBIAHO OO BUMOT.

PHS8. BmiTu BukopuctoByBaTH iHhOpMaL,iiHi Ta KOMyHiKauiHi TEXHONOTII i Ha Wi OCHOBI (hopmyBaTu
edeKkTUBHI cUCTeMM iHOpPMaUiNHO-aHaNITUYHOro 3abe3neyveHHs NigTPUMKM NPUAHATTS pilleHb WOAOo
3anobiraHHs, NpoTuAaii Ta HeMTpanisadii 3arpo3 HauioHanbHin 6e3neku.

PH9. BmiTu BukopuctoByBaTh 6€3MEKOBI pexXumMm nifg, Yac BUKOHaHHSA Crykb6oBmnx 060B’A3KiB.

PH10. BmiTn aHanisyBaTu BMKIIMKK Ta 3arpo3un HauioHarnbHin 6e3newi 3a HanpsiMamu NpodecinHoi
[isSitNbHOCTI Ta CMHTEe3yBaTH iHbOpMalLiito Woao po3pobeHHs Ta peanisauii cTpaTerin y BU3HadanbHUx
chepax HauioHanbHoi 6e3nekn (NONITUYHIN, EKOHOMIYHIN, CoLianbHin, ryMaHiTapHin).

PH12. BmiTh 3acTOCOBYBaTU 3HaHHSA 3 OCHOB TeOpiT HauioHaneHOI 6e3neku, 3okpema: oLiHoBaTH
00CTaHOBKY, piBEHb BUKINUKIB Ta 3arpo3 HalioHarnbHin 6e3nedi.

PH14. BMiTu yntaTtn n po3ymiTi baxoBy iHLLOMOBHY fiTepaTypy, BUKOPUCTOBYHOUM 11y coLianbHin i
nNpodecinHin cdepax, a TakoX 4EMOHCTPYBATHU KyfbTYpPY MUCHEHHS Ta BUABNATU HAaBUYKK LLIOAO
opraHi3auii KynbTypHOro gianory 3 iHO3eMHUMW NapTHepPamMu Ha piBHi, HeObXiAHOMY Ans NPOdECINHOT
DiAnNbHOCTI.

PH15. BmiTi BU3HauyaT HeobXifgHi NnpaBoOBi Ta OpraHi3auiiHi 3axXo4m BperyntoBaHHSA KOHMNIKTIB,
NMoB’sA3aHuUX i3 3a0e3nevyeHHAM HaLlioHanbHOI 6e3neku.

PH16. BukopuctoByBaTtu y NpodecinHin isnbHOCTI OKpeMi eflieMeHTN MexaHiaMy BnnuBy Ta B3aeMogil
y npoueci 3abe3neyeHHst OKpeMUX CKNagoBuX HauioHanbHOi 6e3neku.

PH17. BMiT1 BUKOPUCTOBYBATK OTPMMaHi 3HaHHS LLIOA0 B6Ee3NeKOBOiI CKIaAoBOI 30BHILLHbLOT NOSITUKM
YKkpaiHu Ta iHWNX gepxas.

PH18. Po3ymiT OCHOBHI TEOPETUYHI NOHATTS, 3aCTOCOBYBAaTW HABYTi NPaKTUYHI HABUYKWN OOCTiAKEHHS
Ta NiAroToBKM OOKYMEHTIB, iX NPaBUNbHOIO BUKOPUCTAHHS B YNPaBniHCbKiN OiSNbHOCTI.

il 30 o HanionaAbHMIT TEXHIYHMIT yHIBEpCUTET
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PH19. BmiTn BUKOpMCTOBYBaTK Yy NPOMECINHIN AIANBHOCTI METOAM Ta IHCTPYMEHTU OpraHisauii
couianbHoi B3aemogii, cniBpobiTHMLTBA Ta po3B’A3aHHs KOHAQIIKTIB y cdhepi NpodeCinHoT AisnbHOCTI,
NPaKTUYHI HABUYKK, TAKTUKY Ta NPUMoMM, poboTu 3 NIAbMU B iHTEpecax cnyx60oBoi OisnbHOCTI:
npautoBaTi y KOMaHai 3 no3uuin nigepa, pagHuka (KoOHCynbTaHTa), NoMivyHuKa, NnaHysaTu
BUKOPUCTAHHSA Yacy Ta BU3Ha4vaTu CTUMynu i 6ap’epu epekTmBHOT poboTH, 3aicHIOBaT PO3noain
(oeneryBaHHSA) OYHKLIiA, NOBHOBAXEHb i BiANOBIAaNbHOCTI MiXK BUKOHaBLSAMN.,

PH20. BmiTh BUKOHYBaTU 3axoau TepUTOpianbHOi 060POHK, a TAKOX LIMBINBHOIO 3aXUCTY Y MEXax
NPodEeCinHOT KOMMETEHTHOCTI.

PH21. Bmitu ouiHoBaTV BNNMB rnobanbHux npobnem i TpaHcopmadinn reononiTmyHoro ta
re0eKoHOMIYHOro MPOCTOPY Ha HauioHanbHy 6e3neky, 34iCHIBaTU MOHITOPUHT 30BHILLHBLOI Ta
BHYTPILUHBbOT NOSITUKM Aep>KaBn Y KOHTEKCTI 3abe3neyeHHs HauioHanbHoi 6e3nekun Ta rotysaTu
NPOoNo3unLii LWoao NiABULLEHHS 1T ePeKTUBHOCTI

O6cAr ocBiTHLOro KOMNOHEHTa
3aranbHuin obesar gucumnniim - 180 rog. (6 kpeauTie ECTS): camocTiHa poboTta — 180 rog.

TpuBanicTb NpakTUKN

TpuBanicTb NPakTUKN — 4 TUXKHI.

MepeaymoBM OCBITHLOro KOMMNOHEHTa (NPepPeKBi3UTK)

BupobHuya npaktuka, NoépuaHi BinHM Ta HauioHanbHa 6e3neka, IHhopMaLUinHO-KOMYHiKaLinHi cuctemm
y chepi HauioHanbHOT 6e3nekn, OpraHisauis i 6esneka 6a3 gaHux, PoswmnpeHa mepexesa Ta XmapHa
Gesneka

Ocob6nMBOCTi OCBITHHOr0 KOMMNOHEHTA, METOAM Ta TEXHONOTii HABYaHHA

B xogi npoxoopxeHHs nepeaauniioMHOT NPakTUKU BUKagavyaMu-KepiBHUKaMM 3aCTOCOBYHOTLCS
MeToaMYHI pekoMeHaauii. B akocTi MeToaiB BUKNagaHHS, AKi HanpaBneHi Ha akTuBi3aLito,
CTUMYOBAHHS Ta KOHTPOSb HAaBYabHO-NPaKTUYHOT 4iSnbHOCTI 3406yBauviB, 3aCTOCOBYHOTLCS
KOHCYnbTaUinHi 3yCTpidi.

TemaTtuka iHAMBiAyanbHOro 3aBAaHHA

TemaTvka BM3HAYAETLCA 3 ypaxyBaHHSAM MiCUSA MPAKTUKM 3a 3rogol KepiBHWKIB Bid HaBYanbHOro
3aknagy Ta Micud NPOXOMXKEHHS MPaKTUKKU, TaKOX B METOAMYHUX PeKOMeHOaLigax npeacTaBnalTbes
OCHOBHi HAaNPAMW IHOUBIAYaNbHOro 3aBAaHHS.

NiTepaTtypa Ta HaBYanbHiI maTepianu

Edited by Serhii Yevseiev, Volodymir Ponomarenko, Oleksandr Laptiev, Oleksandr Milov Synergy of
building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O. Milov and
others. — Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p. URL:http://webcache.googleuser
content.com/search?g=cache:li4pGrNeP2QJ:www.repository.hneu.edu.ua/jspui/handle/123456789/256
23+&cd=18&hl=ru&ct=clnk&gl=ua.

2. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S.
Ostapov, 0. Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p. DOI: 10.15587/978-
617-7319-72-5.

3. Edited by Serhii Yevseiev, Ruslan Hryshchuk, Kateryna Molodetska, Mariia Nazarkevych Serhii
Yevseiev, Ruslan Hryshchuk, Kateryna Molodetska, Mariia Nazarkevych, Volodymyr Hrytsyk, Oleksandr
Milov, Olha Korol, Stanislav Milevskyi, Roman Korolev, Serhii Pohasii, Andrii Tkachov, Yevgen Melenti,
Oleksandr Lavrut, Alla Havrylova, Serhii Herasymov, Halyna Holotaistrova, Dmytro Avramenko, Roman
Vozniak, Oleksandr Voitko, Kseniia Yerhidzei, Serhii Mykus, Yurii Pribyliev, Olena Akhiiezer, Mykhailo
Shyshkin, Ivan Opirskyy, Oleh Harasymchuk, Olha Mykhaylova, Yuriy Nakonechnyy, Marta Stakhiv,
Bogdan Tomashevsky Modeling of security systems for critical infrastructure facilities: monograph / S.
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4. TexHonorii 3axucty iHdopmauii./ C. E. Octanos, C. I1. €scees, O.I'. Koponb. — YepHiBui :
YepHiBeLbKkunin HauioHanbHUM yHiBepcuTeT, 2013. - 471 c¢. URL: http://kist.ntu.edu.ua/textPhD /tzi.pdf.
5. MeToanyHi BKasiBku 40 NpoBeaeHHSA BUPOOHUYOT NpakTukn [ENeKTpoHHWIA pecypc] : Ansa CTyOEeHTIB
nepLuoro (6akanaBpCbKOro) piBHSA BULLOT OCBITY 3a cnel,. 125 "Kibepbeaneka Ta 3axucT iHbopmauii” /
yknag.: C.T. €scees, O.I. Koponb, A. A. NaBpunoBa ; Hau, TexH. yH-T "XapkiB. MOMITEXH. iH-T". -
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http://library.hneu.edu.ua/storage/new-arrivals-books/December2020/.pdf2.pdf
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posibnyk/.

Cuctema ouiHIOBaHHA

KpuTepii odiHiOBaHHA ycniwHocCTi 3q00yBaya Llkana ouiHOBaHHA

Ta po3noain 6anis Cyma HauioHanbHa ouiHKa ECTS
Onuc CTPYKTYPU NiACYMKOBOT OLiHKK, 06oB’AskoBux ~ _banie
3aBfaHb Ta npoueaypy HapaxyBaHHs 6anis, 90-100 _ BigmiHHo A
0CO6NMBO 3BEpPTaKOYM yBary Ha camocTiliHy poboTy 82-89 Ho6pe B
Ta iHamMBIAyarbHi 3aBOaHHS. 75-81 HoGpe C
64-74 3a0BinbLHO D
60-63 3a0BinbLHO E
35-59 HesagoBinbHo FX
(noTpibHe gogaTkoBe
BUBYEHHSA)
1-34 HesagosinbHoO F
(noTpibHe NOBTOpPHE
BMBYEHHSA)

Hopmu akagemivyHOI eTUKM i LOOpPOYEeCHOCTI

30006yBay BULLOT OCBIT NOBUHEH JOTpuMyBaTuUcs «Kogekcy eTukn akageMiyHnx B3aEMOBIOHOCKH Ta
nobpoydecHocTi HTY «XIl»: BUABNATU ANCLUMNITIHOBAHICTb, BUXOBAHICTb, 4OOPO3MYNIMBICTb, YECHICTD,
BiAMOBIAANbHICTb, B TOMY YMCHi Nifg Yac BiaBiayBaHHSA 6a3u NpakTukn. KOHMNIKTHI cuTyauii NOBUHHI
BiOKpMTO 0BroBoproBaTUCA B HABYalbHMX rpynax 3 BUKNagadyem, KepiBHUKOM NpakTUKK, a npu
HEMOXITMBOCTI BUPILLEHHSA KOHAMIKTY — AOBOAMTUCA 40 BigoMa CniBpObGIiTHUKIB ANPEKLiT IHCTUTYTY.
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