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daxiBeub 3 KoMM'lOTEpPHMX Mepex Cisco, Kibepbeaneku, iIHTEpHETY peden,
3axXUCTy MepexX Ta aHaniTUKM BTOPrHeHb Ao Mepexi. [poBigHui nektop 3
avecumnnin: «besneka xMapHUX TEXHOSOTN».

[eTanbHille npo BUKNagadya Ha canTi kadeapu

3aranbHa iHcpopmauin

AHoTauin

MepexeBa Ta xMapHa 6esneka € OCHOBHOK CKragoBot nobyaosu IT-iHppacTpykTypu Oyab-sikoi
CydacHoOi opraHisadii un BUMPOOHULUTBA. 3apa3 Benuki KOpnopaTuBHI Mepexi MOegHYTb, SK HasiBHi
pecypcu IT-nigpo3ainy, Tak 1 pecypcu, Wo opeHayoTbes gk xMapHi cepsicn (Cloud Computing). Tomy
aKTyarnbHOI0 CTa€ po3LuMpeHa MepexeBa Ta xmapHa 6e3neka, LWo NnoegHye nokanbHi 3acobu 6e3nekun n
Bi4MOBIAHI pecypcy Ta CUCTEMHI PiLLEHHS 3aXUCTY Yy XMapi.

MerTa Ta uwini gucumnniim

OTpyvMaHHSA CcTygeHTamu 3aranbHuX BiJOMOCTEN NPO MPUHUMNM NoByaoBM KOMMMEKCHUX CUCTEM
3axucTy iHpopmauii ana opmyBaHHA KOHTYpPY MepexeBol Ta XMapHoi 6e3nekn B iHpopmauinHo-
KOMYHIKaLiNHMX CUCTEMaxX Ha OCHOBi IHTEPHET-TEXHOMOriA Ta 3aCTOCYHKiB; MpuabaHHA HaBUYOK 3
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HeuTpani3auii TMNOBUX MepPEXeBUX Ta XMapHUX 3arpo3, BUKOPUCTaHHS MPOTOKOSIB AN 3aXUCTY MepeX,
3axuUCTY Bif LLKIANNMBOro NporpamMHoro 3abesneyeHHs Ta MepexxeBoro Tpadgiky.

dPopmart 3aHATb
Jlekuii, nabopaTopHi 3aHATTSA, caMOCTinHa poboTa, KoHcynbTadii. MigcyMKoBUA KOHTPONb — iCANUT.

KomneTeHTHOCTI

K3-1. 3gaTtHicTb 3acTOCOBYBaTM 3HAHHS Y MPAKTUYHNX CUTYaLLiAX.

K®d1. 3gaTtHicTb 06r'pyHTOBaHO 3aCTOCOBYBATH, iHTErpyBaTh, po3pobnsaTn Ta yaoCKOHANoBaTh Cy4acHi
iHbopmauinHi TexHonorii, di3ndHi Ta MaTemMaTuUyHi MoAeni, a TaKoX TEeXHONorii CTBOPEHHs Ta
BMKOPWUCTAHHS MNPUKNAZHOro i cneuianisaoBaHOro MporpamHoro 3abesneyeHHss Ans BUPILLEHHS
npodecivHux 3agad y cdepi iHpopmMauinHoi 6esneku Ta/abo kibepbesneku.

K®3. 3gaTtHicTb gocnigkyBaTtuy, po3pobnaTu i cynpoBo4KyBaTM MeTogu Ta 3acobu iHopmMauinHoi
©e3nekn Ta/abo kibepbesneku Ha 06’ekTax iHpopMaUiiHOI isNbHOCTI Ta KPUTUYHOIT iIHpacTpyKTypu.
K®4. 3paTHicTb aHanisyBaTu, po3pobnaTtn i CynpoBoOgKyBaTU CUCTEMY YNpaBIiHHA iH(OpMaLinHO
besnekolo Ta/abo kibepbesnekor opraHisauii, dopmyBaTM CTpaTerito i NOniTUKM iHopMaLuifHOI
6e3nekun 3 ypaxyBaHHAM BITYU3HSAHMX | MDKHAPOAHWUX CTaHOapTiB Ta BUMOT.

K®5. 3paTHicTb 00 [OOCNIMXKEHHH, CUCTEMHOro aHanidy Ta 3abe3neyeHHs 6e3nepepBHOCTI
Oi3Hec/onepauinHnX NpoUeciB 3 METOK BU3HAYEHHS BPA3MBOCTEN iHOPMAUINHMX CUCTEM Ta
pecypciB, aHani3y pu3aukiB Ta BUSHaA4YE€HHS OLiHKKM TX BAAUBY Y BiANOBIAHOCTI 4O BCTAHOBNEHOT cTpaTeril
i noniTKkK iHpopmauinHoi 6eanekn Ta/abo kibepbesnekn opraHisadii.

K®7. 3partHicTe gocnigxyBaTtu, po3pobnsaTM Ta BApoBamkyBaTU MeTogu i 3axogu npoTtuail
KibepiHUMgeHTaMm, 34iNCHIOBaATU Mpouedypu ynpaeiHHS, KOHTPOMIO Ta poO3ChigyBaHHs, a TakoX
HagaBaTu pekoMeHaaLii Woao nonepesXeHHs Ta aHanidy KibepiHUMAEHTIB B Linomy.

K®8. 3gaTHicTe gocnigxysatn, po3pobnatn, BNpoBagKyBaTh Ta CYNpOBOLXKYBATU MeToau i 3acobu
KpunTorpadiyHOro Ta TeXHIYHOro 3axmcTy iHdopmauii Ha 06’ekTax iHpopmaLiMHOT AiISNBHOCTI.

K®9. 3gatHictb aHanisyBatu, po3pobnsTVM i CynpoBOOKYBaTWM CUCTEMY ayguTy Ta MOHITOPUHIY
€eKTUBHOCTI PYHKLIOHYBAHHSA iHPOPMAaLINHNX CUCTEM | TEXHONOTrIN, Bi3HeC/onepauinHnX NpoLueciB B
ranyasi iHdpopmauinHoi 6e3nekn Ta/abo kibepbesnekun opraHizadii B Liinomy.

Pe3ynbTaTty HaB4YaHHSA

PH1. BinbHo cninkyBaTncb Aep>KaBHOW Ta iHO3EMHOK MOBaMW, YCHO i MMCbMOBO ANSA NPeACTaBeHHS |
06roBOpeHHs pesynbTaTiB JOCNiAKEeHb Ta iHHOBaLN, 3ab6e3neyeHHst 6isHec\onepauiiHux npouecis Ta
nuTaHb NpoecCinHOT AisnbHOCTI B ranysi iHpopmauiiHoi 6e3neku Ta/abo kibepbesnekn.

PH2. IHTerpyBaTM doyHOameHTanbHi Ta cneuianbHi 3HaAHHA A9 PO3B’A3yBaHHA CKMagHWX 3ajad
iHdopMauinHoi 6e3nekun Ta/abo kibepbesnekn y WMpoknx abo MynbTUONCUNNNIHAPHUX KOHTEKCTaXx.
PH3. MpoBagnTtun gocnigHuubKy Ta/abo iHHOBaUiNHY AianbHICTb B cpepi iHpopMmaLinHoi 6e3nekun Ta/abo
Kibepbesneku, a Takox B cpepi TEXHIYHOrO Ta KpuntorpadivHoro 3axucty iHgopmadii y kibepnpocTopi.
PH4. 3actocoByBaTtu, iHTerpyeatu, po3pobnatn, BNpoBagXyBaTM Ta YOOCKOHamBaTWM Cy4vacHi
iHopMaUinHi TexHonoril, idndHi Ta MatemaTuyHi MmetToau i mogeni B cdepi iHdopmMauinHoi 6e3neku
Ta/abo kibepbe3neku.

PH5. KputndHo ocmucnioBaty npobnemu iHopmauiiHoi 6e3nekun Ta/abo kibepbesnekn, y Tomy yucni
Ha MbKranyseBomMy Ta MixXgucumniiHapHOMY piBHi, 30KpemMa Ha OCHOBI PO3YMiHHS HOBUX pe3yrnbTaTiB
iHXXeHepHUX | isnKo-MaTeMaTUYHNX HayK, a TaKoX PO3BUTKY TEXHOMOrNi CTBOPEHHS Ta BUKOPUCTAHHS
cneuianizoBaHOro NporpamMmHoro 3abesneyveHHsl.

PH6. AHanidyBaTy Ta OLiHIOBATK 3aXMLLEHICTb CUCTEM, KOMMIEKCIB Ta 3acobiB Kibep3axucty, TexHonorii
CTBOPEHHS Ta BUKOPUCTAHHSA CneLianisoBaHoro NnporpamHoro 3abesneyvyeHHs.

PH7. O6rpyHTOBYBaTM BUKOPWUCTAHHS, BNPOBaKyBaTW Ta aHanidyBaTu Kpalli CBiTOBi cTaHZapTy,
NPaKkTUKM 3 METOK PO3B’A3aHHs CKnagHuxX 3adayv npodecinHol OianbHOCTI B ranysi iHdopmauinHoi
Oe3nekn Ta/abo kibepbesneku.

PHS8. OocnigxyBatn, po3pobnaty i cynpoBOaXyBaTu cuctemu Ta 3acobum iHdopmauiiHoi 6e3neku
Ta/abo kibepbesnekn Ha 06’ekTax iIHpopMaLiINHOT OiSNBHOCTI Ta KPUTUYHOT IHCPpacTpyKTypu.

PH9. AHanisyBaTtu, po3pobnsTi i CynpoBO4XKyBaTU CUCTEMY YMpaBMiHHA iHpopmauiiHO Ge3nekoto
Ta/abo kibepbe3nekoto opraHizauii Ha 6a3i cTpaTteril i noniTuku iHpopmauinHoi 6e3nekn.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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PH10. 3abesnevyBatn 6e3nepepBHiCTb GisHEC/onepaLiiH1X MPOLIECIB, a TaKOX BUABMSATM YPasnmnBOCTI
iHopMaLifHMX CUCTEM Ta pecypciB, aHanidyBaTu Ta OLHIOBATK pU3NKM Ans iHopMaLinHoi 6e3neku
Ta/abo kibepbe3nekun opraHisaduii.

PH11. AnanisyBaTu, KOHTponioBatu Ta 3abesnevyBaTn edekTMBHE (YHKLiIOHYBAHHSA CUCTEMMU
ynpaeniHHA 4OCTYNoM A0 iHhopMauiiHMX pecypciB BignoBigHO A0 BCTAHOBIIEHUX CTpaTerii i NOniTUKK
iHdopmauinHoi 6e3nekun Ta/abo kibepbesneku opraHisadii.

PH12. JocnigxyBaTtn, po3pobnsiTu Ta BNpoBagKyBaTM METOAM i 3axoau npoTuaii KidepiHungeHTam,
34iNCHIOBaTK Npouenypwy yrpaeriHHA, KOHTPOSIO Ta po3CnigyBaHHS|, a TakoX HagaBaTu pekomeHaaLil
LLIOAO0 NonepesKeHHs Ta aHani3y KibepiHUMAEHTIB B Linomy.

PH13. [Hocnigxysatn, po3pobnaTtn, BnNpoBagKyBaTW Ta BMKOPUCTOBYBATM  MeToAM Ta 3acobwu
KpunTorpadiyHoro Ta TEXHIYHOro 3axmcTy iHdopmauii 6isHec/onepauiiHMx MpoLeciB, a Takox
aHanisyBaTu i HagaBaTu ouiHKY eEKTUBHOCTI IX BUKOPUCTaHHS B iIHpOpMaLiHNX cUCTEMAX, Ha 06’ eKTax
iHdbopMaLinHOT JiNbHOCTI Ta KPUTUYHOT iHPaCTPYKTYpW.

PH14. AHanisyBaTu, po3pobnaTtn i cynpoBOMXyBaTU CUCTEMY ayaAUTY Ta MOHITOPUHIY edeKTUBHOCTI
PYHKUIOHYBaHHSA iH(popMaUinHnX cuctem i TexHonorin, 6isHec\onepauinHux npouecis y cdepi
iHdopMmauinHoi Ta\abo kibepbesnekn B Linomy.

PH15. 3po3ymino i HeaBO3HAYHO LOHOCUTY BACHi BUCHOBKM 3 Npobrem iHhopMauinHoi 6e3neku Ta/abo
Kibepbesnekn, a TakoXX 3HaHHA Ta NOACHEHHS, WO iX 06rpyHTOBYIOTb 0 MEPCOHany, NapTHEPIB Ta iHWNX
ocib.

PH16. MpuimaTtn obrpyHTOBaHI pilleHHsT 3 OpraHi3auifnHO-TEXHIYHUX NUTaHb iHpopmaLinHoi 6e3neku
Ta/abo kibepbeanekn y cknagHux i HenepegbadyBaHMX yMOBaX, Yy TOMY YMCHi i3 3aCTOCYBaHHSIM
Cy4acHMX MeTogiB Ta 3acobiB ONTUMI3aLii, NPOrHO3yBaHHA Ta NPUNHATTSA PiLlEHb.

PH17. MaTtn HaBn4K1n aBTOHOMHOrO i CAMOCTINHOrO HaB4YaHHS y cdepi iHdbopmauiiHoi 6e3nekn Ta/abo
Kibepbesnekn i OTUYHUX rany3sen 3HaHb, aHanidyBaTun BNAcHi OCBITHI NOTpebu Ta 06’€KTMBHO OLiHIOBaTH
pe3ynbTaTu HaBYaHHS.

PH18. MNnaHyBaTn HaBYaHHS, a TaKOX CYMpPOBOAXKYBATM Ta KOHTpoNioBatu poboTy 3 nepcoHanom y
Hanpsamy iHdopmMauinHoi 6e3nekun Ta/abo kibepbeaneku.

PH19. O6upatu, aHanizyBatm i po3pobnatn npuaatHi TUMNOBI aHaniTUM4Hi, po3paxyHKoBi Ta
eKcrnepuMeHTanbHi MeToam Kibep3axucTy, po3pobnsiTi, peanisoByBaTh Ta CynpoBOAXYBaTU NPOEKTU 3
3axucTy iHpopmalii y KibepnpocTopi, iHHOBaLMHOI QisiNTbHOCTI Ta 3aXUCTY iHTENEKTyarbHOI BIIAaCHOCTI.
PH20. CtaBntn Ta BupillyBaTW CKMagHi iHXEHepHO-NpUKNagHi Ta HaykoBi 3agadi iHopMauinHoi
6e3nekun Ta/abo kibepbesnekn 3 ypaxyBaHHSAM BMMOT BiTYM3HAHUX Ta CBITOBUX CTAHAAPTIB Ta KpaLumx
NpakTuK.

PH21. BukopuctoByBaTU MeTOAM HATYpPHOro, Qi34HOro i KOMM'IOTEPHOro MoAentoBaHHS nn4d
OOChioKEeHHsI NPOLIECIB, AKi CTOCYOTbCS iHpopmauiHOT 6e3nekn Ta/abo kibepbeanekn.

PH22. MnaHyBaTn Ta BUKOHYBaTW eKCNepUMEHTarbHi | TEOPETUYHI AOCHiOKEHHS, BUCYBaTH i NepeBipaTu
rinotesu, obmpaTt AN Uboro NpuMaaTHi METOAM Ta iIHCTPYMEHTU, 34INCHIOBATU CTAaTUCTUYHY O0BPOGKY
OaHUX, OLiHIOBaTM OOCTOBIPHICTb peaynbTaTiB AoCHiLKEeHb, apryMeHTyBaTh BUCHOBKMW.

PH23. O6rpyHTOoBYBaTU BUBIp NpOorpaMHoro 3abesneyeHHs, ycTaTkyBaHHs Ta iIHCTPYMEHTIB, iHKEHEPHNX
TEXHONMOriA i npoueciB, a TakoX ObMexeHb Woao HMX B ranysi iHdbopmauiiHoi 6e3nekn Ta/abo
Kibepbe3nekn Ha OCHOBI Cy4aCHUX 3HaHb Yy CYMDKHMX ranyssix, HayKoBOI, TEXHIYHOI Ta AOBIAKOBOI
niTepaTypu Ta iHWOT AOCTYMHOI iHhopmaLLiT.

PH24. NMnaHyBaTu Ta BUKOHYBaTW HAyKOBI Ta NPUKNaaHi AocnigxkeHHs y cdpepi iHdopmauinHoi 6esneku
Ta/abo kibepbe3nekn i3 3aCTOCYBaHHSIM CY4YaCHUX TEXHOJIOTiN, eKCNepUMEHTanbHUX | TEOPETUYHMX
MeToAiB i Moaenen Teopii NPUAHATTS pilleHb, CUCTEMHOTO aHanidy, onTuMi3aLii npouecis, MaTeMaTUYHOI
CTaTUCTUKN.

PH25. OuiHtoBaTM e@eKTUBHICTb Ta NPaKTUYHY UiHHICTb pe3ynbTaTiB HayKoBUX | MNPaKTUYHMX
JocnigXeHb Ta iHHOBaLLiN.

O6car gucumnniHun

3aranbHun obcar aucumnnidn 150 roa. (5 kpeauTie ECTS): nekuii — 32 roa., nabopaTopHi 3aHATTA — 32
rog., camocTiiHa poboTa - 86 rog.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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NMepeaymoBu BUBYEHHA AUCUUNNiHU (NPepPeKBi3UTK)
AHanis Wwkignmeux nporpam.

OcobnuBocTi gucumnniHu, MeToAu Ta TeXHOMOorii HaBYaHHA

B xogi BuknagaHHa gucumnniHM BUKNagayemM 3aCTOCOBYHOTLCS MOACHIOBANbHO-INOCTPaTUBHUN
(iHopMaLinHO-peLLenTUBHMIA) Ta PENPOSYKTUBHUA METOAN HaBYaHHS. B akocTi MmeToaiB BUKNagaHHS,
SIKi HaNpaBfeHi Ha akTMBI3aUil0 Ta CTMMYMOBaAHHSA HaB4YanbHO-Mi3HaBaNbHOI AisanbHOCTI 3000yBadviB,
3aCTOCOBYHOTbCS Npe3eHTaLii, 6ecian, iHaneigyanbHi rpynoBi NPOEKTU, MancTep-Knacwu.

lNMporpama HaB4YanbHOI AUCLUNNIHN

HaBuyanbHi 3aHATTA

JNekuii
Temun nekuin KinbkicTb roguH
Tema 1. OcobnuBoOCTi NOOY[0BU MepexXeBUX CUCTEM. 4

Po3rnag OCHOB apXxiTeKTypu KOMMIOTEPHUX Mepex, piBHeBoi Mmogeni O0SI,
NPOTOKOMIB nepefadi gaHuX Ta npuHUuMNiB nobynosm ©e3nedHoi MepexeBoi

iH(bpacTpyKTypW.
Tema 2. OcobnMBOCTIi NOOYA0BU XMapHUX CUCTEM. 4

AHanis apxiTektypu xmapHux ob4mcneHb, mogenen posroptaHHs (IaaS, PaasS, SaaS)
Ta npuHUMNiB 3abe3nevyeHHs 6e3nekn y XMapHuUX cepeaoBuLLIax.

Tema 3. Moaenb mepexeBUX Ta XMapHUX 3arpos. 4
BuBueHHs knacudikauil kibepsarpos, TUNOBUX CLUEHapiiB atak y mepexax Ta
XMapax, a Takox nobygosa mogenen 3arpos As OLiHKN PU3KKIB.

Tema 4. 3acobum 360py AaHMX. 4
O3HaoMIeHHs 3 MeETO4AaMM MOHITOPUHIY MEPEXEBOI akTUBHOCTI, iIHCTPYMEHTaMun
360py TenemeTpii Ta KypHanis noaiv 4ns BUSBIEHHS iHUNAEHTIB 6e3neku.

Tema 5. 3aco6um iHchopmauitHoro aHanisy y mepexax. 4
Posrnsag iHCTpyMmeHTiB aHanidy Tpadiky (Wireshark, Snort, Zeek), meTogis
BUSABIEHHSI aHOMarnin Ta nobyosu Npodinie NOBEAIHKN KOPUCTYBaYIB.

Tema 6. 3aco6um iHchbopMmaLinHOro aHanisy y xmapax. 4
BuB4YeHHs1 cepBiciB 0e3nekn XxMapHUMX NpoBangepiB, CUCTEM JIOTYBaHHSA Ta
MOHITOPUHry (Azure Security Center, AWS CloudTrail, Google Security Command

Center).

Tema 7. Mogeni aTak Ha Mepexi Ta Xmapu. 4
AHnanis Tunosux atak — DDoS, MITM, SQL Injection, aTak Ha API Ta KOHTENHEPHI
cepsicu; mogentoBaHHsA naHutora atak (Kill Chain).

Tema 8. 3acobu 3axmMCTy MepeXeBUX Ta XMapPHUX CUCTEM. 4
Ornag cyvacHux 3acobiB 3axucTy — MiKMepexXeBux ekpadis, IDS/IPS, VPN,
WndpyBaHHs, yNpaeIiHHS iZEHTUYHICTIO Ta NONITUK 6Ge3nekn y xmapi.

3aranbHa KinbKicTb roguH 32

JNlabopaTtopHi 3aHATTA

Temun nabopaTopHUX 3aHATb KinbkicTb Barosi

roaviH KoedilieHTn a
Tema 1. [JocnimkeHHs ocob6nuMBocTen nNobGyaoBM MepexeBUX 4 0,1
cucrem.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
«XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »

Mepexeesa ma xmapHa 6e3neka




O3HanomneHHs 3 npuHUunamm nodyaoBM KOMMIOTEPHUX MEPEX,
TononoriasMn 3’eAHaHb, NPOTOKONaMKN Nepeaadi AaHux Ta cnocobamm
3abe3neyvyeHHs IXHbOT HadiHOCTI 1 6e3neku.

Tema 2. [docnigkeHHA ocCoOGNMMBOCTEM MNOOYAOBM XMapHUX 4 0,1

cuctem.

AHani3 apxitektypu xMapHux nnatdopm, TUMIB CEPBICHUX Moaenen

(TaaS, PaaS, SaaS) Ta MeTOfiB pO3ropTaHHA Oe3neyYHUX XmapHUX

cepenoBuLL.

Tema 3. locnipxeHHA moaeni MepexeBUX 3arpos. 4 0,1

BuBYeHHs Knacudikauil 3arpo3 y mepexax, MeTodiB MOAentoBaHHSA

pU3uKiB, aHanisy TUNOBUX CLEHapiiB atak Ta ixX BNAuBY Ha MepexeBy

iHpacTpyKTypy.

Tema 4. locnigxeHHs 3aco6iB 360py AaHUX. 4 0,1

MpakTuyHe  O3HAMOMMEHHS 3  IHCTPYMEHTamMu  MOHITOPUHrY

MepexeBoro Tpadiky, XypHaniB nogin Tta 36opy iHdopmauii gns

nogarnbLIOoro aHanisy iHUMgeHTiB 6e3neku.

Tema 5. [ocnigxeHHs 3aco6iB iHcdopMauiiHOoro aHanisy y 4 0,1

Mepexax.

BukopuctaHHa nporpamMHux 3acobiB Ons  aHanisy MepexeBoro

Tpadoiky, BUSIBNEHHA BTOPrHEHb i AOCMIIKEHHS MEeTOiB BUABNEHHSA

aHoMarnbHOT aKTUBHOCTI.

Tema 6. [JocnigxeHHsA 3acob6iB iH¢opmauinHoro aHanisy y 4 0,1

XMapax.

AHani3 iHCTPYMEHTIB MOHITOPUHIY Ta ayauTy XMapHUX cepenoBuL,

JOoCnioKeHHs CUCTEM XypHarnoBaHHS Ta KOHTPOSIO A0CTYNY A0 AaHUX

y XMapi.

Tema 7. JocnipxeHHA Moaenen atak Ha Mepexi Ta xmapu. 4 0,1

MopgentoBaHHA Ta aHania Tunosux atak (DoS, phishing, SQL Injection,

brute force), oUiHKa IXHLOro BASIMBY HA MePEXEBI Ta XMapHi cCUcCTemu.

Tema 8. [locnigxeHHA 3acobiB 3aXMCTy MepeXeBUX Ta XMapHUX 4 0,1

cuctem.

lMpakTuyHe O3HaMOMMEHHA 3 TEeXHOMOrAMU 3axuCTy, TakUMKU $K

6pangmayepwu, IDS/IPS, VPN, cuctemun WngpyBaHHA Ta ynpasBniHHA

iAEHTUYHOCTAMM KOPUCTYBauiB.

3aranbHa KinbKicTb roguH 32 "

a;=0,8

i=1

KoHTponbHi po6oTu

TeMu KOHTPOSbHUX POGIT Barosi

KoeqiLieHTn b
Tema 1. AHani3 MepexeBux 3arpo3 Ta MeToAiB iX HenTpanisaduii. 0,1

OuiHKa OCHOBHMX BMAIB 3arpo3 y KOMM'IOTEPHUX Mepexax, aHani3 BpasnmBoCTen,
MeToAiB BUSABNEHHS aTak i NpakTU4YHMX nigxoaiB OO 3abe3ne4vyeHHs MepexeBoi

oesneku.

Tema 2. 3axmMcT XMapHUX cepeaoBUL Ta YNpaBniHHA pUu3nkaMmun 6esneku. 0,1
[ocnimkeHHs1 TMIMOBMX XMapHUX 3arpo3s, NosniTnk 6e3nekun, 3acobiB 3axXUCTy OaHUX Y
Xmapi, aHania edgekTMBHOCTI Moaenen 6es3nekn Ta MeTOAIB pearyBaHHs Ha

iHUMAOEHTN.

Mepexeesa ma xmapHa 6e3neka

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
«XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »



3aranom 221 b;=0,2

CamocrTinHa po6oTa
[lo camocCTiNHOT pobOTKM BIQHOCUTLCS CaMOCTIlHE OMpaLoBaHHA TEOPETMYHOIO MaTtepiany

OnpauloBaHHsA TeoOpeTUYHOro MmaTepiany

Temn ons caMoCTIMHOIO BUBYEHHS KinbkicTb roguH

Tema 1. EBonoList MepexxeBUX TEXHONOTiN Ta PO3BUTOK XMapHUX OOYUCTIEHb. 10
BuBYeHHs icTOpil pO3BUTKY MepexeBUX TEXHONMOTIN, NOSABM XMapHUX CepBiCiB Ta
IXHbOrO BASIMBY Ha CyYacHy iHbopMaLUinHy iHppacTpyKTypy.

Tema 2. Knacudpikauia mepexeBuUX apXiTeKTyp i NpOTOKONIB. 10
O3sHanomneHHs 3 mogenamm OSI ta TCP/IP, npuHuunamm mapLipyTusadii, KomyTauii
Ta 00MiHy AaHMMK y rNoBanbHUX Mepexax.

Tema 3. OcHOBM 6e3neKku xMapHUX cepBiciB. 10
CamocCTiHe JOCMigpKEHHA MEXaHi3aMiB 3aXMCTy Y XMapHUX CUCTEMAX, BKIHOYHO 3
ayTeHTudikauieto, aBTopuaadieto Ta ynpasniHHSAM 4OCTYMNOM.

Tema 4. Cy4yacHi MepexeBi Bpa3nIMBOCTi Ta MeTOAM iX BUABIEHHS. 8
BuBYEeHHS TMMOBMX BPa3NMBOCTEM Y MEPEXEBUX cepBicax, IHCTPYMEHTIB
ckaHyBaHHs1 6e3neku (Nmap, Nessus) Ta MeToZiB 3anobiraHHsI atakam.

Tema 5. OcHoBM KpunTorpadivyHoro 3axmucty iHcpopmauii y mepexax. 8
JocnigpkeHHa npuHUMniB - WKMdpyBaHHA, undpoBux cepTtudikatie, SSL/TLS-
NPOTOKONIB i BUKOPUCTAHHSA KpynTorpadii Ans 3aXucTty nepefaBaHHA aHUX.

Tema 6. [lMonitTukm ©6Ge3nekn Ta YynpaBniHHA puU3MKaMU B XMapHUX 8
cepenoBMLUax.

AHanis npmHumnis dopMyBaHHs noniTUK 6e3nekun, Nigxo4iB 4O OUIHKM pU3KMKIB Ta

MeTogiB 3abe3neyveHHst BignosigHocTi ctaHgapTam (ISO 27001, NIST).

Tema 7. TexHonorii BipTyanisauii Ta KOHTeMHepu3auii. 8
BuBYEHHST NpUHUMNIB PoBOTU BipTyanbHMX MaluMH | KOHTelHepiB (Docker,
Kubernetes) Ta acnekTiB iXHbOT 6e3neku.

Tema 8. 3abe3neyeHHA 6e3neku Npu BUKOpUCTaHHi Mepex Wi-Fi. 8
O3HanoMneHHa 3 TMnamym atak Ha ©6e34poToBi Mepexi, MPOTOKONaMm 3axucTy
(WPA2, WPA3) Ta NpakTUYHUMM 3axogamm 6esneku.

Tema 9. IHCTPYMEHTU MOHITOPUHIY Ta pearyBaHHA Ha iIHUMOEHTMU. 8
HocnigxeHHss cuctem SIEM, IDS/IPS Ta 3acobiB MOHITOpUHry ©esneku ans
BUSIBNEHHS | pearyBaHHs Ha KibepaTaku.

Tema 10. ManbyTHi TeHAEHLIT y pPO3BUTKY MepexeBoi Ta XMapHOoi 6e3neku. 8
AHania cyyacHux BUKNUKIB Yy cepi kibepbesnekun, 3acTOCyBaHHA LUTYYHOrO
iHTeneKkTy, aBToMaTm3aLii Ta Zero Trust apxiTEKTypwm.
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HedopmanbHa ocBiTa

3000yBay Mae MOXMMBICTb Nepe3apaxyBaTh OKpeMi TeMU abo Kypc LUMASIXOM: MPOXO4KEHHS
NpodeCinHNX KypCiB YN TPEHIHTIB, OHNanH-OCBITU, NPOdECINHMX CTaXKyBaHb, Y cepi, Wo Bignosigae
HaBYanbHUM LiNaM OUCLMMIHK.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

Mepesxesa ma xmapHa Gesnexa «XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »




[nsa sapaxyBaHHA HeobXiAHO HagaTu: cepTudikaTt (eNneKTPoHHUI abo ApYKOBAHMI) MPO NPOXOMKEHHS
KypCy/CTaxyBaHHS, OMMC NPorpamMu TPEHIHrY i3 3a3Ha4YeHHAM 3MiCTy TeM, 00cAry Ta TpMBarnocTi..

PekomeHaoBaHi Kypcu, TPEHIHIN, CTaXXyBaHHS

1. OHnawH-kypc CISCO «Network Defence, PaloAlto (Cloud Security Fundamentals)»
https://www.netacad.com/catalogs/learn?category=course

https://paloaltonetworksacademy.net/course/index.php.

INitepatypa, HaBYanbHi MaTepianu Ta iHchopmauinuHi pecypcu

OcHoBHa nitepartypa

1. Beaneka xmapHoro cepegosuLla [EnekTpoHHUI pecypc]. - Pexum goctyny :
https://www.netacad.com/ru/courses/cybersecurity/cloud-security.
2. Amazon Web Services (AWS) [EnekTpoHHUN pecypc]. — Pexxum goctyny :

https://www.checkpoint.com/solutions/amazon-aws-security/.

3. Microsoft Azure (Azure) [ENekTpoHHUI pecypc]. - Pexum goctyny :

https://www.checkpoint.com/solutions/microsoft-azure-security/.
4. Google Cloud Platform (GCP) [EnekTpoHHMIA pecypc]. - Pexum goctyny :

https://www.checkpoint.com/solutions/google-cloud-platform-security/.
5. Kali Linux [EnekTpoHHMin pecypc]. - Pexxum goctyny : https://www.kali.org/.

HJopatkoBa nitepartypa

1. Cloud Computing Security [EnekTpoHHUN pecypc]. — Pexum goctyny :
https://www.tutorialspoint.com/cloud_computing/cloud_computing_security.htm.
2. Computer Network Security [EnekTtpoHHUn pecypc]. - Pexum goctyny :
https://www.javatpoint.com/computer-network-security.

Cucrtema ouiHIOBaHHA

MigcymkoBa ouiHKa 3 OCBITHBOIO KOMMOHEHTa BM3HA4YaeTbCA BiANOBIgaNbHUM NIEKTOPOM 32 TeMamu,
BMOAMM 3aHATb, TOLLO Y BiANOBIAHOCTI 40 cunabycy i € iHTerpanbHOK OLIHKOI pe3ynbTaTiB yCiX BUg,
HaBYanbHOI AisanbHOCTI 3g00yBadva BuLLOI ocBiTK. [iacyMKoBa oLiHKa NOBWHHA BigobpaxaTu BCi OLiHKN
3a CKNagoBUMM HaBYarbHOMO NPOLECY 3 ypaxyBaHHSM iX BaroBMUX NOKa3HWKIB k:

IMOTOYHNIN KOHTPONb KoHTpornbHi poboTn IHOouBiOyanbHe MigCyMKOBUIM KOHTPOSTb
(NpakTU4Hi, cemiHapcbki,  (3a HasiBHOCTI), ko 3aBOaHHSA (ana OK 3icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasBHOCTI), k3

0,4 0,2 0,4

CyMa koediuieHTiB NOBUHHA cknagatu oanHuuo: k1 + ko + k3 + kg = 1. TigBip Barosux koediuieHTiB
NiACYMKOBOT OLLiHKWN 34iNCHIOE PO3POBHUK KypCy.
Po3apaxyHOK NigcCyMKOBOT OLLIHKM NPOBOANTLCA 3a (OPMYIIOHD:

o=rn 'k1+K'k2+| 'k3+r|K~k4
pe: [1-cepeagHbo3BaXeHa cepeHs OLiHKa 3a NOTOYHUI KOHTPOIb
| — oUiHKa 3@ BUKOHAHHS iHOMBIQYaNnbHOro 3aBAaHHs
K - cepegHbo3BaXKeHa OLiHKa 3a KOHTPOJIbHI poboTn
K — ouiHKa 3a NiACYMKOBUIN KOHTPOSTb

_I'I1-a1+I'I2-a2+...+I'In-an
- n
Yig

Ae:  a;- BaroBMmn KoemiLieHT 3a KOXXHe NpakTUyHe (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

Mepexeea ma xwapra 6esneka «XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »



https://www.netacad.com/catalogs/learn?category=course
https://paloaltonetworksacademy.net/course/index.php
https://www.netacad.com/ru/courses/cybersecurity/cloud-security
https://www.checkpoint.com/solutions/amazon-aws-security/
https://www.checkpoint.com/solutions/microsoft-azure-security/
https://www.checkpoint.com/solutions/google-cloud-platform-security/
https://www.kali.org/
https://www.javatpoint.com/computer-network-security

_K1 'b1+K2 'b2+...+Km bm
2?;1 bi
ae: b, - BaroBum KoediLieHT 3a KOXHY KOHTPOSbHY poBoTy.

K

LLikana ouiHOBaHHSA
MoTOYHI ouiHKK 3a KOXHY cknagosy (M, K, |,...)

BUCTaBNATLCA 3a 100-6arbHOI0 LLKAOH 3rigHO 3 ggm: HauioHanbHa ouiHka ECTS
nonoxeHHsM «[1po KpuTepii Ta CMCTEMY OLIHIOBAHHA  "9(_100 BigMiHHO A
3HaHb Ta BMiHb i PO PEUTUHT 3400yBadyiB BULLLOT 89-89 [lo6pe B
ocCBIiTU» HTY «X[l». 75-81 [lo6pe C
. . , , 64-74 3a00BiNLHO D
MigcymkoBa oLuiHKa BUCTaABNAETLCS BiANOBIAHO 4O 60-63 3370BINbHO E
po3paxoBaHoi O 3 OKpYrneHHAM 40 HanbnmxK4oro 35-59 HesamoBinbHo X
Linoro yncra B GinbLly CTOPOHY. (NOTpiGHE MomaTkoBE
BMBYEHHA)
1-34 HesagoBinbHO F
(NoTpiGHe NOBTOpPHE
BMBYEHHSA)

Hopmu akagemMiuyHOI eTUKM i nosiTUKa Kypcy

3p00yBay BULLIOT OCBITU NOBUMHEH AoTpumyBaTucs «Kogekcy eTrku akagemidyHuX B3aEMOBIOHOCUH Ta
pobpoyecHocTi HTY «XTl»: BUABNATN OMCUMNNIHOBAHICTb, BUXOBAHICTb, 40OPO3NYNMNBICTb, YECHICTD,
BignoBiganbHicTb. KOHQMIKTHI cuTyauii NoBMHHI BiOKpUTO 0GroBOpOBaTMUCA B HaBYallbHMX rpynax 3
BMKIaZadyeMm, a npu HEMOXIMBOCTI BUPILLEHHST KOHQIMIKTY — AOBOAUTUCA OO0 Bigoma cniBpOBGIiTHMKIB
ANPEKLT IHCTUTYTY.

HopmaTtuBHo-npaBoBe 3abesnedyeHHs BNPOBaXeHHS MpUHUMNIB akagemiyHoi gobpodecHocti HTY
«XIMl» poamiweHo Ha canTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist

MoropxeHHA

Cwunabyc norogxeHo 30.08.2025 ) @ 3aBigyBau kachenpu
Ceprin EBCEEB

30.08.2025 MapanT Ol
Cranicnae MINTEBCbKNW

H@E HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

Mepexeea ma xwapra 6esneka «XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »
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