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KangomaoaTt eKoHOMIMHUX Hayk, goueHT kadeapw kibepbesneka HTY «XIMi».

ABTOp noHag 170 HayKoBMX i HaBYanbHO-MeTOAUYHUX Mpaub (3a JaHUMK
Google Scholar, h-iHaekc - 12), y Tomy uncni 3 moHorpadoin Ta HaBYarnbHOro
nocibHuka 3 rpudoom.

Mae y cBoemMy gopobky 10 naTeHTiB Ta 10 aBTOPCLKNX CBiQOLUTB.
MpoBigHU nekTop 3 AucumnniH: «IHTenekTyanbHa BracHiCTb cUCTEM
Besnekun», «lNpaBoBe perynioBaHHA Kibepbesnekn», «ABTOPCbKE NpaBo Yy
LMpoBOMY CyCnifbCTBI».

Cdbepa HayKoBMX iHTEPECIB OXOMNJTHOE NUTAHHS IHTENEKTYarbHOI BNACHOCTI,
NpaBoOBOro perynoBaHHs  kKibepnpocTopy, iHopmauinHoi  6e3nekn,
KpuntorpadiyHMx MeTOAIB 3aXUCTY, LMIPOBI aKTUBM.

[eTanbHille npo BukNagadya Ha canTi kadeapu

3aranbHa iHcphopmauis

AHoTauin

HaBuyanbHa gucumnniHa «[paBoBe perynioBaHHs Kibepbeanekn» € BUBIPKOBUM OCBITHIM KOMMNOHEHTOM,
CcnpsAMOBaHMM Ha NigroToBKy daxiBuiB y cdepi kibepbesnekn Ta iHdopmauiiHux TexHororin. Kypc
OXOMM0E NpaBOBi OCHOBM iH(bOPMAaLIMHOrO CycninbCTBa, MPaBOBUA pPEXUM iHGOpMAaLil, 3axucT
nepcoHarbHUX OaHuX, PeryrnoBaHHA AiSnbHOCTI Media Ta uudpoBux nnatgopm, iHGopmauio 3
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obMexeHUM JOoCTynoMm, BignoBiganbHICTb 3a NOPYLUEHHS B iHopMauinHin cdepi Ta ocobnuBoCTi
npoTugii kKibepanounHam. Ocobnuemin akLEeHT 3pobrIeHO Ha MiXKHAPOOHUX i HAaLiOHANbHUX cTaHA4apTax
Kibep3axucTy, a TakoXX Ha NpaBOBOMY PEryIItOBaHHI ULMAPOBNX aKTMBIB (KpUNTOBAamOT, TOKeHIB, NFT) Ta
MexaHi3max ix KibepsaxucTy.

MeTa Ta uini gucumnniHu

MeTta gucumnniHn - OPMyBaHHS Yy CTYOEHTIB 3HaHb i NPaKTUYHUX HaBWYOK LLOAO MPaBOBOroO
perynioBaHHs iHbopMaLiiHoi 6e3nekn, 3axmcTy iHbopMauii Ta uMdpoBMX akTUBIB y kibepnpocTopi, a
TaKkoX yMiHb 3aCTOCOBYBaTM MpPaBOBi Ta TeXHiYHi MexaHiamMu gns 3anobiraHHA N po3cnigyBaHHA
KiGepiHUMOeHTIB.

OCHOBHI 3aBaHHA BUBYEHHS AUCLUMNIHW:

3aCBOEHHA TEOPETUYHNX OCHOB iH(POPMaLLIMHOrO NpaBa Ta iXHbOro 3aCTOCyBaHHA Y cdhepi kibepbesneku;
HabyTTs 3HaHb NPO Mi>XXKHAPOAHI Ta HaLiOHanbHI CTaHAApPTKU Kibep3axumcTy, peryntoBaHHS NePCOHanbHUX
OaHUX i LMPPOBOro KOHTEHTY;

BMBYEHHS NPaABOBOro pexumy iHgopmaldii 3 06MeXeHnM 4OCTYNOM Ta MEXaHi3MiB ii 3axXucTy;
O3HAMOMIEHHS 3 NPaABOBMMMW acnekTaMu pyHKLIOHYBaHHS Megia, udpoBux nnartdopm i rmobanbHux
iHdbopMaLinH1X cepBiciB;

dopMyBaHHS HaBMYOK igeHTMdiKaLil, AOKYMEHTyBaHHA Ta npaBoBOI kBanidikauii Kibep3noyuHis,
3aCTOCyBaHHS MeTOAIB LMPPOBOT KPUMIHANICTUKY;

ornaHyBaHHS NPaBOBUX OCHOB PEryoBaHHA Ta 3aXUCTY LMGPOBMX aKTUBIB (KPMNTOBANIOT, TOKEHIB, NFT)
y HaLioHanbHOMY Ta MibKHapogHOMY rpasi.

MpeameT AncumniiHM — NpaBOBi HOPMW, IHCTUTYTM Ta MeXaHi3MuU perynioBaHHA BiQHOCWUH Yy cdepi
iHopMaLinHoi Besnekun, Kibep3axmncTy Ta LMPOBMX aKTUBIB, @ TaKOX MeTOoau NPaBOBOro pearyBaHHs
Ha 3arpo3u 1 NopyLUEeHHS y KibepnpocTopi.

dopmart 3aHATb

Jlekuii, npakTU4Hi 3aHATTH, camocCTinHa poboTa, KoHCynbTauil. [iACyMKOBMIA KOHTPOMb —
andbepeHuinoBaHnin 3anikx.

KomneTeHTHOCTI

3K1. 3gaTHicTb 3acToCOBYBaTM 3HAHHS Y MPAKTUYHUX CUTYaLLiSX.

3K2. 3HaHHA Ta po3yMiHHA NpeamMeTHOT 06nacTi i po3yMiHHS NPOdECINHOT 4iSNbHOCTI.

3K5. 3gaTHicTb BUMTUCS | 0BONOAIBATU CydaCHUMU 3HAHHAMMN.

3K6. 3paTHicTb peanidyBaTu CBOI nNpasa i 060B’sA3KMN SK YrieHa CycninbCcTBa, YCBIAOMIMOBATU LiHHOCTI
rPOMaasiHCbKOro (BifIbHOMO AeMOKpPaTUYHOrO) CycninbCTBa Ta HEOOXiQHICTb MOro cTanoro po3BUTKY,
BEPXOBEHCTBaA Npaea, Npae i ceo00A4 NANHN | rpoMaasiHMHa B YKpaiHi.

3K7. 3paTHicTb yxBarnoBaTy pilLeHHS 1 OiATY OTPUMYOHYMCh NPUHLMNY HENPUMYCTUMOCTI KOpynuii Ta
Oyab-aKuX iHWNX NposiBiB He4OBPOYECHOCTI.

CK1. 3paTHicTb 3acTocoByBaTW 3aKOHOA4ABYY Ta HOPMaTMBHO-MpaBOBY 0asy, a TakoX OepXXaBHi Ta
MibXHapoaHi BUMOIW, NPaKTUKM i CTaHOApPTW 3 METOK 34IMCHEHHS NPOMECINHOT AiANbHOCTI B ranysi
Kibepbesneku Ta 3axucty iHdopmadii.

Pe3ynbTaTtn HaBYaHHSA

PH3. 3acrtocoByBaTyM MpuHUMM HEMPUMYCTUMOCTI kopynuii Ta OyOb-sSikMX iHWWX MposiBIiB
HegobpoyecHOCTi Y NPOdECINHIN AiANbHOCTI.

PH4. OpraHizoByBaTtu BnacHy npodecinHy AianbHiCTb, 00MpaTH i BUKOPUCTOBYBATM ONTUMaIbHI MeToam
Ta Cnocobu pO3B’si3aHHA CKMagHWX creuianisoBaHux 3adadv i NpakTUYHUX npobnem y npodecinHin
LisSiNbHOCTI, OLIHIOBATU IXHIO €(PEKTUBHICTb.

PH5. AHanizyBaTn, apryMeHTyBaTu, NpUMAMaTK PilLEHHS NPU PO3B’A3aHHI CKnagHMX cneuianizoBaHnx
3afad i NpakTU4YHUX 3aBAaHb Yy NPOMECiHIN OiaNbHOCTI, SKi XapakTepusylTbCa KOMMMEKCHICTIO Ta
HEMNOBHOI BU3HAYEHICTIO YMOB, BiANOBIAATU 3@ NMPUNHSATI PiLLEHHS.

PH6. AganTyBatucst 4O HOBUX YMOB i TEXHOMOriN NpodecinHol AiAnbHOCTI, NPOrHO3yBaTU KiHLEBWUNA
pesynbTar.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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PH?7. 3actocoByBaTu 1 aganTyBaTu Teopil iHdopmMauii Ta KogyBaHHs, MAaTEMaTUYHOI CTaTUCTUKN, Yncern,
kpuntorpadii Ta cteraHorpaddii, 06pobreHHsa Ta nepegadi curHanis ToLo, NPUHLMNKW, METOAM i MOHATTS
Kibepbesneku Ta 3axucty iHdopmauii y HaB4aHHi Ta NpodECiNHI OisiNbHOCTI.

PH8. 3actocoByBaTv 3HaHHA W pPO3YMIHHA MaTtemaTuku Ta i3k B NpodecinHin AisanbHOCTI,
dopmanisyBaTh 3agadi npegMeTHOI ranysi kibepbesnekn Ta 3axucty iHgpopmauii, popmyntoBath ix
MaTemMaTu4Hy NOCTaHOBKY Ta obupaTu paLioHanbHUN METOA BUPILLEHHS.

PH9. 3HaTu Ta 3acTocoByBaTh 3aKOHOA4ABCTBO YKpaiHM Ta MiXXHAPOAHI BUMOTW, NPaKTUKK | CTaHAapTy 3
METOH0 34iCHEHHSA NPOdECINHOI AiANbHOCTI B ranyai kibepbesneku Ta 3axucty iHpopmadii.

O6car gucumnniHuv

3aranbHun obcar gucumunninm 120 rog. (4 kpeantn ECTS): nekuii — 32 rog., NPakTU4Hi 3aHATTA - 16 rog,,
camocTiHa poboTa - 72 rog.

NepeaymoBu BUBYEHHA AUcUUNiHU (MPEpPEKBI3UTK)

[ns ycnilwHOro NpoxXomKeHHs Kypcy HeobXigHO MaTu 3HaHHS Ta NPaKTU4YHI HaBWMYKU 3 OUCLMMIIHK
«[1paBo3HaBCTBO» - pPO3YMIHHA OCHOBHMX MNPUHUMMIB nNpaBa, CUCTEMM 3aKOHOA4ABCTBA Ta
NpaB03aCTOCYBaHHS;

«IHTenekTyanbHa BnacHICTb» — 3HAHHA NMPO NPaBOBUN PeXUM 00’EKTIB iIHTENEKTyanbHOI BNacHOCTI Ta
HaBWYKM aHani3y NpaBOBMX BiGHOCUH Y LMPOBOMY CEPEeOBULLL;

«OcHoBw kibepbesnekun» (6a3oBuii Kypc) — NOYATKOBI YABMEHHS NMPo iHpopmaLiHi 3arpo3n, 3acobu ix
BUSIBNEHHS | 3anobiraHHs.

OcobnuBocTi AucuMNMiHW, MeToAMn Ta TeXHONorii HaBYaHHA

B xogi BuKknagaHHA AuCUMNAiHKM BMKNAga4YeM 3aCTOCOBYKOTLCHA MOSCHIOBANbHO-INIOCTPATUBHUI
(iHopMaLinHO-peLenTUBHUIA) Ta PENPOSYKTUBHUA METOAM HaBYaHHS. B akocTi MeToAiB BUKNagaHHS,
SKi HanpaBfeHi Ha akTMBI3aUil0 Ta CTUMYNOBaHHS HaBYarbHO-Mi3HABaNbHOI AisinbHOCTI 3406yBadviB,
3aCTOCOBYIOTbCS Npes3eHTauii, 6becign, iHAMBIAyanbHi rpynoBi NPOEKTU, MaNcTep-KNnacu. BUKOPUCTAHHS
OoHnanH-pecypcie (WIPO, GDPR portal, peecTpu CyaoBuUX pilleHb.

lNMporpama HaB4YanbHOI AUCLUNNIHN

HaB4YanbHi 3aHATTA

Nekuii
Temun nekuin KinbKicTb rognH
Tema 1. IHcpopmauinHe npaBo Ta Kibepbe3neka. 4

IHpopmauiss gk o6’ekT npaBoBOro perynoBaHHA. Pomb npaBa y cuctemi
HauioHanbHoi kibepbeanekn. 3akoH YKpaiHu " Npo OCHOBHI 3acaan 3abe3neyveHHs
Kibepbesnekn"

Tema 2. IHcbopMmauinHe cycninbCTBO i Cy4acHi BUKNUKK 6e3neku 4
IHpopmauinHa kynbTypa i umdpoBa rpamoTHicTb. Kibepsarposn ana ocobw,
cycninecTBa, Aepxasun. NIST Cybersecurity Framework ik Mofenb pearyBaHHs..

Tema 3. NMpaBoBUM pexxum iHcpopMmauii Ta NnepcoHanbHUX JaHUX. 4
MepcoHanbHi gaHi, GDPR Ta ykpaiHCbKe 3akoHoA4aBcTBO. KoHBEHLUII. BUTOKN gaHuX,
Kencu KibepiHUMaEHTIB.

Tema 4. IHcpopmauinHa AianbHICTL Ta LUpOBI cepBicu. 4
E-ypagyBaHHs, peecTpwn, XMapHi cepBicW. 3axucT [JaHuX Yy [AepXaBHUX i
KoprnopaTtmBHuX cuctemax. ISO/IEC 27018 gk oCcHOBa 41 XMapHOiI 6e3nekun

Tema 5. Megia, undpoBi nnardopmu Ta iHchopmauinHi BiHMK. 4
3akoH «[1po megia», perynioBaHHs coumepex. Marinynsuii, gesiHgopmadis, IMCO.
Digital Services Act (EC) Ta gocsig YkpaiHu.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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Tema 6. . IHhbopmaLis 3 o6MexxeHUM JOCTYNOM Ta Kibep3axucT. 4
Knacudikauia: pepxaBHa TaemHuus, cnyxboa, kKomepuiHa. MixHapoaHi
ctaHgapty 3axucTy (ISO/IEC 15408). Kibep3axuncT KpuTUYHOI iHOpacTpyKTypu.

Tema 7. BignoBiganbHicTb 3a NpaBONOpPYLUEHHSA Ta KiDep3no4nHu. 4
AomiHictpatmBHa | KpumiHanbHa BignosiganbHictb. CtaTtti KKY 361-363
(HEeCaHKUiOHOBaHUN  OOCTyM, BTpy4YaHHs). byganewTcbka KOHBEHUia npo
Kibep3nouyunHHicTb. Lindposa kpumiHanicTuka: 36upaHHs AoKasis

Tema 8. [paBoBe perynoBaHHA Ta 3aXUCT LM POBUX aKTUBIB. 4
KpuntoBantoTtu, TokeHn, NFT sik HOBi 06’ekTy npaBa. 3akoH YKpaiHu «[1po BipTyanbHi

aktTuem» (2022). MixHapoaHun poceig (MiCA - €C, FinCEN - CLUA). Pusukn:
BiOMMBAHHS KOLUTIB, LWAXpancTBO, KibepKpadikkn. 3axucT undpoBUX akTUBIB:

TEXHIYHi 1M npaBoBi MexaHi3mu (cMapT-koHTpakTn, KYC/AML, GaratopiBHeBui

3axumCT ramaHuiB).

3aranbHa KinbKicTb roguH 32

MpakTU4Hi 3aHATTA

KinbkicTb Barosi
TeMu NpakTUYHUX/CEMIHAPCBKMX 3aHATb roaviH KoeilieHTn a

Tema 1. Micue iHcbopmauiiHOro npaBa y cucteMi npaBa YKpaiHu. 4 -
MoHaTTa Ta npeameT iHopmauiiHoro npaea. 3B'A30K i3

KOHCTUTYUINHUM, UMBINbHUM, aAMiHICTPAaTUBHUM Ta KpUMiHaNbHUM

npasom. HopmaTtuBHo-npaBoBa 6as3a (KoHcTutyuisa YkpaiHu, LKY,

KKY, 3akoH «[po iHdbopmauito», 3akoH «[po goctyn go ny6nivyHoi

iHdopmauii»). CknagaHHa cxemu «Micue iHpopmauinHoro npasa y

cuctemi npaesa YkpaiHw». BMCHOBKM NpoO iHTerpaTUBHWUA Xapaktep

iHdopMaLinHoro npaea.

Tema 2. BuaBneHHA Ta aHani3 kibep3arpo3 ans iHpopmauinHoro 4 0,1
cycninbcTBa.

OcHoBHi TMNM kibep3arpos: erky, MaHinynauii, nponaraHaa,

iHdopMauinHi aTakn. O3Hakn HegocToBipHOI iHdopmauii y 3MI Ta

couMepexax. IHCTpyMeHTU dakTyekiHry: StopFake, EU vs Disinfo,

Bellingcat, Google Fact Check, InVID. NpakTuyHe 3aBgaHHA: obpatu

2-3 npuknagu (HOBMHa, NOCT, CTATTHA), BU3HAYMUTM O3HAKN PenKy uum

MaHinynsauii, nepesipuT1 OCTOBIPHICTb 3a JONOMOrO iIHCTPYMEHTIB,

cknacTu Tabnumuto 3 peaynbTataMmn. BUCHOBKM Npo porib dhakTYEKiHry

B CUCTeMI Kibepbesneku.

Tema 3. ABTOpChLKe npaBo y LucppoBoMy cepeaoBHULLI. 4 -
ABTOpCbke npaBO Ha nporpamHe 3abe3neyeHHs, 6asu AaHux,

UMpOoBUIA KOHTEHT. lMopyLUeHHS aBTOPCbKMX MpaB y MepexeBOoMy

cepefoBULLI: NipaTCTBO, HemneranbHe KONitOBaHHA, XakepCbKi BUTOKM.

Ponb uudposux nnatdopm y 3abesnedeHHi 3axucTy aBTOPCbKUX

npas. AHani3 npouenyp notice-and-takedown Ha npuknagi YouTube,

Facebook, TikTok.

Tema 4. [NepcoHanbHi AaHi K 06’€KT Kibep3axucTy. 4 0,1
MpaBoBUn pexxum nepcoHarbHUX AaHnX 3a 3aKOHO4aBCTBOM YKpaiHW.

Bumorn GDPR sK MiXXHapogHOro ctaHgapTy. I[HCTpyMeHTU i meToaum

Kibep3axmncTy nepcoHanbHUX AaHux. MNpakTnyHe JOCnigKeHHS KenciB

BUTOKY faHumx (Hanpuknag, «[is», LinkedIn). BucHoBkn wono

BiANOBIAaNbHOCTI 32 NOPYLLUEHHA PEXUMY NEPCOHANbHUX OAaHWUX.

Tema 5. Llucpposi goka3u Ta cyaoBa ekcnepTusa. 4 0,1
Ornag ISO/IEC 27001, NIST Cybersecurity Framework, GDPR,

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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ByganewTcbKol KOHBeEHUiT npo  Kibep3nounHHicTb. [MOpiBHSAHHS
nigxogis YkpaiHm Ta €C. [lNpakTnyHe 3aBOaHHSA: CKMAacTu CXemy
3acTocyBaHHsA cTaHgapTy NIST abo ISO/IEC onst opraHisadii 6esnekn
AaHVX B YMOBHi KOMNaHil.

Tema 6.. MixxnapopgHi ctaHaapTv iHopmauinHoi 6e3neku. 4
MeToam nowmpeHHs aesiHdopmalii. Bnnme iHpopmauinHnx onepadin

Ha CycninbCTBO Ta AepXasy. |HCTpYMEHTU npoTugii: pakTYeKiHr,
KibepririeHa, uudpoBa rpamoTHiCTb. [lpakTuyHe [ocCnigXeHHs
npuKnagiB pocincbkux iHpopMauiiHMx atak NpoTn YKpaiHu.

0,1

Tema 7. IHcbopMauinHi BiHU Ta ae3siHdopmauis. 4
MeToam nowmpeHHs aesiHdopmalii. Bnnme iHpopmauinHnx onepadin

Ha CycninbCTBO Ta AdepXasy. |HCTpyMEHTU npoTugii: akT4eKiHr,
KibepririeHa, uudpoBa rpamoTHiCTb. [lpakTuyHe [ocnigXeHHs
npuknagiB pocincbkux iHpopMauiiHMX atak NpoTn YKpaiHu.

0,1

Tema 8. [paBoBe peryntoBaHHSA Ta 3aXUCT LUPPOBUX aKTUBIB. 4
KpuntoBantotu, TokeHn, NFT sk HOBi 06’ekTM npaBa. 3akoH YKpaiHu
«[Mpo BipTyankeHi akTnem» (2022). MixxHapogHuin goceig (MiCA - €C,
FinCEN - CLWA). Pwuauku: BigMMBaHHA KOLWITIB, LIAXpancTBo,
Kibepkpagikkn. 3axmcT UMPOBMX aKTMBIB: TEXHIYHI W MNpaBOBI
MexaHiaMun (cmapT-koHTpakTh, KYC/AML, ©GaraTopiBHEBUN 3axucT
ramaHuiB). [NpakTMyHe 3aBOaHHSA: aHani3 KewnciB Lwaxpancrea 3

KpuntoBantTamMmun.

0,1
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KoHTponbHi po6oTu

TeMun KOHTPOSbHUX POGIT

Barosi
KoequiLieHTn b

Tema 1. Ba3soBi npuHUMnNu nobyaoBu Ta (PYHKUiIOHYBaHHA KOMM’HOTEPHUX
Mepex.

OcHoBHiI NoNoXeHHs Teopii B3aemogii Bigkputmx cuctem. Mogens OSI Ta TCP/IP:
npuHUMNK, piBHi, yHKUIT. MeToau KomyTadii Ta NOBTOPHOT Nepedadi faHux. Mepexa
Ethernet: poO3BUTOK CTaHgapTiB, ocobnmBocTi pobotn, npoTokon CSMA/CD.
MpoTtokon IP (IPv4/IPv6): CTPYKTYpa, NPUHUUNKN agpecalii Ta MapLupyTm3aLlil.

0,15

Tema 2. Cy4yacHi NpOTOKONM, TEXHOOTIiI Ta 6e3neKa KOMM’ KTEPHUX MEPEX.
MpoTokonu TpaHcnopTHoro pieHsa: TCP, UDP, RTP, ix 3actocyBaHHs. [MpoToKoNu
MapupyTtusadii: RIP, OSPF (nopiBHaNbHWMIA aHani3). CyvacHi MepexeBi TEXHOMOTIT:
VPN, xmapHi cepsicu, SDN. OCHOBU MepexeBoi Ge3neku: TUNM atak Ta MeToam
3axucty. basoBa koHirypauia komytatopie Ta mapupyTtudaTopis (Cisco Packet
Tracer).

0,15

Tema 3. Be3neka KOMM’IOTEPHUX MEpPEX Ta MeToaM ii 3abe3neyeHHs.
Knacudikauia 3arpos y nokanbHux Ta rnobanbHux mepexax. OCHOBHI MPUHLMNM
nobynoBu 3axulieHnx mepex. Metoon ayteHTudikauii Ta WndpyBaHHA OaHUX.
BukopuctaHHsa VPN gnsa 3axucty iHdopmauinHmux kananis. ®aepsonu, IDS/IPS
cucTemu Ta ix ponb y 6esnedi.

0,1

3aranom

CamocrTinHa po6oTa

i=1

[lo camocTinHOT pob0TK BIGHOCUTLCS CaMOCTIHE OMpaLoBaHHA TEOPETMYHOIO MaTepiany

lpasoee peaynosaHHs Kibepbesneku

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
«XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »



OnpauroBaHHA TeOpPeTUYHOro martepian

Temun gnsg camMoCTINHOIrO BUBYEHHS KinbKicTb roguH

Tema 1. HauioHanbHe 3akoHOA4ABCTBO Yy chepi Kibepbesnekn YkpaiHu. 11
3akoH YkpaiHu «[1po ocHoBHi 3acaan 3abe3neyveHHs kibepbeanekn YkpaiHn», 3akoH
YkpaiHu «[po iHdopmaLito», 3akoH YkpaiHu «[1po 3axXMCT NepcoHanbHUX JaHUX».

Tema 2. lNpaBoBe perynBaHHA 3axucty iHcopmauii B iHcopmauinHo- 11
TeNeKoMyHikauinHUX cucTemax.

MpaBoBi OCHOBWM AepXaBHOI TaEMHWUI Ta 3axucTy cnyx06oBoi iHdopmaLii,
HopMaTuKBHI akTh [lepxxcneuss’a3ky Ta HBY y cdepi kibep3axucTy.

Tema 3. MixxHapoaHi cTaHgapTu Kibep6e3neku. 10
ISO/IEC 27001, ISO/IEC 27002, NIST Cybersecurity Framework (CSF), oupektnsemn
NIS Ta NIS2 €C.

Tema 4. €Bponenchbke perynoBaHHA y cepi Kibepbesneku Ta AgaHUX. 10
3aranbHui pernameHT 3axucty gaHux (GDPR), anpektmua €C npo kibep3noynHu
Ta Kibepbeaneky, NIS2 Directive.

Tema 5. MixHapogHo-npaBoBi aktu 'y cdepi  kibepbesnekm. 10
BypoanewTcbka KOHBEHUi npo  KibepanodmHHiCTb  (2001), pesontouii Ta
pekomeHgauii OOH y cdepi iHdpopmauinHoi 6e3nekn, npaktuka HATO y cdepi
KibepobopoHwN.

Tema 6. Kioep3no4nHHICTb | KpUMiHaNbLHO-MPaBOBiI MexaHi3aMu npoTuail. 10
KpumiHanbHun kogekc Ykpainm (po3gin XVI), knacudikauia kidepsnouvHiB 3a
INTERPOL ta EUROPOL.

Tema 7. 3axucT npas NOAUHU B KibepnpocTopi. 10
MpaBo Ha NpuBaTHICTb Y LMGPOBY enoxy, EBponencbka KOHBEHLS 3 NpaB NiogMHM

(cT. 8 - NnpaBo Ha noBary 40 NPMBATHOMO XMUTTA), 6anaHc Mixx cBob6oa0k0 crioBa Ta
©0poTLO010 3 KIGEP3MOUNHHICTIO.

Tema 8. [NpaBoBe peryntoBaHHA KPUTUYHOI iH(hpacTpyKTypm. 10
MoHATTA Ta KaTeropii KPUTUYHOI iHdOpPMaLNHOT IHPaCTPYKTYpW, pernameHTu
OO0 3aXUCTY eHepreTUYHUX, TPaHCNOPTHUX Ta (PiHAHCOBUX CUCTEM.

Tema 9. ETU4YHIi Ta npaBoOBi acnekTM BUKOPUCTAHHA TEXHOJSIOrA LITY4YHOro 10
iHTenekTy Ta Big Data y cchepi Kibepbesnekn.

BukopuctaHHa LI Ta Big Data y kibep3axucTi CTBOPHE HOBI MOXIMMBOCTI, ane
NOPOAXKYE NPaBOBI N €TUYHI BUKITUKK: NPO30PICTb anropuTMiB, BiANOBiAaNbHICTb 3a

IXHi pilleHHs, PU3UKM OUCKPUMIHALIT Ta NOPYLUEHHA NPMBATHOCTI. 3HA4YHy ponb
BigirpatoTb MiXKHaApOOHI CTaHOapTX Ta pernaMmeHTu, 3okpema GDPR i €EBponencbkui

akTt npo LWI.

Tema 10. Mpaktuka cyaiB YkpaiHm Tta €C y cnpaBax, NOB’sAA3aHUX i3 10
Kibep3noynHamu Ta Kibep3axmcrom.

CynoBa npakTuka OEMOHCTPYE 3aCTOCYBaHHSA HOPM LLIOAO KiBep3no4vnHiB i 3axXuncTy

JaHux. B YkpalHi ue cnpaBuM MpO HeCaHKUIiOHOBAHWA [OCTYN i HEe3aKOHHe
BUKOPUCTaHHSA nepcoHanbHux aaHux, y €C - pilweHHa Digital Rights Ireland, Schrems

I Ta II, aki BM3Ha4alTb nigxogn 4o GanaHcy Mmixk kibepbesnekoi Ta npaBamu

NOANHW.

3aranbHa KinbKicTb roguH 72
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HedopmanbHa ocBiTa

3p06yBay Mae MOXIMBICTb Nepe3apaxyBaTi OKpeMi TeMy abo Kypc LLNAXOM: MPOXOMKEHHS
NPoMECINHMX KYPCiB YN TPEHIHTIB, OHITaH-0CBITH, NPOMECIHUX CTaXyBaHb, Y cdepi, Lo Bignosigae
HaBYalnbHUM LiNAM OUCLMNIIHW.

[nsa 3apaxyBaHHA HEOBXiAHO HagaTu: cepTudikaTt (eNeKTPOHHUIN abo ApYKOBaHMI) NPO NPOXOLKEHHS
KypCy/CTaxyBaHHsi, ONUC NPOrpamun TPEHIHrY i3 3a3Ha4YeHHAM 3MICTy TeM, o6cary Ta TpuBanocTi.

PekomeHaoOBaHi Kypcu, TPEHiHI, CTaXyBaHHA

1. Kypc «KiGepririeHa onsa rpomagsH Ta opraisadin» (CERT-UA, [lepxxaBHa cnyx6a cnevianbHoro
3B’A3Ky Ta 3axucTy iHbopmauii Ykpainm).

https://cybereducation.org.ua

2. Kypc «3axucTt nepcoHanbHUX JaHUX: 3aKOHOAaBYi BUMOTM Ta NpakTU4Hi acnektu» (Prometheus).
https://prometheus.org.ua

3. Kypc «Kibepbesneka Ta npaBo» (Buwa wkona agsokatypu HAAY).

https://hsa.org.ua

4. «Cybersecurity Law and Policy» (Harvard Online, edX).
https://online-learning.harvard.edu/course/cybersecurity-law-and-polic

5. «EU Cybersecurity and Data Protection Regulation» (Coursera, Leiden University).
https://www.coursera.org/learn/cyber-security-european-union

6. «NIS2 Directive and EU Cybersecurity Compliance» (FutureLearn).
https://www.futurelearn.com/courses/nis2-directive

7. «Data Protection and Privacy Law (GDPR)» (Udemy).
https://www.udemy.com/course/general-data-protection-regulation/

8. «Cybercrime Law and the Budapest Convention» (Council of Europe Training Platform).
https://www.coe.int/en/web/cybercrime/octopus-online-interactive-tools

NitepaTtypa, HaB4YanbHi maTtepianu Ta iHhopmMauinHi pecypcu

OcHoBHa niteparypa

1. NMpaBoBe 3abe3neyeHHsd iHdhopMauirnHoi 6e3nekun: HaB4danbHU NocibHuk / B. M. Mop6yniH, O.T.
BapaHos, B. 0. Unmbantok. - K. : HAY, 2015. - 368 c.
http://elar.naiau.kiev.ua/jspui/bitstream/123456789/4852/1/Pravove zabezpechennia informatsiinoi

bezpeky.pdf

2. 3akoH YkpaiHu «[1po ocHoBHI 3acaam 3abe3neyeHHs kibepbesneku Ykpainu» Big 05.10.2017 p. N©
2163-VIIL

https://zakon.rada.gov.ua/laws/show/2163-19

3. 3akoH Ykpainu «[1po iHdopmauito» Big 02.10.1992 p. N2 2657-XI1I (i3 3miHamu).
https://zakon.rada.gov.ua/laws/show/2657-12

4. 3akoH YkpaiHu «[1po 3axuct indhopmalii B iHpopmaLuinHO-TeNEKOMYHiKaLiHUX CUCTEMax» Bif
05.07.1994 p. N2 80/94-BP.

https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80

5. Directive (EU) 2016/1148 (NIS Directive) concerning measures for a high common level of security of
network and information systems across the Union.
https://eur-lex.europa.eu/legal-content/EN/TXT /?uri=celex%3A320161L1148

6. Proposal for a Directive on measures for a high common level of cybersecurity across the Union (NIS2
Directive). - Brussels, 2020.
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0823

7.1SO/IEC 27001:2022. Information Security, Cybersecurity and Privacy Protection - Information
Security Management Systems — Requirements.

https://www.iso.org/standard /82875.html

8. NIST Cybersecurity Framework (CSF). - National Institute of Standards and Technology (USA), 2018.
https://www.nist.gov/cyberframework
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https://zakon.rada.gov.ua/laws/show/2163-19
https://zakon.rada.gov.ua/laws/show/2657-12
https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016L1148
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0823
https://www.iso.org/standard/82875.html
https://www.nist.gov/cyberframework

9. NIST Special Publication 800-53 Rev. 5: Security and Privacy Controls for Information Systems and
Organizations. — Gaithersburg: NIST, 2020.

https://csrc.nist.gov/publications/detail /sp/800-53 /rev-5/final

10. Kibepbesneka Ta kibep3axmcT: HaB4anbHui nocidHuk / C. €. Octanos, C. IN. €scees, O. . Koponb. -
K.: HAY, 2021.- 482 c.

http://kist.ntu.edu.ua/textPhD /kiberbezpeka.pdf

11. PomaHuyk O. HO. NMpaBoBe peryntoBaHHSA Kibep3no4mMHHOCTI B YKpaiHi: MoHorpadis. - Jbeis : JIHY
imeHi IBaHa ®PpaHka, 2020. - 298 c.
https://dspace.lnu.edu.ua/bitstream/123456789/36589/1/Romanchuk.pdf

12. Budapest Convention on Cybercrime (2001). Council of Europe.
https://www.coe.int/en/web/cybercrime/the-budapest-convention

[JopatkoBa nitepartypa

8. Kibepbesneka : cyqacHi TeXHONOorii 3axncty. HaB4yanbHUM NOCIOHMK ANSA CTYAEHTIB BULLMX
HaB4anbHux 3aknagis. / C. E. Octanos, C. . €ecee, O.. Koponb. - JIbsiB: «HoBun Cait- 2000», 2020 .
- 678c.

https://ns2000.com.ua/wp-content/uploads/2019/11 /Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf

Cucrtema ouiHIOBaHHA

MigcymkoBa oOuiHKa 3 OCBITHBOIO KOMMOHEHTa BM3HA4YaeTbCA BiANoOBiganbHUM NEKTOPOM 3a TeMamu,
BMAAMW 3aHATb, TOLWLO Y BiANOBIAHOCTI A0 cunabycy i € iHTerpanbHOK OLHKOK pe3ynbTaTiB YCix BUA
HaBYanbHOI AisnbHOCTI 3006yBada BMLOT OCBITK. [iaCyMKOBa OLiHKa NOBMHHA BigobpaxkaTu BCi OLiHKK
3a CKITagoBMMN HaBYasibHOMO MPOLIECY 3 YpaxyBaHHAM iX BaroBMxX NOKa3HUKIB k:

[MoTOYHMI KOHTPONb KoHTponbHi poboTun IHomBigyansHe MigcymKoBUM KOHTPOIb
(NpaKTWYHI, ceMiHapcbki,  (3a HasiBHOCTI), ko 3aBOaHHS (ons OK 3icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasiBHOCTI), k3

0,6 0,4

CyMa koediuieHTiB NOBUHHA cknagat oanHuut: k1 + ko + k3 + kg = 1. TigBip Barosux koediuieHTiB
NiZACYMKOBOI OLIiHKM 34INCHIOE PO3POOHMK KypCy.
Po3paxyHok nigcyMKOBOT OLLIHKM NMPOBOANTLCA 3a (OOPMYIIOH):

o=n 'k1+K'k2+| -k3+I'I|<-k4
pe: [1-cepegHbo3BaXeHa cepeHs OLiHKa 3a NOTOYHUI KOHTPOIb
| - ouiHKa 3@ BUKOHAHHSA iHAMBIQYaNbHOro 3aBAaHHS
K - cepeaHbO3BaXeHa oLjiHKa 3a KOHTPOIbHI po6oTH
Ik - oUiHKa 3a NiaCcyMKOBUIA KOHTPOMb

_I'Il-a1+l'lz-a2+...+l'ln-an
- n
Zizl a;

Ae: a;- BaroBMmM KOeqiLieHT 3a KOXXHEe NpakTU4He (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_Kl 'b1+K2 'b2+...+Km bm
E?il bi
ae: b, - BaroBum KoediLieHT 3a KOXHY KOHTPOISbHY poBoTy.

K

LLikana ouiHlOBaHHA
IMoTouHiI ouiHKK 3a KOXHY cknagosy (1, K, 1,...)

, Cyma . .
BMUCTaBNAOTLCA 3a 100-6anbHOI0 LWKano 3rigHo 3 6anis HauioHanbHa ouiHka ECTS
nonoXeHHsM «[1po KpuTepii Ta CMCTEMY OLIHIOBaHHA "9 100 BigMiHHO A
IMpasose peayniosatins kibepGesneku H@E HamionaABHMIT TEXHIYHNMI yHiBEpCHTET
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https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
http://kist.ntu.edu.ua/textPhD/kiberbezpeka.pdf
https://dspace.lnu.edu.ua/bitstream/123456789/36589/1/Romanchuk.pdf
https://www.coe.int/en/web/cybercrime/the-budapest-convention
https://ns2000.com.ua/wp-content/uploads/2019/11/Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf
https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty

3HaHb Ta BMiHb i PO PENTUHT 3400yBaYiB BULLIOT 82-89 [obpe B
OCBITU» HTY «X[MI». 75-81 [obpe C
64-74 3aa0BiNbLHO D
MigcymkoBa ouiHKka BUCTaBNAETLCS BiANOBIAHO 40 60-63 3aJ0BiNbLHO E
po3paxoBaHoi O 3 OKpYrfeHHAM 40 Hanbnmx4oro 35-59 HesapgoBinbHO FX
Linoro yncra B GinbLly CTOPOHY. (noTpibHe pogaTkoBe
BMBYEHHSA)
1-34 HesapoBinbHo F
(NoTpiGHe NOBTOpPHE
BMBYEHHSA)

Hopmu akagemivyHOI eTUKM | NoNiTUKa Kypcy

3po06yBay BMLOT OCBITU NOBUHEH AOTpuMyBaTucs «Kogekcy eTuku akagemidyHMx B3aEMOBIAHOCUH Ta
pobpoyecHocTi HTY «XTl»: BUABNATN OMCUMMNNIHOBAHICTb, BUXOBAHICTb, A40OPO3NYNNBICTb, YECHICTD,
BignoBiganbHiCTb. KOHMNIKTHI cuTyauii NOBMHHI BigKpUTO OGroBOpPHOBATUCA B HaBYaribHUX rpynax 3
BUKNagadem, a npu HEeMOXMMUBOCTI BUPILLEHHA KOHQMIKTY — AOBOAUTUCA OO0 Bigoma cniBpobiTHMKIB
AVpeKUil iHCTUTYTY

HopmaTuBHo-npaBoBe 3abe3nedeHHs BNPOBaIKEHHS MPUHUMMIB akagemiyHoi gobpodecHocTti HTY
«XIMl» poamileHo Ha canTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist/

MoroaxeHHs

Cwunabyc norogxeHo 30.08.2025 3aBigyBau kachenpu
e Ceprin EBCEEB

30.08.2025 FapaHT ON
S ™ Cepriit EBCEEB
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