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KangomaoaTt eKoHOMIYHUX HaykK, OoueHT kadeapm kibepbesneka HTY «XIi».

ABTOp NoHag 170 HayKoBWUX i HaBYanbHO-MeTOANYHMX MNpaub (3a JaHUMK
Google Scholar, h-iHaekc - 12), y ToMmy 4ncni 3 moHorpadi Ta HaBYarbHOro
nocibHuka 3 rpucom.

Mae y cBoemy gopobky 10 nateHTiB Ta 10 aBTOPCLKMX CBIQOLTB.
MpoBigHun nekTop 3 AucuMnniH: «lHTenekTyanbHa BIACHICTb CUCTEM
Gesnekun», «[1paBoBe perynioBaHHs Kibepbesnekn», «ABTOPCbKe Npaso Yy
LMdPOBOMY CYCNINbCTBI».

Cdhepa HayKoBMX IHTEPECIB OXOMNSIHOE NUTAHHSA IHTENEKTyarbHOT BNACHOCTI,
npaBoBOro perynoBaHHA  KibepnpocTopy, iHopmauinHoi  6esnekn,
KpunTorpadivHnX MeTOAiB 3aXMUCTY, LMGPOBI aKTUBW.

[eTanbHille npo BUKNagada Ha canTi kadeapu

3aranbHa iHchopmauis

AHoTauin

HasuanbHa gucumnniHa «MpaBose perynioBaHHs kibepbesnekn» € BUbipkoBUM OCBITHIM KOMMOHEHTOM,
CnpsiMOBaHMM Ha MigrotoBky daxiBuiB y cdepi kibepbeanekn Ta iHopmaLinHnx TexHonorin. Kypc
OXONSIIOE NPaBOBi OCHOBW iH(POPMALIMHOIO CyCnifnbCTBa, MPaBOBUMA PEXUM iHGOpMaLil, 3axucT
nepcoHanbHUX AdaHuX, PeryroBaHHA [ianbHOCTI Mefia Ta uudpoBux nnaTtdopm, iHpopmauio 3
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obMexeHUM JOoCTynoMm, BignoBiganbHICTb 3a NOPYLUEHHS B iHopMauinHin cdepi Ta ocobnuBoCTi
npoTugii kKibepanounHam. Ocobnuemin akLEeHT 3pobrIeHO Ha MiXKHAPOOHUX i HAaLiOHANbHUX cTaHA4apTax
Kibep3axucTy, a TakoXX Ha NpaBOBOMY PEryIItOBaHHI ULMAPOBNX aKTMBIB (KpUNTOBAamOT, TOKeHIB, NFT) Ta
MexaHi3max ix KibepsaxucTy.

MeTa Ta uini gucumnniHu

MeTta gucumnniHn - OPMyBaHHS Yy CTYOEHTIB 3HaHb i NPaKTUYHUX HaBWYOK LLOAO MPaBOBOroO
perynioBaHHs iHbopMaLiiHoi 6e3nekn, 3axmcTy iHbopMauii Ta uMdpoBMX akTUBIB y kibepnpocTopi, a
TaKkoX yMiHb 3aCTOCOBYBaTM MpPaBOBi Ta TeXHiYHi MexaHiamMu gns 3anobiraHHA N po3cnigyBaHHA
KiGepiHUMOeHTIB.

OCHOBHI 3aBaHHA BUBYEHHS AUCLUMNIHW:

3aCBOEHHA TEOPETUYHNX OCHOB iH(POPMaLLIMHOrO NpaBa Ta iXHbOro 3aCTOCyBaHHA Y cdhepi kibepbesneku;
HabyTTs 3HaHb NPO Mi>XXKHAPOAHI Ta HaLiOHanbHI CTaHAApPTKU Kibep3axumcTy, peryntoBaHHS NePCOHanbHUX
OaHUX i LMPPOBOro KOHTEHTY;

BMBYEHHS NPaABOBOro pexumy iHgopmaldii 3 06MeXeHnM 4OCTYNOM Ta MEXaHi3MiB ii 3axXucTy;
O3HAMOMIEHHS 3 NPaABOBMMMW acnekTaMu pyHKLIOHYBaHHS Megia, udpoBux nnartdopm i rmobanbHux
iHdbopMaLinH1X cepBiciB;

dopMyBaHHS HaBMYOK igeHTMdiKaLil, AOKYMEHTyBaHHA Ta npaBoBOI kBanidikauii Kibep3noyuHis,
3aCTOCyBaHHS MeTOAIB LMPPOBOT KPUMIHANICTUKY;

ornaHyBaHHS NPaBOBUX OCHOB PEryoBaHHA Ta 3aXUCTY LMGPOBMX aKTUBIB (KPMNTOBANIOT, TOKEHIB, NFT)
y HaLioHanbHOMY Ta MibKHapogHOMY rpasi.

MpeameT AncumniiHM — NpaBOBi HOPMW, IHCTUTYTM Ta MeXaHi3MuU perynioBaHHA BiQHOCWUH Yy cdepi
iHopMaLinHoi Besnekun, Kibep3axmncTy Ta LMPOBMX aKTUBIB, @ TaKOX MeTOoau NPaBOBOro pearyBaHHs
Ha 3arpo3u 1 NopyLUEeHHS y KibepnpocTopi.

dopmart 3aHATb

Jlekuii, npakTU4Hi 3aHATTH, camocCTinHa poboTa, KoHCynbTauil. [iACyMKOBMIA KOHTPOMb —
andbepeHuinoBaHnin 3anikx.

KomneTeHTHOCTI

3K1. 3gaTtHicTb peanisyBatu CBOi npaea i 060B’A3KM SIK YfieHa CyCcninbCTBa, YCBIAOMIOBATM LIIHHOCTI
rPOMaasAHCBKOro (BiflbHOro AEMOKPATUYHOIO) CyCniNbCTBa Ta HEOOXIAHICTb oro ctanoro (6e3nevyHoro)
PO3BUTKY, BEPXOBEHCTBA NpaBa, Npas i cBO60A NMOAMHM | rpoMagsaHHa B YKpaiHi.

3K6. 3gaTHicTb 0o aganTauii Ta il B HOBIN cuTyalii.

3K7. 3gatHicTb 4o nowwyky, 06pobneHHd Ta aHani3y iHdopmaLii 3 pisHUX gxxepern.

3K8. 3gaTHicTb BMKOPUCTOBYBATU iHCpOpMaLiiHi Ta KOMYHIKaLiHi TEXHOIOTIT i Ha Wit OCHOBI hopmyBaTK
eeKTUBHY cuCTEMY iH(pOpMaLiNHO-aHaNITUYHOro 3abe3neyeHHs NIATPUMKN NPUAHATTS YNPaBiHCbKNX
pilLeHb Woao 3anobiraHHs, NpoTUAIT Ta HerWTpanisadii 3arpo3 HauioHanbHiIn 6e3nedi.

CK1. 3paTtHicTb BUKOpMCTOBYBaTH 6E3MEKOBI pEXUMU Nif Yac BUKOHAHHSA CNY>X60BNX 060B’A3KIB.

CK2. 3poaTHicTb aHanisyBaTh BMKIIMKM Ta 3arpo3un HauioHanbHi 6e3nedi 3a HanpssMkaMy NpodeciHoi
[isSiNbHOCTI, CUMHTe3yBaTU iHopmauilo wWwoao po3pobneHHs Ta peanisauii enemeHTiB cTparterin y
BM3Ha4anbHUX cpepax HauioHanbHOi 6e3nekun (MoMiTUYHIN, EKOHOMIYHIN, CoUianbHii, ryMaHiTapHin).
CK7. 3paTHicTb BM3Ha4aTh HeobXigHI NpaBoOBi Ta OpraHisauinHi 3axoan BperyrnoBaHHA KOHMMIKTIB,
MoB’sA3aHMUX i3 3a0e3nevYeHHAM HaLlioHanbHOI 6e3neku.

CK9. 3gaTtHicTb BUKOPUCTOBYBATW 3HAHHSA WOA40 6e3NeKOBOI CKNaA0BOI 30BHILLHBOT NOSIITUKMA YKpaiHu
Ta iHWKX aepxas..

CK10. 3paTHicTb 3acBOlBaTM OCHOBHI TEOPETUMYHI MOHATTA Ta HabyTTa NpPakTUYHMX HaBUYOK
OOCnigKEHHS, NiArOTOBKN JOKYMEHTIB Ta IX BUKOPUCTaAHHS B YNpaBniHCBKiN QiSNbHOCTI.

CK14. 3gaTHicTb 34iicHIOBaTV MOHITOPUHI 30BHILLUHLOT Ta BHYTPILLUHBOI MNOMITUKN OEPXaBW Y KOHTEKCTI
3abe3neyeHHs HauioHanbHOI 6eanekn, roTyBaTu NPoONo3unuii Woao NigBULLIEHHS i eEKTUBHOCTI.
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Pesyn bTaTun HaB4YaHHA

PH1. BmiTn peanizoByBatu cBOi npaBa i 060B’3KM K YrieHa CycnifbCTBa, YCBIAOMMOBATU LiHHOCTI
rPoMaasiHCbKOro CycnifibCTea (BiNbHOro 4EMOKPATUYHOrO) Ta HEOOXIAHICTL oro ctanoro (6eanevyHoro)
pPO3BUTKY, BEPXOBEHCTBA MpaBa, NpaB i cBo60 NoguHM i rpoMagsaHnHa B YKpaiHi.

PH3. BMiTn 3a gonomoroio abCTpakTHOrO MMUCAEHHS, aHanidy Ta CUMHTEe3y OUiHIoBaTW pesynbTaTu
npodecivHoi AianbHOCTI Ta 3abe3nevyBaTi i AKICTb, OYTM KPUTUHHUM | CAMOKPUTUYHUM, HANnosnernmemnm
00 NOCTaBNEHUX 3aBAaHb i B3ATUX 3000B’A3aHb.

PH4. BinbHo cninkyBaTUca gepXKaBHOH MOBOIO.

PH5. BinbHo cninkyBaTncst iHO3eMHOK MOBOIO Y MeXax NoTpebu cBoei NpodecCinHoi AisnbHOCTI

PH6. BmiT aganToByBaTUCh 40 HOBUX BUKINUKIB Ta AiN Y NEBHUX CUTYaLiaX.

PH7. BMiTK BUSIBRSTK, CTaBUTK Ta BUPiLLYBaTK NPOdECinHi 3aBAaHHSA, BMITK y3aranbHOBaTU OTPUMaHi
pe3ynbtatn, 06pobnaATK Ta aHanisyBaTu iHpopMaLito 3 pisHUX Jxxepen, oopMoBaTh i Npe3eHTyBaTn
pesynbTaTh JOCNigKeHb BigMNOBIgHO 0O BUMOT.

PH8. BMiT BMKOpUcTOBYBaTU iHOPMALNHI Ta KOMYHIKaLiNHI TeXHOMO il i Ha uih OCHOBI hopMyBaTH
edEeKTUBHI CUCTEMU iHPOPMALIMHO-aHanN TUYHOro 3abesnevyeHHs NiATPUMKN NPUAHATTA pilleHb Woao
3anobiraHHs, NpoTKAil Ta HenTpanisauii 3arpo3 HauioHanbHIn 6e3nekun.

PH9. BmiTn BMkopuctoByBaTh 6€3MEKOBI peXXnMm Mifg Yac BUKOHAHHS Criykb6oBnx 060B’A3KiIB.

PH10. BmiTn ananisyBaTtv BMKIIMKM Ta 3arpo3n HauioHanbHi 6e3neui 3a Hanpamamu npogecinHoi
AiSANbHOCTI Ta CUHTE3yBaTW iHpopMaLito LWOAO po3pobneHHs Ta peanisauii cTpaTerin y BU3HavyanbHuX
chepax HauioHanbHOi 6e3nekn (NONITUYHIN, EKOHOMIYHIN, coLianbHin, ryMaHiTapHin).

PH12. BmitTn 3actocoByBaTv 3HaHHS 3 OCHOB Teopii HauioHanbHOiI 6e3neku, 30Kpema: OLuiHBaTK
00CTaHOBKY, piBEHb BUKIUKIB Ta 3arpo3 HauioHarnbHin 6e3nedi.

PH15. Bmitv BM3HayaTu HeobOXigHi MpaBOBi Ta OpraHis3auiliHi 3axoau BperynoBaHHA KOHQIIKTIB,
NnoB’si3aHunX i3 3abe3neyeHHsIM HaLlioHanbHOT 0e3neku.

PH16. BukopuctoByBaTty y NpoecCinHin fianbHOCTI OKpeMi efleMeHTU MexaHiaMy BNnuBy Ta B3aemogii
y npoueci 3abe3neyeHHs1 OKpeMUX CKNnagoBuX HauioHanbHOT 6e3neku.

PH17. BMiT BUMKOpUCTOBYBaTU OTPUMaHi 3HaHHSA LWoA0 6e3neKkoBOoi CKagoBOI 30BHILUHBOI MOMITUKK
YKpaiHu Ta iHWKnX gepxas.

PH18. Po3yMiT OCHOBHI TEOPETUYHI NOHATTS, 3aCTOCOBYBaTWN HAbyTi NPaKTUYHI HABUYKN AOCAIOKEHHS
Ta NigroToBKMN OOKYMEHTIB, iX NPaBUNIbHOrO BUKOPUCTAHHS B YNPaBiHCbKiN AiSNbHOCTI.

PH19. BmiTn BMKOpUCTOBYBaTM Yy MNPOMIECINHIA LianNbHOCTI METOAM Ta IHCTPYMEHTW oOpradisadii
couianbHOI B3aeMogii, cniBpobITHMLTBA Ta pO3B’A3aHHs KOHMNIKTIB y cdepi npodecinHoi AignbHOCTI,
NPaKTU4YHI HaBWYKW, TaKTUKy Ta NpuriomMu, poboTn 3 noabMu B iHTepecax cnyX6oBOi AisinbHOCTI:
npautoBaTi y KOMaHai 3 No3uuin nigepa, pagHuka (KOHCyNbTaHTa), TOMiYHUKA, MNaHyBaTy BUKOPUCTAHHS
yacy Ta BM3Hadatu cTumynu i 6ap’epyn edekTuBHOI poboTwy, 34iMCHIOBATM PO3Noain (generysaHHs)
dOYHKLi, NOBHOBAXEHD i BiANOBIAANbHOCTI MiXXK BUKOHaBLSIMMN.

PH21. Bmitn ouiHoBaTM BnnveB rnodanbHMXx npobnem i TpaHcdopMalill reonosiTM4HOro Ta
re0eKOHOMIYHOro MNPOCTOPY Ha HauioHanbHy 6e3neky, 3AINCHIOBATM MOHITOPUHI 30BHIWHBOI Ta
BHYTPILLHBOT MOMITUKN OepXXaBU Yy KOHTEKCTi 3abesnedyeHHsa HauioHanbHOi 6e3neku Ta rotyeBatu
Npono3unLii LWoAo NiABULLEHHS iT e(PEKTUBHOCTI.

O6car gucumnniHun

3aranbHui obcar aucumnnidm 120 roa. (4 kpeauTtn ECTS): nekuii - 32 rod., NpakTUYHI 3aHATTS - 16 roa.,
camocTinHa poboTa - 72 rog.

NMepeaymoBu BUBYEHHA AUcUUNNiHU (NPepeKBi3UTK)

[ns ycnilwHOro NpoxomKeHHS Kypcy HeobXigHO MaTu 3HaHHA Ta NPaKTUYHI HaBMYKWU 3 AUCLMMAIHK
«[1paBoO3HaBCTBO» - pPO3YMIHHA OCHOBHUX MNPWHUMMIB npaBa, CUCTEMM 3aKkoHoAaBCTBa Ta
NpaBo3acTOCYyBaHHS;

«|HTenekTyanbHa BnacHiCTb» — 3HAHHA MPO NPaBOBMI PEXMM O0’EKTIB iHTENEeKTyanbHOI BNacHOCTI Ta
HaBWYKKW aHani3y NpaBoOBUX BIGHOCKH Y LIM(PPOBOMY cCepeoBULL;

«OcHoBM kibepbesneku» (6a3o0BMI KypcC) — NOYATKOBI YSIBMIEHHS NPO iHGhopMaLinHi 3arpo3u, 3acobu ix
BUSIBNEHHS | 3anobiraHHs.
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OcobnuBocTi agucumnniHu, MeToAu Ta TeXHoMnorii HaBYaHHA

B xogi BuknNagaHHA gucumnniHM BUKNagayemM 3aCTOCOBYHTLCS MOSACHIOBANbHO-INOCTPATUBHUN
(iHcbopmaLiHO-peLenTUBHUIN) Ta PENPOaYKTUBHUA METOAMN HaBYaHHSA. B SKOCTi MeToaiB BMKNagaHHS,
sIKi HanpaBreHi Ha aKkTMBI3aUil Ta CTUMYSOBAHHS HaBYalibHO-Mi3HABAsbHOI OisinbHOCTI 3406yBadviB,
3aCTOCOBYHOTbCA Npe3eHTauii, 6ecian, iHaMBiayanbHi rpynoBi NPOEKTU, MancTep-Knacu. BUKOPUCTAHHS
oHnarH-pecypcis (WIPO, GDPR portal, peecTpu CyaoBUX pillieHb.

NMporpama HaB4YanNbHOI AUCLUMNNIHN

HaB4yanbHi 3aHATTA

Jekuii
Temun nekuin KinbkicTb roguH
Tema 1. IHcpopMmauiiHe NnpaBo Ta Kibepbe3neka. 4

IHdopmauiss sk 06’eKT npaBoBOro perynioBaHHsA. Ponb npaBa y cuctemi
HauioHanbHOI Kibepbeanekn. 3akoH YkpaiHM " Npo OCHOBHI 3acaaun 3abe3neyeHHs
Kibepbesnekn"

Tema 2. IHcpopMmaUiiHe CycninbCTBO | Cy4acHi BUKNUKKU 6e3neku 4
IHpopmauiiHa kynbTypa | umdpoBa rpamoTHicTb. Kibepsarposn ana ocobw,
cycninbcTBa, Aepxasu. NIST Cybersecurity Framework Sk Moenb pearyBaHHS.

Tema 3. NMpaBoBuM pexxum iHcpopmaLii Ta nepcoHanbHMUX AaHUX. 4
lMepcoHanbHi AaHi, GDPR Ta ykpaiHCbke 3akoHOAaBCTBO. KOHBEHLiT. BUTOKM gaHumXx,
Kencu KibepiHLMaEHTIB.

Tema 4. IHdpopmauinHa AisnbHICTL Ta LM pPOBI cepBicu. 4
E-ypsioyBaHHs, peecTpun, XMapHi cepBicW. 3axUCT [OaHuUX Yy [AEpXaBHUX i
KoprnopaTtmBHuX cuctemax. ISO/IEC 27018 gk ocHoBa AN XMapHOi 6e3nekn

Tema 5. Megia, undposi nnardopmu Ta iHbopmauinHi BitHMK. 4
3akoH «[po megia», perynioBaHHs coumepex. Maninynsuii, aesiHgopmadis, IMCO.
Digital Services Act (EC) Ta gocsig YkpaiHu.

Tema 6. . IHhbopmauis 3 o6MexxeHUM JOCTYNOM Ta Kibep3axucT. 4
Knacudikauis: pepxaBHa TaemHuus, cnyxboBa, kKomepuiiHa. MixHapoaHi
cTtaHgapTv 3axucty (ISO/IEC 15408). Kibep3axmcT KpUTUYHOT iIHDpaCTpyKTypu.

Tema 7. BignoBiganbHicTb 3a NpaBONOpPYLUEHHSA Ta KiGep3no4nHu. 4
AomiHictpatmBHa | KpumiHanbHa BignosiganbHictb. CtaTtti KKY 361-363
(HECaHKUIOHOBaHUN  JOCTyn, BTpy4vaHHs). byganewTcbka KOHBEHUiS npo
Kibep3noumnHHicTb. LiIndposa kpnmiHanictnka: 3éupaHHs gokasis

Tema 8. [paBoBe perynoBaHHA Ta 3aXUCT LM POBUX aKTUBIB. 4
KpuntoBantoTtu, TokeHn, NFT sik HOBi 06’ekTy NnpaBa. 3akoH YkpaiHu «[1po BipTyanbHi

aktmem» (2022). MixHapogHun pocsig (MiCA - €C, FinCEN - CLUA). Pusnkn:
BiAMMBAHHSA KOLUTIB, LIAxXpancTeo, Kibepkpagikku. 3axmMCT LUMPPOBUX aKTUBIB:

TEeXHIYHi 1M npaBoBi MexaHi3mu (cMapT-koHTpakTn, KYC/AML, GaratopiBHeBui

3axuCT ramaHuiB).

3aranbHa KinbKicTb roguH 32

MpakTU4Hi 3aHATTA

KinbkicTb Barosi
TeMu npakT4HMX/CeMiHapCbKMNX 3aHATb roaviH KoedilieHTn a

Tema 1. Micue iHcphopmauinHoro npaBa y cuctemi npaBa YKpaiHu. 4 -
MoHaTTa Ta npeameT iHopmauiiHoro npaea. 3B’A30K i3
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KOHCTUTYUINHUM, UMBIbHUM, aAMiHICTPAaTUBHUM Ta KpUMiHaNbHUM
npasom. HopmatmBHo-npaBoBa 6a3a (KoHcTuTyuia Ykpainu, LIKY,
KKY, 3akoH «[po iHdopmauito», 3akoH «[po goctyn go ny6nivHoi
iHdopMmalii»). CknagaHHa cxemn «Micue iHopmaLinHoro npaea y
cuctemi npaea YkpaiHu». BUCHOBKM Npo iHTerpaTUBHWUA Xapaktep
iHdbopMauinHoro rpasa.

Tema 2. BuaBneHHA Ta aHani3 kibep3arpos ans iHpopmauinHoro
cycninbcTBa.

OcHoBHI  TUNU KiBep3arpos: enkn, MaHinynauii, nponaraHaa,
iHdopMauinHi aTakn. O3Hakn HegocToBipHOI iHdopmauii y 3MI Ta
couMepexax. IHCTpyMeHTU dakTyekiHry: StopFake, EU vs Disinfo,
Bellingcat, Google Fact Check, InVID. NpakTuyHe 3aBgaHHA: obpatu
2-3 npuknagu (HOBMHA, NOCT, CTATTA), BU3HAYMUTM O3HAKN PENKY Yun
MaHinynsauii, nepesipuT1 OCTOBIPHICTb 3a JONOMOrO iIHCTPYMEHTIB,
cknacTu Tabnuuto 3 peaynbTataMmn. BUCHOBKM Npo porb dhakTYeKiHry
B CUCTeMI Kibepbesneku.

Tema 3. ABTOpCHLKe npaBo y LucpoBoMy cepeaoBHULLI.

ABTOpCbke nNpaBO Ha nporpamHe 3abe3neyeHHs, 6asu aaHux,
LUMdpoBNA KOHTEHT. lMopyLUEeHHS aBTOPCbKMX MpaB y MepexXeBOMYy
cepenoBuLLI: NipaTCTBO, HemneranbHe KONitoBaHHSA, XakepCbKi BUTOKM.
Ponb uudpoeux nnatdopm y 3abesneyeHHi 3axucTy aBTOPCbKUX
npas. AHani3 npouenyp notice-and-takedown Ha npuknagi YouTube,
Facebook, TikTok.

Tema 4. [NepcoHanbHi AaHi ik 06’eKT Kibep3axucTy.

MpaBoBUn pexxum NnepcoHarbHUX AaHNX 3a 3aKOHO4AaBCTBOM YKpaiHW.
Bumorn GDPR sK MiXXHapogHOro ctaHgapTy. I[HCTpyMeHTU i meToam
Kibep3axmncTy nepcoHanbHUX AaHux. MNpakTnyHe JOCHioKEeHHS KenciB
BUTOKY pfaHumx (Hanpuknag, «[is», LinkedIn). BucHoBkn wono
BiZANOBIAaNbHOCTI 32 NOPYLUEHHS peXUMy NepcoHanbHUX JaHUX.

Tema 5. LlucppoBsi noka3u Ta cynoBa ekcnepTusa.

Ornag ISO/IEC 27001, NIST Cybersecurity Framework, GDPR,
BypoanewTcbkol  KOHBEHUii Npo  KiBep3no4vnHHICTb. [lopiBHAHHSA
nigxoais YkpaiHn Ta €C. lNpakTnyHe 3aBOaHHSA: CKMacTu CXemy
3actocyBaHHsA ctaHgapTy NIST abo ISO/IEC ons opraHisadii 6esneku
OaHUX B YMOBHI KOMNaHii.

Tema 6.. MixxHapogHi ctaHaapTu iHcpopmauinHoi 6e3neku.
MeToan nowmnpeHHs gesiHgopmaldii. Bnnme iHdhopmaLuinHmx onepadin
Ha CycninbCTBO Ta [AepaBy. IHCTPyYMeHTW npoTugii: dakTyekiHr,
KibepririeHa, uudpoBa rpamoTHICTb. [lpakTuyHe [ocCnigXKeHHS
npuvKnagis poCinCbKMX iHpOpMaLinHNX aTak NPoTU YKpaiHu.

Tema 7. IHcpopmauinHi BinHKM Ta paesiHdopmauis.

MeToau nowmnpeHHs gesiHgopmaldii. Bnnme iHgdopmaLinHmx onepadin
Ha CcycninbCTBO Ta [AepxaBy. IHCTPyMeHTW npoTugii: dakTyekiHr,
KibepririeHa, uMdpoBa rpamMoTHICTb. [lpakTnyHe [OOoCniAKEHHS
NpuKNagiB pocincbkux iHopMaLinHUX atak NpoTn YKpaiHu.

Tema 8. [NpaBoBe peryntoBaHHA Ta 3aXUCT LUPPOBUX aKTUBIB.

KpuntoBantotun, TokeHn, NFT gk HOBiI 06’ekTM npaBa. 3akoH YKpaiHu
«[Mpo BipTyanbHi akTnBm» (2022). MixxHapogHui gocsig (MiCA - €C,
FinCEN - CLWA). Pusnkn: BigMMBaHHA KOLITIB, LUAXpamcTBo,
Kibepkpagikkn. 3axmcT UMPPOBMX aKTMBIB: TEXHIYHI W MNpaBOBi
MexaHiamn (cmapT-koHTpakTh, KYC/AML, ©araTopiBHEBUM 3axucT

4 0,1
4 -

4 0,1
4 0,1
4 0,1
4 0,1
4 0,1
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ramaHuiB). [NpakTMyHe 3aBOaHHSA: aHani3 KewuciB Lwwaxpancrea 3
KpynToBantoTamu.

3aranbHa KinbKicTb roguH 32 1
Z a;=0,6

i=1
KoHTponbHi po6oTtu

TeMu KOHTPOSbHUX POGIT Barosi

KoediuieHTn b
Tema 1. BasoBi npuHuunM nobynoBu Ta (PyHKUiIOHYBaHHA KOMMN'HOTEPHMUX 0,15
Mepex.

OcHoBHi nonoxeHHA Teopii B3aemogiil Biakputnx cnctem. Mogenes OSI ta TCP/IP:
npuUHUMNK, piBHi, dyHKUIT. MeToaun KomyTauii Ta NOBTOPHOT Nepeadi faHux. Mepexa
Ethernet: po3BUTOK CTaHOapTiB, ocobnmBocTi pobotn, npoTtokon CSMA/CD.
MpoTokon IP (IPv4/IPv6): CTPYKTYpa, NPUHUMNM agpecaLii Ta MapLupyT13adlii.

Tema 2. Cy4yacHi NpOTOKONM, TEXHONOTIiI Ta 6e3neKa KOMIM’ KTEPHUX MEPEeX. 0,15
MpoTtokonu TpaHcnopTHoro piBHA: TCP, UDP, RTP, ix 3actocyBaHH4. [MpoToKonu
MapupyTtusadii: RIP, OSPF (nopiBHANbHWMIA aHani3). Cy4acHi MepexeBi TeEXHOMOTIT:

VPN, xmapHi cepsicu, SDN. OcHoB/ MepexeBoi be3neku: TMNM aTak Ta MeToau

3axucTty. basoBa koHgirypauis komyTtatopie Ta MapuwpyTtmsaTopis (Cisco Packet

Tracer).

Tema 3. Be3neka KOMM’IOTEPHUX MEPEX Ta MeToaM ii 3abe3neyeHHs. 0,1
Knacudikauis 3arpos y nokanbHux Ta rnobanbHux mepexax. OCHOBHI MPUHLMNK

nobyaoBu 3axulleHnx mepex. Metoou ayTteHTudikauii Ta WNdpyBaHHA OaHUX.
BukopuctaHHa VPN gng 3axucty iHopmauinHux kaHanis. ®aepsonu, IDS/IPS

cucTemu Ta ix ponb y 6eaneu;.

3aranom Y, bi=04

CamocrTinHa po6oTa
[o camocTinHoi po60TK BiAHOCUTLCA CaMOCTINHE OnpaLloBaHHS TEOPETUYHOrO MaTepiany

OnpautoBaHHsA TeOpeTUYHOro martepian

Temn ons caMOCTIMHOIO BUBYEHHS KinbkicTb roguH

Tema 1. HauioHanbHe 3akoHOA4ABCTBO y chepi kKibepbe3aneku YkpaiHu. 11
3akoH YkpaiHu «[1po ocHOBHI 3acagu 3abe3snedeHHs kibepbesnekn YkpaiHn», 3akoH
Ykpainu «[po iHpopmauito», 3akoH YKkpaiHn «[1po 3axXucT nepcoHanbHMUX JaHNX».

Tema 2. lNpaBoBe perynoBaHHA 3axucty iHcopmauii B iHcopmauinHo- 11
TeneKoOMyHiKauiMHUX cucTtemax.

lMpaBoBi OCHOBM AepXaBHOI TaEMHMLUI Ta 3axucTy crnyxboBoi iHdopmaLii,
HopmaTuBHi akTn [epxcneyas’asky Ta HBY y cdepi kibepsaxmcTy.

Tema 3. MixxHapoAaHi ctaHpgapTu Kibepb6e3neku. 10
ISO/IEC 27001, ISO/IEC 27002, NIST Cybersecurity Framework (CSF), anpektueu
NIS Ta NIS2 €C.

Tema 4. €Bponencbke perynioBaHHA y ccepi Kibepbe3nekn Ta gaHUX. 10
3aranbHui pernameHT 3axucTty gaHux (GDPR), gupektma €C npo kibep3noymHm
Ta kibepbe3neky, NIS2 Directive.

Tema 5. MixHapoaHo-npaBoBi aktu y cdepi  Kibepbesneku. 10
ByganewTcbka KOHBEHLiA Mpo  KiGepanoumnHHicTe (2001), pesontouii Ta
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pekomengauii OOH y cdepi iHdbopmauinHoi 6e3nekn, npaktuka HATO y cdepi
KibepobopoHu.

Tema 6. Kioep3no4nHHiICTb | KpUMiHaNbLHO-NMPaBOBiI MexaHi3amMu npoTuaii. 10
KpumiHanbHun kogekc YkpaiHm (po3agin XVI), knacudikauia kidepsno4yvHiB 3a
INTERPOL Ta EUROPOL.

Tema 7. 3axucT npaB NOAUHU B KibepnpocTtopi. 10
lMpaBo Ha NpMBaTHICTb Y LMGPOBY enoxy, €EBponencbka KOHBEHLS 3 NPaB Ni0gMHM

(cT. 8 - NnpaBo Ha noBary 4O NPMBATHOIO XMUTTA), 6anaHc mixx cBoboaol0 CrioBa Ta
©0opoTLO010 3 KIGEP3MOUYNHHICTIO.

Tema 8. [lpaBoBe peryntoBaHHA KPUTUYHOI iH(bpacTpyKTypw. 10
MoHATTA Ta KaTeropii KpUTUYHOI iHopMauiiHOI iHPacTpyKTypKu, pernameHTu
LLIOO0 3aXUCTY eHepreTUYHUX, TPaHCNOPTHUX Ta (PiHAHCOBUX CUCTEM.

Tema 9. ETM4YHi Ta npaBOBi acnekTM BUKOPUCTAHHA TEXHOJIOriA LWITY4YHOro 10
iHTenekTy Ta Big Data y cdepi Kibepbesneku.

BukopuctaHHa LI Ta Big Data y kibep3axucTi CTBOPHE HOBIi MOXMMBOCTI, ane
NopoaKye NPaBOBi N eTUYHI BUKITUKK: MPO30pPICTb anropuTMIB, BiANOBiAanNbHICTL 3a

TXHi piLUEHHSs, PU3NKN OUCKPUMIHAUIT Ta NOpPYLUEHHA MPUBATHOCTI. 3HaYHy porb
BigirpatoTb MiXkKHApOOHI CTaH4apTK Ta pernaMmeHTu, 3okpema GDPR i €Bponencbkui

akT npo LWI.

Tema 10. lMpaktuka cyaiB YkpaiHm T1a €C y cnpaBax, NOB’A3aHMUX i3 10
Kibep3no4ynHamu Ta Kibepsaxmucrom.

CypoBa npakTuka AeMOHCTPY€E 3aCTOCYBaHHSA HOPM LLOAO KiGep3noYmnHiB i 3axucTty

JaHux. B YkpaiHi ue cnpaBuM NpO HeECaHKUIiOHOBAHWA [OCTYN | HE3aKOHHe
BMKOPUCTaHHS NepcoHanbHMx aanHux, y €C - piweHHs Digital Rights Ireland, Schrems

I Ta II, aki BM3Ha4alTb nigxogn Ao GanaHcy Mmixk kibepbesnekoi Ta npaBamu

NOANHW.

3aranbHa KinbKicTb roguH 72

HedopmanbHa ocBiTa

3p06yBay Mae MOXMBICTb Nepe3apaxyBaTit OKPeMi TeMr abo Kypc LUNAXOM: MPOXOLKEHHS
NPOMECINHMX KYPCiB YN TPEHIHTIB, OHNAaNH-0CBITH, NPOMECIHUX CTaXyBaHb, Y cdepi, Lo Bignosigae
HaBYanbHUM LiNAM gUCLMNNIHW.

[ns 3apaxyBaHHA HeOOXigHO HagaTu: cepTudikaT (eNeKTPOHHU abo APYKOBAHMI) NPO MPOXOAKEHHS
KypCy/CTaxyBaHHS, OnnC Nporpamun TPEHiHry i3 3a3HadYeHHsM 3MiCTy TeM, 06csary Ta TpyMBasnocTi.

PekomeHaoOBaHi Kypcu, TPEHiHIM, CTaXyBaHHA

1. Kypc «KibepririeHa onsi rpomagsH Ta opratisauii» (CERT-UA, depxaBHa cnyx0a cneuianbHOro
3B’A3Ky Ta 3axucTy iHbopmauii Ykpainm).

https://cybereducation.org.ua

2. Kypc «3axuct nepcoHanbHuX AaHWX: 3aKOHOOABYi BUMOTM Ta NpPakTUYHi acnektn» (Prometheus).
https://prometheus.org.ua

3. Kypc «Kibepbesneka Ta npaso» (Buwa wkona agsokatypu HAAY).

https://hsa.org.ua

4. «Cybersecurity Law and Policy» (Harvard Online, edX).
https://online-learning.harvard.edu/course/cybersecurity-law-and-polic

5. «EU Cybersecurity and Data Protection Regulation» (Coursera, Leiden University).
https://www.coursera.org/learn/cyber-security-european-union

6. «NIS2 Directive and EU Cybersecurity Compliance» (FutureLearn).

https://www.futurelearn.com/courses/nis2-directive
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https://cybereducation.org.ua
https://prometheus.org.ua
https://hsa.org.ua
https://online-learning.harvard.edu/course/cybersecurity-law-and-policy
https://www.coursera.org/learn/cyber-security-european-union
https://www.futurelearn.com/courses/nis2-directive

7. «Data Protection and Privacy Law (GDPR)» (Udemy).
https://www.udemy.com/course/general-data-protection-regulation/

8. «Cybercrime Law and the Budapest Convention» (Council of Europe Training Platform).
https://www.coe.int/en/web/cybercrime/octopus-online-interactive-tools

Nitepatypa, HaBYanbHi MaTepianu Ta iHcpopmMauinHi pecypcu

OcHoBHa nitepartypa

1. MNpaBoBe 3a6e3neyeHHs iHpopMaLinHoi 6e3nekn: HaBYanbHUn NnocidHuk / B. M. FopbyniH, O. T
EapaHOB B. }O LI,|/|M6an+0K -K.: HAy 2015.-368c.

bezpeky. pdf

2. 3akoH YKpainu «[1po ocHoBHI 3acaam 3abe3neyeHHs kibepbesnekn Ykpainu» Big 05.10.2017 p. N©
2163-VIIIL

https://zakon.rada.gov.ua/laws/show/2163-19

3. 3akoH Ykpainu «[po iHpopmauito» Big 02.10.1992 p. N2 2657-XI1I (i3 3miHamn).
https://zakon.rada.gov.ua/laws/show/2657-12

4. 3akoH Ykpainu «[1po 3axuct indhopmalii B iHpopmaLinHO-TeNEKOMYHiKaLiMHUX CUCTeMax» Big
05.07.1994 p. N2 80/94-BP.

https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80

5. Directive (EU) 2016/1148 (NIS Directive) concerning measures for a high common level of security of
network and information systems across the Union.

https://eur-lex.europa.eu/legal-content/EN/TXT /?uri=celex%3A320161L1148

6. Proposal for a Directive on measures for a high common level of cybersecurity across the Union (NIS2
Directive). — Brussels, 2020.

https://eur-lex.europa.eu/legal-content/EN/TXT /?uri=CELEX%3A52020PC0823

7.1SO/IEC 27001:2022. Information Security, Cybersecurity and Privacy Protection - Information
Security Management Systems — Requirements.

https://www.iso.org/standard /82875.html

8. NIST Cybersecurity Framework (CSF). - National Institute of Standards and Technology (USA), 2018.
https://www.nist.gov/cyberframework

9. NIST Special Publication 800-53 Rev. 5: Security and Privacy Controls for Information Systems and
Organizations. — Gaithersburg: NIST, 2020.

https://csre.nist.gov/publications/detail/sp/800-53 /rev-5/final

10. Kibepbesneka Ta kibep3axmcT: HaB4anbHui nocidHuk / C. €. Octanos, C. IN. €scees, O. . Koporb. -
K.:HAY, 2021.-482c.

http://kist.ntu.edu.ua/textPhD /kiberbezpeka.pdf

11. PomaHuyk O. HO. NMpaBoBe peryntoBaHHSA Kibep3no4mMHHOCTI B YKpaiHi: MoHorpadisi. - Jbeis : JIHY
iMmeHi IBaHa ®paHka, 2020. - 298 c.
https://dspace.lnu.edu.ua/bitstream/123456789/36589/1/Romanchuk.pdf

12. Budapest Convention on Cybercrime (2001). Council of Europe.
https://www.coe.int/en/web/cybercrime/the-budapest-convention

HJopatkoBa nitepaTtypa

8. Kibepbesneka : cyqacHi TeXHONOorii 3axncty. HaB4yanbHUIM NOCIOHMK ANSA CTYAEHTIB BULLMX
HaBYanbHuX 3aknagis. / C. E. Octanos, C. . €ecees, O.I. Koponb. - JIbsiB: «HoBun Cait- 2000», 2020 .
- 678c.

https://ns2000.com.ua/wp-content/uploads/2019/11 /Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf

Cucrtema ouiHIOBaHHA

MigcymkoBa OLiHKa 3 OCBITHLOrO KOMMOHEHTa BU3HA4YaeTbCA BignoBidanbHUM NIEKTOPOM 32 TeMaMW,
BMAAMW 3aHATb, TOLWLO Y BiANOBIAHOCTI A0 cunabycy i € iHTerpanbHOK OUHKOK pe3ynbTaTiB YCix BUA
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https://www.udemy.com/course/general-data-protection-regulation/
https://www.coe.int/en/web/cybercrime/octopus-online-interactive-tools
http://elar.naiau.kiev.ua/jspui/bitstream/123456789/4852/1/Pravove_zabezpechennia_informatsiinoi_bezpeky.pdf
http://elar.naiau.kiev.ua/jspui/bitstream/123456789/4852/1/Pravove_zabezpechennia_informatsiinoi_bezpeky.pdf
https://zakon.rada.gov.ua/laws/show/2163-19
https://zakon.rada.gov.ua/laws/show/2657-12
https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016L1148
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0823
https://www.iso.org/standard/82875.html
https://www.nist.gov/cyberframework
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
http://kist.ntu.edu.ua/textPhD/kiberbezpeka.pdf
https://dspace.lnu.edu.ua/bitstream/123456789/36589/1/Romanchuk.pdf
https://www.coe.int/en/web/cybercrime/the-budapest-convention
https://ns2000.com.ua/wp-content/uploads/2019/11/Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf

HaBYanbHOI AisnbHOCTI 3006yBada BMLOI OCBITK. [iaCcyMKOBa oLiHKa NOBMHHA BigobpaxkaTu BCi OLiHKK
3a CKITaoBMMUN HABYasIbHOMO MPOLIECY 3 YpaxyBaHHAM iX BAaroBMx NOKa3HUKIB k:

[MoTOYHMI KOHTPONb KoHTponbHi poboTun IHomBigyanbHe MigcymKoBUM KOHTPOSb
(NpaKTWYHI, ceMiHapcbki,  (3a HasiBHOCTI), ko 3aBAaHHSA (ons OK 3 icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasiBHOCTI), k3

0,6 0,4

Cyma koeilieHTiB MOBMHHA cKNagaTtu oanHMLo: k1 + ko + k3 + k4 = 1. Migbip Barosux koedilieHTIB
NiACYMKOBOI OLliHKW 34INCHIOE PO3POOHMK KypCy.
Po3paxyHOoK NigcyMKOBOI OLiHKM NPOBOAUTLCA 3@ hOPMYIIOH0:

O=0M-k1+K-ky+1 'k3+r|K'k4
ne: [1-cepegHbo3BaXeHa cepeHs OLiHKa 3a NOTOYHUI KOHTPOIb
| - ouiHKa 3@ BUKOHAHHSA iHAMBIQYaNbHOroO 3aBAaHHS
K - cepeaHbo3BaXeHa OLiHKa 3a KOHTPOIbHI poboTH
Ik - oUiHKa 3a NiaCYyMKOBUIA KOHTPOMb

My-ay+My-ap+.. 411, -a,
- n
Y @

Ae: a; - BaroBun koeilieHT 3a KOXHe npakTnyHe (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_Kl 'b1+K2 'b2+...+Km bm
E;il bi
ae: b, - BaroBum KoeiLieHT 3a KOXHY KOHTPOISbHY poBoTy.

K

Likana ouiHlOBaHHA
MoTOYHI ouiHKK 3a KOXHY cknagosy (M, K, 1,...)

BMCTaBNsAOTbCA 32 100-6anbHOL0 LWKanoto 3rigHo 3 ggjl_\ﬂz HauioHarnbHa oujiHka ECTS
nonoxeHHsM «[1po KpuTepii Ta CMCTEMY OLIHIOBAHHA  "9(_100 BiAMIHHO A
3HaHb Ta BMiHb i PO PEUTUHT 3400yBadyiB BULLLOT 82-89 [o6pe B
ocBitu» HTY «XII». 75-81 [lo6pe C
. . _ _ 64-74 3agoBinbHO D
MigcymkoBa oujiHKa BUCTaBMSETLCA Bi4NOBIAHO 40 60-63 3370BINbHO E
po3paxoBaHoi O 3 OKpYrMeHHAM 40 HAaNGMXK4oro 3559 HesagoBinbHo X
Linoro yncra B GinbLly CTOPOHY. (NOTpiGHe nopaTkose
BMBYEHHA)
1-34 HesagoBinbHO F
(NoTpiGHe NOBTOpPHE
BMBYEHHSA)

Hopmu akagemMiuyHOI eTUKM i NosliTUKa Kypcy

3po06yBay BMLOI OCBITU MNOBUHEH AOTpUMyBaTUcA «Kogekcy eTukM akagemidyHMX B3aEMOBIOHOCUH Ta
nobpoyecHocTi HTY «XIl»: BUABNATM AMCUMNNIHOBAHICTb, BUXOBaHICTb, 4OOPO3NYNMBICTb, YECHICTb,
BignoBiganbHicTb. KOHQMIKTHI cuTyauii NoBMHHI BigKpUTO 0BGroBOprOBaTUCA B HaBYallbHMX rpynax 3
BUKNagadem, a Npu HEMOXIMBOCTI BUPILLEHHSA KOHAQMIKTY — OOBOAMUTUCHA OO0 Bigoma cniBpobiTHMKIB
AVPEKLT IHCTUTYTY.

HopmaTuBHo-npaBoBe 3abesneyeHHs BNpoOBaKEHHS MPUHUMMIB akagemiyHoi gobpodecHocTti HTY

«XIl» poamiweHo Ha canTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty
https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty
https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty
http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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