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JTaypeat HauioHanbHOT npemil imeHi Bopuca MNaToHa.

KinbkicTb HaykoBux nybnikauin: noHaa 351, 3 HUX NATEHTIB HA KOPUCHY
Mogenb 44, 11 moHorpadin, 3 akux 10 KonekTuBHUX MoHorpadin, 31
HaBYanbHUIM NOCIOHKK, 3 AKMX 4 3 rpudom MiHicTepcTBa OCBITY | HAyKn
YkpaiHu, 149 ctaTTen y 3aKopJoHHUX BUOAHHAX Ta (paxoBUX BUOAHHAX
YKpaiHu, 3 HUX 61 y HAyKOMETPUYHI 6a3i Scopus. [apaHT OCBITHLO-
npodecinHol nporpamu "Kibepbeaneka" nepLuoro (6akanaBpCbkoro) piBHA
BULLIOT OCBITW. [poBigHMI NeKkTop 3 gucuunsiii: MatemaTuyHi OCHOBM
kpunTonorii, Komn'totepHi mepexi, OcHOBM kpunTorpadivyHOro 3axmcry,
MeToam kpuntoaHanisy, OcHoBu kibep6eaneku, Cy4qacHi npobnemum
NOCTKBAHTOBOI KpunTorpadii, OCHOBM HayKoBUX AocrigkeHsb, Lindposa
KpuMiHanicTuka, ETM4HMIM xakiHr y ctyaeHTiB 6akanaspiaTta Ta
mMarictpatypu, MeTogonorisi HaykoBoi Ta negaroriyHol 4ignbHOCTI B HayKax
Kibep3axucTy Ang acnipaHTis.

JeTanbHille Npo Buknagava Ha cauti kadeapu

3aranbHa iHcphopmauin

AHoTauin

HaeuanbHa gucuunnida "Komn'toTepHi mepexi" € 060B's13KkOBOK HaB4YasnbHOK gucumnniHor. Mepexesi
TEXHONOTrIi Ta iIHTEPHET BNIMBAIOTbL Ha N04EN MO-Pi3HOMY B Pi3HUX KpaiHaXx CBITYy. Y ManbyTHbOMY
OCHOBHIi HaNpsIMKN Anst pO3pO6HUKIB HOBUX TEXHOMOTi ByayTb NOB'A3aHi 3 BUKOPUCTAHHAM iHTEPHET B
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AKoCTi 6a3n AN CTBOPEHHSA HOBMX MPOAYKTIB i NOCIyr, po3pobreHunx cneuianbHO 3 ypaxyBaHHAM
MOXNunBocTen mepexi. OCKifbK1 pO3POBHUKN PO3LLMPIOIOTE MEXI JOCSKHOMO, MOXITMBOCTI B3AEMHO
NiAKMIOYEHMX MEPEXK, L0 YTBOPIOKTL iIHTEPHET, rpaTMMyTb Aedani Bce binbLue 3Ha4YeHHS B AOCATHEHHI
ycnixXy Uux NpoeKTiB.

MeTa Ta uini gucumnniHu

dopMyBaHHS TEOPETUYHMX 3HAaHb OCHOBHMX NMPUHLMNIB NOBYA0BM Cy4aCcHUX MepPEeX, A0 SKUX
BiQHOCATLCS NoKarnbHi, rMobanbHi Ta perioHanbHi Mepexi, 3a LONOMOro SKMX peani3oByOTbCSA HOBI
nigaxoam ynpaeniHHA CydacHUM iHopMaLinHUM CYCnifbCTBOM, @ TaKOX POPMYBaHHS MPaKTUYHUX
HaBMYOK i3 No6y0BM Ta ynpasniHHSA KOPNOpaTUBHUMW CUCTEMaMU Ta MepeXamu.

dopmart 3aHATb

Jlekuii, nabopaTopHi 3aHATTS, iHOMBIAYyanbHe 3aBOaHHS, CaMOCTilHa poboTa, KOHCYNbTaLil.
MiacymMKoOBUIM KOHTPOSb — iCNUT.

KomneTeHTHOCTI

3K7. 3gatHicTb 0o nowyky, 00pobneHHd Ta aHani3y iHdopmaLii 3 pisHUX gXKepern.

3K8. 3paTtHicTb BUKOPMCTOBYBATK iH(POPMALiNHi Ta KOMYHIKaLiiHi TEXHONOTT i Ha Ljii OCHOBI
dhopmyBaTh ePekTUBHY CUCTEMY iIHC(POPMALINHO-aHaNITUYHOro 3ab6e3neyYeHHs NiATPUMKM NMPUNHATTS
ynpaBniHCbKMNX pilleHb LWoAo 3anobiraHHs, NpoTUAIT Ta HenTpanisauii 3arpo3 HauioHanbHin 6e3nedi.
CK1. 3gatHicTb BUKOpMCTOBYBaTM BE3NEKOBI PEXMMM NI Yac BUKOHAHHSA Cry>00BMX 060B’SI3KIB.

CK2. 3gaTHicTb aHanisyBaTy BUKINMKM Ta 3arpo3un HauioHanbHin 6e3nedi 3a HanpsiMkamm NpodecinHoi
AisANbHOCTI, CMHTE3yBaTK iHpopMaLito Loao po3pobrneHHs Ta peanisaLii enemMeHTiB cTpaTeriny
BM3Ha4anbHUX cpepax HauioHanbHOi 6e3nekun (MoMiTUYHIN, EKOHOMIYHIN, CoUianbHiA, ryMaHiTapHin).
CK4. 3gaTHicTb 4eMOHCTpYBaTU Ta 3aCTOCOBYBATK 3HAHHS 3 OCHOB TEOPIT HauioHanbHOI 6e3neku.
CKS8. 3gaTHicTb BUKOpMCTOBYBATU MEXaHi3aMu 3abe3neyvyeHHs HauioHanbHoI 6e3nekn y ii BU3Ha4anbHmX
cepax.

Pe3ynbTaTtn HaBYaHHSA

PH3. BmiTi 3a gonomMoroto abcTpakTHOrO MUCIIEHHS, aHani3y Ta CUHTE3Y OLHIOBATU pe3yrbTaTu
NpoEeCIHOI AisinbHOCTI Ta 3abe3nevyBaTu ii AKICTb, OYTU KPUTUYHNM | CAMOKPUTUYHUIM,
HanonernMBnM Woa0 NOCTaBMEeHMX 3aBAaHb i B3ATUX 3060B’A3aHb.

PH7. BmiTh BUSBNATU, CTaBUTU Ta BUPIiLLYBaTK NPOdECiNHI 3aBAAHHS, BMITW y3aranbHIOBaTN OTPUMaHI
peaynbTaTt, 06pobnsaTK Ta aHanisyBaTy iHhopMaLito 3 pisHUX Jxepen, 0opMIoBaTH | Npe3eHTyBaTh
pesynbTaTh JOCNigKeHb BigMNoBigHO 4O BUMOT.

PH8. BmiTu BMKkopucTOBYBaTH iHOPMAaLLifHi Ta KOMYHiKaLinHi TeXHOOTIT i Ha Lin OCHOBI hopmyBaTH
edeKTUBHI cMCTEMM iIHPOPMALNHO-aHaNITUYHOro 3abe3neyYeHHs NiATPUMKM NPUNHATTSA pilleHb Woao
3anobiraHHs, NpoTUAil Ta HenTpanisadii 3arpo3 HauioHanbHin 6e3neku.

PH9. BmiTn BukopuctoByBaTh 6€3MEKOBI peXXMMM Mif, Yac BUKOHAHHS Cryk60Brnx 060B’A3KiIB.

PH10. BmiTi aHanisyBaTu BMKITMKK Ta 3arpo3un HaujioHarbHin 6e3newi 3a HanpsiMaMmm NpodecinHoi
AisANbHOCTI Ta CMHTEe3yBaTK iHhopMaLito Woao po3pobneHHs Ta peanisauii cTpaTerii y BU3Ha4anbHuX
chbepax HauioHanbHOT 6e3nekn (NONITUYHIN, EKOHOMIYHIN, couianbHin, 'yMaHiTapHin).

PH12. BmiTh 3acToCOBYBaTU 3HaHHSA 3 OCHOB TeOpii HauioHanbHOI 6e3neku, 3oKkpema: oLiHoBaTH
00CTaHOBKY, piBEHb BUKINUKIB Ta 3arpo3 HauioHarnbHin 6e3nedi.

PH16. BukopuctoByBaTtu y npodecinHin JisnbHOCTI OKpeMi erfieMeHTN MexaHiaMy BnnuBy Ta B3aeMogil
y npoueci 3abe3neyeHHsi OKpeMUX CKNaaoBMX HauioHanbHOi 6e3neku.

PH17. BMiTM BUKOPUCTOBYBATK OTPMMaHi 3HaHHS LLI0A0 Be3NeKoBOi CKIaAoBOI 30BHILLHbLOT NOSITUKK
YKkpaiHu Ta iHWNX gepxas.

PH19. BmiTu BukopuctoByBaTu y NPOMECinHIin 4iSNbHOCTI METOAM Ta IHCTPYMEHTM opraHisauii
couianbHoi B3aemogii, cniBpobiTHMLTBA Ta po3B’A3aHHs KOHMNIKTIB y cdpepi NpodecinHoT AianbHOCTI,
NPaKTUYHI HABUYKK, TAKTUKY Ta Npunomm, poboTu 3 NI0AbMU B iHTEpecax cnyx6oBoi AisnbHOCTI:
npauroBaTi y KOMaHai 3 no3uuin nigepa, pagHuka (KOHCynbTaHTa), NoMivyHMKa, NnaHysaTn
BMKOPUCTAHHSA Yacy Ta BU3Ha4aTu CTUMyNu i 6ap’epu edpekTMBHOT pob0oTH, 34iNCHIOBaT PO3noain
(oeneryBaHHSA) OYHKLiA, MOBHOBAXEHb i BiANOBIAanbHOCTI MiXK BUKOHaBLSIMW.
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O6car gucumnniHu

3aranbHu obcar aucumnninm 120 roa. (4 kpeguTtn ECTS): nekuii — 16 roa., nabopaTtopHi poboTtu - 32
rof., caMocTinHa poboTa - 72 rog.

NMepeaymoBu BUBYEHHA AUCUUNNiHU (NPEepPEKBi3UTK)

3akoHoaaBui 0OCHOBWM NpoLieciB iHopmaTusauii B YkpaiHi, BMiHHA BukopuctoByBaTt OC Linux, 3HaHHSA
MexaHiamiB poboTu 3 Packet Tracer.

OcobnuBocTi gucumnniHu, MeToAu Ta TeXHOMOorii HaBYaHHA

B xogfi BMknagaHHsa gucumnniHg BUKagavyeM 3acTOCOBYOTLCH NOACHIOBANbHO-INCTPaTUBHUN
(iHopMaLinHO-peLenTUBHMIA) Ta PENPOLYKTUBHUIN METOAN HaBYaHHS. B AKOCTi MeToiB BMKNadaHHs,
AIKi HaNpaBreHi Ha aKTUBI3aLito Ta CTUMYNIOBAHHS HABYanbHO-Mi3HABaNbHOI AisiNbHOCTI 3400yBadviB,
3aCTOCOBYHOTLCS Npe3eHTalii, 6ecian, iHaneigyanbHi rpynoBi NPOEKTN, MancTep-Knacu.

lNMporpama HaB4YanbHOI AUCLUNNIHN

HaB4yanbHi 3aHATTA

JNekuii
Temun nekuin KinbkicTb roguH
Tema 1. OCHOBHI NOMOXEHHSA Teopil B3aemopail BigKPUTUX CUCTEM. 2

XpoHonoriyHa HachnigHIiCTb BaXnNMBUX NoAin B icTopil po3BUTKY

KOMI IOTEPHUX MepeX. XpOHOosoriyHa HacnigHiCTb BaXnNMBUX noAin B
icTOpil pO3BUTKY KOMN'IOTEPHUX MepeX. 3araribHa CTPYKTypa cUcteMu
3B'A3Ky. MeToau komyTauii. [poTokonu rno6anbHUX mepex. ImoBipHo-
TUMYacoBi XxapakTepucTuku TexHonorin BIN. Ctek npoTokosniB Mepexi
X.25. TeopeTU4Hi cNocobm 3MeHLEeHHA HAAMIPHOCTi. ANropuTm
CTUCHEHHS noBTOoproBaHUX AaHUX RLE. AnroputMum CTUCHEHHS 3a
krnovyoBumu cnosamu KWE. AnroputMmu KoayBaHHS 3MiHHOT JOBXWUHMU.
KoayBaHHs iHbopMaLil y floKanbHUX Mepexax.

Tema 2. Mogens OSI. 1
Mopaenb B3aemogaii Bigkputux cuctem. baratopiBHeBa cuctema
BKNaflaHHA nakeTiB. BKIOYeHHSA NPOMiXKHUX NPpUCTPin Mmepexi. PyHKUiT
pi3HMX piBHIB iso/osi. TpaHcnopTHUM piBeHb. MeTOoAM B3aemogaii B
Mepexiosi/iso . ®yHKUii pi3HMX piBHIB iso/osi . KaHanbHUM piBeHb
iso/osi. PisnyHum piseHb (physical layer - pl). KaHanbHu# piBeHb
iso/osi. Anapartypa nokanbHux mepex. OCHOBHi (hbyHKLil aganTepiB.
PyHKUiI ApanBepa MepexeBoro agantepa B moaeni osi. [lpoTtokonu
BUCOKMUX pPiBHiB. [IPOTOKONMN BUCOKUX PiBHIB. TPaHCMOPTHI NPOTOKONMW.
MepexeBi npoTokonu. lpoTokonu cteky apple talk i Mmogens osi/iso .
Knacu mepex. CtaHgapTHi MepexeBi nporpamHi 3acobun. OgHopaHrosi
Mepexi. Mepexi Ha OCHOBI cepBepy.

Tema 3. AkicTb 06¢cnyrosyBaHHsA QoS. 1
OcHoBHi BUMoru. NokasHUK AKOCTi 06cnyropyBaHHsA Mmepexi. OCHOBHI
XapaKTepucTUKM BUpooHMuTBa. [oka3HUKK AKOCTiI Nnepenavi gaHuX.

[onyckHi 3Ha4YeHHSA BUMOT O OCHOBHMUX MOKa3HUKIB SIKOCTi. ANropuTtm
po3paxyHKy. [puknan po3paxyHky.

Kom' omepHi mepexi
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Tema 4. MeToau NnoBTOPHOI Nepeaadi. 1
Ctek npoToKoniB Mepexi X.25. MHoXuHa npoTokoniB hdlc. MeTtop 3

3YMUHKOIO Ta o4viKyBaHHAM . ARQ 3 napanenbHUM BUKOPUCTAHHAM

BipTyanbHuX KaHaniB. [loBTopHa nepeaaya Ha n KPOKiB Ha3ag,.

EdekTuBHicTb po60TK anroputmy ARQ Ha N KpokiB Ha3apa,. Nepepava 3
BUG6opunm nostopom. Hegoniku metoany. Metoamka ouiHKn

ecekTUBHOCTI OOMiHY AaHMMKM Yy KOpnopaTUBHIN Mepexi. OliHKK

ecpeKTMBHOCTIi OOMiHY AaHUMM Y KOpNoOpaTUBHIN MepeXxi y kKaHanax

6e3 nam'aTi. EchekTUBHICTb pi3HUX Mepex 6e3 nam'ATi.

Tema 5. Mepexa Ethernet. 1
Mepexi ethernet i fast ethernet . CtaHgapTtu kateropii IEEE 802.X . Tunu
npoueayp LLC niapiBHiB . Agpecauii naketiB. CTpyKkTypa agpeca.

MeToa poctyny CSMA / CD . BUHMKHeHHA KoHnikTy. O6'eaHaHHA

KiNIbKOX cermMeHTiB Kabento. EBonouif nokanbHUX Mepex.

dPyHKLiOHYyBaHHSA KOMYyTaTOpiB floKanbHol Mepexi. [epenaya kaapy 3

nopTy Ha NopT KomyTaTopa. MeToau komyTauii . YnpaBrniHHA NOTOKOM

y HaniBAynsneKCHoOMy i AynfeKCHoOMy pexumax. TexHonorii KomyTauii i

Mopaenb osi. TpboxpiBHeBa iepapxiyHa moaenb Mepexi.

Tewma 6. [NpoTokon mepexeBoro piBHA - IP npoTokon. 1
Tunn agpec. Popmatu IP-agpecu. IP-agpecadii Bepcii 4. Dopmar

3aronoBka IP . Yroam npo oco6nuBocTi iHTepnpeTadii IP-agpec.

BukopuctaHHa macok B IP agpecauii. Oco6nuBocTi IPV6. 3aronoBok

IPV6 . Tunu agpec B IPV6 . Dopmu npeacraBneHHs agpecu . Mogenb

appecaudii. Posnogin agpecHoro npocrtopy. lMpotokon ARP . CTpykTypa
3aronoBKy ARP. Anroputm BukopuctaHHss ARP y F'BC . MapwpyTtusauii

B IP-mepexax. Tabnuui mapwpyTtusadii. potokon DNS . lepapxist imeH

B DNS . Tunu 3anuciB DNS . OcHOBHi cxemu fo3Bony DNS-imeH.

Tema 7. [poTOKONU TPAHCNOPTHOrO PiBHSA. 1
TpaHcnopTHUM piBeHb. Transmission Control Protocol. 3aronosok TCP.
CtpykTtypa 3aronoBka TCP. TCP nopTu. BctaHoBneHHsA 3'egHaHHA TCP .
MpoTokon UDP . UDP 3aronoBok. lpoTtokon TCP/IP . ®yHKLUii piBHIB.

npotokon RTP . 3aronoBok naketa RTP . Mepexi Ha ocHoBi RTP.

MocnipoBHe BKNtoYeHHs 3miwyBadyiB . [lpotokon RTCP . NakeTu 3BiTy

RTCP. ®opmaTt naketa SDES (onuc pxepena). XapakTepucTuku

oxxepena . lNepeBipka KopekTHOCTI 3aronoBka RTCP .

Tema 8. MpoTokonu mapLupyTusadii. 1
MpoTokonu maplpyTursadii. PikcoBaHa mappyTmu3auisa. AganTuBHa
MapLpyTusauifi. lokasHMKM anropmuTmiB(MeTpukun). AniroputmMm
MapLpyTusadil. JuHamiyHa mapupyTu3sadis. [lo mapwpyTtu3sauis. IGP:
DISTANCE-VECTOR . IGP: LINK STATE. RIP:Ocgita netenb. OSPF (OPEN
SHORTEST PATH FIRST).

Tema 9. Cy4yacHi MepexeBi TeXHOnorii. 1
KomnoHeHTn Mmepexi. lNoaaHHa Ta Tononorii mepex. OCHOBHI TUNU
MepexX. IHTepHeT-niakntoYeHHA. HaginHi mepexi. Beaneka mepexi.

Tema 10. BazoBa KoHcpirypauisi komyTaTopa Ta KiHL,eBOro NnpucTpoto. 1
Hagiraudis no 10S. CTpyktypa komaHAa. bazoBe HanawTyBaHHSs
npucTpoiB. 36epexeHHA 3MiH. MopTu Ta agpecu. HanawTtyBaHHA IP-
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agpecauil.

Tema 11. NMpoTokonu Ta moaeni.

Mpasuna. NMpoTokonu. HaGip npotokoniB. OpraHisauii 3i
cTtaHpapTu3auii. EranoHHi mogeni. IHkancynsauia paHux. floctyn go
OaHunX.

Tema 12. ®i3an4HUN piBEHb.

Mpu3HayeHHA i3nyHOro piBHA. XapaktepucTUKM pisM4HOro piBHA.
MigHi kabeni. Kabeni UTP. OnToBONOKOHHI kabeni. besgpoTtoBe
cepeaoBuLLe Nnepeaaydi AaHUX.

Tema 13. TpaHCNOPTHUM piBEHb.

[BinkoBa cuctema ymcneHHs. LLlicTHagusaTKoOBa cMCTEMaA YUCTIEHHS.
Mepepnaya paHux. Ornag npotokony TCP. Ornag UDP. Homepwu nopriB.
Mpouec o6MiHy faHnMK 3a npoTokonom TCP. HaginHicTb Ta
KepyBaHHs noTokoMm. O6MiH gaHnmMmu 3a npotokonom UDP.
MpuknagHum piBeHb, piBeHb BUCTaBU, CEaHCOBUM PiBEHb.
OpHopaHroBi Mepexi. [poTokonu Be6-Tpadiky Ta eNneKTPoOHHOI
nowTn. Cepsicu IP-agpecauii. CepBicu o6MiHy channamu.

Tema 14. MpuHUuMNn 3a6e3neyvyeHHA 6e3neKn mepex.

3arpo3u Ta Bpa3nuseicTb 6e3neku. MepexesBi ataku. 3axucT Big
MepexeBuX aTak. beaneka npuctpois. MpucTpoi B Mepexi HeBennkoro
po3mipy. lporpamu Ta NnpoTOKONU B MepeXi HEBESTMKOro po3mipy.
MacwTabyBaHHs Ao Ginbwnx Mmepex. NMepeBipka NigKnNOYeHHS.
KomaHgu xocTta ta 10S. MeToam noLyKy Ta yCYHEeHHS HECNpaBHOCTEMN.
CueHapii NowWwyKy Ta yCYHEeHHS HeCnpaBHOCTEMN.

Tema 15. BasoBa koHdirypauisa mappyrtusaropa.
NoyaTKkoBe HanawTyBaHHA MapLlipyTusaTopa. HanawryBaHHSA
iHTepdencis. HanawTyBaHHA CTaHAAPTHOrO LWNHO3Y.

3aranbHa KinbKicTb roguH

JNlabopaTtopHi 3aHATTA

16

KoequilieHTn a

Temn nabopaTopHUX 3aHATb Kinbkicte rognH Barosi
Tema 1. BUB4YEHHA MepexXeBUX iIHCTPYMEHTIB CNiNbHOI 4
po6otu

XmapHi cepsicu ana komaHaHoi po6oTu (Google Workspace,
Microsoft Teams, Slack).

Cuctemu koHTponto Bepcin (Git, GitHub, GitLab).

CninbHa poboTa Hag AOKYMEHTaMu Ta KOAOM.

MuTaHHsa 6e3nekn Npy BUKOPUCTaHHI XMapHUX CEPBICIB.

1

Tema 2. BuB4eHHS BakaHcin y cepi iHhbopmauinHux i 4
MepeXXeBUX TEXHOJOriN

Mowwyk BakaHcCin Ha cneuianizoBaHux cantax (LinkedIn, Indeed,

Djinni, Work.ua).

OcHoBHI BUMOrM [0 MepexeBux cneuianictis (ceptudikadii,

Komrm' tomepHi mepexi ﬂ@ﬂ
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[ocCBia, copT-cKinnm).
AHani3 pnHKy Npaui Ta NepcnekTuUB Kap'epHOro pocTy.
OdbopmneHHs pesynbTaTiB aHanisy.

Tema 3. BuBUYeHHS cepBiciB KOHBEPreHTHUX Mepex 4 1

IMOHATTA KOHBEPreHTHOI Mepexi.

Cepsicu nepepavi aaHux, ronocy (VolP), Bigeo.
QoS (skicTb o6cnyroByBaHHSA) Ta i porb.
Mprknaam kopnopaTuBHMUX 3aCTOCYBaHb.

Tema 4. Packet Tracer. HaBirauis no 10S 4 1

O3HanomneHHs 3 iHTepdericom Packet Tracer.

OcHoBHi pexumm Cisco I0S (User EXEC, Privileged EXEC, Global
Configuration).

OcHoBHi kOMaHaM nepernagy KoHdirypauii (show, ping,
traceroute).

BukopuctaHHsa 4OBIOgKM Ta aBTOAOMNOBHEHHSA KOMaHA..

Tema 5. Packet Tracer. HanawtyBaHHA NO4aTKOBUX 4 1
napameTpiB KOMyTaTopa

MigkntoYeHHa 0o KoMyTaTopa Yepes KOHCOSb.

HanawTtyBaHHs1 iMeHi npucTpoto Ta 6aHEeEPHOro NOBIAOMITEHHS.
HanawTtyBaHHA naponis JocTyny.

36epexeHHs KoHirypauil (copy running-config startup-config).

Tema 6. [Mo4yaTok po60OTH KOHCOJIi 32 AONOMOIroK 3 1
nporpamu Tera Term

BcraHoBrneHHsa Ta HanawTyBaHHA Tera Term.
MigkrtoyeHHa 0o obnagHaHHA Yepes KOHCOMbHUI kKabenb.
BukopucTaHHs pisHuxX TUNiB 3’egHaHHs (Serial, SSH, Telnet).
BukoHaHHA 6a30Bux koMaHA y Tera Term.

Tema 7. Packet Tracer. CTBOpPEHHSI OCHOBHMX 3 1
nNigKnoYeHb

Twunu kabeniB (straight-through, crossover, console).
MigkntodeHHs MK go komyTtaTtopa.

[MigknoYeHHs1 KoMyTaTopiB Midk CoBot0.
TecTyBaHHA 3B’A3HOCTI (ping).

Tema 8. CTBOpEHHSA NPOCTOI Mepexi 3 1

Mo6ynosa Tononorii nokanbHoi Mepexi (LAN).
HanawTtyBaHHs IP-agpec Ha K.

Mepesipka 3B’A3HOCTI MepeXxi.

AHani3 poboTn Mmepexi 3a LONOMOrow iHCTPYMEHTIB Packet
Tracer.

Tema 9. HanawTyBaHHA apgpecu ynpaBniHHA 3 1
KOMyTaTopoMm

Mpu3HadeHHs IP-agpecu Ha VLAN 1.
HanawTtyBaHHs W03y 3a 3aMOBYYBaHHSM.
MepeBipka goctynHocTi komyTaTopa 3 K.
36epexeHHs KoHirypadii Ta ii BigHOBMEHHS.

=

3aranbHa KinbKicTb roguH 32
ﬂi =9
i=1

HanionaAbHMIT TEXHIYHMIT yHIBEpCUTET

Kom tomepHi Mepexi «XapKiBCBKMI TIOAITEXHIYHMIT IHCTUTYT »




KoHTponbHi po6oTu

TeMun KOHTPONbHUX POBIT Barosi

KoeqiLieHTn b
Tema 1. Ba3oBi npuHUMNK NobyaoBu Ta PYHKLIOHYBaHHA KOMI'IOTEPHUX 0,5
Mepex.

OcCHOBHi NonoXeHHs1 Teopii B3aemogii BiakpuTux cuctem. Mogenbs OSI ta TCP/IP:
NpUHUKUNK, piBHi, oyHKUiT. MeToamn koMmyTauii Ta NOBTOPHOI Nepedadi AaHuX.
Mepexa Ethernet: po3BUTOK CTaHAApPTIB, 0COBNMBOCTI pOBOTU, MPOTOKON

CSMA /CD. NpoTtokon IP (IPv4/IPv6): CTPYKTYpa, NPUHLMNK agpecauii Ta
MapLupyTm3auii.

Tema 2. Cy4yacHi NpOTOKONM, TEXHONOTIiI Ta 6e3neKa KOMIM' IOTEPHUX MEpPeX. 0,5
MpoTokonu TpaHcnopTHoro pisHs: TCP, UDP, RTP, ix 3acTtocyBaHHs. [MpoTokonu
MapupyTtuaadii: RIP, OSPF (nopiBHANbHWI aHani3). CyyacHi MepexeBi TEXHOMOT

VPN, xmapHi cepsicu, SDN. OCHOBU MepexeBoil 6e3nekn: Tunmn atak Ta MeTogm

3axucTty. basoBa KoHirypauia komyTtaTopis Ta MapLupyTtudatopis (Cisco Packet

Tracer).

Tema 3. Be3neka KOMM’IOTEPHUX MEPEX Ta MeToaM ii 3abe3neyeHHs. 1
Knacudikauis 3arpo3s y nokanbHux ta rno6anbHux mepexax. OCHOBHi
NPUHLUNKN NOOYAOBM 3axuLieHnX mepex. MeTtoam ayteHTudikauii Ta
wudpyBaHHA aaHux. BukopuctanHa VPN ansa 3axucty iHcpopmauinHnx

KaHaniB. ®aepBonu, IDS/IPS cuctemun Ta ix ponb y 6e3nedui.

3aranom Yo b2

CamocrTinHa poboTa

[o camocTinHOi po60TK BiAHOCUTLCA CaMOCTINHE OnpaLloBaHHA TEOPETUYHOrO MaTepiany Ta
BMKOHaHHS iHOWBIAYanbHOro 3aBAaHHS.

OnpaLII'OBaHHﬂ TeopeTu4yHoro MaTepiany

Temun gns camMoCTINHOIrO BUBYEHHS KinbkicTb roguH

Tema 1. IcTopifa Ta eBONOUISA KOMITIOTEPHUX MEpPeX. 8

PosButok mepexxk ARPANET, Internet. CTaHgapT13aLis MepexeBnx TEXHOSOTIi
(IETF, IEEE, ISO). Nepexia Big IPv4 o IPv6: NpUYnHKM Ta NEPCNEKTUBMN.

Tema 2. Di3nyHi cepegoBuULLa Nnepeapayi AaHUX. 8

KabenbHi TexHonorii: Koakcian, «BUTi napun», ONTOBOMOKHO. be3nposiaHi kKaHanu:
Wi-Fi, Bluetooth, LTE/5G. XapakTepucTuku Ta 0OMeXeHHs1 cepefoBuLL,
nepegadi.

Tema 3. Tononorii KOMM’'IOTEPHUX MEPEX. 7

LnHa, 3ipka, Kinbue, AepeBo, ribpngHa Tonosoria. lNepesarn Ta He4OMIKN Pi3HUX
TONONOorin. BukopmncTaHHA B nokanbHUX Ta rnobanbHMX Mepexax.

Tema 4. Cnyx6m IHTepHeTy. 7

DNS: cTpyKTypa, npuHumn po6oTtn. DHCP: aBTOMaTU4He HagaHHA IP-agpec.
WWW, FTP, SMTP, POP3, IMAP - npuHumnun poboTun cepsicis.

Tema 5. OcHoBM MapLupyTH3auii. 7
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Tabnuui mapLpyTusadii Ta ix ctpyktypa. CtatuyHa Ta guHamiyHa
MapLupyTur3adis. Npuknagn HanawTyBaHHA CTaTUYHUX MapLUPYTIB.

Tema 6. TexHonorii kKomyTadiii. 7

KomyTauis kaHaniB vs koMyTauist nakeTis. [MpuHumnn poboTn koMyTaTopiB 2-ro0
piBHs (L2). VLAN Ta iX 3aCTOCYBaHHSA B KOPNOpaTUBHUX MEpPEXKaX.

Tema 7. [MpoTokonu aocTyny Ao cepeaoBuLla. 7

CSMA/CD ta CSMA/CA. Po3nogin kaHanie y 6e3npoigHux mepexax. lNpobnemmn
KONI3ii Ta iX YHUKHEHHS.

Tema 8. XmapHi Ta BipTyanbHi TeXHONOrii B Mepexax. 7

XmapHi cepsicu (IaaS, PaaS, SaaS). BipTyanisauis cepBepiB i Mepex. SDN
(Software Defined Networking) Ta N0Oro posnb y cyd4acHUX Mepexax.

Tema 9. Beaneka KOMM’IOTEPHUX MEPEXK. 7

Knacudikauis mepexeunx atak. OCHOBHi 3acobu 3axucTy (dpaepsonu, IDS/IPS,
VPN). be3sneka 6e3apoTtoBux mepexx (WPA2/WPA3).

Tema 10. MoHiTOpMHr Ta agMiHICTPYBaHHA MepeXx. 7

SNMP: MOHITOpPUHI MepexeBoro obnagHaHHs. NetFlow Ta aHania mepexxeBoro
Tpadiky. IHcTpymeHTn Wireshark, Nmap.

3aranbHa KinbKicTb roguH 72

TemaTuka iHAMBIAYyanbHUX 3aBAaHb

KypcoBuii npoekT nepeadavae BUKOHAHHS iHOMBIAYaInbHOTO 3BiTY, pO3KpUBaTM 06paHy TEMATUKY,
OeMOHCTpyBaTW BMiHHS aHanisyBaTtu iHdbopMaLito Ta opopmMitoBaTU TEKCTOBI JOKYMEHTU BiANOBIAHO
00 MeTn HaBYanbHoI AncumnniHn. 3gobysay obupae KOHKPETHY TEMY B MEXax 3aranbHoi TeMaTuku1 3a
noroaXxeHHAM 3 Buknagadem. O6csr pobotu: 30-40 CTOPiIHOK OCHOBHOIO TEKCTY. 3BIT Mae ByTu
0dopMIIEHNIA BiANOBIAHO 4O BUMOT, HABEAEHWX Y NiTepaTypHOMY mXepeni [2]. 3aBgaHHS BUKOHYETHCA
NPOTArOM HaBYanbHUX TUXHIB i NOAAETLCA Ha NePEBIPKY A0 eK3aMeHy.

Temu iHgMBIOYyanbHOro 3aBaaHHs

Tema 1. IcTopist poO3BUTKY KOMM'HOTEPHUX MEPEX.

Tema 2. JlokanbHi Ta rmo6anbHi mepexi: knacudikauis Ta o0cob6nmMBoOCTi.

Tema 3. MepexeBi Tononorii Ta MeToau NiAKMIOYEHHS.

Tema 4. Di3nyHi cepenoBuLla nepenayi AaHux.

Tema 5. Mogeni B3aemogii Bigkputux cuctem (0SI ta TCP/IP).

Tema 6. IP-agpecaudis Ta nigmepexi.

Tema 7. MpoTokonu mapLupyTusadii.

Tema 8. VLAN Ta cermeHTauiss mepexi.

Tema 9. Be3neka KOMM’HOTEPHUX MEPEXK.

Tema 10. XmapHi cepBicu Ta BipTyani3auis mepex.

Tema 11. DHCP Ta NAT y cy4yacHUX Mepexax.

Tema 12. IHCTpYyMeHTU agMiHiCTPYBaHHSA Ta MOHITOPUHIY MepeXx.

3aranbHa KinbKicTb roguH 72
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HedopmanbHa ocBiTa

3p06yBay Mae MOXIMBICTb Nepe3apaxyBaTi OKpeMi TeMy abo Kypc LLNAXOM: MPOXOMKEHHS
NPoMECINHMX KYPCiB YN TPEHIHTIB, OHITaH-0CBITH, NPOMECIHUX CTaXyBaHb, Y cdepi, Lo Bignosigae
HaBYalnbHUM LiNAM OUCLMNIIHW.

[nsa 3apaxyBaHHA HEOBXiAHO HagaTu: cepTudikaTt (eNeKTPOHHUIN abo ApYKOBaHMI) NPO NPOXOLKEHHS
KypCy/CTaxyBaHHsI, ONUC NPOrpamun TPEHIHrY i3 3a3Ha4YeHHAM 3MiCTy TeM, obcary Ta TpuBarnocTi..

PekomeHaoOBaHi Kypcu, TPEHiHI, CTaXyBaHHA

1. OHnawH-kypc CISCO «CCNA1»
https://www.netacad.com/catalogs/learn?category=course.

NitepaTtypa, HaB4YanbHi maTtepianu Ta iHhopmMauinHi pecypcu

OcHoBHa nitepartypa

1. TexHonorii 3axucty iHopmauii./ C. E. Octanos, C. 1. €scees, O.I'. Koponb. - YepHiBL,i :
YepHiBeLbKkWi HaLioHanbHWM yHiBepcuTeT, 2013. - 471 c.

http://kist.ntu.edu.ua/textPhD /tzi.pdf.

2. Cnuctema cTaHgapTiB 3 opraHidauii HaB4anbHoro npouecy. TEKCTOBI JOKYMEHTN Y COEPI
HABYAJIbHOI O NMPOLLECY. 3aranbHi Bumoru o BukoHaHHsi. CT3BO-XT11-3.01-2025.
https://blogs.kpi.kharkov.ua/v2 /metodotdel/wp-content/uploads/sites/28/2025/06/STZVO-HPI-3.01-

2025-2.pdf
3. Bonoctok KO.B. Komn'totepHi mepexi: kypc nekuin / KO. B. Bonoctok. - Mukonais: MHAY, 2019. - 203 c.
https://dspace.mnau.edu.ua/jspui/bitstream/123456789/6377/1/Kompiuterni merezhi kurs lektsii.pd

f

4. Kurose James F., Ross Keith W. Computer Networking: A Top-Down Approach. 6th Edition / James F.
Kurose, Keith W. Ross. - TX: Pearson, 2012. - 864 p.
https://broman.dev/download/Computer%20Networking:%20A%20Top-
Down%20Approach%206th%20Edition.pdf

5. CCNAv7: BBegeHHs B pecypcu Kypcy Networks [EnekTpoHHun pecypc]. - Pexum goctyny:
https://www.netacad.com/portal/resources/course-resources/ccna-itn.

6. Bonaventure O. Computer Networking: Principls, Protocols and Practice. - Louvain-la-Neuve:
Universite catholique de Louvain (Belgium), 2019. - 272 p.
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012 /02 /Computer-
Networking-Principles-Bonaventure-1-30-31-0OTC1.pdf

7. Kibepbesneka : cyyacHi TexHonorii 3axmcTy. HaBuyanbHUin NOCiOHUK ONs CTYAEHTIB BULLINMX
HaBuYanbHuX 3aknagis. / C. E. Octanos, C. . €scees, O.I'. Koponb. - J1bBiB: «Hosuin CaiT- 2000», 2020 .
- 678c.

https://ns2000.com.ua/wp-content/uploads/2019/11/Kiberbezpeka-suchasni-tekhnolohii-

zakhystu.pdf.

[JopatkoBa nitepartypa

8. TexHonoris Ethernet: nabopatopHui npaktukym / M. O. Binosa, C. . €scees, O. C. XXyueHko, |. C.
IBaH4YeHko, O. B. lLmaTko. - J1bsiB: "HoBun CsiT - 2000", 2020. - 196 C.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnviQHU1SdBI3xCaUju

Cucrtema ouiHIOBaHHA

MigcymkoBa OLiHKa 3 OCBITHBOro KOMMOHEHTA BU3HAYaETLCS BiANOBigaNnbHUM NIEKTOPOM 32 TeMaMu,
BMOaMU 3aHATb, TOLLO Y BiANOBIAHOCTI 40 cunabycy i € iHTerpanbHOK OLHKOK pe3ynbTaTiB yCix Bua
HaBYanbHOI 4isnbHOCTI 3000yBaya BMLWoI OCBiTU. [TigcyMKoBa OLiHKa NOBMHHA BigobpaXkaTu BCi OLLiHKN
3a CKNnagoBMMU HaBYasbHOMoO NPoLEeCy 3 ypaxyBaHHSM X BaroBMX NOKasHUKIB k:
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http://kist.ntu.edu.ua/textPhD/tzi.pdf
https://blogs.kpi.kharkov.ua/v2/metodotdel/wp-content/uploads/sites/28/2025/06/STZVO-HPI-3.01-2025-2.pdf
https://blogs.kpi.kharkov.ua/v2/metodotdel/wp-content/uploads/sites/28/2025/06/STZVO-HPI-3.01-2025-2.pdf
https://dspace.mnau.edu.ua/jspui/bitstream/123456789/6377/1/Kompiuterni_merezhi_kurs_lektsii.pdf
https://dspace.mnau.edu.ua/jspui/bitstream/123456789/6377/1/Kompiuterni_merezhi_kurs_lektsii.pdf
https://broman.dev/download/Computer%20Networking:%20A%20Top-Down%20Approach%206th%20Edition.pdf
https://broman.dev/download/Computer%20Networking:%20A%20Top-Down%20Approach%206th%20Edition.pdf
https://www.netacad.com/portal/resources/course-resources/ccna-itn
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02/Computer-Networking-Principles-Bonaventure-1-30-31-OTC1.pdf
https://resources.saylor.org/wwwresources/archived/site/wp-content/uploads/2012/02/Computer-Networking-Principles-Bonaventure-1-30-31-OTC1.pdf
https://ns2000.com.ua/wp-content/uploads/2019/11/Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf
https://ns2000.com.ua/wp-content/uploads/2019/11/Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju

[MOTOYHUIN KOHTPOSb KoHTpornbHi poboTn IHouBigyanbHe MigCyMKOBUIN KOHTPOIb

(NpakTU4Hi, cemiHapcbki,  (3a HasiBHOCTI), ko 3aBOaHHA (ana OK 3icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasiBHOCTI), k3
0,3 0,2 0,1 0,4

CyMa koediuieHTiB NOBUHHA cknagatu oanHuu: k1 + ko + k3 + kg = 1. TigBip Barosux koediuieHTiB
NiACYMKOBOI OLLiHKW 34INCHIOE PO3POBHMK KypCy.
Po3apaxyHok nigCyMKOBOT OLLIHKM NMPOBOANTBLCA 3a (OPMYIIOH):

O:I7-k1+K-k2+l-k3+l7K-k4
ne: [1-cepegHbo3BaXKeHa cepeHs OLiHKa 3a NOTOYHMUI KOHTPOIb
| - oUiHKa 3a BUKOHaHHS iHAUBIAYanbHOro 3aBAaHHS
K - cepegHbo3BaXKeHa OLiHKa 3a KOHTPOJIbHI poboTn
[k — ouiHKa 3a NiACYMKOBUN KOHTPOSTb

_I'Il 'a1+I'I2 -a2+...+ﬂn cldy
= e
217
Ae:  a;- BaroBMmn KoeiLlieHT 3a KOXHe NpakTUyHe (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_Kl ~b1+K2 'b2+...+Km bm
- m

Eizl bi
ae: b, - BaroBum KoediLieHT 3a KOXXHY KOHTPOSbHY poBoTY.

K

LLikana ouiHOBaHHA
MoTOYHI ouiHKK 3a KOXHY cknapgosy (M, K, /,...)

, Cyma , .
BUCTaBMNATLCSA 3a 100-6anbHO0 LWKaNoko 3rigHo 3 6anis HauioHanbHa oujiHka ECTS
nonoxeHHam «po KpuTepii Ta cucTemy OUIHIOBaHHA  "9_1(( BiAMiHHO A
3HaHb Ta BMiHb i NP0 PenTUHI 3006yBaYiB BMLLOT 82-89 [lo6pe B
ocBiTU» HTY «XIl». 75_81 [lo6pe C
. . ) i 64-74 3a00BiNLHO D
MigcymkoBa oLiHKa BUCTaABNAETLCS BigNOBIAHO 4O 60-63 3a00BiNbHO E
po3paxoBaHoi O 3 OKPYrNeHHAM 40 HanGMX4oro 35.59 He3anoBinbHo X
Linoro 4mncna B GinbLly CTOPOHY. (NOTPi6HE moaaTKoBE
BMBYEHHSA)
1-34 HesagoBsinbHO F
(NoTpiGHe NOBTOPHE
BUMBYEHHSA)

Hopmu akagemiuyHOI eTUKM i noniTUKa Kypcy

3000yBay BULLIOT OCBITU NOBUHEH JOTpuMyBaTucs «Kogekcy eTukn akagemMivyHMx B3aeMOBIOHOCKH Ta
nobpoydecHocTi HTY «XIl»: BUABNATU ANCUUNITIHOBAHICTb, BUXOBAHICTb, 4OOPO3MYIIMBICTb, YECHICTD,
BignoBiganbHicTb. KOHMMIKTHI cuTyauii NOBUHHI BiKpUTO 0B6roBoptoBaTUCS B HAaBYasbHUX rpynax 3
BMKIagadem, a npu HEMOXIMBOCTI BUPILLEHHSI KOH(NIKTY — 4OBOAUTUCS A0 BigoMa cniBpOoOBITHMKIB
AVPeKUIT IHCTUTYTY.

HopmaTusHo-npaBoBe 3abe3neyvyeHHs BNPOBaIKEHHS NPUHLMNIB akageMivHoi gobpoyvecHocTi HTY
«XIMl» poamiweHo Ha canTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist
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https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty
https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty
https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty
http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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