Cunabyc oCcBiTHLOro KOMNOHEeHTa
Mporpama HaB4anbHOI AUCUMMAIHK
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OpraHi3auisi LOKYyMeHToOo0iry 3
oOMeXeHUM AOCTYNoOM

Lndhp Ta Ha3Ba cneuianbHOCTI lHcTUTYT
K3 - HauioHanbHa 6e3neka (3a okpemMmmun HHI komn'toTepHUX Hayk Ta iHpopmaLinHNX
cthepamm 3abe3neyeHHs i Buaamm QistribHOCTI) TEXHOSOrin
Cneuianisauisn Kadegpa
Kibepbesneku (328)
OcBiTHsA nporpama Tvn gucumnnniHm
HauioHanbHa 6e3neka y cdepi kibepsaxucty O6op’d3koBa
PiBeHb ocBiTH Popma HaBYaHHS
Mepwmnn (bakanaBpCbkuin) [eHna
CemecTp MoBa BMknagaHHsA
5 YKpaiHcbka

Buknagayi, po3pooHMKK

E€BCEEB Ceprin lNeTpoBuy
serhii.yevseiev@khpi.edu.ua

[loKTOp TEXHIYHMX HayK, Npodecop, 3aBigyBay kadeapw kibepbesnekn
HTY «XTl».

JlaypeaT HauioHanbHOT npemil imeHi bopuca NaToHa.

KinbkicTb HaykoBux nyb6nikauin: noHag 351, 3 HUX NaTEHTIB Ha KOPUCHY
Mogenb 44, 11 moHorpadiin, 3 akMx 10 KONEKTUBHUX MOHorpadin, 31
HaBYanbHUN NOCIOGHMK, 3 Akux 4 3 rpucdom MiHicTepcTBa OCBITK | Hayku
YkpaiHu, 149 ctatTer y 3aKOpAOHHUX BUAAHHAX Ta (paxoBuxX BUOAHHAX
YkpaiHu, 3 HUX 61 y HayKomeTpuuHin 6asi Scopus. [@paHT OCBIiTHbO-
npodeciniHoi nporpamu "Kibepbesneka" nepioro (6akanaBpCbLKOro) piBHs
BULWOI ocBiTW. [poBigHMA nekTop 3 Aaucumnnid: MaTtemaTuyHi OCHOBU
kpunTonorii, Komn'totepHi mepexi, OcHoBM KpuntorpadiyHoro 3axucry,
MeTtoan kpuntoaHanidy, OcHoBu kibepbesnekn, CyuyacHi npobnemm
NOCTKBaHTOBOI KpunTtorpadii, OcHoBM HaykoBuX AocnigxeHb, Lindposa
KpymMmiHanictka, ETMYHMM XxakiHr y cTygeHTiB  Oakanaepiata Ta
Marictpatypu, MeTogonoria HaykoBoI Ta negaroridyHoi 4ianbHOCTI B HayKax
Kibep3axucTy ans acnipaHTiB.

[eTanbHille Npo Buknagada Ha canTi kadeapu
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€BCEEB Ceprin lNeTpoBuy
serhii.yevseiev@khpi.edu.ua

[loKTOp TEXHIYHMX HayK, Npodecop, 3aBigyBay kadeapw kibepbesnekn
HTY «XMl».

JTaypeat HauioHanbHOI npemii imeHi bopuca MNaToHa.

KinbkicTb HaykoBMx nybnikauin: noHag 351, 3 HMX NATEHTIB HA KOPUCHY
Mogenb 44, 11 MoHorpadinn, 3 Aknmx 10 KONEKTUBHWMX MoHorpadin, 31
HaB4YanbHUN NOCIOHUK, 3 SKMX 4 3 rpudomM MiHicTepcTBa OCBITU | Hayku
YkpaiHn, 149 ctatten y 3aKOpAOHHUX BUOAHHAX Ta paxOBUX BUAAHHSX
YKkpaiHu, 3 HMX 61 y HaykoMeTpuuyHiin 6asi Scopus, rapaHT OCBITHbO-
npodecinHoi nporpamun "Kibepbeaneka" nepluoro (6akanaBpCbKoro) piBHs
BULLIOT OCBITH.

JeTanbHille Npo BMKNaga4va Ha canti kadpeapu

KOPOIJ1b Onbra NpuropiBHa

olha.korol@khpi.edu.ua
KaHAMAAaT TEXHIYHUX HayK, OoueHT kadenpu kibepbeanekm HTY «XIMi».

KinbkicTb HaykoBux nyb6nikaui: noHag 175, 3 akux 19 HaBYanbHUX
NnocibHuKIB, 74 CTaTTi Yy 3aKOPAOHHUX BUAAHHSAX Ta (PaxoBUX BUOAHHAX
YkpaiHu, 18 naTeHTIB Ha KOPUCHY Moderb, 9 Yy HayKoMeTpu4Hin 6asi Scopus,
| rapaHT  OCBITHbO-NpodgeciiHoi  nporpamn  «Kibepbesneka»  apyroro
(maricTepcbkoro) piBHs BULLOI OCBITW. [poBIgHWMI NeKTop 3 AUCUMMAIH:
«MeHemxMeHT  iHpopMmaUlinHOi  Gesneku», «HauioHanbHa  6e3neka
aepxasu» , «lHdopmauinHa 6esneka aepxaBu», «KOMMMEKCHUA TPEHiHT
«besneka Beb-3acToCyHKiB»», Y CTYAEHTIB OakanaBpiata Ta marictpaTtypum.

[eTanbHille npo BUKNagada Ha canTi kadeapu

3aranbHa iHcpopmauis

AHoTauiA

HaBuyanbHa gucumnnida "OpraHisauis 4oKyMeHToobiry 3 o06MexeHM JOCTYnoM" € HOPMaTUBHOK
HaBYanbHO AucumnniHok. ucumnniHa cnpamoBaHa Ha HabyTTa CTYAEeHTOM TEOPETUYHUX 3HAHb Ta
NPaKTUYHUX HABMYOK LLOAO OpraHidauist JOKyMeHTOoOo0iry 3 o6MeXeHnm 4oCTynoM y cdepi
KibepsaxucTy.

MeTa Ta uini gucumnniHu

OBonopgiHHA cTyaeHTaMy KOMMEeKCOM 3HaHb B obnacTi BefeHHA 061iky, 36epiraHHs, BUKOPUCTaHHA 1
3HULLEHHSA JOKYMEHTIB Ta iHLIMX MaTepianbHUX HOCITB iHhopMaLlil, LLLO MICTATb criy>kboBy iHhopmaLLito 3
0OMeXXeHUM JOCTYMOM.

dopmart 3aHATb

Jlekuii, nabopaTtopHi 3aHATTH, camocTiiHa poboTa, KoHcynbTauil. [ligcymMKoBUA KOHTpPOMb -
andbepeHuinoBaHnin 3anikx.

KomneTeHTHOCTI

3K8. 3gaTHicTb BMKOPUCTOBYBATU iHCpOpMaLiiHi Ta KOMYHiKaLiHi TEXHOIOTIT i Ha Wit OCHOBI hopmyBaTK
edeKTUBHY cucTeMy iHpopMaLinHO-aHaNITUYHOro 3abe3neyeHHs NIATPUMKN NPUAHATTS YyNPaBniHCbKNX
pilleHb LWoao 3anobiraHHs, NpoTuail Ta HerMTpani3auii 3arpo3 HalioHanbHiIk 6eaned;.

CK1. 3paTtHicTb BUKOpmncToBYyBaTU B6E3MNEKOBI peXnMU Mig Yac BUKOHAHHS Cny60Bmx 060B’A3KiB.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

OpeaHizauis dokymeHmoobiay 3 o0bmexxeHum ocmyrnom «Xapkiscexuit moairexuiTmit iHCTUTYT>
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CK2. 3gaTHicTb aHanisyBaTu BUKITMKM Ta 3arpo3n HauioHanbHii 6esneui 3a HanpsiMkaMu nNpodecinHoi
OisSiNbHOCTI, CUMHTe3yBaTWu iHopmauilo wWwoao po3pobneHHs Ta peanisauii enemeHTiB cTpaTterin y
BM3Ha4YanbHUX cepax HauioHanbHoi 6e3nekn (MONiTUYHINA, EKOHOMIYHIN, couianbHil, r'yMaHiTapHin).
CK9. 3paTtHicTb BMKOPMCTOBYBaTW 3HAHHSA LWOA0 6e3neKkoBOi CKNagoBOoi 30BHILLHBOT NONITUKN YKpaiHK
Ta iHWNX aepas.

CK10. 3paTHicTb 3acBOlBaTW OCHOBHI TEOPETUYHI MOHATTA Ta HabyTTs nNpakTUYHUX HaBUYOK
OOCHNIIKEHHS, MNiaroTOBKM AOKYMEHTIB Ta IX BUKOPUCTaHHS B YNPaBRiHCLKIN OisiNbHOCTI.

CK11. 3gaTHicTb BMKOPUCTOBYBATM MPAKTUYHI HABWUYKWM, TaKTUKY Ta npunomm poboTtun 3 niogbmun B
iHTepecax crnyx60Boi AisNbHOCTI.

Pesyn bTaTun HaB4YaHHA

PH7. BMiTK BUSIBNATK, CTaBUTK Ta BUPiLLYBaTK NPodeCinHi 3aBaaHHA, BMITU y3aranbHOBaTU OTPUMaHi
pes3ynbtatn, 06pobnaTh Ta aHanidyBaTu iHbopMaLito 3 pisHUX Jxepen, oopMoBaTh i Npe3eHTyBaTH
pesynbTaTh AoChigKeHb BigNoOBIgHO 40 BUMOT.

PH8. BMmiTn BMKOopucTtoBYBaTU iHOPMALNHI Ta KOMYHIKaLiMHI TEXHOMOFIT | Ha Ui OCHOBI hopmyBaTH
edeKkTUBHI cucteMm iHQOopMaLiiHO-aHanITUYHOrO 3abe3neyYeHHs NIATPUMKN NPURHATTS pilleHb WOAO0
3anobiraHHs, NpoTUAaii Ta HeMTpanisadii 3arpo3 HauioHanbHin 6e3neku.

PH9. BmiTn BukopuctoByBaTh 6€3MeKOBI pexxumMm nig, Yac BUKOHaHHS crykb6oBmnx 060B’aA3KiB.

PH10. BmiTn aHanisyBaTu BUKIMKW Ta 3arpo3v HauioHanbHin 6esneui 3a Hanpsmamu npodecinHoi
DisSNbHOCTI Ta CMHTe3yBaTK iHhbopMaL,ito Woao po3pobrieHHs Ta peanisadii cTpaTerin y BUsHavanbHuX
cepax HauioHanbHOi 6e3nekn (NONITUYHIN, EKOHOMIYHIW, CoLianbHin, ryMaHiTapHin).

PH12. Bmitn 3actocoByBaTu 3HaHHA 3 OCHOB Teopii HauioHanbHOI 6e3neku, 3okpema: OuiHBaTH
00CTaHOBKY, piBEHb BUKINUKIB Ta 3arpo3 HalioHarnbHin 6e3nedi.

PH16. BukopuctoByBaTn y NpoecCinHin QisanbHOCTI OKpEMi eNfeMeHT MEXaHi3aMy BNIMBY Ta B3aeMOogii
y npoueci 3abe3neyeHHs OKpeMUX CKITaAoBMX HalioHanbHoi 6e3neku.

PH17. BmiTn BUKOpPUCTOBYBaATU OTpMMaHi 3HaHHA Woao0 6e3nekoBoi CKNagoBoi 30BHIUHBOT NOMNITUKM
YKpaiHu Ta iHWnX aepxas.

PH18. Po3yMiTi OCHOBHi TEOPETUYHI NOHATTS, 3aCTOCOBYBaTN HABYTi NPaKTUYHI HABUYKM OOCHILKEHHSA
Ta NigroToBKM OOKYMEHTIB, iX NPaBUNIbHOIO BUKOPUCTAHHS B YNPaBIiHCbKiN OisNbHOCTI.

PH19. BmiTy BMKOpPUCTOBYBaTM Yy NPOMECIMHIN AiSnbHOCTI MeToauM Ta IHCTPYMEHTU opraHizauil
couianbHoi B3aeMogii, cniBpobiTHMLUTBA Ta po3B’A3aHHs KOHANIKTIB Yy cdhepi NpodecinHoi AisnbHOCTI,
NPaKTUYHI HaBUYKK, TakTUKy Ta npunomu, poboTn 3 noabMu B iHTepecax Cnyxb6oBoi AisfbHOCTI:
npauBaTn y KoMaHai 3 no3nuin nigepa, pagHuka (KoHCynbTaHTa), NOMiYHUKa, NaHyBaTWU BUKOPUCTaHHS
yacy Ta Bu3Ha4datu ctumynu i 6ap’epyn edekTuBHOI poboTy, 34iACHIOBATM pPO3Nnoain (aeneryBaHHs)
dYHKLiN, NOBHOBaXEHb i BiANOBIgaNbHOCTI Mi>K BUKOHABLIAMU.

O6car gucumnniHuv

3aranbHun obesr gucumnninm 120 rog. (4 kpeguTtn ECTS): nekuii — 16 rog., nabopatopHi poboTtu — 32
rof., camocTiiHa poboTa - 72 roga.

NepeaymoBu BUBYEHHA AUCUUNNiHU (MPEpPEKBI3UTK)

Buwa matemaTunka, MaTeMaTnyHi OCHOBM KPUNTONOTIi Ta KpUnToaHania, IHcTpymeHTanbHi 3acobu
nporpamMyBaHHs.

OcobnuBocTi agucumnniHW, MeToAu Ta TeXHOoMNorii HaBYaHHA

B xogi BukNagaHHa gucumnniHM BUKNagayemM 3aCcTOCOBYHTLCS MOSACHIOBANbHO-INKCTPATUBHUN
(iHcbopmaLiHO-peLenTUBHUIN) Ta PeNpPOaYKTUBHUA METOAMN HaBYaHHS. B SKOCTi MeToiB BMKNagaHHS,
SIKi HanpaBreHi Ha akTMBI3aUil0 Ta CTUMYSOBAHHS HaBYallbHO-Mi3HABAsbHOI OisinbHOCTI 3406yBadviB,
3aCTOCOBYIOTbCS Npe3eHTadii, 6ecian, iHanBiayanbHi rpynoBi NPOEKTW, MancTep-Knacu.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

OpeaHizauis dokymeHmoobiay 3 o0bmexxeHum ocmyrnom «Xapkiscexuit moairexuiTmit iHCTUTYT>




Mporpama HaBYanbLHOI AUCLUMNNIHN

HaB4anbHi 3aHATTA

Jlekuii
Temun nekuin KinbKicTb roguH
Tema 1. 3aranbHOTEOpPETUYHI 3acaAun NPaBOBOro perynioBaHHSA iHpopmadii 3 4

obmexeHum goctynom. MoHATTA Ta NpaBOBUM 3MICT NepPCOHaNbHUX AaHUX AK
06’eKTa NnpaBoOBOi OXOPOHU B YKpaiHi.

MoHaTTA iHdhopMmaLii Ta Ti 03HaKK. [HopMaLis 3 0OMeEXeHUM JOCTYNOM Y OOKTPUHI
Ta npasi. 3aranbHa xapakTepucTtuka Buais iHdopmadii 3 0bMexeHUM JOCTYNoM.

MoHATTA nepcoHanbHUX AaHnx sk o6’ekTa NpaBOBOI OXOPOHW Ta iX Micue y
npaBoOBigHOCKMHAX. 3aranbHi BUMOrM o 06poOKkM nepcoHanbHUX AaHux y 6asax.
[epxaBHUN KOHTPOIb B cchepi 00iry nepcoHanbHNX AaHnX.

Tema 2. CyuacHi TeHAeHUii BUKOpUCTaHHA iHcopmauii 3 obmexeHUM 4
OOCTYyNnoM B ycTaHoBax. OCHOBU TeXHiYHOro 3axucTy iHcopmauii B cyvacHUx
iHcbopmauinHux cuctemax.

3arpo3n Big HeCaHKLiOHOBaAHOro BWUTOKY iH(opMaLii 3 0BMeXeHUM AOCTYMNoM.
OcobnuBocTi kagpoBoro 3abesnedeHHs nigpo3ginie 3axucty iHdopmauii 3
obMexeHUM AOoCTYynoOM B yCTaHOBaX. BUKOpUCTaHHS 3ax04iB MOHITOPUHIY y cdepi

3ax1CTy iHdopmaLlii 3 06MeXeHM JOCTYMNOM.

Knacu 3aBAaHb 3 TEXHIYHOro 3axucTy iHpopmauii B iHpopmaLinHNX cucTemax.
3axucT iHopmauii Bi4 BUTOKY TEXHIMHUMM KaHanamu. 3axucT iHdopmauil Bia
HeCaHKL,iOHOBaHOro 4OCTyny.

Tema 3. Ocob6nuBocTi NOBOAXEHHA 3 iHpopMaLielo 3 0OMeXXeHUM AOCTYyNoOM 2
B npoueci NiaANpPUEMHNLLKOI AiANbHOCTI. 3aXUCT eNneKTPOHHOI iHopmadii.

MoHATTA, 03HAKKU, NPUHLUXNKX Ta BUAWN NiANPUEMHULBKOT OiANbHOCTI. [TOHATTS, 3MICT,

3arpo3u Ta cknagoBsi 6e3nekn NignpPUEMHULBKOT AisnbHOCTI. 3axuct iHdbopmaldii 3
0oOMeXXeHUM JOCTYMNOM Ha NignpPUEMCTBI.

3acobu i meToan BUSIBIIEHHSA Ta BrIOKyBaHHSA TEXHIYHUX KaHaniB BUTOKY aKyCTUYHOI
iHopMauii. 3axucT akyCcTU4HOI iH(opmauii Big 3HATTA pagio3aknagHUumm
npuctposmu. MeTtogu nowyky pagiosaknagHux NnpucTpoie. 3axucT iHdopmalii Big
BUTOKY MO TEXHIYHMX KaHarnax, yTBOPEHMX OOMOMDKHUMM TEXHIYHMMMK 3acobamw.
3axuct iHdopmaLii Big HecaHKUIOHOBAHOro 3anucy 3ByKo3anucyBarbHUMU
npUcTposiMK. 3axncT NNCbMOBOT iHbopMaLii Big ONTUYHOMO 3HATTS.

Tema 4. BeaeHHA AOKYMEHTIB, WO MIiCTATb KOHdiAaeHUinHy iHdopmadito i3 2
rpuchbom “Ona cnyxboBoro KopucTtyBaHHs”. OpraHisaudia po6otn 3
CeKpeTHUMMU AOKYyMEeHTaMM.

MpuiMmaHHA, po3rnag Ta peecTpauid OOKYMeHTIB. PO3MHOXEHHS i po3cunaHHs
OOKYMEHTIB. dopmyBaHHSA BUKOHAHWUX OOKYMEHTIB. BukopuctaHHs
OOKYMEHTIB.3HMLLEHHSA JOKYMEHTIB.

Knacudikauis Ta peectpauis gokymeHTie. ObnagHaHHSA NpuMilLeHb s 36epiraHHs
MaTtepianbHMX HOCIIB cekpeTHOi iHdopMmauii. [MpuiAMaHHa Ta 0b6poGneHHs
KopecnoHaeHuil. [OdpykyBaHHA MaTtepianis. OdopmneHHs Ta BignpaBneHHs
OokymeHTiB.[TonepeaHin Ta iHBEHTapHWIA 0611iKM JOKYMEHTIB.

Tema 5. HOpuamyHa BignoBiganbHicTb y cdepi o06iry iHdopmauii 3 2
o6MeXXeHUM JOCTYNOM.
TeopeTuyHi 3acagu PUANYHOI BignoBiganbHOCTI y cdepi 0biry iHdopmauii 3
obMexeHMM [OoCTyrnoM. XapakTepucTuka npaBornopyweHb Yy cdepi  obiry
iHdopMmaLii 3 obmexeHuM goctynomM. KpnmiHaneHi npaBonopyLleHHs y cepi obiry
iHdopmauii 3 obmexeHnm aocTynom. AgMiHICTpaTMBHI NPaBoONOpPYLUEHHS Y cdepi

00iry iHdpopmaLii 3 obmexeHm goctynom. LIMBinbHi npaBonopyLLeHHSs y cepi

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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00iry iHhopmauii 3 0bmexeHnm goctynom. JucumnnniHapHi NpaBonopyLLEHHS Y cepi
00iry iHpopmaLii 3 0OmexxeHM gOCTynoMm.

Tema 6. [loKyMeHT i AJOKyMeHTauilHe 3abe3ne4yeHHA ynpaBniHHA B YKpaiHi. 2
Cuctema opraHiB OepxaBu, OepXaBHMX MNIANPUEMCTB | AepXXaBHMX YCTaHOB
YkpaiHn. Cuctemn OepaBHUX opraHiB YkpaiHu. 3akoHogaB4ye peryroBaHHS
JinoBoacTBa Ta  [OKYMEHTYBaHHA B [AepXXaBHWX YyCTaHoBax  YKpaiHw.
CraHgapTtusauis, YyHidikauia Ta TpadapeTtusauis ynpasriHCbKUX OOKYMEHTIB.
[lokymeHTyBaHHA ynpaBniHCLKOI iHGbopMaLlil B Aep)KaBHUX YyCTaHOBax. bnaHku
opraHisauinHo-posnopsagyuux  gokyMeHTiB.  [leyaTku  gepXaBHUX  YCTaHOB.
[aTyBaHHSA | NOrofXeHHs ynpasBniHCbKUX JOKYMEHTIB. 3aTBepoKeHHs i nignucaHHs
yrnpaBniHCbKMX AOKYMEHTIB. 3aranbHi BUMOMM 40 TEKCTY YNpaBniHCLKMX OKYMEHTIB.
OcobnmBocTi NigroToBKn Ta 0hOpPMIIEHHS PO3NopaaYMX JOKYMEHTIB. 3acBigyeHHs
Konin Ta BUTAriB cnyx00BMX OOKyMeHTIB. PeecTpauis gokymeHTiB. OpraHisauis
nepenadvi JOKYMEHTIB Ta X BAKOHAHHSA Ta KOHTPOITb 3@ BUKOHAHHAM JOKYMEHTIB.

3aranbHa KinbKicTb roguH 16

JNaGopaTopHi 3aHATTA

Temun nabopaTopHUX 3aHATb KinbkicTb Barosi
roaviH KoediuieHTn a

Tema 1. OpraHizauinHa pob6ota i3 3axucty iHdopmauii 3 12 0,1
obmexeHum goctynom B KpaiHax HATO i €C.

BuBYeHHs npmvHUKMNIB Ta NigXoA4iB 40 opraHizauil 3axmucTy iHdopmauil

3 obMexeHuMm goctynom y kpaiHax-dyneHax HATO Tta €C. AHanis

CTPYKTYp, Npoueayp i Bumor o 6e3neku, ki 3abesnevyoTb HaginHICTb

00OMiHYy fJaHMMK MiXK OpraHisauismu.

Tema 2 BuBYEHHA MiXHaApOAHOro CTaHAAPTY 3 OLHOBaHHA 10 0,1
6e3nekun iHpopmauinHux TexHonorin (ISO/IEC 15408).

O3HaNnoMIeHHss 3 OCHOBHMMW MNOMOXeHHAMM cTaHgapTty ISO/IEC
15408 (Common Criteria), npuHUMNaMM OLiHIOBaHHS PiBHIB 4OBipKn OO
Oesnekn IT-cuctem Ta MeTogonorielo ceptudikauii nporpaMHmx i
anapaTHux 3acobiB.

Tema 3. BuBuYeHHs opraHisauinHoi po6oTu cnyx6u 3axucTty 10 0,1
iHcbopmaLii B aBTOMaTU30BaHUX CUCTEMAX.

HocnigxeHHst 3aBaaHb Ta QYHKUIN cnyx6bm 3axucTy iHdopmadii B

aBTOMaTu30BaHMX cuUcTtemax. Po3rnag  opradisauinHux —3axogis,

npoueayp AOCTYNy, KOHTPOSO Ta pearyBaHHs Ha iHUMAEHTN Ge3neku

B iH(bopMaUiMHMX cUucTeMaXx.

3aranbHa KinbKicTb roguH 32 2?:1 1;=0,3

KoHTponbHi poboTtu

TeMun KOHTPOSbHUX POGIT Barosi
KoediuieHTn b

Tema 1. MNpaBoBi 3acagu perynioBaHHA Ta knacudikauisa iHdopmauii 3 0,1
obMeXeHUM AoCTynoMm.

Posrnggatotbca 3aranibHOTEOPETUYHI OCHOBW NPABOBOro peryntoBaHHA iHdopmaLil

3 obmexeHum pgocTtynom. BuByaloTbCs NOHATTA iHopMauii, ii 03HakM Ta
Knacudpikauis, xapaktepuctuka BuaiB iHpopmauii 3 oOMeXeHMM AOCTyrnoMm y
HauioHanbHOMY Ta MiXKHapO4HOMY Npas.i.

Tema 2. 3axucT iHcpopmauii 3 o6MeKeHMM AOCTYNOM y Cy4YaCHMX yMOBaXx. 0,1

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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AHani3yloTbCsl CyyacHi TeHOEeHUil BUWKOPUCTaHHA Ta 3axucTy iHdopmadii 3
oOMeXXeHMM OOCTYyNnoM B YCTaHoBax Ta y cdepi MNignpueMHULLKOT OisfbHOCTI.
OcobnuBa yBara npuAainaeTbcsl 3arpo3aM BUTOKY iHopMaLii, opraHisauinHuMm i
TEXHIYHMM 3axodam 3axXMCTy, a TakoX OCOBNMBOCTAM KaapoBOro 3abesneveHHs
BiANOBIAHMX Nigpo3ainis.

3aranom 221 b;=0,2

CamocrTinHa po6oTa
[o camocTinHoi po60TK BiAHOCUTLCA CaMOCTINHE OnpaLloBaHHS TEOPETUYHOrO MaTepiany

OnpauloBaHHsA TeOpeTUYHOro martepian

Temun gnsg camMoCTINHOIrO BUBYEHHS KinbKicTb rognH

Tema 1. MixxnapoaHui focBig 3axmucTy iHcbopmauii 3 o6MexxeHUM JOCTYNOM. 10
OsHanomneHHs 3 nigxogamm HATO ta €C go opraHisauii 3axucty cekpeTHol Ta
cnyx60Boi iHdhopMaLii, TpUKNaan Kpawmx NpakTuk.

Tema 2. CtaHpapTu iHcpopmauinHoi 6e3neku (ISO/IEC 15408, ISO/IEC 27001). 10
BMBYEHHST OCHOBHMX MONIOXEHb MDKHApOAHWX CTaHOapTiB i3 3abe3neveHHs
6e3neku iHbopMaLiiHUX TEXHOSOTIN Ta IX BNPOBaAXXeHHS B yCTaHOBAX.

Tema 3. TexHiyHi kKaHanu BUTOKY iHcpopMaLii Ta MeToamn iX 6NOKyBaHHS. 10
AHania kaHaniBs BUTOKY (@KyCTUYHUX, €NEeKTPOMAarHiTHUX, OMTUYHUX), MeToau
BUSIBNEHHS Ta 3aXUCTY.

Tema 4. Cucrema pob6otn 3 gokymeHTamu 3 rpucdom «[Ansa cnyxb6oBoro 10
KOPUCTYBaHHS».

Mopsgok nNpurMaHHsA, 06niky, 36epiraHHs Ta 3HULWEHHS] JOKYMEHTIB, WO MIiCTATb
KOHcpigeHUinHy iHpopmauito.

Tema 5. Oco6nuBocTi opraHisauii cekpeTHoro ginosoacTsa. 10
MpaBuna knacuaikauii, peectpauii Ta 065Ky cekpeTHUX AoKyMeHTiB. ObnagHaHHA
NpUMILLIeHb Ta BUMOTU 4O NepcoHanny.

Tema 6. HOpuguyHa BignoBiganbHicTb y cdepi 006iry iHdopmauii 3 10
OOMeXXeHUM AoCTYNnoM.

Buan npasonopylleHb, WO BUHWUKAKOTL Yy cdepi 3axucty iHdopmaduii, Ta Buam
PMANYHOT  BigNOBIAANbHOCTI  (KpMMiHanNbHa, aAMiHICTpaTMBHA, LUMBINbHA,
avcuunniHapHa).

Tema 7. [oOKyMeHTyBaHHA ynpaBniHCbKOI iHcopmauii B AepXaBHUX 12
ycTaHoBax YKpaiHu.

HopmaTtneHo-npaBoBa basa BeOEHHSA ainosoacTea, cTaHgapTtusauia
ynpaBniHCbKNX AOKYMEHTIB, Cy4acHi TeHAEHLUiT LndpoBOro JOKyMeHTOOo0iry.

3aranbHa KinbKicTb roguH 72

HedopmanbHa ocBiTa

3000yBay Mae MOXNUBICTb MepesapaxyBatm oOKpeMi TemMn abo Kypc LWNAXOM: MNPOXOMAXKEHHS
NpPodeCinHNX KypCiB YN TPEHIHTiB, OHMAMH-OCBITK, NPOdECIMHMX CTaXyBaHb, Y cdepi, WO Bignosigae
HaBYanbHUM LiNaM OUCLMMIHK.

[nsa 3apaxyBaHHA HEOOXiOHO HaaaTK: cepTudikat (enekTpoHHUN abo APYKOBaAHWUI) NPO NPOXOXKEHHS
KypCy/CTaxyBaHHS, OMUC NporpamMu TPEHIHrY i3 3a3HayYeHHAM 3MicTy TeM, 06cary Ta TpmBanocTi.
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PekomeHaoBaHi Kypcu, TPEHIHIM, CTaXXyBaHHS
3a AaHUM KOMMOHEHTOM BpaxyBaHHS TEM, Y pasi yCnilLHOrO 3aBepLUEHHS KypciB, He nepeabayeHo.
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3axucty iHdopmauii. MocibHnk ans kypcanTise BH3 MBC Ykpainn. - K.: Bua. Haui- oHanbHoi akagemii
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10. ACTY ISO/IEC 15408-1:2023 IHdopMaLinHi TexHonorii. Metoam 3axucty. Kputepii ouiHku. YactnHa
1. BcTyn Ta 3aranbHa mogens (ISO/IEC 15408-1:2022, IDT).
https://online.budstandart.com/ua/catalog/doc-page.html?id doc=104382
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Cuctema oUiHIOBaHHA

MigcymkoBa OLHKa 3 OCBITHLOIO KOMMOHEHTa BU3HAYaETbCA BignoBiganbHUM JIEKTOPOM 3a TEMaMW,
BMAAMW 3aHATb, TOLWLO Y BiANOBIAHOCTI A0 cunabycy i € iHTerpanbHOK OUHKOK pe3ynbTaTiB YCiX BuUA
HaBYanbHOI gisinbHOCTI 3006yBaya BMLWOI OCBITK. [iacyMKoBa oOLiHKa NOBMHHA BigobpakaTu BCi OLiHKK
3a CKMaZioBMMN HaBYarbHOrO MpoLecy 3 ypaxyBaHHAM iX BaroBMx NOKasHUKIB k:

IMOTOYHWNIN KOHTPOSb KoHTpornbHi po6oTn IHgmBigyansHe MigcymMKoBUIM KOHTPOSb
(NpaKTWYHI, ceMiHapcbki,  (3a HasiBHOCTI), ko 3aBaHHS (onst OK 3 icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasiBHOCTI), k3

0,8 0,2

Cyma koedilieHTiB MOBMHHA CKNagaTtu oanHnuo: k1 + ko + k3 + k4 = 1. MigOip Barosux koedilieHTiB
NiZACYMKOBOI OLiHKW 34INCHIOE PO3POOHMK KypCy.
Po3paxyHoK nigcyMKOBOT OLLIHKM NPOBOANTLCA 3a (DOPMYIIOHD:

o= 'k]+K‘k2+| -k3+ﬂ|<'k4
ne: [1-cepeaHbO3BaXeHa cepeHs OLiHKa 3a NOTOYHUI KOHTPOIb
| - ouiHKa 32 BUKOHAHHS iHOMBIQYyanNbHOro 3aBaHHs
K - cepegHbo3BaXeHa OLjiHKa 3a KOHTPOSbHI po6oTK
MK - OUiHKa 3a NiACYMKOBUIA KOHTPOMb

_I'Il'a1+I'I2'a2+...+r|n-an
- n
Diog G

Ae:  a;- BaroBMmn KoeiLlieHT 3a KOXHe NpakTuyHe (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_Kl 'b1+K2 'b2+...+Km bm
il b
ae: b, - BaroBum KoediLieHT 3a KOXHY KOHTPOSbHY poBoTy.

K

LLIkana ouiHOBaHHA
MoTOYHI ouiHKK 3a KOXHY cknagosy (M, K, |,...)

, Cyma : .
BMCTaBNs0TbCA 32 100-6anbHOL0 LWKanoto 3rigHo 3 Ganis HauioHarnbHa oujiHka ECTS
nonoXeHHaAM «[1po KpuTepii Ta CMCTEMY OLIHIOBAHHA  "9(_100 BiAMiHHO A
3HaHb Ta BMiHb i PO PEUTUHT 3400yBadyiB BULLOT 82-89 [lobpe B
ocBitU» HTY «X[I». 75_81 [lo6pe C
. . ) , 64-74 3a00BiNnLHO D
MNipcymkoBa ouiHKa BUCTaBNAETLCA BIANOBIAHO A0 60-63 3370BINbHO E
po3paxoBaHoi O 3 OKpPYrneHHAM 40 HanbnmxK4oro 3559 HesagoBinbHo X
uinoro yncna B 6inbLuy CTOPOHY. (NoTpi6He noaaTkose
BMBYEHHSA)
1-34 HesagoBinbHO F
(noTpibHe noBTOPHE
BUMBYEHHSA)

Hopmu akagemiuyHOI eTUKM i nosiTUKa Kypcy

3p00yBay BULLIOT OCBITU NOBMHEH JoTpumyBaTucs «Kogekcy eTrkn akagemidyHuMX B3aEMOBIOHOCUH Ta
pobpoyecHocTi HTY «XTl»: BUABNATU OMCUMNNIHOBAHICTb, BUXOBAHICTb, 40OPO3NYNNBICTb, YECHICTD,
BignoBiganbHicTb. KOHQMIKTHI cuTyauii NOBMHHI BiOKPUTO OBroBOpOBaTUCA B HaBYallbHMX rpynax 3
BMKIaZadeM, a npu HEMOXIMBOCTI BUPILLEHHSI KOHQIIKTY — AOBOAUTUCA OO0 Bigoma CniBpOOGIiTHMKIB
AVPeKUil IHCTUTYTY.
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HopmaTtuBHo-npaBoBe 3abesnedyeHHs BNPOBaXeHHS MpUHUMNIB akagemiyHoi gobpodecHocti HTY
«XIMl» poamiweHo Ha canTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist
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