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3aranbHa iHcphopmauin

AHoTauin

3apa3s 6esneka Beb-pilleHb HabyBae BENMKOro 3HaAYEeHHs TOMy, LLO Bid HagiHOI Ta MPOAYKTUBHOI
po6oTu BeG-pecypciB Ta cepsiciB 6yab-Akoro nignpuemcTea 3anexmTb eEeKTUBHICTb BUKOHaHHS BisHec
npoueciB Ta 6e3nocepenHbO pillEHHS 3aBAaHb NPOCYBaHHSA MPOAYKLIi Y/ NOCMYr Ha PUHKY KpaiHu Ta
3apybixoka. Y gncumnniHi NponoHyeTbCA KOMMNNEKCHUA NOrNsA, 3 OLUiHKM Ta NobyaoBu KOHTYpY 6e3neku,
noYrHaloum 3 oOKpemoro Beb-cepsepy, 40 B3aEMOLIT po3nogineHnx cepaiciB y KOpnopaTUBHIN MepeXxi.

MeTa Ta uini gucumnniHu

OTpyvMaHHA CcTygeHTamMu 3aranbHuX BiJOMOCTEN NPO MNPUMHUMAM NOoByaoBU KOMMMEKCHUX CUCTEM
3axucTy iHopMmaLil Ana doopmMyBaHHsS KOHTYpY 6e3nekun B iHhopmaLuiMHO-KOMYHIKaUinHUX cuctemax;
npngbaHHA HaBWYOK 3 HenTpaniszauii TMNOBMX 3arpo3, BUKOPUCTAHHSA MPOTOKOMIB 3axuCTy Big,
LWKigMBOro nporpaMHoro 3abesnevyeHHs Ta Tpadiky 3a 4ONOMOror BeO-TEXHONMOTIN Ta 3aCTOCYHKIB.

dPopmart 3aHATb

Jlekuii, nabopaTopHi 3aHATTS, caMocCTiiHa poboTa, KypCOBWIM MPOEKT, KOHcynbTadiil. lMigcymkoBui
KOHTpOIb — AndepeHLuinoBaHNi 3anikx.

KomneTteHTHOCTI

3K1. 3paTtHicTb 3aCcTOCOBYBaTW 3HAHHSA Y MPAKTUYHUX CUTYyaLisX.

3K2. 3HaHHA Ta po3yMiHHA NpeaMeTHOT 06nacTi i po3yMiHHS NTPOECINHOT 4isNbHOCTI.

CK2. 3paTHicTb BUKOpUCTOBYBaTH iHDOPMALLiNHI TEXHOMOTIN, CydacHi MeToau i mogenen kibepbesneku
Ta CMCTEM 3axUCTy iHdhopMaLlil.

CK4. 3gatHicTb 3abe3nevyBaTn 3axucT iHopMadii B iHPOpPMaLUiNHUX cUMCTeMaXx 3rigHO BCTAHOBIIEHOI
noniTukm kibepbesnekn Ta 3axncTy iHpopmadii.

CK9. 3patHicTb 3actocoByBaTM MeToaM Ta 3acobu TEXHIYHOro 3axmcTy iHgopmauii Ha ob’ekTax
iHdopMaLinHOT AisNbHOCTI.

Pe3yn bTaTuU HaB4YaHHA

PH4. OpraHizoByBaTtu BNacHy Npogecinny AianbHICTb, 06upaTt i BUKOPUCTOBYBATU ONTUMAITbHI MeTOaU
Ta cnocobu po3B’si3aHHA CKNagHWX creuianisoBaHux 3agad i NpakTU4HMX npobrnem y npodecinHin
DISNbHOCTI, OLHIOBATK IXHIO €(PEKTUBHICTb.

PH5. AHanisyBaTu, aprymeHTyBaTu, NpuinmMaTu pilleHHs Mpu po3B’dA3aHHi CKNagHWX cnewianisoBaHnx
3afad i NpakTUYHUX 3aBAaHb Yy NPOMECIVHIN OiaNbHOCTI, SKi XapakTepuaylTbCa KOMMMEKCHICTIO Ta
HEMNOBHOI BU3HAYEHICTIO YMOB, BiANOBIAATU 3@ NMPUNHATI PiLLEHHS.

PH6. AganTyBaTucst 4O HOBUX YMOB i TEXHONOriA NPOdECiNHOI AisfIbHOCTI, MPOrHO3yBaTh KiHLEBUN
pesynbTar.

PH?7. 3acTtocoByBaTu 1 aganTyBaTy Teopil iHdhopmMaLii Ta KogyBaHHS, MAaTEMaTUYHOI CTaTUCTUKN, YMCen,
KpunTorpadii Ta cteraHorpadii, 06pobneHHs Ta nepegayi curHanis ToLWo, NPUHLMNK, METOAM | NOHATTSA
Kibepbesnekn Ta 3axucTy iHpopmauii y HaB4aHHi Ta NpOdECiVHIN QiANbHOCTI.

PH10. BmiTn BUKOpMCTOBYBaTW Cy4acHi iHbopmauiiHi TexHonorii, metoam i mogeni kibepbesneku Ta
CcUcTeM 3axucTy iHdopmauil 4ns 3aincHeHHa NPodEeCinHOT AisNbHOCTI.

PH12. 3acTtocoByBaTu meToam 3axucTy iHpopmauii B iHpopMaLiiHMX cucTtemax 3rigHO BCTaHOBMNEHOT
NoniTMKM iHhopMmaLinHOT Gesnekw.

PH13. BnposagxyBatu, HanawToByBaTW, CYrnpoBOLXyBaTM Ta nigTpumMyBaTM QYHKLUIOHYBaHHSA
NporpamMHuX Ta NporpamHo-anapaTHMX KOMMJIEKCIB i cucTem kibepbeanekn Ta 3axucTy iHdopMalii sk
HeoOxigHi npouenypu ANa  @YHKUIOHYBaHHS iHopMauinHux cuctem Ta\abo iHdpacTpyKTypm
opraHisadii B Liriomy.

PH20. BusHayaTtu 3arpo3un CTBOPEHHS TEXHIYHNX KaHaniB BUTOKY iHbopmauii Ha 06’ekTax iHdhopMaLinHoT
LisSiNbHOCTI; BNpOBaA)KyBaTK 3aco0M i 3ax0am TEXHIYHOro 3axmcTy iHopMalii Big BUTOKY TEXHIYHUMMU
KaHanamu, NnpoBoauTK 06CNyroByBaHHA Ta KOHTPOJSIb CTaHy anapaTHUX 3acobiB 3axucTy iHpopmauii Ta
KOMMNIIEKCIB TEXHIYHOIO 3axX1CTy iHopMalLlil.
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O6car gucumnniHu

3aranbHun obesar aucumnninm 150 roa. (5 kpeauTie ECTS): nekuii - 32 roa., nabopatopHi pobotn — 32
rof., caMocTinHa poboTa - 86 rog.

NMepeaymoBu BUBYEHHA AUCUUNNiHU (NPEepPEKBi3UTK)
Po3pobka Be6-aoaaTkie, besneka iHTEpHET-peyei.

OcobnuBocTi AucuMNiHW, MeToAM Ta TeXHONOorii HaBYaHHA

B xogi BuknagaHHA gucumMnniHM BUKNagayem 3aCTOCOBYHOTLCA MNOACHIOBANbHO-INOCTPATUBHUN
(iHopMaLinHO-peLenTUBHMIA) Ta PENPOOYKTUBHUA METOAM HaBYaHHS. B akocTi MeToAiB BUKNaaaHHS,
SKi HanpaBfeHi Ha akTMBi3aUil0 Ta CTUMYMOBAHHS HaBYarbHO-Mi3HABaNbHOI OisinbHOCTI 3406yBadviB,
3aCTOCOBYHOTbCS Npe3eHTaLii, 6ecian, iHaneigyanbHi rpynoBi NPOEKTU, MancTep-Knacu.

lNMporpama HaB4YanbHOI ANCLUNNIHN

HaB4yanbHi 3aHATTA

JNekuit
Temun nekuin KinbkicTb roguH
Tema 1. OcobnuBocTti nobynosn WWW. 4

ApxiTektypa WWW: knieHT-cepBepHa mogernb. [lpoTokonu nepenadi gaHnx (HTTP,
HTTPS). OcHOBHiI kOMMNOHEHTUM Beb-cepefoBula (cepBepun, Opaysepu, Mpokci).
OcobnueocTi poboTn Beb-cepBepiB (Apache, Nginx, IIS).

Tema 2. OcobnuBocTi no6yaoBu Be6-goaaTkis. 4
ApxiTeKkTypHi cTuni Beb-gopaTkiB (MOHOMIT, KnieHT-cepBep, Mikpocepsicu). Beb-
TexHonorii: HTML, CSS, JavaScript, AJAX. BukopuctaHHs 6a3 gaHux y Beb-goaartkax.

MowmpeHi BpasnnBOCTI apxiTekTypu Beb-goaaTkis.

Tema 3. Mogenb 3arpozy WWW. 4
OcHoBHi  KkaTeropii  3arpo3  (KOHMIAEHUINHICTb,  LiNICHICTb, AOCTYMHICTb).
Knacudikauis atak: akTMBHI Ta nacuBHi. 3arpo3un kopucTyBady (ilumHr, couianebHa
iHxxeHepiqa). 3arposn Beb6-goaaTky Ta cepeepy.

Tema 4. 3acobu 360py AaHnx y WWW. 4
IHCTpymMeHTH 360py iHdopmauii (WHOIS, Shodan, Maltego). TexHonorii Be6-
ckpenniHry. Ponb nowykoBux cuctem y 36opi gaHux. Metoam OSINT ans aHanisy
Beb-pecypciB.

Tema 5. 3aco6u iHchopmauiniHoro aHanisy y WWW. 4
AHanisz mepexesoro Tpacdiky (Wireshark, tcpdump). >KypHanu Be6-cepsepiB i iX
iHTepnpeTauis. IHCTpymMeHTU TecTyBaHHs 6es3nekn Beb-gopatkis (Burp Suite,

OWASP ZAP). MeToau aHani3sy BpasfiMBOCTEN.

Tema 6. 3aco6u 3abe3anevyeHHA 6e3nekn y WWW, 4
AyTeHTudikauisa Ta aBTopu3sauis. BukopuctanHa SSL/TLS Ta cepTtudikaTiB. Beb-
dinbTpauia Ta WAF (Web Application Firewall). Cuctemn 6aratodaktopHoi
aBTeHTUdikauii.

Tema 7. Mopeni atTak y WWW. 4
ATakn Ha KIieHTCbKy 4YacTuHy (XSS, CSRF). ATakM Ha cepBepHy 4acTuHy (SQL

Injection, Command Injection). ATaku Ha cecito (Session Hijacking, Cookie Poisoning).
DDoS-aTtakun Ha Beb-cepBicu.

Tema 8. 3acobu 3axucTy Big wKianusoro Bnnusy y WWW. 4
MporpamHi 3acobu MOHITOpUHry Ta 3axucty. Cuctemu IDS/IPS y KOHTEKCTi BeO-
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Besnekun. BukopuctaHHs npokci-cepsepis Ta VPN. OpraHisauiiHi 3axogun 3axmcTy 1a
noniTukx 6esneku.

3aranbHa KinbKicTb roguH 32

JNabopaTtopHi 3aHATTA

Temu nabopaTopHUX 3aHATb Kinbkicte rognH Barosi
KoequilieHTn a

Tema 1. JocnigxeHHA oco6bnuBocTer nobyaosn WWW. 4 0,1
ApxiTekTypa KnieHT-cepBepHOi Mogeni. Ponb npoTokonis

HTTP/HTTPS. DNS 1a IP-agpecauia y WWW. AHania cTpykTypu

Beb-pecypcis.

Tema 2. [ocnigxeHHA ocobnuBocteM nobygoBu BeO- 4 0,1
AopaTkKiB.

TpupisHeBa apxiTektypa (krieHT, cepsep, Bb[l). BukopuctaHHs

HTML, CSS, JavaScript. CepBepHi MOBM nporpamyBaHHs (PHP,

Python, Node.js). OcobnumBocTi iHTerpauii 3 6azamun gaHux.

Tema 3. JocnigxeHHs moaeni 3arpo3y WWW. 4 0,1
Knacudikauist 3arpo3 (nacuBHi, akTueHi). ATakn Ha knieHTa (XSS,

CSRF). Atakm Ha cepBep (SQL Injection, DoS/DDoS). BwuTik

KOHMIAEHLINHUX JaHNX.

Tema 4. [locnigxeHHs 3acobiB 360py AaHnXxy WWW. 4 0,1
BukopucTtaHHs cookies Ta cecin. Beb-TpekiHr i ananituka. Metogm

web-scraping (aBTOMaTU30BaHWU 36ip AaHWX). IHCTpyMeHTU 360py

JaHux (Wireshark, Burp Suite).

Tema 5. C [locnigxeHHs 3acob6iB iHopmauinHoro aHanisy y 4 0,1
WWW.

MeTtoan ananisy norie Beb-cepBepiB. IHCTpyMeHTM OSINT vy

BebcepenoBuLi. AHani3 Tpadiky mepexi. BusBneHHsa aHomanin y

noBepiHLi KOpUCTyBauiB.

Tema 6. JocnigxeHHA 3acobiB 3abe3nevyeHHA Oe3nekn y 4 0,1
WWW,

WndpyBaHHa nepepaBaHHa gaHux (SSL/TLS). BukopucTtaHHs

VPN pgna pgoctyny pg[o pecypciB. 3acobu aBTeHTMdikauii

(oaHoakTopHa, ABodakTopHa). Beb-6paHamayepu (WAF).

Tema 7. JocnigxeHHA moaenen ataky WWW. 4 0,1
SQL Injection: npuHUMN Ta peanisavisa. XSS: BOyagoBaHi cueHapii Ta

Hacnigku. CSRF: nigpobka 3anuTiB Big kopuctyBaya. DDoS: metoam

opraHisauii Ta 3axucTy.

Tema 8. [ocnigxeHHA 3acobiB 3axucTy Big wWKiAnNUMBOro 4 0,1
BNnuMBy y WWW.

BukopuctaHHs aHTUBIpYCHUX pilleHb Ta IDS/IPS. 3axucT Big atak

iH’ekuin. TexHonorii 3axucTy cookies Ta cecin. KoHTponb goctyny

[0 Beb-goaaTKiB.
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KoHTponbHi po6oTtu
3a HasisHoCMi
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TeMn KOHTPONbHUX POBIT Barosi
KoeqiLieHTn b

Tema 1. AHani3 apxiTekTypu Ta 3arpo3 y WWw, 0,1
Apxitektypa WWW Ta BebG-gopartkiB. Knacudikauisa 3arpo3 Ta mogenen arak.

MeTtoan 36opy Ta aHanisy iHdopmauii npo Beb-pecypcu. MNpuknaan peanbHUX
Kibep3arpos y Be6-cepeoBuLLi.

Tema 2. MeToau Ta 3acobu 3axucTy Be6-aAoaaTKiB. 0,1
3acobu ayTeHTUiKauil Ta aBTopu3auii kopucTyBadis. 3axucT Big atak (XSS, SQL

Injection, CSRF Towwo0). BukopuctanHa WAF, IDS/IPS y Be6-6e3neui. KpuntorpadiyHi

npoTokonu Ta cepTudikatn y WWw.

3aranom 2;’;1 b;=0,2

CamocrTinHa pob6oTa
[lo camocTinHOT po®0TK BIGHOCUTLCS CaMOCTIlHE OnpaLoBaHHS TEOPETUYHOIO MaTtepiany.

OnpautoBaHHsA TeOpeTUYHOro maTtepiany

TemMn caMmoCTIMHOIO BUBYEHHS KinbkicTb roguH

Tema 1. IcTopia po3Butky WWW Ta cyvyacHi TeHaeHLUii Be6TexHonorin. 11
Butokn ctBopeHHa WWW: Tim bepHepc-Jli Ta nepwi npotokonu. Esontouis
OpaysepiB i BebcepepiB. lNepexig Big CTaTM4HUX OO0 OMHAMIYHUX BEOCTOPIHOK.

CyvacHi TeHaeHUiT po3suTky: Web 2.0, Web 3.0, AeueHTpanisoBaHun IHTepHeT.

Tema 2. lpotokonu npuknagHoro piBHa (HTTP, HTTPS, FTP) Ta ix 11
YpasnuBOCTi.

OcHosu npotokony HTTP Ta roro Hegoniku. BukopuctaHHa HTTPS Ta cepTudikaris

SSL/TLS. lpotokon FTP i Moro BpasnuMBOCTi. TUNOBI aTakMm Ha MNpPOTOKOMU
npuknagHoro pisHa (MITM, nepexonneHHs Tpagiky).

Tema 3. Metoan wndpyBaHHa Be6Tpadciky (SSL/TLS, HTTPS). 11
MpuvHuMnn pobotn SSL/TLS. Cuctema umdpoBux cepTudikatieB Ta UEHTPU
ceptudpikadii. Cnabki micua SSL/TLS Ta cnocobu iX YHUKHEHHS. [lpakTuiHe
BukopucTaHHs HTTPS y 3axucTi BebgoaaTkis.

Tema 4. Cuctemu aBTeHTUdIKaLiT kopucTyBadiB (OAuth, OpenID, JWT). 11
OcHoBu aBTeHTUIKaUiT Ta aBTopuaauii. MpuHumMnu pobotn OAuth 2.0. OpenID

Connect 8K po3wmpeHHss OAuth. BukopuctaHHs JSON Web Token (JWT) ans
6GeaneyHoro gocryny.

Tema 5. OcHoBM BeOG-kpuntTorpadii: xewyBaHHsA, €NEKTPOHHUW nignuc, 11
cepTudpikaTu.

XelLwl-(pyHKUji Ta iX BNacTMBOCTI. BUKOPUCTaHHSA XelyBaHHS y Bebcuctemax (3axmcT

naponis, UiNiCHICTL AaHuX). ENeKTpoHHWA nignMc Ta WOro 3acTOCYBaHHA Yy
BebcepenoBuLi. Ponb Lungposmx ceptudikatis y 3axucTi iHdopmallii.

Tema 6. BebcepBepu (Apache, Nginx, IIS): ocob6nuBocTi KOHdirypauii Ta 11
3axucCTy.

ApxiTektypa Ta npuHuunun pobotn sebcepBepiB. KoHdirypauia 6e3nekn Apache.

3axucTt BebecepsepiB Nginx Ta IIS. Tunosi atakun Ha BebcepBepu Ta MeToau NpoTuaii.

Tema 7. XmapHi Be6cepBicu Ta 0COOGNMBOCTI iX 3axXuCTy. 10
MoHaTTa xmapHuMx obumcrneHb (SaaS, PaaS, IaaS). 3arpo3n 6e3neui y XmapHuX
cepenoBuax. IHCTPYMEHTU 3axucTy OaHuX Yy Xxmapi (WwmdpyBaHHS, KOHTPOSb

poctyny). MixkHapoaHi ctangapTv 6e3nekun 4nst XMapHUX CepBiciB.

Tema 8. MixkHapogHi ctaHgapTh Ta pekoMmeHaauii woao Be66e3nekn (OWASP, 10
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ISO/IEC 27001, NIST).

OcHoBHi nonoxeHHa OWASP Top 10. ISO/IEC 27001: cuctema ynpasriHHA
iHdopmauinHoto Gesnekot. PekomeHpauii NIST wopo seG3axucty. lNpakTuyHe
3aCTOCYBaHHS MibXXHapOA4HMX CTaHAapTIB y Bebpo3pobLi.

3aranbHa KinbKicTb roguH 86
TemaTtuka iHagMBIiAyanbHUX 3aBAaHb

KypcoBuii npoekT nepefbadae BUMKOHAHHA iHOMBIAyanbHOro 3BiTy, po3kpmBatu obpaHy TemaTuky,
OeMOHCTpyBaTh BMiHHA aHanidyBaTtu iHopMauito Ta opopmIioBaTU TEKCTOBI JOKYMEHTU BiAMNOBIAHO
00 METM HaB4YanbHOI gncumnninn. 30o06yBad obupae KOHKPETHY TEMY B MeXax 3ararbHoi TeMaTuku 3a
norogxeHHam 3 Buknagadem. O6car pobotn: 30-40 CTOPIHOK OCHOBHOrO TekcTy. 3BiT mMae 6yTn
odhopMneHnin BionoBigHO 4O BUMOT, HaBedeHWX y niTepaTtypHoMy axepeni [2]. 3aBAaHHSA BUKOHYETLCS
NPOTArOM HaBYanbHUX TMXHIB | NOAAETLCSA HA NEPEBIPKY 40 eK3aMeHYy.

Temu iHOMBIQYyanbHOro 3aBAaHHS

Tema 1. AHani3 3arpo3 6e3newi BebgoaaTkiB Ta MeToAm ix 3anoGiraHHs.

Knacudikaudia cyyacHux 3arpo3 y BebcepepoBuuli. BnnveB ypasnuMBocTerd Ha  UiMICHICTb,
KOHigeHUinHicTe Ta gocTynHicTb. Mpuknagn nowmpeHnx atak Ha Bebgogatku. Ornsig meToais
nonepemkeHHs atak. Po3pobka pekomeHaaulin Wwoao NigBULLEHHSA PiBHSA Be3neku.

Tema 2. Po3po6ka 6e3ne4yHoi cuctemu aBTeHTUIiKaL il KopucTyBadiB ans sedbgoaartkis.

Mpo6nemaTtuka 36epiraHHa naponie y Bebcuctemax. MeTtoam aBTeHTUdikauii: naponi, TOKeHw,
fbaratodakTopHa aBTeHTUikauisa. Peanisauis 6e3ne4yHOro XelwyBaHHA Ta COfiHHA naponis.
BukopuctaHnHs npotokonis OAuth2, OpenID Connect. TeCTyBaHHA 6€3NeYHOCTI peani3oBaHoi CUCTEMM.

Tema 3. 3actocyBaHHA KpunTtorpadiuHux metoniB y 3abeane4veHHi Be66e3nekn (SSL/TLS,
HTTPS).

OcHoBn kpuntorpadii y Beb66eaneui. lNpoTtokonmn SSL/TLS: npuvHUMnM pobOTM Ta CTPyKTypa.
HanawTtyBaHHss HTTPS gnst 3axucTy nepegaBaHHa AaHux. [pobnemn ceptudikauii Ta ynpaeniHHS
kntoyamu. MNMpakTnyHe JOCNIOKEHHS 3aXMLLEHOCTi Be63 egHaHHS.

Tema 4. MogentoBaHHA Ta AocnimaxeHHA aTtak Tuny SQL Injection Ta MeTOAM 3aXUCTY Bif HUX.
MpuHumn po6oTtn SQL Injection. Buan SQL Injection (Classic, Blind, Time-Based). [HCTpymeHTU ong
BUABNEHHS ypa3nueocTen (sqlmap Ta iH.). MeToamn 3axmucty: prepared statements, ORM. [1pakTnyHe
AOCNiMKEeHHA Ha TeCcToBOMY BebaoaaTky.

Tema 5. BukopuctaHHa OWASP Top 10 ans ouiHKM 3axuweHocTi BebaoparkiB.

OsHanomneHHs 3 OWASP Ta 1oro 3HadeHHAM. Xapaktepuctnka OWASP Top 10 (akTyanbHa Bepcisi).
MeTtoaunka TectyBaHHA BebaoaaTtkieB 3a OWASP Top 10. Npuknag aHanidy KOHKpeTHOro Beb6aoaaTky.
PekomeHaauii 3 niaBULLEHHS 3aXULLEHOCTI.

Tema 6. AHani3 echeKTUBHOCTI 3ac06iB 3axUCTy Big MikcantToBux atak (XSS, CSRF).

MpuHumnn XSS-atak (Stored, Reflected, DOM-based). MexaHiam CSRF-aTak. MeToou BUABMNEHHS
ypasnuBocTen y Bebaopatkax. 3acobu npotuaii XSS i CSRF (Content Security Policy, TOkeHwn).
[MpakTuyHe TecTyBaHHS 3aXUCHUX MEXaHi3MiB.

Tema 7. Po3po6ka Ta BNpoBagXXeHHA CUCTEMU MOHITOPUHIY 6e3nekun BebGpecypcy.

3aBaaHHs Ta NPUHUUNK MOHITOPUHIY 6e3nekn. [HCTpyMeHTU ansd MoHiTopuHry (Splunk, ELK Stack,
Wazuh). 36ip i aHani3 noris BeGcepBepa. BusiBneHHs Ta pearyBaHHA Ha iHUMOEHTW. [pakTu4HUn Kenc
BNPOBaMXEHHA MOHITOPUHTY.

Tema 8. 3axuct BebGcepBepiB Apache/Nginx: metoauM KoOHdirypauii Ta TecTyBaHHA
ypasnmBocTen.

3arpo3n BebcepBepaM Ta Hacnigku komnpomeTauii. besneyHe HanawTyBaHHA Apache Ta Nginx.
BukopuctanHHa SSL/TLS y BebcepBepax. TecTyBaHHs koHcpirypauii (Nikto, OpenVAS). lMpakTuyHi
pekoMeHauii 4ns agmiHictpartopis.

o HauioHaABHMI TEXHIYHMI YHIBEPCUTET
Beb6esreka E@E yHIBep
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Tema 9. BukopuctaHHAa MixmepexeBux ekpaHiB (Web Application Firewall, WAF) y 3axucTi
Beb6aopaTkis.

MpusHayeHHa Ta npuHuMnu podotn WAF. Bugmn WAF: anapaTHi, nporpamHi, xmapHi. IHTerpauia WAF y
iHpacTpykTypy Bebgopatky. OuiHka edekTuBHOCTI poboTn WAF. [lpakTuyHe [OChigKEeHHS
(ModSecurity, Cloudflare).

Tema 10. focnimkeHHA 6e3nekn xmapHUX BeGcepBiciB Ta MexaHi3MiB iX 3axucTy.

OcobnuBocCTi apxiTekTypu XmapHux BebcepsiciB. 3arpo3v Ta ypasnuBOCTI XMapHUX cepenoBuLL.
TexHonorii 3abe3ne4veHHst 6e3nekun (IAM, WnpyBaHHS, pe3epByBaHHS). IHCTpyMeHTU ayauTy 6e3neku
XMapHux Bebcepgicis. MpakTuyHi pekoMeHaauii Woao niaBuLWeHHS 6e3neku.

3aranbHa KinbKicTb roguH 86

HecdopmanbHa ocBiTa

3pobyBay Mae MOXNMBICTb Mepe3apaxyBaTM OKpeMi TeMn abo Kypc LUMASXOM: MPOXOOAXKEHHS
NPOMECINHMNX KyPCIB UM TPEHIHTIB, OHMANH-OCBITW, NPOMECIiHUX CTaxyBaHb, y cdepi, Wo Bignosigae
HaBYanbHUM LiNAM gUCLMNNIHW.

[ns 3apaxyBaHHs1 HEOOXiAHO HagaTu: cepTuUdikaT (ENEKTPOHHUI abo ApYyKOBAHMI) NPO NPOXOLKEHHS
KypCy/CTaxyBaHHS, OnnC Nporpamun TPEHiHry i3 3a3Ha4YeHHsM 3MIiCTy TeM, 06csary Ta TpMBasnocTi.

PekomeHaoOBaHi Kypcu, TPEHiHI, CTaXyBaHHA
3a gaHMM KOMMOHEHTOM BpaxyBaHHS TEM, Y pasi YCrilLHOro 3aBepLUEHHS KypciB, He nepeabaveHo.

JNlitTepatypa, HaB4YanbHi maTepianu Ta iHcpopmauinHi pecypcu

OcHoBHa nitepartypa

1. CCNA  Cybersecurity  Operations [EnektpoHHun  pecypc]. -  Pexum  poctyny:
https://www.netacad.com/ru/courses/cybersecurity/cyberops-associate.

2. Amazon  Web Services (AWS) [ENeKTpOHHUI pecypc]. - Pexum goctyny:
https://www.checkpoint.com/solutions/amazon-aws-security/.

3. Microsoft Azure (Azure) [ENeKTpoHHUI pecypcl. - Pexnm [ocTyny:

https://www.checkpoint.com/solutions/microsoft-azure-security/.

4. Google Cloud Platform (GCP) [EnexkTpoHHMI pecypc]. - Pexum goctyny:
https://www.checkpoint.com/solutions/google-cloud-platform-security/.

5. Kali Linux [EnekTpoHHWin pecypc]. - Pexxum goctyny : https://www.kali.org/.

6. WEB-TexHonorii [EnektpoHHuii pecypc]: HaBvanbHO-goBigkoBui nocibHuk / C.IM. €Bcees, A.M.
Tkavos, B.O. Anekcies, FO.M. Pabyxa - Xapkis : XHEY im. C. KysHeus, - JlbBiB: BugasHuuteo «HoBui
CBiT -2000%», 2021. - 390 C.
https://drive.google.com/drive/u/1/folders/IwOTN8N-GBGO06AnviQHU1SdB13xCaUju

[DopaTkoBa nitepartypa

1 Internet Security [ENeKTpoHHUN pecypc]. - Pexum goctyny:
https://www.tutorialspoint.com/internet_security/index.htm.

2. Computer Network Security [EnekTpoHHMI pecypcl. - Pexnm JocTtyny:
https://www.javatpoint.com/computer-network-security.

3. Beb-6e3neka [EnekTpoHHuIA pecypc]. - Pexum aoctyny:

https://developer.mozilla.org/ru/docs/Learn/Server-side/First steps/Website securit

Cucrtema ouiHIOBaHHA

MigcymkoBa oOuiHKa 3 OCBITHBOINO KOMMOHEHTa BM3HA4YaeTbCA BiANOBigaNbHUM NIEKTOPOM 3a TeMamu,
BMAAMW 3aHATb, TOLLO Y BiANOBIAHOCTI A0 cunabycy i € iHTerpanbHO OLHKOK pe3ynbTaTiB YCiX BUA
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https://www.netacad.com/ru/courses/cybersecurity/cyberops-associate
https://www.checkpoint.com/solutions/amazon-aws-security/
https://www.checkpoint.com/solutions/microsoft-azure-security/
https://www.checkpoint.com/solutions/google-cloud-platform-security/
https://www.kali.org/
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://www.javatpoint.com/computer-network-security
https://developer.mozilla.org/ru/docs/Learn/Server-side/First_steps/Website_security

HaBYanbHOI AisnbHOCTI 3006yBada BMLOI OCBITK. [iaCcyMKOBa oLiHKa NOBMHHA BigobpaxkaTu BCi OLiHKK
3a CKITaoBMMUN HABYasIbHOMO MPOLIECY 3 YpaxyBaHHAM iX BAaroBMx NOKa3HUKIB k:

[MoTOYHMI KOHTPONb KoHTponbHi poboTun IHomBigyanbHe MigcymKoBUM KOHTPOSb
(NpaKTWYHI, ceMiHapcbki,  (3a HasiBHOCTI), ko 3aBAaHHSA (ons OK 3 icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasiBHOCTI), k3

0,6 0,2 0,2

Cyma koeilieHTiB MOBMHHA cKNagaTtu oanHMLo: k1 + ko + k3 + k4 = 1. Migbip Barosux koedilieHTIB
NiACYMKOBOI OLliHKW 34INCHIOE PO3POOHMK KypCy.
Po3paxyHOoK NigcyMKOBOI OLiHKM NPOBOAUTLCA 3@ hOPMYIIOH0:

O=0M-k1+K-ky+1 'k3+r|K'k4
ne: [1-cepegHbo3BaXeHa cepeHs OLiHKa 3a NOTOYHUI KOHTPOIb
| - ouiHKa 3@ BUKOHAHHSA iHAMBIQYaNbHOroO 3aBAaHHS
K - cepeaHbo3BaXeHa OLiHKa 3a KOHTPOIbHI poboTH
Ik - oUiHKa 3a NiaCYyMKOBUIA KOHTPOMb

My-ay+My-ap+.. 411, -a,
- n
Y @

Ae: a; - BaroBun koeilieHT 3a KOXHe npakTnyHe (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_Kl 'b1+K2 'b2+...+Km bm
E;il bi
ae: b, - BaroBum KoeiLieHT 3a KOXHY KOHTPOISbHY poBoTy.

K

Likana ouiHlOBaHHA
MoTOYHI ouiHKK 3a KOXHY cknagosy (M, K, 1,...)

BMCTaBNsAOTbCA 32 100-6anbHOL0 LWKanoto 3rigHo 3 ggjl_\ﬂz HauioHarnbHa oujiHka ECTS
nonoxeHHsM «[1po KpuTepii Ta CMCTEMY OLIHIOBAHHA  "9(_100 BiAMIHHO A
3HaHb Ta BMiHb i PO PEUTUHT 3400yBadyiB BULLLOT 82-89 [o6pe B
ocBitu» HTY «XII». 75-81 [lo6pe C
. . _ _ 64-74 3agoBinbHO D
MigcymkoBa oujiHKa BUCTaBMSETLCA Bi4NOBIAHO 40 60-63 3370BINbHO E
po3paxoBaHoi O 3 OKpYrMeHHAM 40 HAaNGMXK4oro 3559 HesagoBinbHo X
Linoro yncra B GinbLly CTOPOHY. (NOTpiGHe nopaTkose
BMBYEHHA)
1-34 HesagoBinbHO F
(NoTpiGHe NOBTOpPHE
BMBYEHHSA)

Hopmu akagemMiuyHOI eTUKM i NosliTUKa Kypcy

3p006yBay BULLIOT OCBITM MOBUHEH JOTpUMYyBaTuCs «Kogekcy eTukn akagemMidHMx B3aeMOBIOHOCUH Ta
nobpoyecHocTi HTY «XIl»: BUSBNATM AMCUMNNIHOBAHICTb, BUXOBaHICTb, 4OOPO3NYNIMBICTb, YECHICTb,
BignoBiganbHicTb. KOHNIKTHI cuTyauii NOBUHHI BiAKpUTO 0GroBoptoBaTUCS B HABYaNbHMX rpynax 3
BUKNagadem, a Npn HEMOXITMBOCTI BUPILLEHHS! KOHMMIKTY — AOBOANTUCS OO BigoMa criBpOoOITHUKIB
AVPEKLIT IHCTUTYTY.

HopmaTuBHo-npaBoBe 3abe3nevyeHHs BNPoBaIKEHHS NPUHLMNIB akageMivHoT gobpoyvecHocTi HTY

«XIl» poamiweHo Ha canTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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MoropxeHHA

Cunabyc norogxeHo 30.08.2025 3asiayBay kadeapu
e Sa Cepriit EBCEEB
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