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AHTUBIpyCcHMM 3axuUCT iHpopmauii

Lundbp Ta Ha3Ba cneuianbHOCTI IHCTUTYT
K3 - HauioHanbHa 6e3neka (3a okpemMmmun HHI komn'toTepHUX Hayk Ta iHpopmaLinHNX
chepamum 3abesneyeHHs i Buaamm gisiribHOCTI) TEXHONOorin
Cneuianisauia Kadenpa
Kibepbesneku (328)
OcBgiTHA nporpama Tvin gucumnninm
HauioHanbHa 6e3neka y cepi kibep3axucty O6oB'A3koBa
PiBeHb oCcBiTH Popma HaBYaHHS
Mepwun (bakanaBpCbKuiA) [eHHa
CemecTp MoBa BuknagaHHs
8 YkpaiHcbka

Buknagadi, po3pooHMKK

E€BCEEB Ceprin NeTpoBuy

serhii.yevseiev@khpi.edu.ua
[lokTop TexHiYHMX HayK, npodecop, 3aBigyBad kadenpu kibepbeanekn
HTY «XMl».

Jlaypeat HauioHanbHOI npemii imeHi bopuca NMaToHa.

KinbkicTe HaykoBux nybnikauin: noHag 351, 3 HMX NATEHTIB Ha KOPUCHY
Mogenb 44, 11 moHorpacin, 3 skux 10 KONeKTUBHUX MoHorpadin, 31
HaBYanbHUM NOCIGHUK, 3 kX 4 3 rpudom MiHicTepcTBa OCBITM | Haykn
YkpaiHu, 149 ctatten y 3aKOpAOHHMX BMAAHHSAX Ta (haxoBMX BUOAHHAX
YkpaiHn, 3 HUX 61 y HayKOMeTpuuHin 6asi Scopus. [@paHT OCBITHbO-
npodeciHoi nporpamn "Kibepbeaneka" neporo (6akanaBpCbKOro) piBHS
BUWOI ocBiTK. [MpoBigHMA nekTop 3 AucumnniH: MaTtemaTuyHi OCHOBU
kpuntonorii, Komn'totepHi mepexi, OcHoBu KpuntorpadiyHOro 3axucTy,
Metoan kpuntoaHanidy, OcHoBu kibepbesnekn, CyyacHi npobnemu
nocTkBaHTOBOI kKpunTtorpadii, OcHOBM HaykoBWMX gochnigxeHb, Lindposa
KpuMiHanictuka, ETnyHuin xakiHr y cTygeHTiB  6GakanaBpiata Ta
marictpaTypu, MeTogonoris HaykoBOI Ta NegaroriyHoT JisinbHOCTI B Haykax
Kibep3axucTy a4ns acnipaHTis.

[eTanbHille npo Bukagadva Ha canTi kadenpu
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KOPOIJ1b Onbra NpuropiBHa

olha.korol@khpi.edu.ua
KaHaMaaT TeXHIYHUX HayK, OoueHT kadenpu kibepbeanekn HTY «XIMi».

KinbkicTb HaykoBux nybnikauii: noHag 175, 3 AkMx 19 HaB4asnbHUX
NociGHUKIB, 74 CTaTTi Y 3aKOPAOHHUX BMAAHHAX Ta (PaAxOBUX BUAAHHAX
YKpaiHu, 18 naTeHTiB Ha KOPUCHY MOAENb, 9 Yy HayKoMeTpuyHin 6asi Scopus,
| rapaHT  OCBITHbO-NpodeciiHoi  nporpamn  «Kibepbesneka»  Opyroro
(MarictepcbKkoro) piBHs BUWOI OCBITU. [MpoBIigHWIA NeKTop 3 AUCUMUNIIIH:
«MeHemkMeHT  iHopMmaUuinHOi  Gesnekn», «HauioHanbHa  6e3neka
aepxasun» , «lHopmauiiHa ©e3neka agepxaBw», «KOMNNEKCHWUI TPeHiHT
«besneka Beb-3acTOCYHKiB»», Y CTYAEHTiB bakanaspiata Ta marictpatypw.

[eTanbHille Npo BUKNagada Ha cainTi kadeapu

3aranbHa iHcpopmauis

AHoTauin

HaBuanbHa gucumnniHa "AHTMBIpyCHMIA 3axucT iHdopmauii® € 0O0OB'SI3KOBOK HaBYallbHOO
avcuunnidoto. ucumnnida cnpamoBaHa Ha NiaBULEHHS PiBHA (DOPMYBaHHS Y CTYAEHTIB 3HaHb Ta YMiHb,
SKi CTBOPATb TEOPETUYHUN | NPAKTUYHMIA (PyHOAMEHT, HEOOXigHMI ANa aHani3y 3arpo3 BUHMKatoUumX npu
30epiraHHi, 06pobnieHHi Ta nepegavi iHdopmadii y ranysi iHdbopmauiiHUX TEXHOMOTIN.

MeTa Ta uwini aMcumnniHmn

OTprMaHHA cTyaeHTaMu HeOoOXiAHMX 3HaHb LWOAO0 OCHOB TeOopil 3axMCTy iHpopmauinHnx pecypcis B
iHdhopMaLiiHMX cucTemax 3 3aCTOCYBaHHSIM Cy4acHMX MeTofiB Ta 3acobiB aHTMBIPYCHOIO 3axucTy
iHcbopmaLlii.

dPopmart 3aHATb

Jlekuii, nabopaTtopHi 3aHATTH, camocTiiHa poboTa, KoHcynbTauil. [ligcymMKoBUA KOHTpOMb -
AndbepeHuinoBaHnin 3anikx.

KomneTteHTHOCTI

3K?7. 3patHicTb 4o nowyky, 06pobneHHs Ta aHanidy iHdopmaluii 3 pisHux gxepen.

3K8. 3gaTHicTb BMKOpUCTOBYBaTU iHCpOpMaLiiHi Ta KOMYHiKaLiHi TeXHOMOTIT i Ha it OCHOBI hopmyBaTK
edeKkTUBHY CUCTEMY iHPOPMaLINHO-aHaNITUYHOrO 3abeaneyveHHs NiATPUMKN NPUNHATTS YNPaBiHCbKUX
pilleHb Wogo 3anobiraHHs, NpoTuaii Ta HemTpanisauii 3arpo3 HauioHanbHiI 6eaneu;.

CK1. 3gaTHicTb BUKOpMCTOBYBaTM GE3NEKOBI PEXMMM NiJ YaC BUKOHAHHSA Cry>00BMX 060B’SI3KIB.

CK2. 3paTtHicTb aHanisyBaTu BUKIMKN Ta 3arpo3n HauioHanbHii 6e3neui 3a HanpssMkaMmu NpodecinHoi
JisNbHOCTI, CUMHTe3yBaTWU iHopmauilo Wwoao po3pobneHHa Ta peanisauii enemeHTiB cTpaTterin y
BM3Ha4YanbHUX cdepax HauioHanbHOoI 6e3nekn (MONITUYHINA, EKOHOMIYHIN, couianbHil, ryMaHiTapHin).
CK4. 3gaTtHicTb 4EMOHCTpYBaTU Ta 3aCTOCOBYBATK 3HAHHS 3 OCHOB TEOPIl HauioHanbHOI 6e3neku.

CKS8. 3gaTHicTb BUKOPMCTOBYBaTM MeXaHi3aMn 3abe3neyeHHs HalioHanbHol 6e3neku y ii BU3HavyanbHnx
chepax.

Pe3ynbTaTty HaB4YaHHSA

PH3. BMiTn 3a gonomoroio abCTpakTHOrO MMUCAEHHS, aHanidy Ta CUMHTEe3y OUiHoBaTW pesynbTaTu
npodecivHoi AianbHOCTI Ta 3abe3nevyBaTi ii AKICTb, OYTM KPUTUHHUM | CAMOKPUTUYHUM, HANnosnernmemm
LLIOO0 NOCTaBneHnx 3aBgaHb i B3ATUX 3000B’A3aHb.

PH7. BMiTK BUABNATK, CTaBUTK Ta BUpiLLyBaT NpodecinHi 3aBaaHHs, BMITU y3aranbHioBaTU OTpUMaHi
pesynbTaTt, 06pobnATK Ta aHanisyBaTh iHpopmauio 3 pi3HMX Axeper, 0opMIIOBaTK | MPe3eHTyBaTH
pesynbTaTu AoCnigXeHb BiANOBIAHO 40 BUMOT.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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PHS8. BMiT BUkopucToByBaTh iHPOPMALiNHI Ta KOMYHIKaLiiHi TEXHOMOTIi | Ha Ui OCHOBI hopmyBaTh
edeKkTnBHI cuctemmn iHopMaLiHo-aHanITUYHOro 3abe3neyeHHs NIATPUMKN NPUNHATTS pilleHb LWoa0
3anobiraHHs, NpoTuaii Ta HerWTpani3auii 3arpo3 HauioHanbHiI 6e3neku.

PH9. BMmiTn BUkopucToByBaTu 6€3neKoBi pexnmm nig 4ac BUKOHaHHSA cnyX60B1x 060B’A3KIB.

PH10. BMiTn aHanisyBatv BMKIMKM Ta 3arpo3n HauioHanbHin 6es3neui 3a Hanpamamu npodecinHoi
AiSANbHOCTI Ta CMHTe3yBaTW iHpopMaLito Woao po3pobneHHs Ta peanisauii cTpaTerin y BU3HayanbHuX
chepax HauioHanbHOI 6e3nekn (NOMITUYHIN, EKOHOMIYHIN, CoLianbHin, 'yMaHIiTapHin).

PH12. BmiTn 3actocoByBaTn 3HaHHA 3 OCHOB Teopii HauioHanbHOI 6e3nekun, 3oKkpema: OuiHBaTH
06CTaHOBKY, piBEHb BUKIMKIB Ta 3arpo3 HaLioHanbHi 6esned,.

PH16. BukopuctoByBaTty y NpoeCinHin fisnbHOCTI OKpeMi eNeMeHTU MexaHiaMy BNnuBy Ta B3aemogii
y npoueci 3abe3neyeHHs OKpeMUX CKITagoBMX HaLioHanbHoI 6e3neku.

PH17. BMiT BUKOpUCTOBYBaTU OTPUMaHi 3HaHHSA LWoA0 6e3neKkoBOi CKIagoBOI 30BHILLHBOI MOMITUKK
YKpaiHu Ta iHWnX aepxas.

PH19. BmiTM BMKOpUCTOBYBaTM Yy MPOECINHIA [ianbHOCTI MeTOAW Ta IHCTPYMEHTW opradisadii
couianbHOI B3aeMogii, cniBpobiTHMLTBA Ta pO3B’A3aHHs KOHMNIKTIB y cdepi npodecinHoi AignNbHOCTI,
NPaKTUYHI HaBUYKW, TaKTUKy Ta npunomu, podoTn 3 nogbMu B iHTepecax cnyx6oBoi AisfbHOCTI:
npauBaT y KoMaHai 3 Nno3nuin nigepa, pagHuka (KoHCynbTaHTa), NOMiYHKUKa, NaHyBaTU BUKOPUCTaHHS
Yyacy Ta BM3HayaTu cTuMynu i 6ap’epu edekTnBHOI pobOoTK, 34iMCHIOBATM PO3NOAIN (AeneryBaHHs)
dYHKLiN, NOBHOBaXEHb i BiANOBIAANBbHOCTI Mi>XK BUKOHABLIAMMN.

O6car gucumnniHun

3aranbHui obcar aucumnninm 150 roa. (5 kpeauTis ECTS): nekuii — 30 roa., nadopatopHi poboTtu - 20
rof., caMocTinHa poboTa - 100 roa,

NMepeaymoBu BUBYEHHA AUcUUNNiHU (NPepPeKBi3UTK)
IHdbopMaLiiHO-KOMYHIKaUinHi cuctemm y ccpepi HauioHanbHoOI 6e3neku.

OcobnuBocTi AucuMnniHW, MeToaAmn Ta TeXHonorii HaBYaHHA

B xogi BuknagaHHA gucumMnniHM BUKNagayemM 3aCTOCOBYHOTLCS MOACHIOBANbHO-INOCTPaTUBHUN
(iHopMaLinHO-peLenTUBHMIA) Ta PENPOSYKTUBHUA METOAM HaBYaHHS. B akocTi MmeToaiB BUKNagaHHS,
AKi HanpaBrfeHi Ha akTuBI3aUuilo Ta CTUMYMIOBaHHS HaB4anbHO-Mi3HaBanbHOI AiAnbHOCTI 3006yBaviB,
3aCTOCOBYHOTbCS Npe3eHTaLii, 6ecian, iHaneigyanbHi rpynoBi NPOEKTU, MancTep-Knacwu.

lNMporpama HaB4YanbHOI AUCLUNNIHN

HaB4yanbHi 3aHATTA

Jekuit
Temun nekuin KinbkicTb roguH
Tema 1. BcTtyn B HaBYanbHY AvcuunsiHy. 3aranbHi NOHATTA NPO KOMM KOTEPHi 3

Bipycw, icTopisl iX BUHUKHEHHSA Ta PO3BUTKY.

MpeamerT, uinb i 3agadi kypcy. OcobnNMBOCTI BMBYEHHST AUCUMMAIHK. 3arasnbHi
NOHATTH NPO KOMM'IOTEPHI Bipycw, iCTopis TX BUHUKHEHHSA Ta po3BuUTKY. MopTtpeT
cy4yacHoro xakepa. OCHOBHi MOHATTSA Ta BU3HAYEHHS.

Tema 2. 3arpo3u i Bpas3nUMBOCTI 6e3npoBiAHMX MepeX Ta MOObINbHUX 3
npucTpoiB. LUnsaxu BupiweHHA npo6nem 3axucTty iHpopmMalii B Mepexax.

MoXXnMBOCTI TPOAHCBKMX MpOorpamM LoAo BMnvMBy Ha MobGinbHI npucTpol. IcTopis

po3BUTKY MOGiNbHMX BipyciB. Mogeni poboTn 3 mnatHMMKM nocnyramu. 3axucT
Android-npucTtpois, i0S-npuctpois. Ocobnueocti OC ana MobinbHMX NPUCTPOIB.

3arposu i BpaanueocTi 6e3npoBigHuMx mepex. LLnsaxu supiweHHs npobnem 3axmucty
iHdopMaLii B Mmepexax.

Tema 3. 3axucT Big BipyciB. 4

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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Komn'toTepHi Bipycu i npobrnemu aHTUBIPYCHOrO 3axmcTy. AHTUBIPYCHI Nporpamum i
komnniekcu. NobygoBa cMcTeMn aHTUBIPYCHOIO 3aXMCTY KOPMOPaTUBHOI MepeXi.
3acobu i meToan 3axucTy iHdopMauii y KOMM'IOTEPHMX cucTeMax. AHTUBIPYCHUI
3axucT iHpopmaLil. AHania cydacHUX aHTUBIPYCHUX rporpam.

Tema 4. NMpobnemu iHcpopmauinHOi 6e3nekn mepex. 4
BBeneHHs B MepexeBun iHdopMauinHMi 0OMiH. AHania 3arpo3 MepexeBoi
6esnekn. 3abesneyeHHs  iHpopmMauinHoi 6e3nekn mepex.

Tema 5. 3acTocyBaHHA TeXHOMNOTiI MiXKMepeXxeBUX eKpaHiB nNpu opraHisadii 4
aHTUBIPYCHOrO 3axXUCTYy.
®yHKUiT  MbKMepexeBux ekpaHiB  (ME). Ocob6nuBocTi  pyHKUIOHYBaHHS

MiKMepeXeBMX eKkpaHiB Ha pi3HMX piBHAX Mogeni OSI. CxemMu MepexxeBoro 3axucTy
Ha 6asi MbXMepexxeBuX eKpaHiB.

Tema 6. OpraHizauist 3axmMcTy Ha KaHanNbHOMY i CeaHCOBOMY pPiBHSAX. 4
MpoToKonu (hopMyBaHHSA 3axULLEHUX KaHariB Ha KaHanbHOMY piBHi. [1poTokonu
bopMyBaHHSI 3axXMLEHUX KaHamniB Ha CeaHCOBOMY piBHi. 3axuct 6e3npoBigHuX

Mepex.

Tema 7. OpraHi3sauif 3axucTty Ha mepexeBomy piBHi. lpoTokon IPsec. 4
ApxiTektypa 3acobie 6esneku IPSec. 3axucT paHux, WO nepegarwTbCs 3a
ponomoroto npotokoniea AH i ESP. lNpoTokon ynpasniHHa kpunTtoknodamu IKE.
OcobnuBocTi peani3auii 3acobis IPSec.

Tewma 8. IHppacTpyKTypa 3aXMCTy Ha NPUKIagHOMY PiBHi. 4
YnpasniHHsa igeHTudikadieto i goctynom. OpraHisauia 3axuleHoro BigaaneHoro

AocTyny. YnpasniHHA AOCTYNOM 32 CXeMOK O[HOPAa30BOro BXxody 3 aBTopu3auieto

Single Sign - On (SSO). lNpoTokon Kerberos. 3aBAaHHs ynpasniHHA CUCTEMOIO
MepexeBoi 6e3nekn. ApxiTekTypa ynpaeriHHS 3acobamum mepexeBoi Oesneku.
®yHKUiIOHYBaHHS cUCTEMU ynpaBniHHA 3acobamu 6e3nekn. Ayamt i MOHITOPUHT
aHTUBIPYCHOI Geaneku.

3aranbHa KinbKicTb roavH 30

JNaGopaTopHi 3aHATTA

Temun nabopaTopHUX 3aHATb Kinbkictb Barosi

roguH KoedilieHTN a
Tema 1. WkipnuBe nporpamHe 3ab6e3neyeHHA. OCHOBHiI TMNKM Ta 2 0,1
3aranbHUA oOrnsa KOMN'IOTepHUX BipyciB. AHani3a cy4acHux
aHTUBIPYCHUX nporpamMHunx NPOAYKTIB. KoHdirypauis

MiXKMepeXxXeBUX eKpaHiB.

Knacudikauia wkignuesoro M3: Bipycw, Y4epB’akn, TPOSHW, PYTKITW,
spyware. MeToan NOLWMPEHHA Ta MacKyBaHHS LUKIANMBUX Nporpam.
Ornag cyvacHux aHTuBipycHuX piweHb (Kaspersky, ESET, Symantec,
Defender). [MOpPIBHAHHA CUrHaTypHOro Ta €BPUCTUYHOrO aHanisy.
MpakTnka HanawTyBaHHA MiKMepexeBoro ekpaHy (firewall) gnsa
3axXUCTY Mepexi.

Tema 2. LWkignueBe nporpamHe 3abe3neyeHHA. BukopucrtaHHA 2 0,1
Bpa3nuBocTi “lNepenoBHeHHs bydepy”.

MoHATTa nam’aTi npouecy Ta 6Oydepa. MexaHi3aM BMHUKHEHHSA

nepenoBHeHHA Oydbepa. MNpuknagn ekcnnowTiB Ans BpasnuMBOCTI.

TexHiku 3axucTy Big nepenoBHeHHs 6ydepa (ASLR, DEP). MpakTuyHuin

€KCNEPUMEHT i3 BUSIBITIEHHS YPa3SIMBOCTiI.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET
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Tema 3. LUkignmBe nporpamHe 3abe3ne4vyeHHsA. BukopucrtaHHsA
Bpa3nuBocTi “lNoMunka Ha oagnHULIO”.

Bu3HayeHHs Ta CyTHICTb NOMUMKM Ha oguHuuto (off-by-one error).
Mpuknagw ekcnnyartadii nOMUNKn B Kofi. [leMoHcTpauia BUKOHaHHS
HebGeaneyHoro kogy. Metoau 3anobiraHHA MOriYHUM NOMUIIKaAM Y
nporpamyBaHHi. [lpakTnka noLwwyKy Ta BUnpaBneHHs NoMUIKk1 B KoAi.

Tema 4. HanawTtyBaHHA 6€34pPOTOBOI MepexXi.

OcHoBHi napameTpu Wi-Fi mepexi. KoHdirypauis Touku goctyny.
MeTogun aBTeHTUiKauii kopuctyBadiB. LUndpysaHHsa gaHux y Wi-Fi
mepexi. [lepeBipka npaue3gaTHOCTi Ta TeCTyBaHHS  LUBUOKOCTI
Mepexi.

Tema 5. HanawTtyBaHHs 6a3oBoi WLAN 3 WLC.

MoHATTa WLAN i KoHTponepa 6e3gpotoBux mepex (WLC). PeecTpauis
Toukm goctyny Ha WLC. CtBopeHHst SSID Ta HanawTyBaHHA 6a30BOi
6esnekun. BnpoBamxeHHa VLAN gns WLAN. TecTyBaHHS NigKTOYEHHSA
KNieHTiB.

Tema 6. HanawTtyBaHHA WPA2 Enterprise WLAN 3 WLC.
BigmiHHOCTI Mk WPA2-PSK Ta WPA2-Enterprise. HanawTtyBaHHSA
RADIUS-cepBepa ansa ayteHtudikauil. IHTerpauia WLC i3 cepsepom
aBTeHTUdiKaUil. [epeBipka AoCTyny KOpUCTyBadiB y Mepexy. AHani3
XypHaniB aBTeHTUiKaLil.

Tema 7. HanawTyBaHHS Ta nepeBipka Site-to-Site IPsec VPN.
OcHoBu TexHonorii IPsec VPN. Bubip npoTtokoniB i anroputmis
wnppysaHHs. KoHdirypauia TyHento Site-to-Site VPN. TecTyBaHHs
OOCTYMHOCTI pecypciB vepe3 VPN. AHania 6e3neku TyHenw Ta
XXypHarnis noris.

Tema 8. WEP/WPA2 PSK/WPA2 RADIUS.

MopiBHsaHHA WEP, WPA2-PSK i WPA2-RADIUS. Bwu3sHa4eHHSA
BpasnueocTen WEP. [NpakTuka HanawTtysaHHsa WPA2-PSK. Peanisauis
WPA2-RADIUS y cepegoBuLui nabopatopii. OuiHka piBHA 3aXULLEHOCTI
pi3HNX MeTOoAIB.

Tema 9. HanawTtyBaHHA aBTeHTUdiKaLii HAa OCHOBI cepBepa 3a
ponomoroto TACACS i RADIUS.

OcHoBHi  npuHUMnNu pobotn npotokoniB TACACS+ i RADIUS.
MopiBHAHHA MOXnMBOCTEW Ta cdep 3acTocyBaHHsA. KoHdirypauis
cepBepa TACACS+. KoHcpirypauia cepsepa RADIUS. [lepeBipka
AOCTYny KOPUCTYBAYiB i aHani3 XypHaniB aBTeHTUdikaLil.

3aranbHa KinbKicTb roguH

KoHTponbHi poboTtu

TeMun KOHTPOSbHUX PoGIT

20 »" 20,9

Barosi
KoediuieHTn b

Tema 1. Knacudikauia wkignmeoro nporpamMmHoro 3abesne4yeHHsa Ta metoau 0,1

Moro BUSAABIIEHHS.

Tunu BipyciB i MeToan nownpeHHs. CyyacHi aHTUBIPYCHI piLLEHHS Ta iXHi QYHKLI.

IMopiBHAHHSA CUrHATYPHOrO 1 EBPUCTUYHOIO aHaniay.

Tema 2. MeTtoau ekcnnyarauii nporpamMHMX Bpas3fnMBOCTEN Ta 3acobm ix 0,1

AHmMusipycHut 3axucm iHghopmauii
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3anobiraHHs.

MepenoBHeHHs1 Bydepa Ak oAHA 3 HAMMOLUMPEHIWMX BpasnuBocTen. MNomunku
nporpamyBaHHs Ta ix Hacnigku (off-by-one). 3axucHi TexHonorii: ASLR, DEP, kogosa
obdyckauis.

Tema 3. 3axuct iHdopmauii y 6e3apoToBMX Ta BipTyanbHUX NMPUBaTHUX 0,1
mepexax (VPN).

OcHoBHi npotokonu 3axucty Wi-Fi (WEP, WPA2-PSK, WPA2-Enterprise).
HanawTtyBaHHA Ta BUKopucTaHHA VPN gnst 6e3neyHoro 3’egHaHHS. MopiBHANbHUIA

aHani3 TACACS+ Ta RADIUS.

3aranom »"  b=0,3

CamocrTinHa poboTa
[o camocTinHOT poBOTK BIGHOCUTLCS CaMOCTIHE OnpaLloBaHHA TEOPETUYHOro MaTepiany

OnpauroBaHHA TeOPeTUYHOro martepian

Temun gnsg camMoCTINHOIrO BUBYEHHS KinbKicTb roguH

Tema 1. EBonmouis koMN’'lOTepHUX BipycCiB: Big nepLunx WKiANMBUX Nporpam 18
[0 cyvyacHuUX KibepaTak.

Mepwi Bipycn ana MK (Brain, Michelangelo, CIH). PO3BUTOK MepexeBux 4YepB’sikiB

(Morris, ILOVEYOU, Code Red). CyyacHi 3arpo3u: 60THeTH, kpuntonokepu, APT-

aTaku. MNMpuknagun peanbHUX KibepaTak OCTaHHIX pOKiB.

Tema 2. MeToau BusiBNeHHs Ta HenTpanisauii wkianuseoro N3 (curHaTtypHum, 18
€BPUCTUYHUN, NOBEeOIHKOBUM aHani3).

CurHaTypHUI MeTo4;: NpuHUKMN poboTu, nepeBarn 1 Hegonikn. EBpUCTUYHUI aHani3:

nowyK nigo3pinux naTepHiB. [loBediHKOBUI aHani3: MOHITOPUHT aKTMBHOCTI

nporpam. KombiHoBaHi MeToan B Cy4acHUX aHTUBIpycax.

Tema 3. AHTUBIPYCHiI CKaHepu Ta CMCTEMU BUSABNEHHS1 BTOprHeHb (IDS/IPS): 16
NPUHUMNM POGOTU Ta 3aCTOCYBaHHS.

MonatTa IDS Ta IPS, BiAMIHHOCTI MiXK HMMW. NonynapHi cuctemun: Snort, Suricata,

Zeek. MeToan OeTeKTyBaHHS: CUrHaATypHUW i aHOManinHWMK aHania. lpakTnyHe
3actocyBaHHs IDS/IPS y KopnopaTnBHUX Mepexax.

Tema 4. TexHonorii Wn¢pyBaHHA Ta iX ponb y npoTtugii wkianusomy M3. 16
OCHOBM CUMETPUYHOIO Ta acuMMeTpuyHOro WudpyBaHHa. BukopucTaHHA
KpunTorpadii Ans 3axucTy dannis i KOMyHikauin. Ponb wngpyBaHHS y 3axucTi Big
nepexonrieHHa gaHux. MNpuknagn BUKOpUCTaHHSA WMAPYBaHHA B aHTUBIPYCHOMY

3axuUCTi.

Tema 5. OpranisauiHi 3axogu npoTuaii BipyCHMM aTakam: pe3epBHe 16
KONitOBaHHS, NONITUKN 6e3nekn, HaBYaHHA NepcoHarny.

CTtparTerii pe3epBHOro KonitoBaHHA (MOBHE, iHKpeMeHTanbHe, AudiepeHuinHe).
Pospobka nonituk iHdopmauiHoi 6e3nekn B opradisauii. Jltoacbkuii daktop:

oiLLKWHT, couianbHa iHxeHepida, Hebeaneka «Crabkux naponis». [pakTnka HaB4YaHHSA
cniBpobiTHUKIB OCHOBaM kibepririeHn.

Tema 6. CyyacHi TeHAeHLUil B pO3BUTKY aHTUBIPYCHOro 3axuCTy: LWITYYHUW 16
iHTeneKT, MalWnHHe HaBYaHHA Ta XMapHi TeXHonorii.

BukopuctaHHa Al Ans BuABNeHHSA HOBUX TuNiB wkignmeoro M3. Machine Learning y
noBediHKOBOMY aHarnisi. XMapHi aHTMBIpYCHi cepBicu: nepeBarn N obMeEXeHHS.

MporHo3 ManbyTHix HanpsMmiB y cdepi kKibep3axumcTy.

3aranbHa KinbKicTb roguH 100
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HedopmanbHa ocBiTa

3000yBay Mae MOXNUBICTb MepesapaxyBatm oOKpeMi TeMn abo Kypc LWNAXOM: MNPOXOMAXKEHHS
NpPodeCinHNX KypCiB YN TPEHIHTiB, OHMAMH-OCBITK, NPOdECiNHMX CTaXyBaHb, Y cdepi, WO Bignosigae
HaBYanbHUM LinaM OUCLMIIIHK.

[na 3apaxyBaHHA HEOOXiOHO HaaaTu: cepTudikat (enekTpoHHUN abo APYKOBAHWUI) NPO NPOXOXKEHHS
KypCy/CTaxyBaHHS, OMUC NporpamMu TPEHIHry i3 3a3Ha4YeHHAM 3MiCcTy TeM, 06cary Ta TpmBanocTi.

PekomeHaoOBaHi Kypcu, TPEeHiHIM, cTaXyBaHHA
3a gaHM KOMMOHEHTOM BpaxyBaHHS TEM, y pasi yCrilUHOro 3aBepLUEHHS KypciB, He nepeabtayeHo.

Nitepatypa, HaBYanbHi MmaTepianu Ta iHcpopmMauinHi pecypcu

OcHoBHa nitepaTypa

1. OynateeB A. B., KannyH B. A, CemepeHko B. . 3axuct nporpamHoro 3abeaneyeHHs. YactuHa 1.
HaB4yanbHuin nocioHuK. — BiHHnysa: BHTY, 2005. - 140 c.
https://pdflib.vntu.edu.ua/books/2024/LANZ/Dudatev_2005 140.pdf

2. KannyH B. A. 3axuct nporpamHoro 3abesnedeHHs. YacTtnHa 2 : HaBYanbHWUii NnocidHuk. / B. A. Kanny,
O. B. QmntpunwumH, O. B. Bapuwes - BiHHnus: BHTY, 2014.
https://ir.lib.vntu.edu.ua/bitstream/handle/123456789/14257 /Kaplun-
6678619f16033b998a0c233b1e652488.pdf?sequence=1&isAllowed=y

3. Synergy of building cybersecurity systems: monograph / S. Yevseyev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p. URL:
https://drive.google.com/drive/u/1/folders/1IwOTN8N-GBGO06AnvjQHU1SdB13xCaUju

4. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S. Ostapov,
O.Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p. URL:
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO0O6AnviQHU1SdBl3xCaUju

5. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R. Hryshchuk,
K. Molodetska, M. Nazarkevych and others. - Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196 p. URL:
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju.

HopaTkoBa nitepaTypa

6. HO T3l 1.1-002-99 3aranbHi NONOXEHHS LWOAO 3axXUCTY iHpopMaLii B KOMM'IOTEPHUX CUCTEMAX Bif
HecaHKuioHoBaHoro goctyny, Haka3d [JCTC3l CBY Big 28.04.99 (3miHa N° 1 Haka3 AgMiHicTpauii
Hepxcneuss’asky Big 28.12.2012 N@ 806). URL: https://zakon.rada.gov.ua/laws/show/z0806-13#Text

7. National Institute of Standards and Technology Special Publication 800-100, Information Security
Handbook: A Guide for Managers. Recommendations of the National Institute of Standards and Technology,
October 2006.

https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-100.pdf

8. RFC 3280 Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Proflle 2002r. 1290

9. RFC 3281 An Internet Attrlbute Certificate Profile for Authorization 2002r. 40c.

https://datatracker.ietf.org/doc/rfc3281/

10. RFC 2510 Internet X.509 Public Key Infrastructure Certificate Management Protocols 1999r. 72c.
https://www.rfc-editor.org/rfc/rfc2510

11. RFC 2511 Internet X.509 Certificate Request Message Format 1999r. 25c.
https://www.rfc-editor.org/rfc/rfc2511.html
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https://pdf.lib.vntu.edu.ua/books/2024/LANZ/Dudatev_2005_140.pdf
https://ir.lib.vntu.edu.ua/bitstream/handle/123456789/14257/Kaplun-6678619f16033b998a0c233b1e652488.pdf?sequence=1&isAllowed=y
https://ir.lib.vntu.edu.ua/bitstream/handle/123456789/14257/Kaplun-6678619f16033b998a0c233b1e652488.pdf?sequence=1&isAllowed=y
https://zakon.rada.gov.ua/laws/show/z0806-13#Text
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-100.pdf
https://www.tech-invite.com/y30/tinv-ietf-rfc-3280.html
https://datatracker.ietf.org/doc/rfc3281/
https://www.rfc-editor.org/rfc/rfc2510
https://www.rfc-editor.org/rfc/rfc2511.html

Cuctema oUiHIOBaHHA

MigcymkoBa OLHKa 3 OCBITHLOIO KOMMOHEHTa BU3HAYaETbCA BignoBiganbHUM JIEKTOPOM 3a TEMaMW,
BMAAMW 3aHATb, TOLWLO Y BiANOBIAHOCTI A0 cunabycy i € iHTerpanbHOK OUHKOK pe3ynbTaTiB YCiX BuUA
HaBYanbHOI gisinbHOCTI 3006yBaya BMLWOI OCBITK. [iacyMKoBa oOLiHKa NOBMHHA BigobpakaTu BCi OLiHKK
3a CKMaZioBMMN HaBYarbHOrO MpoLecy 3 ypaxyBaHHAM iX BaroBMx NOKasHUKIB k:

IMOTOYHWNIN KOHTPOSb KoHTpornbHi po6oTn IHgmBigyansHe MigcymMKoBUIM KOHTPOSb
(NpaKTWYHI, ceMiHapcbki,  (3a HasiBHOCTI), ko 3aBaHHS (onst OK 3 icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasiBHOCTI), k3

0,7 0,3

Cyma koedilieHTiB MOBMHHA CKNagaTtu oanHnuo: k1 + ko + k3 + k4 = 1. MigOip Barosux koedilieHTiB
NiZACYMKOBOI OLiHKW 34INCHIOE PO3POOHMK KypCy.
Po3paxyHoK nigcyMKOBOT OLLIHKM NPOBOANTLCA 3a (DOPMYIIOHD:

o= 'k]+K‘k2+| -k3+ﬂ|<'k4
ne: [1-cepeaHbO3BaXeHa cepeHs OLiHKa 3a NOTOYHUI KOHTPOIb
| - ouiHKa 32 BUKOHAHHS iHOMBIQYyanNbHOro 3aBaHHs
K - cepegHbo3BaXeHa OLjiHKa 3a KOHTPOSbHI po6oTK
MK - OUiHKa 3a NiACYMKOBUIA KOHTPOMb

_I'Il'a1+I'I2'a2+...+r|n-an
- n
Diog G

Ae:  a;- BaroBMmn KoeiLlieHT 3a KOXHe NpakTuyHe (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_Kl 'b1+K2 'b2+...+Km bm
il b
ae: b, - BaroBum KoediLieHT 3a KOXHY KOHTPOSbHY poBoTy.

K

LLIkana ouiHOBaHHA
MoTOYHI ouiHKK 3a KOXHY cknagosy (M, K, |,...)

, Cyma : .
BMCTaBNs0TbCA 32 100-6anbHOL0 LWKanoto 3rigHo 3 Ganis HauioHarnbHa oujiHka ECTS
nonoXeHHaAM «[1po KpuTepii Ta CMCTEMY OLIHIOBAHHA  "9(_100 BiAMiHHO A
3HaHb Ta BMiHb i PO PEUTUHT 3400yBadyiB BULLOT 82-89 [lobpe B
ocBitU» HTY «X[I». 75_81 [lo6pe C
. . ) , 64-74 3a00BiNnLHO D
MNipcymkoBa ouiHKa BUCTaBNAETLCA BIANOBIAHO A0 60-63 3370BINbHO E
po3paxoBaHoi O 3 OKpPYrneHHAM 40 HanbnmxK4oro 3559 HesagoBinbHo X
uinoro yncna B 6inbLuy CTOPOHY. (NoTpi6He noaaTkose
BMBYEHHSA)
1-34 HesagoBinbHO F
(noTpibHe noBTOPHE
BUMBYEHHSA)

Hopmu akagemiuyHOI eTUKM i nosiTUKa Kypcy

3p00yBay BULLIOT OCBITU NOBMHEH JoTpumyBaTucs «Kogekcy eTrkn akagemidyHuMX B3aEMOBIOHOCUH Ta
pobpoyecHocTi HTY «XTl»: BUABNATU OMCUMNNIHOBAHICTb, BUXOBAHICTb, 40OPO3NYNNBICTb, YECHICTD,
BignoBiganbHicTb. KOHQMIKTHI cuTyauii NOBMHHI BiOKPUTO OBroBOpOBaTUCA B HaBYallbHMX rpynax 3
BMKIaZadeM, a npu HEMOXIMBOCTI BUPILLEHHSI KOHQIIKTY — AOBOAUTUCA OO0 Bigoma CniBpOOGIiTHMKIB
AVPeKUil IHCTUTYTY.
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https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty
https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty
https://blogs.kpi.kharkov.ua/v2/nv/dokumenty/normatyvni-dokumenty

HopmaTtuBHo-npaBoBe 3abesnedyeHHs BNPOBaXeHHS MpUHUMNIB akagemiyHoi gobpodecHocti HTY
«XIMl» poamiweHo Ha canTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist
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