Cunabyc oCcBiTHLOro KOMNOHEeHTa
Mporpama HaB4anbHOI AUCUMMAIHK

YT 1Y
WL W

3axucT 00 €KTIB KPUTUYHOI
iIHppacTpyKTYypH

Lundhp Ta Ha3Ba cneuianbHOCTI IHCTUTYT
K4 - YnpageniHHs iHpopmauiiHoto 6e3nekoto HHI komn'toTepHUX Hayk Ta iHpopmaLinHNX
TEXHONOrin

Cneuianisauin

OcBiTHA nporpama

Kadegpa
Kibepbesneku (328)

Tvn gucumnnninum

YnpasniHHs iHopMmaLinHot 6e3nekoto BuGipkoBa

PiBeHb ocBiTH

dopma HaBYaHHS

Mepwmnn (bakanaBpCbkuin) JeHHa
CewmecTp MoBa BuknagaHHs
7 YkpaiHcbka
Buknagadi, po3poOHMKK

€BCEEB Ceprin NMeTpoBuny

serhii.yevseiev@khpi.edu.ua

[oKkTop TEXHIYHMX HayK, Npodecop, 3aBigyBay kadeapw kibepbesnekn
HTY «XMl».

JlaypeaT HauioHanbHoOI npemii imeHi bopuca NaToHa.

KinbkicTb HaykoBux nybnikauini: noHag 351, 3 HMX NATEHTIB HA KOPUCHY
Mogenb 44, 11 moHorpacdin, 3 akmx 10 KonekTMBHWUX MoHorpadin, 31
HaB4YanbHUM NOCIOHUK, 3 SKMX 4 3 rpudomM MiHicTepcTBa OCBITU | Hayku
YkpaiHn, 149 ctatten y 3aKOPAOHHUX BUOAHHAX Ta haxOBUX BUAAHHSX
YKpaiHu, 3 HMX 61 y HaykoMeTpuuiHiin ©asi Scopus, rapaHT OCBITHbLO-
npodecinHoi nporpamun "Kibepbeaneka" nepluoro (6akanaBpCbKoro) piBHs
BULLLOT OCBITWN.

JeTanbHile Npo BMKNagava Ha canti kadpeapu

CEBPIOKOBA €nusaseta OnekcaHgpiBHa

yelizaveta.sevriukova@khpi.edu.ua
PhD,, goueHT kadbenpwu kibepbeanekm HTY «XIMi».

KinbkicTb HaykoBux nyGnikauin: noHag 8, 3 Akunx 4 cTaTTi y (haxoBuX BUOAHHSIX
YKpaiHu, 1 y HaykomeTpu4Hin 6a3i Scopus, 3 cTaTTi y 3aKOPAOHHMX HAYKOBMX
nybnikauisx rapaHT OCBiTHbO-NpodyecinHoi nporpamu  «Kibepbeaneka»
apyroro (marictepcbkoro) piBHs BuWOI ocBiTW. [lpoBigHWM nektop 3
ancumnnin:  «3axucT 06 eKTIB  KPUTUYHOI  iHpacTpyKTypu», «ETn4HMIA
XakKiHr» , «Pu3nMk-meHegKmeHT», «brnokyenH Ta cmapT-TexHonorii B
erleKTPOHHOMY [OOKYMeHTOO0Oiry»», «Protection from technical intelligence
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service», «Protection of critical infrastructure objects», y CTyAeHTIB
Oakanaspiata Ta marictpaTtypw.

JeTanbHille Npo Buknagada Ha cavti kadeapu
3aranbHa iHchopmauis

AHoTauin

HaBuanbHa gucuunniHa "3axuct o6 ekTiB KPUTUYHOI iHpacTpyKTypu" € BMOIPKOBOK HaBYaribHO
ancumnniHor. BuB4eHHA gncumnniHy cnpsiMOBaHO Ha BM3HAYeHHS iHGopMallii, Wo notpebye 3axmcty
Ha o6’ekTax KpuTu4dHOI iHdpacTpykTypn (OKI). OnaHyBaHHS MeToiB Ta 3acobiB TEXHIYHOrO 3axuUCTy
iHopmauii Ha OKI. O3HanomMneHHa 3 KaHanamu BWUTOKY iHdOpMauii Ta niactaB iX YTBOPEHHS.
OBonopgiHHA HaBuykamn poboTu i3 3acobamm Ta KOMMNEKCAMW BUSIBNEHHSA 3aknagHUX MNPUCTPOIB
HECaHKLiOHOBaHOro OTpMMaHHA iHdopmauii. OBonodiHHA HaBudkamn poboTu i3 3acobamn Ta
Komnriekcamm 3axmucTy iHdopmalii Ha OKI. 3acBoeHHs1 nopsiaKy npoBeaeHHs obcTexxeHHs i aHanisy OKI
3 MeToto 3abe3neveHHs 3axucTy iHpopmauii. OBonoaiHHA opraHizauifHO-TEXHIYHMMN 3axo4aMi LWodo
3axucTy iHdbopmadii Ha OKI.

MeTa Ta uini gucumnniHu

HaBuaHHSA CTyOeHTIB NpUHLMNaM BU3HAYEHHS 3aranbHUX BUMOT A0 Kibep3axmncTy 06’eKTiB KpUTUYHOI
iHpaCTpyKTypu, BCTAHOBMNEHHS neperiky 6a3oBux 3axoais 3 Kibep3axucTy, Aki NOBUHHI OyTun
BNpOBaXeHi Ha 06’eKTi KPUTUYHOT iIHPPACTPYKTYPU, HA OCHOBI BUMOT MiPDKHApO4HMX CTaHAapTIiB 3
iHdopMaLinHoi 6e3neku, Jep>KaBHUX HOPMATUBHNX AOKYMEHTIB 3 TEXHOMOrIT 3aXMUCTy iHdopmaLlii,
BU3HAYEHHS MNOPSAKY Ta KPUTEPIIB BiAHECEHHS 06 EKTIB 40 00 EKTIB KPUTUYHOI iHDPaCTPYKTYpW.

dPopmart 3aHATb
Jlekuii, nabopaTopHi 3aHATTS, caMOCTiNHa poboTa, KoHcynbTadii. [MigcyMKoOBUIA KOHTPONb — iCMNUT.

KomneTeHTHOCTI

3K6. 3gatHicTb 00 nowyKy, 00pobneHHd Ta aHani3y iHdopmaLii 3 pisHUX gXKepern.

3K7. 3paTHicTb BMKOPUCTOBYBATK iHPOPMALiNHI Ta KOMYHiKaUinHIi TexHororil Ta dopMyBaTh CUCTEMY
iHdopMaLinHO-aHaniTUYHOro 3abe3neyvyeHHsa NIOTPUMKA NPUAHATTS YNPaBRiHCbKUX pilleHb LWoAdo
cucTemMu ynpaeniHHS iHpopmaLinHOK Ge3nekoto.

CK2. 3gatHicTb aHanisyBaTu Ta BU3Ha4aTu NONITUKY Ta cTpaTerii 3abe3neyeHHs 3axmcTy iHdopmallii.
CK3. lNMpoekTyBaTN CUCTEMM YNPABIiHHS Ta 3aXMCTY iHpopmaLil Ha NigNPUEMCTBI YCTaHOBI, OpraHisaLii.
CK5. 3paTHicTb y3aranbHEHHSA BITYM3HSHOTO Ta 3aKOPAOHHOMO [OCBiAy 3 NUTaHb YNpaBiHHA
iHdbopmaLinHot 6e3nekoto.

CK7. 3paTHicTb oOpraHisoByBaTM Ta NPOBOAUTU aHasni3 OTOYEHHSA oOpraHisauii yCTaHoOB 3 METOH
BUSABIEHHSI Ta 3aKPUTTSI MOXIMBMX KaHasiB BUTOKY iHdbopMaLlil.

CKS8. 3gaTHicTb BMKOPUCTOBYBATU MEXaHi3Mn 3abe3neveHHs1 yrnpasriHHA iHopMaLinHOW 6e3nekor y
1T BU3Ha4anbHux cdepax.

CK9. 3gaTHicTb opraHisauii pearyBaHHs Ha 3arpo3n Ha 06’eKTax KpUTUYHOI iHPaCTPYKTYpH, ycTaHOBaxX
Ta nignpuemcraax.

CK10. 3paTHicTb 3abesnedyBaTm HenepepBHICTb Oi3Hecy 3rigHO 3 BCTAHOBMEHOK MOMITMKOK
iHdbopMauinHoi 6e3neku.

CK11. 3paTHicTb BnpoBagxyBaTn Ta 3abe3neyyBat OYHKLIOHYBAHHA KOMMMEKCHUX CUCTEM 3axXUCTy
iHdopmauii.

Pe3yn bTaTuU HaBYaHHA

PH3. Bmitn 3a gonomoroto abCTpakTHOrO MUCHEHHs, aHanidy Ta CUMHTEe3y OUiHIBaTW pesynbTaTu
npodecinHOI AisnbHOCTI Ta 3abesneyvyBaTi il SKiCTb, BYTU KPUTUYHUM | CAMOKPUTUYHUM, HANOMNernMenm
LLOA0 NOCTaBNEHMX 3aBAaHb | B3ATUX 3000B’A3aHb.

PH6. BnpoBamkyBaTu npouecu, Wo 0a3yloTbCA Ha HauioHaNbHUX Ta MiDKHAapOAHWX CTaHgapTax,
BUSIBNEHHS, igeHTudikauii, aHanisy Ta pearyBaHHA Ha iHUMAEHTY iHhopMaLinHOT 6e3neku.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

Saxucm 06 exmie KpumuyHol iHgopacmpykmypu «XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »
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PH7. BMiT1 po3pobnaty KOMMMNekc opraHisauinHnx 3axoiB Wwoao opMyBaHHSA CUCTEMU YrpaBRiHHA
iHdopMaLinHoto 6e3nekoto.

PH8. BmiTm BuMKOpUCTOBYBaTM Cy4acHe MporpamMHo-anapatHe 3abesneveHHst iHdopmauiiHo-
KOMYHiKaLinHNX TEXHOSOTIiM WoA0 (hOpMYyBaHHSA CUCTEMM YNPaBiHHA iHOpMaLinHOT 6e3neku.

PH10. BmiTn aHanisyBaTu BUKNUKM Ta 3arpo3un iHdopmauiiHoi 6e3nekn 06’eKTiB  KPUTUYHOI
iHpaCTpyKTypu Ta cMHTE3yBaTh iHopMaLlito LWoAo po3pobneHHd Ta peanisauii cTtpaTterin Ta NoniTUKK
6esneku.

PH11. Bmitm 3abGe3neyyBatv npouecu 3axucTy Ta YHKUIOHYBaAHHS CUCTEMU YMpaBniHHA
iHdopmauinHoto 6e3nekol Ta 3axucTy iHopmaLii Ha OCHOBI NMPAKTUK, HAaBUYOK Ta 3HaHb, OO0
iHpacTpykTypu KibepdisnyHmnx cuctem Ta iHbopmauinHMX NOTOKIB.

PH12. BmiTu BUkopuctoByBaTK NporpamMHi Ta nporpamMHo-anapaTtHi KOMNIEKCU 3axXUCTy iHhopMaLinHnX
pecypci..

PH13. Bmitn BupiwyBatu 3agadi 3abesnedyeHHs Ta cynpoBody (B.T. YMCRi: Ornsid, TeCTyBaHHS,
NiA3BITHICTb) cUCTEMW yNpaBniHHA iHpopMaLinHOT Be3nekn 3rigHo BCTAHOBMAEHOI NOMITUKM Ge3anekn B
iHOopMaLiNHO-KOMYHiKaLiHUX cucTemMax.

PH14. BmiTu BupiwyBaTtn 3agadi ynpasriHHA npouenypamu igeHTudikadii, asTeHTudikauil, asTopusadii
NPoLECIB Ta KOPUCTYyBaYiB B iHOpMaLINHO-KOMYHIKaUiMHMX cMcTeMax 3rigHO BCTAHOBSIEHOI NOSITUKK
iHdopmauinHoi 6eaneku.

PH16. Bwmitn peanizoByBaTu 3axogu 3 MpoTUAii OTPUMAHHIO HECaHKUIOHOBAHOro [ocTyny Ao
iHdbopMaLinHMX pecypciB i NpoLeciB B iHpopMaLiiHO-KOMYHiKaLiMHUX cUCTeMaX.

PH17. Bmitu po3B’sisyBaTM 3adadvi YynpaemiHHA iHGopauinHo 6Gesnekow B iHdopMauiiHo-
KOMYHiKaLiNnHNX CUCTEeMax Ha OCHOBI MoAenewn ynpasniHHS 6e3nekoto.

PH18. Po3yMiT OCHOBHiI TEOPETUYHI NOHATTS, 3aCTOCOBYBaTWN HAbyTi NPaKTUYHI HABUYKN AOCAIOXKEHHS
Ta NigroToBKMN OOKYMEHTIB, iX NPaBUIbHOrO BUKOPUCTAHHS B YNPaBiHCbKiN AiSnbHOCTI.

PH19. Bmitm BnpoBagxyBaTu 3axoam Ta 3abesnedyBaTu peanisauitdo NpoLECiB NOoNepemsKeHHs
OTPUMaHHIO HECaHKLIOHOBaAHOro AOCTyny i 3axucTy iHdopmauil B iHOpMaUiMHO-MYyHIKaLinHNX
cuUcTemMax.

PH20. BmiTn aHanisysatu Ta NpoBOOUTU OLiHKY e(PeKTMBHOCTI Ta pPiBHS 3axXuLLeHOCTi iHhopmaLiiHux
pecypciB B iHpOpMAaLiNHO-KOMYHiKaLiMHUX CcUcCTeMax 3rigHO BCTAHOBIIEHOI NOMITUKM iHOpMaLinHOI
6esneku.

PH21. BmiTn 3acTocoByBaTu TEOpii Ta METOAM 3aXUCTY ANd 3abe3neveHHs1 6e3nekn eneMeHTIB 06 exTiB
KPUTUYHOI iIHCppacTpyKTypu, KibepdisandiHMx cuctemM Ta iHopMaLiNnHO-KOMYHiKaLiMHUX CUCTEM.

PH22. BmiT 3acTocoByBaTU HauioHarnbHi Ta MibkHapOaHi perynsatopu B cdepi iHbopmauinHoi 6esneku
LOAO0 po3crigyBaHHA KOMMOTEPHUX IHUMOEHTIB.

O6car gucumnniHun

3aranbHui obcar aucumnnidm 90 roa. (3 kpeamtn ECTS): nekuii — 16 roa., nabopaTopHi pobotn - 16
rog., camocTiiHa poboTa - 58 rog.

NMepeaymoBu BUBYEHHA AUCUUNNiHU (NPepeKBi3UTK)
Buwa matematuka, MaTemaTnyHi OCHOBM KpuNTOnorii, KoMnnekcHi cuctemmn 3aaxmcTy iHdopmallii.

OcobnuBocTi agucumnniHu, MeToAu Ta TeXHOoMNorii HaBYaHHA

B xogi BuknagaHHa gucumnniHM BUKNagayemM 3acTOCOBYHOTLCS MOSACHIOBANbHO-INKOCTPaTUBHUN
(iHcbopmaLiHO-peLenTUBHUIN) Ta PENPOaYKTUBHUA METOAMN HaBYaHHSA. B SKOCTI MmeToaiB BMKkNagaHHS,
sIKi HanpaBfeHi Ha akTMBI3aUil Ta CTUMYSOBAHHS HaBYalibHO-Mi3HABAsbHOI OisinbHOCTI 3406yBadviB,
3aCTOCOBYHOTbCA Npe3eHTalil, 6ecign, iHauBigyanbHi rpynoBi NPOEKTU, MancTep-Knacu.

lNMporpama HaB4YanbHOI AUCLUNNIHN

HaBuyanbHi 3aHATTA
Nekuii

Temun nekuin KinbKicTb roguH

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

Saxucm o6 exmie Kpumu4Hol ingopacmpykmypu «XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »




Tema 1. 3aranbHi BuMOrM A0 Kibep3axucty OO’€KTIB KPUTUYHOI 2
iHbpacTpykTypu. PisM4HMUN 3aXMUCT 06'EKTIB KPUTUYHOI iHPpPaCTPYKTYpM.

Mepenik 6GasoBux BUMOr i3 3abe3neyeHHs Kibep3axucTy OO’€KTIB KPUTUYHOI
iHpacTpyKTypu.

IcTopii 6uTe. Xakepu. Bnnue 3arpo3. Cy4acHUin LEHTP MOHITOPUHIY Ta ynpaBniHHS

6e3nekoto (SOC). 3axmcT iHpaCTPYKTYPHMUX KOMYHIKaLLin.

Tema 2. Kibep3aaxucT iHppacTpyKTypm. 2
OcHoBHi Kibep3arposn Ons KpUTUYHOT IHPPACTPYKTYpU. 3MOBMUCHUKM Ta iXHi
IHCTPYMEHTI.

Tema 3. YnpaBniHHA KpU30BUMMU CUTYaUisMUM Ta NiKBigaLis Hacniakise. 1,5
Ak opraHisyBaTn eeKTMBHE YrnpaBniHHA KPU30BUMMU CUTyaUiaMU B KPUTUYHIN
iHpacTpykTypi. Peanisauis koHuenuii Ha npuknagi OBC Ykpainn. Knacudikatop

3arpo3. YpockoHaneHa wogenb iHdpacTpyktypy ABC. KoHuentyanbHa Ta
CUHepreTMdHa Mogeni ©0esnekn. YOOCKOHANeHHs Moferi OLUiHIBaHHS piBHSA
3axuiieHocTi. KoopavHadisa gin pisHux areHTiB nig Yyac Kpn3oBoi cuTyallil.

Tema 4. 3axucT TeneKoMyHikaLinHoi iHppacTpyKTypu. 1,5
AK MOXHa 3axXMCTUTU TenekoMyHikauiinHi mepexi Big kibepatak. CermeHTauis i
MikpocermeHTauis Mepexi. MOHITOPUMHr | LeHTpanisoBaHe ynpasniHHA. Next
Generation Firewall (NGFW). Unified threat management (UTM). IHcnekuis
3awmndpoBaHoro Tpacdpiky. 3axucTt Big BWUTOKY KOHMIOEHUINHOT iHdopmaLil.
BnpoBagkeHHs piweHb ABOGaKTOpHOI ayTeHTudikauii. O6'eqHaHHSA NokanbHUX

MepeX i BigganeHun gocTtyn.

Tema 5. 3axXuUCT eneKkTpoeHepreTUYHoI iHppacTpyKTypu. 1,5
3arpos3n i BpasnuMBOCTI ANA enekTpoeHepreTUYHOI iHpacTpyKTypu. ATakm Ha
iHppacTpykTypy IHTepHeTy peuein. Crpaterii Ta TexHomnorii gnsi 3axucty
€neKTpoeHepPreTUYHOI iHbpacTpyKTypu. BUKnukn, siki cToate nepen MiXKHapoOaAHUM
CniBpoBITHUUTBOM Y chepi 3aXMCTy eHepreTUYHOT iHPPaCTPYKTYPW.

Tema 6. 3axuct cpiHaHCOBOI iH(DpacTPyKTypMm. 1,5
OcCHOoBHI 3arpo3u Ta pusnku ansa giHaHCOBOT iHOPaCTPYKTYpU, IHCTPYMEHTU Ans 1X
BUSABMEHHS Ta OUiHKW. MeToam Ta TEXHONOTIT ANd 3axXncTy (hiHaHCOBUX TPaH3aKLin

Ta gaHnx B 6aHkax Ta iHaHCOBUX ycTaHoBax. CTaH4apTy Ta perynaTtopHi BUMOrn

ansa 3abesnedyeHHs 6e3neku biHaHCOBOI iHpacTpykTypu. CyyacHi TeHaeHuii Ta

iHHoBauii B ranysi kibepbesnekn pgna 3axucTy piHAHCOBMX cCuUCTEM Ta
iHpacTpyKTypWu.

Tema 7. MixxHapoAaHa cniBnpaus y 3aX1cTi KPUTUYHOI iIHPPaCTPYKTYypM. 1,5
MixxHapoaHi opraHrisauii Ta iHiLiaTMBM ANg KOOPAMHALLT 3aX0AIB 3 3aXUCTY KPUTUYHOI
iHbpacTpykTypn MK  KpaiHamn.  MixHapogHi  OOroBopuM i MexaHi3mu
cniBpobiTHMUTBa ANs 3abe3neyeHHst 6e3nekn KpUTUYHOI iHpacTpyKkTypu. 3eneHa
KHUra 3 NUTaHb 3axXUCTy KPUTUYHOI iHpacTpykTypu B YKpaiHi. Cektopu, 06’ekTH,
CUCTEMU, WO MOXYTb OYyTM BigHECeHi OO0 KPUTUYHOI iHppacTpykTypu. OCHOBHI
3arpo3n KpUTUYHIN iHQpacTpykTypi. LepxaBHa nosfiTMKa 3axucty KPpUTUYHOI
iHopacTpyktypu. CTpateriyHi uini gep)xaBHOI MNOSTUKA 3aXUCTY KPUTUYHOI
iHppacTpyktypu. OCHOBHI  NpuUHUMNU  (POPMYBaHHSA  3aXUCTY  KPUTUYHOI
iHpacTpyKkTypu B YKpaiHi. Cuctema 3axucTty KpUTUYHOI iHdpacTpyKTypu B YKpaiHi.
P0o3BNTOK MeXaHi3MiB 3aXUCTY KPUTUYHOI iHDpaCTPYKTYpu B YKpaiHi.

Tema 8. YMOBU BUHUKHEHHA TEPOPUCTUYHOI 3arpo3un Ta 3axoam nporumaii. 1,5
AHania cyTHoCTi Ta 3MmicTy npobnemu iHdopMauinHOi ©e3nekn aepxaBu Ha
cy4yacHOMYy eTari po3BUTKY HayKku i TeXHiKW. PakTopu 3apO[XKEHHA TepopusMmy.

BapiaHTu knacudikauii Tepopuamy. Tunu TepopucTis. MoTusm TepopucTtis. Metoam
NigBULLIEHHSA PiBHSA KiBep3axmcTy KPUTUYHOT iHPOPMAaLNHOT CTPYKTYPU.

HamionaAsHuM TeXHIYHMIT yHIBEPCUTET

Saxucm 06 exmie KpumuyHol iHgopacmpykmypu «XapKiBCBEKMI MOAITEXHIYHMIT IHCTUTYT »




Tema 9. IHCTpyMeHTanbHi 3acobu ynpaBniHHA puankamu iHdopmauinHol 1,5

06e3nekn 06'eKTiB KPUTUUHOI iIHPPACTPYKTYpPM.

IHCTpyMeHTanbHi 3acobu ynpaeniHHA pu3nkamMmu iHopmaLinHoi 6eanekn/ Mogeni
OLiHKM pu3uKKiB KoMnaHiT Digital Securit. Mogensb aHanisy 3arpos Ta Bpa3nvBOCTEN.
MpyHUMn poboTu anroputMm. Po3paxyHOK pu3ukiB 3a 3arpo3oto iHdopMauiniHol

Besnekn. 3aBagaHHA KOHTp3axogis. [naTixkHa iHdpacTpykTypa.

Tema 10. Cuctema ynpaBniHHA K 06’€KT KiDepHeTUYHOI 6e3neKku.

1,5

AHanis cuctemn ynpaeniHHA K 06’ekTy kibepHeTu4yHoi G6e3nekn. OcobnmBOCTI
aHanizy. OCHOBM BWSIBNEHHSA Ta MOLIYKY OO’E€KTIB 3 KPUTUYHOK KiBEPHETUYHO

iHpPacCTpPyKTypoOIO.

3aranbHa KinbKicTb roguH

JNaGopaTopHi 3aHATTA
Temn nabopaTopHUX 3aHATb

16

KinbkicTb Barosi
roaviH KoedpiuieHTn a

Tema 1. BMBUYeHHSA 3aranbHUX BMMOr A0 Kibep3axucTty o6’ekTiB
KPUTUYHOI iHppacTpyKTypm.

OsHanomneHHs 3 6as3oBuMM nNpyvHUMNAMXM  Ta HOPMATUBHUMU
BMMOraMu 0 opraHisadii 3axmcTy KpuTu4HUX 06’eKTiB Big Kibep3arpos.

2 -

Tema 2 KputudyHa iHcpacTpykTypa 3a perioHamu YKpaiHum.
OpraHisauinHi 3acagu  perioHy YKpaiHM fAK CcKnaposi
HaLiOHaNbHOI CUCTeMM 3aXUCTY KPUTUYHOI iHtbpacTpyKTypm.
HocnigxeHHs  ocobnuBocTen  pos3noginy OO’ekTiB  KPUTUYHOI
iHpacTpyKTypu B perioHax YKpaiHu Ta ixX poni y HaLioHanbHin cuctemi
6e3neku.

Tema 3. CknagaHHA BigomMocTeM nMNpPO OO’EKT KPUTUYHOI
iHbopmauinHoi iHppacTPYKTYypU BU3HAYEHOro perioHy YKpaiHu.
lMpakTuyHe 3aBaaHHS 3i 36opy Ta aHanidy iHhopmaLii NPO KOHKPETHUN
00’exT Kll y BU3Ha4eHOMY perioHi 3 METOH OLLiHKM NOro 3Ha4yLLOCTi Ta
BpasnmMBOCTEMN.

Tema 4. BuBueHHA ocobnuMBOCTEN HauUioHaNbHOI CUCTEeMU
3axMCTy KPMTUYHOI iHcbpacTpyKTypu.

Ornsag cTpykTypw, (PyHKUiN Ta B3aemogii CyD’ekTiB y HaLioHanbHin
cUCTeMi Kibep3axucTy KpUTUYHOI IHPpacTpyKTypu.

Tema 5. BuBuyeHHs ocob6nuBocten opMyBaHHA TexHIYHMX
BUMOI Ha CTBOpPEHHs1 cneuianizoBaHOro nporpamHoro
3abe3nevyeHHA «[lepKaBHMN PeEeECTP OO’EKTIB KPUTUYHOI
iHcbopmauinHoi iHppacTpyKTypu».

AHanis BMMOr A0 MNPOEKTYBaHHA Ta (PYHKLIOHYBaHHA LepXaBHOro
peectpy Kll ik KNtOYOBOro iIHCTPYMEHTY MOHITOPUHIY Ta KOHTPOSO.

Tema 6. [locnigxeHHA 3axopiB i3 3abe3neyeHHA Kibep3axucty
KPUTU4HOI iHopMauiriHoI iHppacTpyKTypu GaHKiB.

BuByeHHs1 6aHkiBCbkMXx cuctem sk YactuHu Kll Ta aHania cneumgivHmnx
3axofiB 3axXUCTy IXHbOT iIHpbOpMaLiiHOT iIHdbpaCTPYKTYpW.

Tema 7. MeToaun4Hi pekoMeHaauii Woao po3pobKM NOTOYHOro Ta
uinboBoro npodisnto KibepsaxucTy.

MpakTn4He 3acTocyBaHHA pekomeHaauin anst gopmyBaHHA npodinis
Ge3nekun Ta NOPIBHAHHSA iX 3 pearlbHUM CTaHOM Kibep3axucty o6’exTa.

Tema 8. lpoBemeHHsa knacudikadii 3axopiB Kibep3axucTty

2 0,1
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06’eKTIiB KPUTUYHOI iH(ppaCcTPYKTYypW.

CuctemaTtmsauisa 3axogiB Kibep3axucTy 3a pisHMMWU KpuUTepisMin
(opraHi3auiHi, TexHiYHI, NpaBoBi) 3 METO CTBOPEHHSI KOMMEKCHOT
cuctemun b6esnekn.

3aranbHa KinbKiCTb roanH 16 n o a=04

KoHTponbHi po6oTtu

TeMun KOHTPOSbHUX POGIT Barosi

KoequiLieHTn b
Tema 1. 3aranbHi Ta (¢pi3nyHi acnekTn KiGep3axucty KpPUTUYHOI 0,1
iHppacTpyKTypMu.

KoHTponbHa po6oTa oxonntoe 6a30Bi BUMOrM o Kibep3axucty, isudHMn 3axmcT
06’ekTiB Ta opraHisauito ynpasrniHHA Kpu3oBumMu cutyauismu. CTyQeHTU NOBUHHI
NPOOEMOHCTPYBaTU 3HaAHHA MNP0 OCHOBHI 3arposun, CTpyktypu SOC, meTtoau
3anobiraHHs iHUMaeHTam Ta 3abe3neyeHHs 6e3nekn TENEKOMYHIKaLiHUX Mepex.

Tema 2. TlanyseBi Ta MiKHapoAHI acnekTn 3axuUcCTy KPUTUYHOI 0,1
iHbpacTpyKkTypwm.

KoHTponbHa poboTa npucBsidieHa 3axucTy efekTpoeHepreTuyHoi Ta diHaHCOoBOI
iHbpaCTpyKTypH, MiXKHapOAHi chiBnpaui, NpoTuAil TePOPUCTUYHUM 3arpo3am Ta
iHCTpYMeHTaM ynpaBniHHS pu3nkamn iHopmauiiHoi 6e3nekn. CTyoeHTU NOBUHHI

nokasatuM po3yMiHHA creundiki 3arpos, MeTofiB 3axucty Ta poni cuctem
ynpaBniHHA y 3abe3neyeHHi kibepbe3nekn KpUTUYHUX 06’eKTiB.

3aranom »" ;=02

CamocrTinHa poboTa
[lo camocTinHOT poBOTK BIGHOCUTLCS CaMOCTIHE OnpaLoBaHHA TEOPETUYHOIO MaTepiany

OnpauroBaHHA TeOPeTUYHOro maTepian

Temun gns camoCTINHOIrO BUBYEHHS KinbKicTb roguH

Tema 1. Kibep3arpo3su ansa KpUTuYHoi iHppacTpyKTypu. 5
BuBueHHss TunoBumx kibeps3arpos, ix mkepen Ta MNOTEHUIMHUX HachigkiB ons
KPUTUYHMX OB EKTIB.

Tema 2. CuctemMm MOHITOPUHIY Ta PaHHbLOIO NoNepemKeHHS. 5
MpuHUMNKM poBOTN CUCTEM MOHITOPUHIY, aHani3 ChnoBilWeHb Ta aBTomaTu3auisa
pearyBaHHS Ha iHUNOEHTW.

Tema 3. MeToau ouLiHKM PMU3UKIB ANA KPUTUYHOI iIH(ppaCTPYKTYpW. 6
Knacudikauia pwusmkie, mMeTogu iX KifbKiICHOI Ta SAKICHOI OLiHKK, nNpuKnagu
3aCToCyBaHHsS MOoAeremn OLiHKN.

Tema 4. 3axucT eHepreTUYHUX 06’ekTiB Ta iHthbpacTpykTypm IoT. 6
CTparterii Ta TexHonoril Ana 3axucty eHepreTudHUX Mepex Tta IoT-npucTpoiB BiA
KibepaTtak.

Tema 5. PiHaHcoBa Ta 6aHKiBCbKa Kibep6e3neka. 6
MeToamn 3axmcTy iHaHCOBMX TpaH3aKLUii, 6aHKIBCbKUX iIH(DOpMaLiiHUX CUCTEM Ta
NNaTiXXHOT iHPaCTPYKTYpW.

Tema 6. Kpusunc-meHegkmeHT y Kibepobeaneui. 6
®a3n Kpn3oBUX CUTyaLi, MoAdeni pearyBaHHs Ta KoopAnHaUia A Pi3HUX areHTiB y
BUNaLKy iHUWOEHTIB.
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Tema 7. 3akoHOAaBYe perynioBaHHs Ta CTaHAapTU Kibep3axucTy. 6
OcCHOBHi HOpMaTUBHI JOKYMEHTW, cTaHgapTu ISO/IEC, BUMOTrM aep>KaBHOT MOMITUKA
LOAO 3aXUCTY KPUTUYHOI iHPaCTPYKTYpMU.

Tema 8. TexHonorii cermeHTauii Ta KOHTPOJIIO fOCTyNy. 6
CermeHTauia Mepexi, MikpocermeHTtauis, nBodakTopHa ayTeHTudikaulia Ta
NPUHLUNN OOMEXEHHSA JOCTYNY A0 KPUTUYHUX peCypCiB.

Tema 9. MixxHapoaHa cniBnpaus y cdepi kKibepbesneku. 6
MixxHapoaHi  opraHi3auii, OoroBopu, MexaHiamum 0OMiHy iHdopMmauielo Ta
KOOpAMHaUii 3aX04iB 3aXUCTY KPUTUYHOT iIHPPaCTPYKTYpW.

Tema 10. AHani3 iHUMAEHTIB Ta HABYaHHA Ha NpuKnagax. 6
BMBYEHHST MpPakTUYHMX KeWCiB  KibepiHUMOEeHTIiB, MeToau po3chigyBaHHS,
OOKYMEHTYBaHHA Ta BAOCKOHANEHHS 3axoiB 6e3neku.

3aranbHa KinbkKicTb roguH 58

HecdopmanbHa ocBiTa

3pobyBay Mae MOXNMBICTb Mepe3apaxyBaTM OKpeMi TemMn abo Kypc LIMASXOM: MPOXOOAXKEHHS
NPOMECINHMNX KyPCIB YM TPEHIHTIB, OHMANH-OCBITW, NPOMECIiHUX CTaxyBaHb, y cdepi, Wo Bignosigae
HaBYalnbHUM LiNaAM gUCLMNNIHW.

[lns 3apaxyBaHHs1 HEOOXiAHO HagaTu: cepTuUdikaT (ENEKTPOHHUI abo ApyKOBaAHMI) NPO NPOXOLKEHHS
KypCy/CTaxyBaHHS, Onunc Nporpamun TPEHiHry i3 3a3HadYeHHsM 3MiCTy TeM, 06csry Ta TpMBanocTi.

PekomeHaoOBaHi Kypcu, TPEHiHIM, CTaXyBaHHA

1. OHnawH-kypc CISCO «CyberOps»
https://www.netacad.com/catalogs/learn?category=course.

NiTepaTtypa, HaB4YanbHi maTtepianu Ta iHhopmMauinHi pecypcu

OcHoBHa niteparypa

1. Mpo KpuUTKYHY iHpacTpykTypy: 3akoH YkpaiHum Big 16.11.2021 N° 1882-IX. [laTa OHOBIEHHS:

01.01.2024. URL: https://zakon.rada.gov.ua/laws/show/1882-20#Text

2. MNpo 3aTBepmkeHHA 3aranbHuUX BUMOr A0 Kibep3axucTy OOG’eKTiB KPUTUYHOI IHPPACTPYKTYpW:

MocTtaHoBa KabiHeTy MiHicTpie YkpaiHu Big 19 4epBHsi 2019 p. N2 518. [lata oHoBreHHs: 07.09.2022.

URL: https://zakon.rada.gov.ua/laws/show/518-2019-%D0%BF#Text

3. [eski nuTaHHA 00’eKTiB KpUTUYHOI iHpopMauiiHoi iHpacTpykTypu: NoctaHoBa KabiHeTy MiHicTpis

YkpaiHu BioZ 9 koBTHA 2020 p. N° 943. [Jata oHoBrneHHs: 07.09.2022. URL:

https://zakon.rada.gov.ua/laws/show/943-2020-%D0%BF#Text

4. MeToamyHi pekoMmeHaauii LWOAO NiABULLEHHA pPIiBHA KiGep3axmucTty KpUTUYHOI iHGOpMaLiMHOT

iHpacTpykTypun. Hakas AgmiHicTtpadii epxaBHoi cnyx6bu cneuianbHOro 38’a3ky Ta 3axmcTy iHpopmaii

YkpaiHu Big 06 oBTHS 2021 poky N2 601.

https://cip.gov.ua/ua/news/nakaz-ad-2021-10-06-601

5. MNpo 3aTtBepaXeHHs OopM MNOAaHHS BiQOMOCTEN OO0 AEpPXKaBHOrO PeecTpy OO’EKTIB KPUTUYHOI

iHdopMaLinHoi iHppacTpykTypu: Hakas AgminicTpauii depxcnewss’sisky Big 02.09.2023 N2793

https://cip.gov.ua/ua/news/nakaz-administraciyi-derzhspeczv-yazku-pro-zatverdzhennya-form-
odannya-vidomostei-do-derzhavnogo-reyestru-ob-yektiv-kritichnoyi-informaciinoyi-infrastrukturi-vid-

02-veresnya-2023-roku-793

6. MNpo 3aTBepoxeHHs lonoXeHHs1 Mpo opraHisauito kibep3axucty B GaHKIBCbKI CUCTEMI YKpaiHu:

MoctaHoBa [lpaBniHHa HauioHanbHoro ©GaHky VYkpaiHm Big 12.08.2022 N° 178. URL:

https://zakon.rada.gov.ua/laws/show/v0178500-22#Text

8. TexHonoril 3axucty ingpopmaldii./ C. E. Octanos, C. 1. €sceeB, O.I'. Koporb. - YepHiBui : YepHiBeLbkun

HauioHanbHUNM yHiBepcuTeT, 2013. - 471 c.
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https://www.netacad.com/catalogs/learn?category=course
https://zakon.rada.gov.ua/laws/show/1882-20#Text
https://zakon.rada.gov.ua/laws/show/518-2019-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/943-2020-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/v0178500-22#Text

http://kistntu.edu.ua/textPhD /tzi.pdf

9. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p.
http://monograph.com.ua/pctc/catalog/view/64/52/231-1

10. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S. Os-
tapov, O. Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p.
http://monograph.com.ua/pctc/catalog/view/978-617-7319-72-5/978-617-7319-72-5/746-2

11. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. - Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p. http://monograph.com.ua/pctc/catalog/view/978-617-7319-57-2/117/419-2.

[JopatkoBa nitepartypa

12.1SO/IEC 27001:2022 Information security, cybersecurity and privacy protection — Information
security management systems — Requirements URL:
https://www.iso.org/ru/contents/data/standard/08/28/82875.html

13.ISO/IEC 27002:2022 Information security, cybersecurity and privacy protection — Information
security controls URL:

https://www.iso.org/ru/contents/data/standard/08/05/80585.html

14.1SO/IEC 27005:2022 Information security, cybersecurity and privacy protection — Guidance on
managing information security risks. URL:

https://www.iso.org/ru/contents/data/standard /08/05/80585.html .

Cuctema ouiHIOBaHHA

MigcymkoBa oOuiHKa 3 OCBITHBOIO KOMMOHEHTa BM3HA4YaeTbCA BiANOBigaNbHUM NIEKTOPOM 32 TeMamu,
BMOAMM 3aHATb, TOLLO Y BiANOBIAHOCTI 4O cunabycy i € iHTerpanbHOK OLHKOI pe3yrnbTaTiB yCiX BUg,
HaBYanbHOI AisnbHOCTI 3gobyBadva BuLLOI ocBiTK. [iacyMKoBa oOLiHKa NOBUHHA BigobpaxaTu BCi OLiHKN
3a CKNnagoBUMM HaBYaITbHOMO NPOLECY 3 ypaxyBaHHSAM iX BaroBUX NOKa3HWKIB k:

IMOTOYHWNIN KOHTPONb KoHTpornbHi poboTn IHgmBigyansHe MigcymKoBUIN KOHTPOIb
(NpakTU4Hi, cemiHapcbki,  (3a HasiBHOCTI), k» 3aBOaHHSA (ana OK 3icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasBHOCTI), k3

0,4 0,2 0,4

Cyma koedilieHTiB MOBMHHA cKNnagaTtu oanHnLo: k1 + ko + k3 + k4 = 1. MigOip BaroBmx koedilieHTIB
NiACYMKOBOI OLiHKM 34iICHIOE PO3POBHUK KypCYy.
Po3paxyHOoK nigcyMKOBOT OLLIHKM NPOBOANTBLCA 3a (OPMYIIOHD:

o=rn 'k1+K'k2+| -k3+I'I|<~k4
pe: [1-cepeagHbo3BaXeHa cepeHs OLiHKa 3a NOTOYHUI KOHTPOIb
| — ouiHKa 3@ BUKOHAHHS iHOMBIQYaNbHOro 3aBaHHs
K - cepegHbo3BaXeHa OLiHKa 3a KOHTPOJIbHi poboTK
K — ouiHKa 3a NiACYMKOBUW KOHTPOSTb

_I'I1-a1+l'lz'a2+...+l'ln-an
- n
Zi:1 ai

Ae:  a;- BaroBMmn KOeiLieHT 3a KOXXHe NpakTUyHe (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_Kl -b1+K2 'bz+...+Km bm
E?;l bi
ae: b, - BaroBum KoediLieHT 3a KOXXHY KOHTPOSbHY poBoTy.
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http://monograph.com.ua/pctc/catalog/view/978-617-7319-57-2/117/419-2

LLikana ouiHOBaHHSA
MoTOYHI ouiHKKM 3a KOXHY cknagosy (1, K, 1,...)

BUCTaBNSAOTLCA 3@ 100-6arbHO LLIKASOH 3rigHO 3 ggj?ii HauioHarnbHa oujiHka ECTS
nonoxeHHsM «[1po KpuTepii Ta CUCTEMY OLIHIOBaHHA  "9(_100 BigMiHHO A
3HaHb Ta BMiHb i NP0 PenNTUHI 3006yBaYiB BMLLOT 82-89 [o6pe B
ocBiTU» HTY «XII». 75_81 [lo6pe C
. . _ _ 64-74 3agoBinbHO D
MigcymkoBa oujiHKa BUCTaBMSETLCA Bi4NOBIAHO 40 60-63 3370BINbHO E
po3paxoBaHoi O 3 OKPYrMeHHAM 40 HanGnmMX4oro 3559 HesagoBinbHo X
Linoro yncra B GinbLly CTOPOHY. (NOTpiGHe nopaTkose
BMBYEHHA)
1-34 HesagoBinbHO F
(NoTpiGHe NOBTOpPHE
BUBYEHHSA)

Hopmu akagemiyHOI eTUKM i NosliTUKa Kypcy

30006yBay BULLIOT OCBITU NOBUHEH AoTpumyBaTucs «Kogekcy eTukn akagemiyHUX B3aEMOBIOHOCUH Ta
nobpoyecHocTi HTY «XTl»: BUABNATN OMCUMNNIHOBAHICTb, BUXOBAHICTb, A40OPO3NYNNBICTb, YECHICTD,
BignoBiganbHicTb. KOHQMIKTHI cuTyauii NoBMHHI BigKpUTO 0GroBOprOBaTMCA B HaBYallbHMX rpynax 3
BMKIaZ4adeMm, a npu HEMOXIMBOCTI BUPILLEHHSI KOHQIMIKTY — AoOBOAUTUCA OO0 Bigoma cniBpOBGIiTHMKIB
ANPEKLIT IHCTUTYTY.

HopmaTuBHo-npaBoBe 3abesneyeHHs BNPOBaKEHHS MPUHUMMIB akagemiyHoi gobpodecHocTti HTY
«XIl» poamiweHo Ha canTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist

MoropxeHHsA
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