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KangomaoaTt eKoHOMIMHUX Hayk, goueHT kadeapw kibepbesneka HTY «XIMi».

ABTOp noHag 170 HayKoBMX i HaBYanbHO-MeTOAUYHUX Mpaub (3a JaHUMK
Google Scholar, h-iHaekc - 12), y Tomy uncni 3 moHorpadoin Ta HaBYarnbHOro
nocibHuka 3 rpudoom.

Mae y cBoemMy gopobky 10 naTeHTiB Ta 10 aBTOPCLKNX CBiQOLUTB.
MpoBigHU nekTop 3 AucumnniH: «IHTenekTyanbHa BracHiCTb cUCTEM
Besnekun», «lNpaBoBe perynioBaHHA Kibepbesnekn», «ABTOPCbKE NpaBo Yy
LMpoBOMY CyCnifbCTBI».

Cdbepa HayKoBMX iHTEPECIB OXOMNJTHOE NUTAHHS IHTENEKTYarbHOI BNACHOCTI,
NpaBoOBOro perynoBaHHs  kKibepnpocTopy, iHopmauinHoi  6e3nekn,
KpuntorpadiyHMx MeTOAIB 3aXUCTY, LMIPOBI aKTUBM.

[eTanbHille npo BukNagadya Ha canTi kadeapu

3aranbHa iHcphopmauis

AHoTauin

HaBuyanbHa gucuunniHa «lpaBoBe peryntoBaHHA Kibepbesnekn» cnpsiMoBaHa Ha NiaroToBKy dhaxiBuiB
y cchepi kibepbeaneku Ta iHbopMaLiiHMX TexHosorin. Kypc oxonnoe npaBoBi OCHOBW iHpopMaUinHoro
CycninbCTBa, NPaBoOBUN pexum iHdopMaLlii, 3aXUCT NepCoHaNbHUX OaHUX, PEerynioBaHHA AisfbHOCTI
Megia Ta undpoBmx nnaTgopm, iHhopmaLito 3 0OMexeHUM 4OCTYNOM, BigNoBi4aNbHICTb 3@ MOPYLUEHHS
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B iHpopmaUinHin ciepi Ta ocobnusocTi npotuaii kibepanoynHam. OcobnmBuii akUeHT 3pobneHo Ha
MDKHApPOOHMX | HauioHanbHUX CTaHgapTax Kibep3axucTy, a TakoX Ha npaBOBOMY pEeryntoBaHHI
LUMdPOBUNX aKTUBIB (KpMNTOBAIOT, TOKEHIB, NFT) Ta MexaHiamax ix kibep3axucty.

MeTa Ta uini gucumnniHu

MeTta gucumnniHn - OpPMyBaHHS Yy CTYOEHTIB 3HaHb i MNPakTUYHUX HaBUYOK LLOAO MPaBOBOroO
perynoBaHHs iHdopMaUinHoi 6e3neku, 3axncTy iHdpopMauii Ta undpoBux akTuBIiB y KibepnpocTopi, a
TakoXX YMiHb 3aCTOCOBYBaTWM MpPaBOBi Ta TEXHiYHI MexaHiamu Ana 3anobiraHHa 1M po3cnigyBaHHS
KibepiHUMOEHTIB.

OCHOBHI 3aBJaHHA BUBYEHHS AUCLUMMIHW:

3aCBOEHHS TEOPETMYHUX OCHOB iHOPMaLMHOro NpaBa Ta iXHbOro 3aCTOCYBaHHS y cdepi kibepbeaneku;
HabyTTS 3HaHb NPO Mi>XXKHAPOAHI Ta HaLiOHanNbHI CTaHAapPTKU Kibep3axumcTy, peryntoBaHHS NepCOHanbHUX
OaHUX i LNPPOBOro KOHTEHTY;

BMBYEHHS NPABOBOro pexumy iHgopmadii 3 06MeXeHnM 4OCTYNOM Ta MeXaHi3MiB ii 3aXucTy;
O3HANOMIIEHHS 3 NPaBOBMMW acnekTaMu PyHKLiIOHYBaHHSA Megia, umdpoBux nnatdopm i rmobanbHux
iHbopMmaLinHMX cepBiciB,;

dopMyBaHHA HaBMYOK iAeHTUQIKaLii, AOKYMEHTYBaHHSA Ta NpaBoOBOi kBanidikauii Kibep3noyuHis,
3aCTOCYyBaHHA MeTOAIB LMGPOBOT KPUMIHANICTUKN;

onaHyBaHHSA NPaBOBUX OCHOB PErynioBaHHA Ta 3aXUCTY LMPPOBUX aKTUBIB (KpUNToBanioT, TOKeHIB, NFT)
Y HauioHanbHOMY Ta MiXkHapogHOMY npasi.

MpeameT AncumniiHW — NpaBOBi HOPMW, IHCTUTYTU Ta MeXaHi3Mu perynioBaHHA BiQHOCWUH Yy cdepi
iHdopmauinHoi 6e3neku, kibep3axmcty Ta LMPOBUX aKTUBIB, @ TAKOX METOAN NPaBOBOro pearyBaHHsA
Ha 3arpo3u 1 NopyLUeHHS y kKibepnpocTopi.

dopmart 3aHATb

Jlexuii, npakTUYHi 3aHATTS, camMocTiiHa poboTa, koHcynbTauil. [iacyMKOBUIA KOHTPOSb —
andbepeHuinoBaHnm 3anik.

KomneTeHTHOCTI

3K1. 3gaTtHicTb peanisyBatu cBOi npasa i 060B’A3KM sIK YrieHa CycninbCTBa, yCBIgOMMOBATH LIHHOCTI
rPOMaasiHCbKOro (BiNIbHOrO 4EMOKPATMYHOr0) CyCninbCTBa Ta HEOOXIAHICTL oro ctanoro (6eaneyvyHoro)
pO3BUTKY, BEPXOBEHCTBA NpaBa, Npas i cBo60A NMOAMHK | rpoMagsaHHa B YKpaiHi.

3K2. 3paTtHicTb 36epiraTv Ta NPUMMHOXYBaTWU MoOparbHi, KynbTypHi, HAyKOBi LIHHOCTI i OOCArHEHHS
CycninbCTBa Ha OCHOBI PO3YMiHHS iICTOPIi Ta 3aKOHOMIPHOCTEN PO3BUTKY NpeaMeTHOI obnacTi, Ti micua y
3aranbHi cUcTeMi 3HaHb NPO NPUPOAY i CYCNiNbCTBO Ta Y PO3BUTKY CyCMiflbCTBA, TEXHIKM | TEXHOSIOTIN,
BUKOPUCTOBYBATKM pi3Hi BUAM Ta OOpMM PYXOBOI aKTUBHOCTI M5 aKTUBHOMO BiOMNOYMHKY Ta BEOEHHS
300pPOBOro Cnocoby XUTTS.

3K4. 3gaTHicTb cninkyBaTucs gep>XaBHOK MOBOH) SIK YCHO, TaK i MIMCbMOBO.

3K8. 3patHicTb Ao couianbHOI B3aeMogii, cniBpobiTHUUTBA, PO3B’A3aHHS KOHMMIKTIB Yy cdepi
NpodECINHOI AisiNbHOCTI, NigepcTBa i KOMaHgHOI poboTn.

CK2. 3gatHicTb aHanisyBaTy Ta BU3Ha4aTu NONITUKY Ta cTpaTerii 3abe3neyeHHs 3axucTy iHdopmMmallii.
CK4. 3gaTHicTb NnporHo3ysaTu peanisauii ynpaBniHCbKUX pilleHb Woao 3axucTy iHdopMmallii.

Pe3ynbTaTti HaB4YaHHSA

PH1. BmiTn peanizoByBaTy cBOi NpaBa i 060B’sI3KM AK YrieHa CycnifibCTBa, YCBIAOMMOBATN LiHHOCTI
rPOMaasAHCBHKOro CycninbCTBa (BiNIlbHOrO 4EMOKPATUYHOr0) Ta HeOOXIAHICTb oro ctanoro (6e3nevHoro)
pPO3BUTKY, BEPXOBEHCTBA NpaBa, npas i cBo60 NoguHKU i rpoMagsaHnHa B YkpaiHi.

PH2. BmiTn BUKOpuCTOBYBaTM Ta NPUMHOXYBATU MOparbHi, KynbTYPHI, HAyKOBi LiHHOCTI i 4OCArHEHHSA
CycrninbCTBa Ha OCHOBI PO3YMiHHSA iCTOpIi Ta 3aKOHOMIPHOCTEN PO3BUTKY NpeaMeTHOI obnacrTi, ii micus y
3aranbHivi cUCTeMi 3HaHb NPO NpPUpPoAY i CyCninbCTBO Ta 'y PO3BUTKY CYCrinbCTBa, TEXHIKM i TEXHONOTIN,
BMKOPUCTOBYBATU Pi3Hi BUAN Ta dOPMU PYXOBOI aKTUBHOCTI NSl aKTMBHOMO BiAMOYUHKY Ta BeAEHHS
30POBOro CMOCOBY XUTTS.
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PH3. BMiTn 3a gonomoroto abCTpakTHOrO MMUCMEHHS, aHanidy Ta CUMHTe3y OUiHoBaTW pesynbTaTu
NpodeCiHOI fisinbHOCTI Ta 3abe3nevyBaTH i IKiCTb, BYTU KPUTUYHUM | CAMOKPUTUYHUM, HANOMErnMMenm
LLIOAO NOCTaBMEHNX 3aBAaHb i B3ATMX 3060B’s13aHb.

PH4. BinbHo cninkysBaTncs gep>xaBHO MOBOIO.

PH5. BinbHo cninkyBaT1cs iHO3eMHOK MOBOIO Y Mexax NoTpebu cBoel npodecinHoi AisnNbHOCTI.

PH6. BnpoBagxkyBaTtu npouecu, LWo 0a3yloTbCA Ha HauioOHaNbHUX Ta MiDKHApOAHWX CTaHgapTax,
BUABIEHHS, ideHTMIKaLil, aHani3y Ta pearyBaHHs Ha iHUMAEHTM iHopMaUinHoT 6e3neku.

PH10. BmiTn aHanidyBatM BUKNMKM Ta 3arpo3u iHdopmauiiHoi 6Ge3nekn 06’eKTiB  KPUTUYHOI
iHpaCTPYKTYpM Ta CMHTE3yBaTH iHPOPMALLito LoA0 pO3pobeHHs Ta peanisawii cTpaTeriin Ta noniTMku
Besneku.

PH13. Bmitn BupiwyBaTn 3agadi 3abesneyeHHs Ta cynpoBody (B.T. YuChi: ornsg, TECTyBaHHS,
NiA3BITHICTb) CUCTEMN YNpaBMiHHA iHpopMaLinHOi 6e3nekn 3rigHO BCTAHOBMEHOI NOMITUKM Ge3nekn B
iHdbopMaLiNnHO-KOMYHIiKaLinHUX cucTemax.

PH15. BmiTv BM3HayaTu HeobXigHi MpaBoOBi Ta oOpraHisauinHi 3axogum BperynoBaHHA KOHQIMIKTIB,
MOB’sI3aHUX i3 3a0e3nevYeHHAM HaLlioHanbHOI 6e3neku.

PH17. Bmitn po3B’sisyBaTM 3adadvi ynpaemiHHA iHGopauinHo 6Ge3snekow B iHdopMauiiHo-
KOMYHIKaLiMHMX CUCTEMAX Ha OCHOBI MOAenen ynpaeniHHA 6e3neKoto.

PH18. Po3yMiT OCHOBHI TEOPETUYHI NOHATTS, 3aCTOCOBYBaTWN HAbyTi NPaKTUYHI HABUYKN AOCAIOXKEHHS
Ta NigroToBKM OOKYMEHTIB, iX NPaBUIbHOrO BUKOPUCTAHHS B YNPaBiHCbKIN AiSnbHOCTI.

PH19. BmiTv BnpoBagxyBaTu 3axoou Ta 3abesnedyBaTu peanisauito npoueciB nonepemkeHHs
OTPUMaHHIO HEeCaHKLIOHOBaAHOro AOCTyny i 3axucTty iHdopmauil B iHopMaUiHO-MYyHIiKaLinHNX
cuctemax

PH21. BmiTn 3acTocoByBaTu TEOpii Ta METOAM 3aXUCTY ANnd 3abe3neveHHs1 6e3nekn enemMeHTiB 06 exTiB
KPUTUYHOI iIHPpaCTPYKTYpW, Kibepdi3nyHMX cuctem Ta iHpopMaLinHO-KOMYHiKaUiMnHNX CUCTEM.

PH22. BmiTn 3acTocoByBaTh HaujioHanbHi Ta MiXXHApOAHi perynsatopu B cdepi iHopmauinHoi 6e3neku
OO0 po3crigyBaHHA KOMM' IOTEPHUX IHLUNOEHTIB.

O6car gucumnniHun

3aranbHui obcar aucuunninm 120 roa. (4 kpeantn ECTS): nekuii — 32 roa., NPakTUYHi 3aHATTA - 16 rof,,
camocCTiHa poboTa - 72 rof.

NMepeaymoBu BUBYEHHA AUCUUNNiHU (NPEepPEeKBi3UTK)

[nsa ycniwHOro nNpoxomKeHHst Kypcy HeoOXiAHO MaTu 3HaHHS Ta MPaKTUYHI HABWUYKW 3 OUCUMMAIHK
«[MpaBo3HaBCTBO» - PO3YMIHHA OCHOBHMX MpUHUMMIB npaBa, CUCTEMUM 3aKOHOAABCTBa Ta
NnpaBO3aCTOCYBaHHS;

«|HTenekTyanbHa BracHICTb» — 3HAHHA MPO NPaBOBUN PeXUM 00’EKTIB iIHTENEKTyanbHOI BNAacHOCTI Ta
HaBWYKW aHani3y NpaBoOBUX BIQHOCKH Y LIMPPOBOMY CepeoBULL;

«OcHoBwu kibepbesnekun» (6basoBui Kypc) — NOYATKOBI YABMAEHHS NPo iHpopmaLinHi 3arposn, 3acobu ix
BUSABIMEHHS i 3anobiraHHs.

OcobnuBocTi agucumnniHu, MeToAu Ta TeXHoMNorii HaBYaHHA

B xogi BuknNagaHHA gucumnniHM BUKNagayemM 3acTOCOBYHTLCS MOSACHIOBANbHO-INKOCTPATUBHUN
(iHbopmaLiHO-peLenTUBHUIN) Ta PENPOaYKTUBHUA METOAMN HaBYaHHS. B SKOCTi MeToaiB BMKNagaHHS,
sIKi HanpaBreHi Ha aKkTMBI3aUil Ta CTUMYSOBAHHS HaBYalibHO-Mi3HABAsbHOI OisinbHOCTI 3406yBadviB,
3aCTOCOBYHOTbCA Npe3eHTauii, 6ecian, iHaMBiayanbHi rpynoBi NPOEKTU, MancTep-KNnacu. BUKOPUCTAHHS
oHnanH-pecypcis (WIPO, GDPR portal, peecTpu CyaoBUX pillieHb.

MNMporpama HaB4YanbHOI AUCUMNNIHN

HaB4yanbHi 3aHATTA
Jekuit

Temun nekuin KinbkicTb roguH
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Tema 1. IHcpopmauinHe npaBo Ta Kibepbe3neka. 4
IHpopmauis gk o6’ekT npaBoBOro perynoBaHHA. Pomb npaBa y cuctemi
HauioHanbHoi kibepbeanekn. 3akoH YKpaiHu " Npo OCHOBHI 3acaan 3abe3neyveHHs
Kibepbesnekn"

Tema 2. IHdbopMmauiiiHe cycninbCTBO i Cy4YacHi BUKNUKK Ge3neku 4
IHpopmauinHa kynbTypa | umdpoBa rpamoTHicTb. Kibepsarposn ana ocobw,
cycninecTBa, Aepxasu. NIST Cybersecurity Framework ik Mofens pearyBaHHs..

Tema 3. NMpaBoBuM pexxum iHcpopMmauii Ta NnepcoHanbHUX JaHUX. 4
MepcoHanbHi gaHi, GDPR Ta ykpaiHCbKe 3akoHoA4aBcTBO. KoHBEHLUIT. BUTOKM gaHuX,
Kencu KibepiHUMaEHTIB.

Tema 4. IHdbopmauinHa aisnbHiCTL Ta UM pPoBi cepBicu. 4
E-ypagyBaHHs, peecTpun, XMapHi cepBicW. 3axucT [JaHuX Yy [AepXKaBHUX i
KoprnopaTtmBHuX cuctemax. ISO/IEC 27018 gk ocHoBa A9 XMapHOT 6e3nekn

Tema 5. Megia, undpoBi nnardopmu Ta iHchopmauinHi BiHK. 4
3akoH «[1po megia», perynioBaHHs coumepex. Maninynsuii, gesiHgopmadis, IMCO.
Digital Services Act (EC) Ta gocsig YkpaiHu.

Tema 6. . IHbopmauis 3 obmexxeHUM AOCTYNOM Ta Kibep3axucT. 4
Knacudikauis: agepxaBHa TaemHuud, cnyxboBa, KomepuinHa. MikHapoaHi
ctaHgapty 3axucTy (ISO/IEC 15408). Kibep3axuncT KpUTUYHOT iHpacTpyKTypu.

Tema 7. BignoBiganbHicTb 3a NnpaBONOpYyLUEHHSA Ta KiDep3novnHu. 4
AgmiHicTpatmBHa | KpumiHanbHa BignosiganbHicte. Ctatti KKY 361-363
(HecaHKUiOHOBaHUW  JOCTyn, BTpy4vaHHs). byganewTcbka KOHBEHUId npo
Kibep3noumnHHicTb. Lindposa kpumiHanicTuka: 36upaHHs AoKasiB

Tema 8. paBoBe peryntoBaHHA Ta 3aXUCT LUPPOBUX aKTUBIB. 4
KpuntoBantoTtun, TokeHu, NFT sik HOBi 06’ekTu NnpaBa. 3akoH YkpaiHu «[po BipTyanbHi

aktuem» (2022). MixHapogHun gocsig (MiCA - €C, FinCEN - CLUA). Puaukn:
BiAMMBAHHS KOLUTIB, LAxXpancTBo, Kibepkpagikku. 3axmMcT UMGPOBUX aKTUBIB:

TEeXHiYHi 1M npaBoOBi MexaHi3mu (cMapT-koHTpakTh, KYC/AML, GaratopiBHEBWI

3aXUCT ramMmaHLiB).

3aranbHa KinbKicTb roguH 32

MpakTU4Hi 3aHATTA

KinbkicTb Barosi
TeMun npakTU4HMX/CeMiHapCbKNX 3aHATb rogviH KoedilieHTn a

Tema 1. Micue iHcpbopmauinHOro npaBa y cuctemi npaBa YkpaiHu. 4 -
MoHsaTTa Ta npeameT iHdopmauiiHoro npaea. 3B’A30K i3

KOHCTUTYUINHUM, UMBINbHUM, afMiHICTPAaTUBHUM Ta KpUMiHanbHUM

npasom. HopmaTtuBHo-npaBoBa 6a3a (KoHctutyuis YkpaiHu, LKY,

KKY, 3akoH «[po iHcdopmauito», 3akoH «[po goctyn go ny6nivyHoi

iHdopmalii»). CknagaHHa cxemn «Micue iHpopmauinHoro npaea y

cuctemi npasa YKpaiHu». BUCHOBKM MNpO iHTErpaTUBHUM XapakTep

iHdopMadinHoro npaea.

Tema 2. BusaBneHHs Ta aHani3 kibep3arpo3 ana iHpopmauinHoro 4 0,1
cycninbcTBa.

OcHoBHi  TMNKU kibep3arpo3: enkn, MaHinynauii, nponaraHga,

iHdopMauinHi aTakn. O3Haku HefocToBipHOI iHdopmauii y 3MI Ta

coumepexax. IHCTpyMeHTu daktyekiHry: StopFake, EU vs Disinfo,

Bellingcat, Google Fact Check, InVID. lNpakTuyHe 3aBgaHHA: obpaTtu

2-3 npuknagn (HOBMHA, NOCT, CTAaTTs), BUSHAYNTU O3HAKU (PENKY Un

MaHinynauii, nepesipuTy AOCTOBIPHICTb 3a JOMNOMOrOK IHCTPYMEHTIB,
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cknacTtu Tabnuuto 3 pesynbtTataMmu. BUCHOBKU NPO porib dhakTHeKiHry
B cucTeMi kibepbesneku.

Tema 3. ABTOpCbKe npaBo y umcppoBomMy cepeaoBMULL.

ABTOpCbke MpaBO Ha MporpamHe 3abe3nedeHHsi, 6asu agaHuXx,
UnpoBUn KOHTEHT. lMOpyLLEHHS aBTOPCbKUX NpaB y MepexeBOMYy
cepepnoBuLLi: NipaTCTBO, HeneranbHe KOMitoBaHHS, XakepCbKi BUTOKM.
Ponb undposux nnatdopm y 3abesnedeHHi 3axucTy aBTOPCbKUX
npae. AHani3 npouenyp notice-and-takedown Ha npuknagi YouTube,
Facebook, TikTok.

Tema 4. NepcoHanbHi AaHi Ik 06’EKT Kibep3axucry.

[MpaBoBuin pexxum nepcoHarbHUX AaHWX 3a 3aKOHO4AaBCTBOM YKpaiHu.
Bumorn GDPR sk MiXHapogHOro craHgapTy. I[HCTpyMeHTU i meToaun
Kibep3axmncTy nepcoHanbHUX AaHux. MNpakTnyHe JOCNioKEHHS KenciB
BUTOKY pdaHux (Hanpuknag, «[Hisi», LinkedIn). BucHoBku wopo
BiANOBIAANbHOCTI 32 NOPYLLUEHHA PEXUMY NEePCOHaNbHNX OaHUX.

Tema 5. UncpoBi goka3n Ta cyaoBa ekcnepTusa.

Ornag ISO/IEC 27001, NIST Cybersecurity Framework, GDPR,
ByganewTcbKol KOHBEHUiT npo  Kibep3nounHHicTb. [MOpiBHSAHHS
nigxoais YkpaiHm Ta €C. [NpakTnyHe 3aBOaHHSA: CKIAcTu CXemy
3actocyBaHHA ctaHaapTy NIST abo ISO/IEC ansa opraHisauii 6e3neku
OaHUX B YMOBHI KOMNaHif.

Tema 6. . MixxHapoHi ctaHaapTu iHcpopmauinHoi 6e3neku.
MeToau nowmpeHHa aesiHdopmadil. Bnnue iHbopmaLiiHux onepadin
Ha CycCninbCTBO Ta AepxaBy. IHCTpyMeHTW npoTuaii: hakTyekiHr,
KibepririeHa, uudpoBa rpamoTHiCTb. [lpakTuyHe [oCnigXeHHS
nNpuKnagis pocinCcbkux iHPopMaLinHUX atak npoTn YKpaiHu.

Tema 7. IHcpopmauinHi BinHU Ta ae3iHdopmalis.

MeToam nowmpeHHs aesiHdopmalii. Bnnme iHpopmauinHnx onepadin
Ha CycninbCTBO Ta fAepaBy. IHCTPYMEHTW NpoTugii: dakTyekKiHr,
KibepririeHa, uudpoBa rpamoTHiCTb. [lpakTuyHe [ocCnigXeHHS
npuKnagis pociicbkux iHPopMaLinHUX aTak NpoTn YKpaiHu.

Tema 8. [paBoBe peryntoBaHHSA Ta 3aXUCT LUPPOBUX aKTUBIB.
KpuntoBantotun, TokeHn, NFT gk HOBiI 06’ekTM npaBa. 3akoH YKpaiHu
«[Mpo BipTyankbHi akTnem» (2022). MixxHapogHuin goceig (MiCA - €C,
FinCEN - CLWA). Pwuauku: BigMMBaHHS KOLWITIB, LIAxXpancTBo,
Kibepkpagikkn. 3axmcT UMPOBMX aKTMBIB: TEXHIYHI W NpaBOBI
MexaHiaMun (cmapT-koHTpakTh, KYC/AML, OGaraTopiBHEBUIN 3axucT
ramaHuiB). [NpakTMyHe 3aBOaHHSA: aHani3 KewuciB Lwwaxpancrea 3
KpunToBantoTamu.

3aranbHa KinbKicTb roguH

KoHTponbHi po6oTtu

TeMun KOHTPOSbHUX PoGIT

32 1

Z a; = 0,6

i=1

Barosi
KoequiLieHTn b

Tema 1. BasoBi npuHuunM nobynoBu Ta (PyHKUiIOHYBaHHA KOMMN'HOTEPHMUX 0,15

Mepex.

OcHoBHi nonoxeHHA Teopii B3aemogii Biakputnx cnctem. Mogens OSI ta TCP/IP:
npuUHUKMNK, piBHi, dyHKUIT. MeToam KomyTauii Ta NOBTOPHOT Nepedadi faHux. Mepexa
Ethernet: poO3BUTOK CTaHOapTiB, ocobnmBocTi pobotn, npoTtokon CSMA/CD.
MpoTokon IP (IPv4/IPv6): CTPYKTYpa, NPUHUMNM agpecaLii Ta MapLupyT13adlii.
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Tema 2. Cy4yacHi NpoOTOKONK, TEXHONOTIil Ta 6e3neka KOMM’ KTEPHUX MEPEX. 0,15
MpoTokonu TpaHcnopTHoro piBHsA: TCP, UDP, RTP, ix 3actocyBaHHs. [MpoTokonu
MapuwpyTtu3adii: RIP, OSPF (nopiBHANbHWUIA aHani3). Cy4acHi MepexeBi TEXHOSOTII:

VPN, xmapHi cepsicn, SDN. OcHOBU MepexeBoi 6e3nekn: TMnu atak Ta meToau

3axucty. basoBa koH@irypauis komytatopie Ta mapupyTtudaTopis (Cisco Packet

Tracer).

Tema 3. Be3neka KOMN’'IOTEPHUX MepeXx Ta MeToaM ii 3abe3nevyeHHs. 0,1
Knacudikauis 3arpo3 y nokanbHux Ta rnobanbHux mepexax. OCHOBHI NpuHLMNN

nobynosu 3axvweHnx mepex. Metoam ayteHTudikauii Ta WKgpyBaHHA OaHWUX.
BukopuctaHHa VPN gns 3axucty iHopmauinHux kananis. ®aepsonu, IDS/IPS

cucTemm Ta ix ponb y 6eaneu;.

3aranom Yo, bi=04

CamocrTinHa poboTa
[lo camocTinHOT pobOTK BIGHOCUTLCS CaMOCTIHE OMpaLoBaHHA TEOPETMYHOIO MaTepiany

OnpauroBaHHA TeOpPeTUYHOro martepian

Temun gnsa camMoCTINHOIrO BUBYEHHS KinbKicTb roguH

Tema 1. HauioHanbHe 3aKkoHOAABCTBO Yy chepi Kibepbesnekn YkpaiHu. 11
3akoH YkpaiHu «[1po ocHoBHI 3acaan 3abe3neyveHHs kibepbeanekn YkpaiHn», 3akoH
YkpaiHu «[po iHdopmaLito», 3akoH YkpaiHu «[1po 3axXMCT NepcoHanbHUX JaHUX».

Tema 2. lNpaBoBe perynoBaHHA 3axucty iHdopmauii B iHcopmauinHo- 11
TeneKoMyHikauinHUX cucTemax.

lMpaBoBi OCHOBM AepXaBHOI TaeMHMLUI Ta 3axucty cnyxbosoi iHdopmaLil,
HopMaTuMBHI akTh [epxxcneuss’as3ky Ta HBY y cdepi kibep3axucTy.

Tema 3. MixxHapoaHi ctaHaapTu Kibepb6e3neku. 10
ISO/IEC 27001, ISO/IEC 27002, NIST Cybersecurity Framework (CSF), oupektnsem
NIS Ta NIS2 €C.

Tema 4. €Bponenchbke perynoBaHHA y cepi Kibepbesneku Ta gaHUX. 10
3aranbHui pernameHT 3axmucty gaHmx (GDPR), anpektmea €C npo kibep3noynHu
Ta Kibepbeaneky, NIS2 Directive.

Tema 5. MixHapogHo-npaBoBi aktu 'y cdepi  kibepbesnekm. 10
BypoanewTcbka KOHBEHUi npo  KibepanodmHHiCTb  (2001), pesontouii Ta
pekomeHngauii OOH y cdepi iHdbopmauinHoi 6e3nekn, npaktuka HATO y cdepi
KibepobopoHu.

Tema 6. Kioep3no4nHHiICTb | KpMMiHaNbLHO-NMPaBOBiI MexaHi3amMu npoTuail. 10
KpumiHanbHun kogekc YkpaiHm (po3agin XVI), knacudikauia kidepsnouyvHiB 3a
INTERPOL ta EUROPOL.

Tema 7. 3axucT npaB NOAUHU B KibepnpocTtopi. 10
lMpaBo Ha NpuBaTHICTb Y LMGPOBY enoxy, EBponencbka KOHBEHLS 3 NpaB N0gMHM

(cT. 8 - NpaBo Ha noeary 40 NpMBaTHOrO XUTTA), 6anaHc Mk cBoboaoto croBa Ta
©0opoTLOO010 3 KIGEP3MOUNHHICTIO.

Tema 8. [NpaBoBe peryntoBaHHA KPUTUYHOI iH(bpacTpyKTypwm. 10
MoHATTA Ta KaTeropii KpUTUYHOI iHopMauiiHOI IHPPaCTPyKTypKu, pernameHTu
LLIOJ0 3aXUCTY eHepreTUYHUX, TPaHCNOPTHUX Ta (PiHAHCOBUX CUCTEM.

Tema 9. ETU4YHi Ta npaBoOBi acnekTM BUKOPUCTAHHA TEXHOJSIOriA LWITY4YHOro 10
iHTenekTy Ta Big Data y ccepi Kibepbesnekn.
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BukopuctaHHa LI Ta Big Data y kibep3axucTi CTBOPHOE HOBI MOXIMBOCTI, ane
NOPOAXKYE NPAaBOBI N €TUYHI BUKITUKK: NPO30PICTb anropuTMiB, BiANOBIAaNbHICTb 3a
IXHi piLUEHHs], PU3NKN OUCKPMMIHALUiT Ta NMOPYLUEHHA MPUBATHOCTI. 3HA4Hy ponb
BiZirpatoTb MiXKHaApOOHI CTaHOapTU Ta pernaMmeHTu, 3okpema GDPR i €EBponencbkui
akT npo LI.

Tema 10. Mpaktuka cyaiB YkpaiHm Tta €C y cnpaBax, NoB’si3aHUX i3 10
Kibep3noynHamm Ta Kibep3axucTom.

CypnoBa npakTuka OEMOHCTPYE 3aCTOCYBaHHSA HOPM LLIOAO KiGep3noyvnHiB i 3axXncTy

JaHux. B VYkpalHi ue cnpaBu MpO HeCaHKUiOHOBaHWA [OCTYN i He3aKoHHe
BMKOPUCTaHHSA NepcoHanbHUx aanHux, y €C - piweHHs Digital Rights Ireland, Schrems

I Ta II, aki BM3Ha4alTb nigxoan Ao GanaHcy Mk kibepbesnekoi Ta npaBamu

NOANHW.

3aranbHa KinbKicTb roguH 72

HedopmanbHa ocBiTa

3p006yBay Mae MOXMBICTb Nepe3apaxyBaTh OKpeMi TEMU ab0 KypC LLMISIXOM: MPOXO4XKEHHS
NPOMECINHUX KYPCiB YN TPEHIHTIB, OHIaH-0CBITH, NPOMECINHUX CTaXyBaHb, Y cdepi, Lo Bignosigae
HaBYanbHUM LiNaM ANCUMnniHW.

[nsa 3apaxyBaHHA HEOBXiAHO HagaTu: cepTudikaTt (eNekKTPoHHUIN abo APYKOBAHMI) MPO NPOXOMKEHHS
KypCy/CTaxyBaHHS, OMMUC NporpamMu TPEHIHrY i3 3a3Ha4YeHHAM 3MiCTy TeM, 00cAry Ta TpmBanocTi.

PekomeHaoBaHi Kypcu, TPEHIHI, CTaXXyBaHHS

1. Kypc «KibepririeHa ons rpomagsH Ta opraisadin» (CERT-UA, [lepxxaBHa cnyx6a cneviansHoro
3B’A3KY Ta 3axucTy iHdhopmau,il Ykpainm).

https://cybereducation.org.ua

2. Kypc «3axumcTt nepcoHanbHUX JaHUX: 3aKkOHOAAaBYi BUMOTM Ta NpakTU4YHi acnektu» (Prometheus).
https://prometheus.org.ua

3. Kypc «Kibepbeaneka Ta npaeo» (Buwia wkona ageokatypn HAAY).

https://hsa.org.ua

4. «Cybersecurity Law and Policy» (Harvard Online, edX).
https://online-learning.harvard.edu/course/cybersecurity-law-and-polic

5. «<EU Cybersecurity and Data Protection Regulation» (Coursera, Leiden University).
https://www.coursera.org/learn/cyber-security-european-union

6. «NIS2 Directive and EU Cybersecurity Compliance» (FutureLearn).
https://www.futurelearn.com/courses/nis2-directive

7. «Data Protection and Privacy Law (GDPR)» (Udemy).
https://www.udemy.com/course/general-data-protection-regulation

8. «Cybercrime Law and the Budapest Convention» (Council of Europe Training Platform).
https://www.coe.int/en/web/cybercrime/octopus-online-interactive-tools

Nitepatypa, HaBYanbHi MmaTepianu Ta iHcphopmMauinHi pecypcu

OcHoBHa nitepaTypa

1. NMpaBoBe 3abe3neyeHHd iHdhopMaLinHoi 6e3nekun: HasyanbHU NocioHuK / B. M. Top6yniH, O.T.
BapaHos, B. FO. Liumbantok. - K. : HAY, 2015. - 368 c.
http://elar.naiau.kiev.ua/jspui/bitstream/123456789/4852/1/Pravove zabezpechennia informatsiinoi

bezpeky.pdf
2. 3akoH YKpaiHu «[1po ocHoBHI 3acaam 3abe3neyeHHst kibepbesnekn Ykpainm» Big 05.10.2017 p. N©

2163-VIII.
https://zakon.rada.gov.ua/laws/show/2163-19
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https://cybereducation.org.ua
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https://hsa.org.ua
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https://www.coursera.org/learn/cyber-security-european-union
https://www.futurelearn.com/courses/nis2-directive
https://www.udemy.com/course/general-data-protection-regulation/
https://www.coe.int/en/web/cybercrime/octopus-online-interactive-tools
http://elar.naiau.kiev.ua/jspui/bitstream/123456789/4852/1/Pravove_zabezpechennia_informatsiinoi_bezpeky.pdf
http://elar.naiau.kiev.ua/jspui/bitstream/123456789/4852/1/Pravove_zabezpechennia_informatsiinoi_bezpeky.pdf
https://zakon.rada.gov.ua/laws/show/2163-19

3. 3akoH Ykpainu «[po iHpopmauito» Big 02.10.1992 p. N2 2657-XI1I (i3 3miHamn).
https://zakon.rada.gov.ua/laws/show/2657-12

4. 3akoH YkpaiHu «[1po 3axuct indhopmalii B iHpopmaLiiHO-TeNEKOMYHiKaLiHUX CUCTeMax» Big
05.07.1994 p. N2 80/94-BP.

https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80

5. Directive (EU) 2016/1148 (NIS Directive) concerning measures for a high common level of security of
network and information systems across the Union.

https://eur-lex.europa.eu/legal-content/EN/TXT /?uri=celex%3A320161L1148

6. Proposal for a Directive on measures for a high common level of cybersecurity across the Union (NIS2
Directive). — Brussels, 2020.

https://eur-lex.europa.eu/legal-content/EN/TXT /?uri=CELEX%3A52020PC0823

7.1SO/IEC 27001:2022. Information Security, Cybersecurity and Privacy Protection - Information
Security Management Systems — Requirements.

https://www.iso.org/standard /82875.html

8. NIST Cybersecurity Framework (CSF). - National Institute of Standards and Technology (USA), 2018.
https://www.nist.gov/cyberframework

9. NIST Special Publication 800-53 Rev. 5: Security and Privacy Controls for Information Systems and
Organizations. — Gaithersburg: NIST, 2020.

https://csrc.nist.gov/publications/detail/sp/800-53 /rev-5/final

10. Kibepbesneka Ta kibep3axmcT: HaBYanbHui nocidHuk / C. €. Octanos, C. IN. €scees, O. . Koporb. -
K.: HAY, 2021.-482c.

http://kist.ntu.edu.ua/textPhD /kiberbezpeka.pdf

11. PomaHuyk O. HO. NMpaBoBe peryntoBaHHSA Kibep3no4mMHHOCTI B YKpaiHi: MoHorpadisi. - Jbsis : JIHY
iMmeHi IBaHa ®PpaHka, 2020. - 298 c.
https://dspace.lnu.edu.ua/bitstream/123456789/36589/1/Romanchuk.pdf

12. Budapest Convention on Cybercrime (2001). Council of Europe.
https://www.coe.int/en/web/cybercrime/the-budapest-convention

[JopatkoBa nitepartypa

8. Kibepbesneka : cyqacHi TexHONOorii 3axncty. HaB4yanbHUM NOCIOHMK ANSA CTYAEHTIB BULLMX
HaB4anbHuX 3aknagis. / C. E. Octanos, C. . €ecees, O.. Koponb. - JIbsiB: «HoBun Cait- 2000», 2020 .
- 678c.

https://ns2000.com.ua/wp-content/uploads/2019/11 /Kiberbezpeka-suchasni-tekhnolohii-zakhystu.pdf

Cucrtema ouiHIOBaHHA

MigcymkoBa oOuiHKa 3 OCBITHBOIO KOMMOHEHTa BM3HA4YaeTbCA BiANOBiganbHUM NIEKTOPOM 3a TeMamu,
BMAAMW 3aHATb, TOLLO Y BiANOBIAHOCTI A0 cunabycy i € iHTerpanbHOK OUHKOK pe3ynbTaTiB YCix BUA
HaBYanbHOI AisnbHOCTI 30o6yBada BMLOT OCBITK. [iACyMKOBa OLiHKa NOBMHHA BigobpaxaTu BCi OLiHKK
3a CKITagoBMMUN HABYasibHOMO MPOLIECY 3 YpaxyBaHHAM iX BaroBMX NOKa3HUKIB k:

IMOTOYHNIM KOHTPONb KoHTponbHi poboTun IHOouBigyarnbHe MigCyMKOBUIM KOHTPOSTb
(NpakTU4Hi, cemiHapcbki,  (3a HasiBHOCTI), ko 3aBOaHHS (oana OK 3icnutom), ky
nabopaTopHi 3aHATTA), kq (3a HasiBHOCTI), k3

0,6 04

Cyma koediuieHTiB NOBUHHA cknagatu oanHuuto: k1 + ko + k3 + kg = 1. TigBip Barosux koediuieHTiB
NiACYMKOBOI OLIiHKW 34INCHIOE PO3POBHMK KypCy.
Po3apaxyHok nigcyMKOBOT OLLIHKM NMPOBOANTLCA 3a (OOPMYIIOH):

o=n 'k1+K'k2+| -k3+I'I|<-k4
pe: [1-cepeagHbo3BaXeHa cepeHs OLiHKa 3a NOTOYHUI KOHTPOIb
| - ouiHKa 3@ BUKOHAHHSA iHAMBIQYaNbHOro 3aBAaHHS
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K - cepegHbo3BaXeHa OLjiHKa 3a KOHTPOSbHI po6oTn
MK - OUiHKa 3a NiACYMKOBUIA KOHTPOMb

_I'Il-a1+I'I2-a2+...+l'In-an
- n
Zi:l ai

Ae:  a;- BaroBMmn KoeiLlieHT 3a KOXHe NpakTuyHe (cemiHapcbke) abo nabopaTopHe 3aHATTS.

n

_K1 'b1+K2 'b2+...+Km bm
E;il bi
ae: b, - BaroBum KoediLieHT 3a KOXXHY KOHTPOIbHY poBoTy.

K

LUkana ouiHrOBaHHA
IMoTOYHI ouiHKK 3a KOXHY cknagosy (M, K, |,...)

BUCTaBNSAOTLCA 3@ 100-6arbHO0 LLKASOH 3rifHO 3 ggx: HauioHarnbHa oujiHka ECTS
nonoxeHHaAM «[1po KpuTepii Ta CMCTEMY OLIHIOBAHHA  "9(_100 BiaMiHHO A
3HaHb Ta BMiHb i NP0 PEUTUHT 3000yBaYiB BULLLOT 89-89 [lo6pe B
ocBiTU» HTY «X[MI». 75_81 [oGpe C

. . ) , 64-74 3a00BiNLHO D
MNiacymkoBa ouiHKa BUCTaBNAETLCA BiANOBIAHO A0 60-63 3a00BiNbHO E

po3paxoBaHoi O 3 OKpPYrneHHAM 40 HanbnmxK4oro

) ) 35-59 He3apoBinbHO FX
uinoro yncna B 6inbLuy CTOPOHY.

(noTpibHe pogaTkoBe
BMBYEHHSA)

1-34 HesagoBinbHO F
(NoTpiGHe NOBTOpPHE
BUMBYEHHSA)

Hopmu akagemiuyHOI eTUKM i NosiTUKa Kypcy

3000yBay BULLIOT OCBITU NOBMHEH JoTpumyBaTucs «Kogekcy eTrku akagemidyHuMX B3aEMOBIOHOCKMH Ta
pobpoyecHocTi HTY «XTl»: BUABNATN OMCUMNNIHOBAHICTb, BUXOBAHICTb, 40OPO3NYNNBICTb, YECHICTD,
BignoBiganbHicTb. KOHGMIKTHI cuTyauii NoBMHHI BiOKpUTO O0BroBOpOBaTMUCA B HaBYallbHMX rpynax 3
BMKIaZadyem, a npu HEMOXIMBOCTI BUPILLEHHST KOHQIMIKTY — AOBOAUTUCA OO0 Bigoma CniBpOBGIiTHMKIB
AVpPeKUIT IHCTUTYTY.

HopmaTtuBHo-NpaBoBe 3abesnedyeHHs BNPOBaXeEHHS MpUHUMNIB akagemiyHoi gobpodecHocti HTY
«XIl» poamiweHo Ha canTi: http://blogs.kpi.kharkov.ua/v2 /nv/akademichna-dobrochesnist

MNMoromxeHHA
Cwunabyc norogxeHo 30.08.2025 g @ 3aBigyBay kachenpu
Ceprin EBCEEB
30.08.2025 MapanT Ol

Poman KOPOJ1bOB
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