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CneuianbHicTs _ 5 Kibep6e3neka Ta 3axuct iHdopmauii / Cybersecurity and
Specialt information protection
W 2026 p. p y
CTpokK HaBYaHHA
Ocsin_lbo-uayxoga pporpama _ KiGep6eanexa / Cybersecurity Apprenticeship 4 poKu / 4 years
Educational and scientific program . . .
Ha OCHOBIi OCBITHLOrO CTyNneHA maricTpa
®opma HaBYAHHA OYHa, 3a04Ha basedon  Msc
Study Form
I. Fpachik HaB4YanbLHOro npouecy
I. Educational Process schedule
2 XoBTeHb/October Ipy. December CiuyeHb/January TMoTuin/February BepeseHb/March KBiTeHb/April T M Y June Jlunens /July C ugust ptember
2| 1 2|3 |4]5|6|7|8]|9]10|11|12|13]|14|15|16(|17|18]19|20| 21 |22] 23 |24|25|26|27|28|29|30|31|32|33|34(35|36(37|38(39|40(41(42(43|44|45|46 | 47 | 48|49 |50|51|52
Pl q DAl s Daa PP CIH|HIH|H[H[H[H|H[H| H [HIPFBAPAPAPAPA AP 3P 5| C|H[H[H|H[H[H|H|KIK|K[K|K[ K[ K[K[HJH[HPA
gt g prpx s DA s ab s c[H{H|H[H]H][H][H][H]H] H | H[EABABABAEAEAEA P i AEA CIH|[H[H[H|[H[H|H][K[K[K[K]K][ K] K] K][H|[H[HPA
mpn Bn P a PoafabababobalH|H|{H[H|H|H|H|{H[H|H|H|H|H|H|H|H|H|H|HPS|H|H|H|H|H|H|H|H|H|H|K|K|[K|K|K|K|K|K|H|H|HPA
M H|IH[H]H[HIHIH[H[H[HIH]A[ATAIAlA{nlalalalalalolalalalalala ololnlalalalalnlolnlk(klklk[kl k]l k[k{alnlnla
Mo3HayeHHn: TeopeTmHHe HaBYaHHS EHayKoao-nooniﬂHa pobota EK38MeHaLlil7lHa cecis E3BiT Elﬂpakmka Ell‘ligromaka Ta 3axucT avcepTauii IIlKaHiKynM IIIATeCTauiﬂ
Marking Theoretical Study Scientific Research Work Examination Period Report Practice Preparation and Defense Doctoral Thesis Recess Attestation
Il. 3BeaeHi 6roaxeTn Yacy (y TXKHAX) lll. MpakTuka IV. AtecTauis
Il. Consolidated Budget Time (in weeks) Ill. Practice IV. Attestation
Teope- HaykoBo- Exaamen A . NMigroTtoBka Ta T . 3axoau CemecTp
Kypc TUYHE AocnigHa 3a _e . MpakTuka Tecraum 3axmucTt Kanikynu Bcboro Bupa npakTukmn puBanicT CemecTp -
HaBYaHHS 6 cecisa (3BiTyBaHHA) (y TvXHsAX) 1. MigroTtoBka
po6GoTa AvcepTauii fvcepTai 8
| 10 31,0 2 1,0 8 52 MepgaroriyHa 5 5 2. ®opmu aTecTauii
I 10 31,0 2 1,0 8 52
11} 0 38,0 0 5 1,0 8 52 - 3axucT aucepraii 8
\ 0 11 0 0 2 31 8 52 - exk3ameHu (3aniku) 1-5
Pasom 20 111 4 5) 3 31 32 208




HABYAJIbHUW NMNAH Ne

Ac_HIN 2026_2027.xls

dopma HaBYaHHA

O4YHa, 3a04Ha

LWncpp Bigainy 25
Hasea Bigginy AcnipaHTypa
LWndpp kacheapm 328
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information protection

Hasea OHI Kicepb6eaneka /| Cybersecurity
Ne OHIN 35
Pik 2027

FapaHT OCBiTHLO-HayKOBOiI Nporpammu

Ceprin NOrACIN
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Ceprin EBCEEB, 09536066134
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Ac_HI 2026_2027.xIs
MINAH HABYAJIbHOIO MPOLECY / Educational Process Plan

Posnogin 3a KinbkicTb roaunH Posnogin ayantopHux rogunH Ha TwxkaeHb Ta kpeautis ECTS 3a cemecTpamu
cemMmecTpamm Hours Number D istribution of Classes Hours for Week and ECTS Credits for Semester
» AyONTOPHWUX / Class I kypc | Il kypc | Il kypc | IV kypc
. % 5 y TOMy umCri CeMecTp un/Semesters
c . _ el s u including © 1 EE 4] 5 6 | 7 8
> Hasea HaB4anbHOI AMcUMNiHN @ 5 o) = . 5 —— - -
ol Subject Title £ = ] s [ © KinbKicTb TUXHIB B CeMecTpi / Number of weeks in the semester .
z IS T — = Q o Q= T
@ E I % g_ . S _ B ¢ - %g 10 10 10 10 10 10 5
s | & | 88| L% | 55 e 5|18 |= 2R T B T T E E E ©
I - G [} I -~ = 2> F_ = [} = Q = [} = Q = o = o = o = o = aQ
[} = =g 55 o E o ~ ® 5 ST o c o s|E O s|E o s|FE O s|E oOs|E o s|FE o =s| FE O s|FE I3
2| 2 |2c| %0 | 53| 5|5 |8c|es|de|si|lze|Ei|lse|si|ge|si|ge|si|ae|si|ge|lsEge|EE|s0| 8
S| 5133|856 | &5 8| 8 |92|8E| 3% |258025(85|25(80|55|80|25(806(25/80|25]85(25(80] §
[} o [ T< Zua o2 m = ce[Eeas] O |LP|vu|gP|vw|L|vw|LP|vw|L v |L P (v ww|LP|wim| %
1 2 3 4 5 6 7 8 9 10 11 12 13 | 14 | 15 16 17 | 18 19 20 21 22 23 | 24 | 25 26 27 | 28 29
S T T
1 OG60B’A3KOBI OCBITHI KOMNOHEHTH / 34,0 [1020,0(310,0|160,0| 0,0 [150,0( 710,0 | 15,0|15,0( 12,0 12,0 40| 40| 0,0 | 00| 0,0 | 30 [ 0,0| 0,0 [ 00| 0,0 | 0,0 | 0,0
Compulsory Educational Components
11 3aranbHa niaroToBKa /General Training 19,0 | 570,0 | 190,0( 90,0 | 0,0 |100,0| 380,0|15,0(15,0f 40| 40|00 00| 0,000 00| O0|O00|00(fO00( O0]O0,0][0O0,0
CaiTornagHi, MEeToA0NoriYHi Ta COLiOKYNbTYPHI
3n 1 [3aCaAn HayKOBOI AIANBHOCTI / worldview, 1 PE | 40 |1200] 40,0 | 20,0 20,0 | 80,0 | 4,0 | 40 307
Methodological and Sociocultural Fundamentals of Scientific ’ ! ’ ’ ’ ! ! !
Activity
IHO3eMHa MOBa Ans KOMyHiKaLjii y HaykoBO- 273,
3M2  |neparoriyHOMy cepeaoBMULLi / Foreign Languages for | 1,2 PE 8,0 | 240,0( 80,0 80,0 |1 160,0| 40| 4,0| 4,0 | 4,0 275,
Communication in a Scholarly and Pedagogical Environment 276

OpraHi3auisi HaykoBO-A0CHiAHOI Ta iIHHOBALHOT
3n3 [iSsNbHOCTI / Organization of Scientific Research and 1 4,0 120,0 | 40,0 | 40,0 80,0 | 401 4,0 183

Innovation Activities

Meparorika i NCMxonorisi BULLOI OCBITH 3

3M4  meToguko BUKNAZaHHS /Pedagogy and Psychology 1 3,0 90,0 | 30,0 | 30,0 60,0 | 3,0 (3,0 301
of Higher Education with Teaching Methods

12  |CneuiankHa (axosa) niarotoeka / 12,0 | 360,0|120,0| 70,0 | 0,0 | 50,0 | 240,0| 0,0 | 0,0| 8,0 | 80| 4,0 40| 00|00 00| 00| 00]00]00]| 00|o00][O00

Special (Professional) Training

MeTomonoris HayKkoBOi Ta negaroriyHoi
CM1 | gisanbHocTi B Haykax kiGepaaxucTy / Methodology of | 2 PE 40 [ 120,0( 40,0 | 30,0 10,0 | 80,0 40140 328

scientific and pedagogical activity in cyber defense sciences

OujiHka Bpa3nuBOCTI Ta 3axucTy iHpopmaLinHmx
CN2 |cuctem ! 2 4,0 | 120,0( 40,0 | 20,0 20,0 | 80,0 4,01 4,0 328

Information systems' vulnerability and protection assessment

MaremaTuyHi meToan, Mmogeni Ta iHpopmauinHi
CM3 |TexHonorii y HaykoBuX JOCNIMKEHHSIX / 3 4,0 |120,0| 40,0 | 20,0 20,0 | 80,0 40| 4,0 328

Mathematical methods, models and information technologies
in scientific research

1.3 MpakTnuyHa NiAroToBKa / Practical Training 3,0 90,0 90,0 |00]|00f0O0O0|0O0O)0OO|)O0OfO0O|0O0O|O0O0] 30|00f(00(00]| 0,0 0,0]0,0
MM 1 [MeparoriyHa npakTuKa / Pedagogical Practice 5 3,0 90,0 90,0 3,0
2 BuGipkoBi OCBITHi KOMNOHEHTH / 16,0 | 480,0 | 160,0 320,0| 0,0 [0,0]| 00| 00| 80|80]|80]|80| 00 00]00]00/00]| 00]|o00]|o0

Elective Educational Components




Br2.1

OCBITHi KOMNOHEHTY BiNbHOro BUBOPY /
Educational Components of Free Choice

3 8,0 240,0 ( 80,0

160,0

8,0

8,0

BMz2.2

OCBiTHi KOMNOHEHTY BiNbHOro BUGOPY /
Educational Components of Free Choice

4 8,0 | 240,0| 80,0

160,0

8,0

8,0

3aranbHa KinbKicTb 3a TepMiH NiAroToBKu

50,0 |1500,0| 470,0

1030,0

15,0]115,0

12,01 12,0

12,0

12,0

8,0

8,0

0,0

3,0

00]00] 00| 00

0,0 | 0,0

KinbKicTb roauH Ha TMXXKAEHb

15,0

12,0

12,0

8,0

0,0

0,0 0,0

0,0

KinbKicTb ek3ameHiB

KinbkicTb 3anikis

MpopekTop
3 HayKoBOi po60THn

Angpin MAPYEHKO

3aBigyBauy kacheapu Kibepbesneku

ICeprin EBCEEB /

IHaMBIQYyanbHi 3aBAaHHs

P |PospaxyHkoBe 3aBAaHHS

Pl |Po3paxyHkoBo-rpaciuHe 3aBaaHHs

PE |Pedepar

KN [Kypcosuit npoekt

KP |Kypcosa po6ota

3aTtBepaxeHo BueHoto papgoto HTY "XMI"
NpoTOoKoOn Ne  Big 2026p.

3aBigyBaya acnipaHTypu

Biktop LUAWOA

FapaHT oCBiTHLO-HayKOBOI Nporpamm

Ceprivt MOrACIA




BubipkoBi HaBYanbHi AUCUUNNIHK

Posnopin 3a KinbKicTb roauH Poanogin ayaMTtopHUX roguMH Ha TWXKOEHb Ta
cemecTpamu Hours Number kpeautis ECTS 3a cemecTtpamu
AyanUTOPHUX / Class Il kypc
%)
= = K
- o | = O y Tomy Hncnl 3 cemecTp 4 cemecTp
= HasBa HaBYanNbLHOT AUCLMMIIHM E | ® w including ®
o ! . s g @ =
S Subject Title ) 3 o) E = o KinbkicTb TWXXHIB B cemecTpi
£ - 3 = [ © .
S| & |z 3 © 8 85 10 3
N = I wn — e — e
;) hn X o o _ < 5 T [0 = ©
s| 8|88 JE 55| 2| 5|8 |£5]| = z @
= n - k) S o
S | 3 | 25| 5| 38| o | = |=5|Z=| 52| 8 g S < £ &
= 2 m o g c < = iz 23 E ° o E I S0 E I S0 )
s | £ | s5| 22 S5 2 2 | 85| 3| =25 T S I = S T g
S| 8| 25| EC | % 5 | 88| 8| =3 I 2o g 2o S
w m» | T < Zum = m = cS| £Ea| O <2 < W <2 < W 4
2 BubipkoBi HaBYanbHi gucuMNniHK 16,0 | 480,0|160,0 320,0 8,0 8,0 8,0 8,0
21 BubipkoBi HaBYanbHi AUCLUNIIIHN TPETLOro 8.0 240 | 80,0 160,0 8.0 8.0
cemMecTpy
BM 2.1.1 IHd)op_MaLuMHa 6e3neKa_xmapme cepsiciB / Information 3 4,0 1200 | 40,0 | 200 | 20,0 80,0 4,0 4,0 328
security of cloud services
KomnnekcHun 3axuct iHokoMyHikauinHux cuctem /
Bl 2.1.2 [Comprehensive protection of info-communication 3 4,0 120,0 | 40,0 | 20,0 | 20,0 80,0 4,0 4.0 328
systems
IHTEeneKkTyanbHUA aHani3 gaHux Ta NpoLeciB CUCTEM
Bl 2.1.3 |6Gesnekun / Data- and process-mining of security 3 4,0 120,0 | 40,0 | 20,0 | 20,0 80,0 4,0 4,0 328
systems
Bl 2.1.4 [Besneka loT-cuctem/ loT-systems” security 3 4,0 120,0 | 40,0 | 20,0 | 20,0 80,0 4,0 4.0 328
Br2.1.5 |CY4acHi mogeni ta metoan WryuHoro inTenekty / Modern | g 4,0 |120,0]| 40,0 | 20,0 | 20,0 80,0 | 4,0 4,0 328
models and methods of artificial intelligence
Bl 2.1.6 |[OSINT ta GEOINT/OSINT ma GEOINT 3 4,0 120,0 | 40,0 | 20,0 | 20,0 80,0 4,0 4,0 328
29 BubGipkoBi HaBYanbHi gucumMnniHm 80 240 | 80,0 160,0 8.0 8.0
YyeTBepToro ceMecTpy
Bri2.2.q |CYHACH! MOAENI T8 METOAM WTYHOTO iHTenexTy 4 | PE| 40 |1200]| 40,0 | 30,0 10,0 | 80,0 4,0 40 | 321
/ Modern Models and Methods of Artificial Intelligence
IHdopMmaLiviHi TexHoMorii 06pOo6KM BEMWKNX
BM2.2.2 |paHux / Information Technologies of Big Data 4 PE 4,0 120,0 ( 40,0 | 20,0 | 20,0 80,0 4,0 4,0 329
Processing
IHpopmaLinHi TexHoNorii B po3nogineHmx
BIM2.2.3 |cuctemax / Information Technologies in Distributed 4 PE 4,0 120,0 | 40,0 | 20,0 | 20,0 80,0 4,0 4,0 321
systems




Bl 2.2.4

IHcbopMaLLivHi TexHONOrIT NiATPUMKN NPUAHATTS
piweHb / Information Technologies to Support
Decision Making

PE

4,0

120,0

40,0

30,0

10,0

80,0

4,0

4,0

321

Bl 2.2.5

CyuacHi TexHonorii ynpasniHHs iHdopmauieto /
Modern Information Management Technologies

PE

4,0

120,0

40,0

20,0

20,0

80,0

4,0

4,0

321

Bl 2.2.6

YnpaBniHHS HayKOBMMM NPOEKTaMu Ta

[ocnimkeHHAMM / Management of Scientific
Projects and Research

4,0

120,0

40,0

30,0

10,0

80,0

4,0

4,0

323

Bl 2.2.7

YnpasniHHA HAayKOBO-TEXHOMOrNYHMM PO3BUTKOM
nianpuemcTB / Management of Enterprise Scientific
and Technological Development

4,0

120,0

40,0

30,0

10,0

80,0

4,0

4,0

323

Bl 2.2.8

MpocpbeciriHa camopeanisauis Buknagada-nigepa
/ Professional Self-Realization of the Teacher-Leader

PE

4,0

120,0

40,0

20,0

20,0

80,0

4,0

4,0

301

BM2.2.9

MeparoriyHa pUTOPUKA / Pedagogical rhetoric

PE

4,0

120,0

40,0

20,0

20,0

80,0

4,0

4,0

301

BM2.2.10

MpodeciriHa KynbTypa BuKNagaya / Professional
Culture of Teacher

PE

4,0

120,0

40,0

20,0

20,0

80,0

4,0

4,0

301

BM2.2.11

TeHaeHUii Ta cTpaTerii ynpasniHHSA
0COBUCTICHUM PO3BUTKOM (haxiBus-nigepa /

Trends and Strategies for Managing the Personal
Development of a Specialist-Leader

PE

4,0

120,0

40,0

20,0

20,0

80,0

4,0

4,0

301

BM2.2.12

I'IpaBOBe peryntoBaHHA aBTOPCbKOro npasa /
Legal Requlations of the Author's Right

PE

4,0

120,0

40,0

20,0

20,0

80,0

4,0

4,0

202

BM2.2.13

IHHOBAUi, TeXHONOTIT Ta NAaTEHTHE NpaBo /
Technologies that Patent Law

PE

4,0

120,0

40,0

20,0

20,0

80,0

4,0

4,0

202

BM2.2.14

HaykoBo-TexHidHi iHpopMaLinHi pecypcu Ta
NaTEeHTHO-KOH IOHKTYPHi OOCIAKEHHS / Scientific

and Technical Information Resources and Patent-Conjuncture
Research

PE

4,0

120,0

40,0

20,0

20,0

80,0

4,0

4,0

202

BM2.2.15

YnpaBniHHS iHTeneKTyanbHOW BAacHICTIO /
Management Intellectual Maintenance

PE

4,0

120,0

40,0

20,0

20,0

80,0

4,0

4,0

202

Bl 2.2.16

MaTemaTuyHe Ta KOMN'tOTepHEe MOAENOBAHHA

CKITagHUX CUCTEM / Mathematical Models and Computer
Simulation of Complex Systems

4,0

120,0

40,0

20,0

20,0

80,0

4,0

4,0

324

Bl 2.2.17

MaTemaTunyHi MeToan onTuMi3auii Ta NPUAHATTS

pilleHb / Mathematical methods for optimization and
decision making

4,0

120,0

40,0

20,0

20,0

80,0

4,0

4,0

324

Bl 2.2.18

MaTemaTunyHi MeToan ob64YncnoBanbHOro

iHTeJ'IeKTy Ta MalLlMHHOIo HaB4YaHHSA / Mathematical
Methods of Computational Intelligence and Machine Learning

4,0

120,0

40,0

20,0

20,0

80,0

4,0

4,0

324




Bl 2.2.19 |Kibep-kpumiHanicTuka / Cyber Forensics PE 4,0 120,0 | 40,0 | 20,0 | 20,0 80,0 4,0 4,0 328
MeToam nobygoBm NOCTKBAHTOBMX

Bl 2.2.20 Kpnuntocuctem / Methods of Constructing PE 4,0 120,0 40,0 20,0 20,0 80,0 4,0 4,0 328
Postquantum Cryptosystems
HogiTHi TexHornorii 3abe3neyeHHs kibepbesnekn

Bl 2.2.21 |Ha ocHOBi TexHonorii 6nok4YenH / Modern PE 4,0 120,0 | 40,0 | 20,0 | 20,0 80,0 4,0 4,0 328
Blockchain Based Technologies for Cybersecurity
IcTopuyHa nam'aTb i NoniTMKa Nam'aTi B CydacHin

Bl 2.2.22 4,0 120,0 | 40,0 | 20,0 20,0 [ 80,0 4,0 4,0 310

YKpa'I'Hi / Historical memory and politics of memory in
contemporary Ukraine (suknadaHHsi Ha aHanilicbKili Mo8i)

Mepenik BUGipkOBMX AUCLMNNIH HagAaHO AN BHYTPILWWHbLOro BUKOPUCTaHHS

FapaHT OCBiITHLO-HAyKOBOI Nporpamm

Cepriit MOTACIV






