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PEHEH3ISI-BIITYK
HA OCBITHHO-IIPODECIHY MPOT'PAMY “KIBEPBE3IIEKA”
Apyroro (MaricTepchbKoro) piBHs BHIIIOI OCBITH
cnenjanbHOCTi F5 “KibepbOesmneka ta 3axuct indopmartii”
Katenpu kibepbesnekn HarlioHaIEHOTO TEXHIYHOTO YHIBEPCUTETY
“XapKiBCHKUH MOMITEXHIYHAHN IHCTATYT

OcsitHpO-TIpodeciiina nporpama (OIMI) “Kibepbesmexa” muist ITiArOTOBKH
3100yBadiB BHUINOI OCBITH APyroro (MaricTepchbKoro) piBHS 3a CIeIlialbHICTIO F5
“Kibepb6e3neka Ta 3axuct iH(opmanii” ranysi 3uasb F “Iadopmaniiiai TexuHomorii”
pO3po6iIeHa HayKOBO-IIeIaroTiyHUMH TpariBHuKamMu HallioHaIbHOTO TEXHIYHOTO
yHiBepcuTeTy “XapkiBChbKUil NOMiTexHiuHME iHCTHTYT”. ['apaHTOM OCBITHBOL
Iporpamu € K.T.H., foil. Kopons O.I'. Ilogana Ha peuensysanns OIIII ctBopena Ha
OCHOBI CTaHZApPTy BUIIOI OCBiTH YKpainu s cueniansHocti F5 “KibepOesmeka ta
3axuCT iH(opMmarii” Apyroro (MaricTepchbKOro) piBHs, 3aTBEPIKEHOTO HAKA30M
MOH Vkpainu Bix 18 6epesns 2021 p. Ne 332. Ilpencrasnena OIN mictuTs
npodises OCBITHBOI IpOrpaMH 3a BiJUOBIJHOIO CIEMiaibHICTIO, MEPEINiK
KOMITOHEHTIB OCBITHRO-IIPOQECiHOI MporpamMmu Ta IXHIO JIOTIYHY IHOCIIJOBHICTb,
CTPYKTYypHO-JIOTIYHYy CXeMy, a TakoX iHdopMaiio 1po dopMmy aTecramii
3100yBayiB BHIIIOI OCBITH.

Mertoro 0cBITHBOI Iporpamu € miAroToBKa (PaxiBIliB, 3MATHUX PO3B’SI3yBaTH
3a/ia4i JOCIiAHMIBKOTO Ta/ab0 iHHOBaNiitHOTO XapakTepy y cdepi indopmamiiinoi
Ta/abo KkibepOe3neky, BHKOPUCTOBYBAaTH 1 BIPOBAPKYBAaTH TEXHOJONI Ta
3aCTOCOBYBAaTH 3aC00M 3aXHCTy B cHcTeMax Oesnexu GizHec-mporeciB. Kputnuanmit
aHaJIi3 OCBITHBOI IIPOrPaMy ITOKa3aB, IO ii 3MiCT MOBHICTIO BPaxOBY€ IHTErpaIbHi,
3aranbHi # (axoBi KomIeTeHTHOCTI, mepenbadeni cranmaproM. Lle 3abesmeuye
JOCSTHEHHs 3/100yBadyaMy BHUIIIOI OCBITH BiIIOBIIHMX MPOTPaMHUX PE3YJIbTATIB
HaBYaHHS.

Hapuanpsmii 1m1aH  BKIO4Yae OOOB’A3KOBI  AUCIMILIIHA  3arajibHOL
IIATOTOBKM, TaKi $K «AHIIIWCEKa MOBa B aKaJeMiYHHUX 3aCTOCYHKax»,
«IHHOBa1i}iHe MiIPUEMHUIITBO Ta YIPAaBIiHHS cTapTanamm», «besmneka InTepueT
peueil Ta cepBiciB» Ta «ETnunnii Xxakinry. Bonu GbopMyroTh He Nuire TeXHiUHi, a i
KOMYHIKaTHBHI Ta YIIPaBIiHChKi KOMITETEHIIi1, HeOOXiJHi 1151 pOOOTH ¥ CydacHOMY
Oi3HeC-cepeIOBHIIII.

IIporpamui pesynbrate OINIl KOpemrorOTH i3 CKIAIOBHMHU IIpodeciiHol
KOMIIETEHTHOCTI, [0 (opMyIOTh (pyHIaMEeHTaNIbHI 3HaHHS Ta (axoBi HABUYKH, a
3arajibHi KOMIETEHTHOCTI CIIPHSIOTE PO3BUTKY HaBuHoK soft skills i hopMyBanHio
CBIIOMOI TI'pOMAJSHCHKOI TITO3UINi BHUIYCKHHKA 3 YCTAJIEHUMH IIHHOCTSAMH,
30aTHICTIO OO0 (axoBOro PpO3BUTKY i CaMOBIOCKOHajeHHsS. OKYC OCBITHBO-
npodeciiHoi IporpaMy CHpPSMOBaHWM Ha IOOYIOBY KOMIUIEKCHHX CHCTEM



3axucTy iHQopmarii s 3abesmedeHHs  Oesmeku  Gi3Hec-mpomeciB i3
BUKODHMCTAHHSAM Cy4YacCHHX TEXHOJIOTifi Ta IPOrpaMHHUX 3aCTOCYHKIB B yMOBax
PO3BHUTKY LHM(DPOBOI EKOHOMIKHM, IO MOJATKOBO IiJKPECTIOE aKTyalbHICTh
IIPOTPaMH.

Ocsitapo-npodeciiina mporpama «KibepOesmeka» MaricrepcbKoro piBHS
BiANIOBiZla€ CydacHHMM BHKIMKaM i TeHIeHIisM y cdepi kibep3axucTy. Bona
3abe3redye BCeOIYHY INArMOTOBKY CHEMIaNiCTiB, fKi BOJIOAIIOTH aKTyalbHHUMH
3HAHHSMM Ta IPAKTUYHMMH HaBUUKaMu y chepi iHdopManilinoi 6e3neku. 3aBasku
[OEJHAHHIO TEOPETHYHHX OCHOB, MPHUKIAJHOTO HAaBYaHHA Ta BUKOPHMCTaHHS
HOBITHIX TEXHOJIOTi}H, BUIIyCKHHUKH IMPOTrpaMy 34aTHI €(EeKTHBHO IPaIlOBATH Y
chepi 3axucty iHGopManitHUK CHCTEM, IO POOUTH iX KOHKYPEHTOCIPOMOXHUMU
Ha PUHKY IIpalli.

3aBigyBad Kadempu 3axucTy iHpopmaitii
[HCTHTYTY KOMIT FOTEPHUX TEXHOJOTIH,
ABTOMATHUKHU Ta MeTpoJiorii HarlioHaabHOTo - =

yHiBepcHTeTY «JIbBiBChKA MOJITEXHIKAY, N
J.T.H., Ipodecop %
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PELEH3IA-BIAT'YK
HA OCBITHBO-ITPO®ECIVHY MIPOI'PAMY “KIBEPBE3IIEKA”
JApyroro (MaricTepchbKoro) piBHs BHILOT OCBITH
cnemiaibHocTi F5 “KibepOesneka Ta 3axuct iHpopmarii”
HarioHaneHOT0 TEXHIYHOTO YHIBEPCUTETY “XapKiBChKHM MOMITEXHIYHUNA
THCTUTYT”

OcsitHbo-mipodeciitna mporpama “KibepbOesrneka” 3a cnemianbHicTiO F5
“KibepOe3mneka Ta 3axucT iHdopmMmalii’, SKy BTIJIEHO 10 Y4OOBOTO IPOIECy Ha
JIpyromy (MaricTepcbKOMy) piBHI BHILIOI OCBITH y HallloHanbHOMY TEXHIYHOMY
yHiBepcuTeTl “XapKIBCbKUWA MOJITEXHIYHUN 1HCTUTYT , BIANOBIIA€ CYyYaCHUM
Bumoram IT-iHaycTpii Ta BiIMOBIIHOMY CTaHIApPTy BHIIOI OCBITH.

[Iporpama copsiMoBaHa Ha TMIATOTOBKY (axiBI[iB 3JaTHUX BHUKOHYBATH
npodeciitHi poOOTH Ta BUKOHYBATH HAyKOB1 JOCIHIJKEHHS y Taixy3i 3a0e3neueHHs
Oesnekn y 1H(GOpMAIIHHO-KOMYHIKAIMHUX CHCTEMax Ta 3arajlibHOi Oe3NeKu
iH(popmaliiHux TexHojorid. (Cxema HaBYalbHOIO TIPOLIECY € 4YITKOK Ta
3pO3yMIJIOI0 ¥ BIJOMBAa€ OCTaHHI HANpsIMKH TEXHOJOTrd KiOepOe3neku Ta
JOCHIKeHb y i ramy3i. HaBuanbpHl JUCHUIUIIHM, 110 3a0€3Me4YyI0Th OCBITHBHO-
HAyKOBY MpOTpamy, BiJIMOBIIal0Th CBITOBUM aHAJIOTaM Ta 3amuTaM poOOTOIaBIIIB.
OO0’€eKT Ta 11l TPOrPaMH € YITKUMH Ta 3pO3YyMUIMMHU. 3ac00M Ta 00JIaHAHHS, 1110
3aCTOCOBYETHCS Yy HAaBYAIBHOMY TIpOIl€Cl TOBHICTIO HAJalOTh CTYJEHTaM
MO>KJIMBOCTI OTPUMATH HE TUIBKM TEOPETHYHI 3HAHHS, aje i HaOyTH MPaKTHUIll Y
pilIeHH] 3aBJaHb, SIKI MOJENIOIOTH ICHYIOUYl BUPOOHHYI NPOLECH Ta I1HIUACHTH
KiOepOe3neKxH.

[Iporpama oOroBoproBajach 31 CTEHKXOJIEpaMH, BpPaXOBYE MMOOaKaHHS
3M00yBadiB BWINOI OCBITH Ta CHOpsIMOBaHAa Ha 3a0€3MEUCHHsI 3arajlbHUX Ta
creniabHUX ((paxoBux) KommeTeHTHOCTeH 3a crerianbHicTio F5 “KiGepOesneka
Ta 3axucT 1H(opMalii”. Pe3yapTaT HaBYaHHS BIATOBIAIOTH CTAHAAPTY OCBITH Ta
BUMOTaM OpraHi3alliii Ta KOMIaHii, 110 3apa3 MoTpeOyTh (axiBIliB BiAMOBITHOTO
npodiro.

B 1mimomy ocBiTHRO-Ipodeciiina mporpama “KibepbOesmeka” apyroro
(MaricTepchbKoro) piBHS BHINOI OCBiTH crerianpHOCTI FS “KibepbOesmneka Ta 3axuct


mailto:info@cipher.com.ua
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iHpopmarii” Mae BCl HEOOXiAHI CKJIAAOBI JJI MIJATOTOBKH  CY4YaCHHX
kBaTiikoBaHUX (haxiBIliB, SKI OyAyTh €(EKTHBHO BHUPIIIYBATH TEOPETHYHI Ta
MPaKTUYHI TUTAHHS 11010 3a0e3neueHHs K10epOe3neky Ta 3axucty iHdopmarlii, sk
Ha PiBHI HEBEJIMKUX OpTaHi3alliil Ta MANPUEMCTB, TaK il B yMOBaX pO3rOpPTaHHA Ta
CYMIPOBOKCHHS KOPIIOPATUBHUX PIIlICHb.

Hupextop TOB “Caiidep IT”,
KaHIUAAT TEXHIYHUX HAyK

2026 pik Bnamguciaas KOBTYH
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PEHEH3IA-BIAI'YK
HA OCBITHBO-ITPO®ECIIHHY ITPOT'PAMY “KIBEPBE3IIEKA”
Jpyroro (MaricTepchbKoro) piBHS BUIIIOT OCBITH,
cneriansHOCTI F5 “KibepOesneka Ta 3axuct iHdopmarii”
kadenpu kibepbe3nexkr HarioHansHOro TEXHIYHOTO YHIBEPCUTETY
“XapKiBCbKUM MOMITEXHIYHUNA IHCTUTYT

KiGepOe3neka posrisinae 3axucT (YHKIIOHYBAaHHS HOBOI CYTHOCTI —
KiOepnpocTopy, CEpeAOoBHINA, IO BUHUKIO B Ppe3yibTaTl B3a€EMOJIl JIOJEH,
nporpamMHoro 3a0Oe3nedyeHHsi, [HTepHET cepBICIB 3 BUKOPUCTAHHSIM TEXHIYHUX
MIPUCTPOIB 1 MEPEKEBUX 3B’ SI3KIB.

Skmio panime mnpoOieMa O€3MeKH B KIOEpHpoCTOpi CTOoCyBajacs TUIbKU
OKpPEeMHUX KOMIaHI{, TO 3 pO3BUTKOM [HTEpHET 1 MOO1IbHOTO OaHKIHTY, [HTepHETY
pedeil Ta OarathbOxX IHIIMX CYYaCHHUX TEXHOJOTIH — Oe3meka B KibepmpocTopi
CTOCYEThCA KOXKHOTO 3 Hac. daxiBii 3 KibepOe3neku 3a0e3meuyroTh 3aXHCT
KUTTEBO BAXIIMBUX 1HTEPECIB JIIOAMHHU Ta CYCHUIbCTBA, CBOEYACHE BUSBIICHHS,
3amo0iraHHsl 1 HEUTpami3alilo peajbHUX Ta MOTEHUIMHUX 3arpo3 y cdepi
(yHKLIO0HYBaHHS 1H(QOPMALIHHUX, KOMIT IOTEPHUX Ta KIOEp(DI3UUHUX CUCTEM.

[linroroBka  SKICHUX CHEHIajicTiB Yy cdepl 3axucty  1H(opmauii
(xibepbOe3nekn) € OJHUM 3 HAWOUIBIIUX BUKIWKIB CBHOTOACHHS uepes
HEOOXITHICTh TOCTIHHOTO OHOBJIEHHS 3MICTy OcBITH. OCBITHS Tporpama
“KibepbOesnieka” chopmoBaHa Kadeaporo  Kibepbesneku  HarioHanbHOTO
TEXHIYHOTO yHIBEepCcUTETY ‘“XapKiBCbKUUW MOJITEXHIYHUNA THCTUTYT, BIIMOBIIHO
0 OCTaHHIX TEHJEHLIAW PO3BUTKY CHELIAJbHOCTI Ta TMOBHICTIO peali3ye
pe3yJIbTaTh HaBYaHHS NepeAdadyeHi CTaHAapTOM BHINOI OCBITH 3a CIEIIaIbHICTIO
F5 “Kibepbesmneka Ta 3axuct iHpopMmariii”. OcBiTHRO-IpodeciiiHa nmporpamMa mMae
YITKO BH3HAUYCHI I, SIKI BPaXOBYIOTh OCHOBHI ii OCOOJMBOCTI - IMiJITOTOBKH
daxiBug 3 iHGopMaIiiHOT O€3MeKH MHPOKOTro MPOQLIIO 31 3HAHHIM TEXHOJIOTIN



TOB «MikpoxkpunTt TeKHO0101Kic» crypt «Microcrypt Technologies» LTD.
E-mail: info@microcrypt.com.ua protecting privactt Web: www.microcrypt.com.ua

nporpamyBaHHsl. MOOUIBHICTE IPOrpaMu 3a0e3Meuy€e CBOEYaCHE KOPETYBaHHS B
YMOBAaxX CTPIMKOTO PO3BHUTKY LIi€i CHIEI[IaIbHOCTI.

OcBiTHBO-TIpOdECiiiHa MpoTpaMa OXOIUTIOE IUPOKUNA CHEKTP AUCITUILIIH,
CIpsMOBaHUX Ha (POPMYBAaHHS y CTYJEHTIB KOMIETEHTHOCTEH, HEOOXITHUX MIJIs
eeKTUBHOTO  aHaJi3y, MPOEKTYBaHHS Ta BIPOBA/DKCHHS  TEXHOJOTIN
KiOep3axucTy B PI3HUX Taly3six [JISJIBHOCTI. 3HAYHA YyBara MPUAUISETHCA
NPaKTUYHUM 3aHATTSAM, Ja0OpaTOpPHUM poOOTaM, MOJEIIOBAHHIO 3arpo3 1
YOPABIIHHIO PU3UKAMH.

OpmHi€ero 3 OCHOBHUX MpoOsieM peami3aiii OCBITHROTO TMPOIECY 3a
cnemianbHicTio FS “KibepOesneka ta 3axuct iHpopmalii” € BIACYTHICTh MiJ Yac
HaBYaHHS MOXJIMBOCTI OTpUMAaTH 3HAHHS Ta HaBUYKU Bl MpodecioHamiB-
OpaKkTHKIB. B paMKkax BHKJIaJaHHS 32 OCBITHBOIO MPOTPaMoI0, IO PELEH3YEThCH,
3aJIy4eHO BHUKJIa/1a4uiB-IIPAKTHKIB.

OcsiTHbO-nIpodeciiina mporpama "KibGepbOesneka" MaricTepchbKOro piBHS,
o0 CKJIaJieHa Ta 3amponoHoBaHa Kadeaporw kibepbesneku HarioHaabHOTO
TEXHIYHOTO  YHIBepCcUTETY “XapKiBCbKUH  MOJITEXHIYHUH  IHCTUTYT €
BUCOKOSIKICHOIO Ta KOHKYPEHTOCHPOMOXKHOIO Ha pHHKY mpaui. Bona Hagae
BUITYCKHUKAaM HEOOXIJHI 3HAHHS Ta HAaBUYKU I POOOTH y cdepi 3axucry
iH(dopmarrii Ta 3a0e3neueHHs KibepOe3neKu, BiMOBIJAI0UN CyYaCHUM BUKJIMKaM
M(POBOro CyCHiJIbCTBA.

['eHepanbuuii Jupexrop
TOB “MiKkpOKpHIIT lLK];Li‘j’ﬂb;I}KlC” 3
KaH/I1/1aT TEXHIYHUX gawf/ ‘
2026 pix

pryd Cepriit [OJIOBAILLIY

.\..




PELEH3IA-BIATI'YK
HA OCBITHBO-IPO®ECIAHY MPOTPAMY “KIBEPBE3IEKA”
IpYyroro (MaricTepchbKoro) piBHs BUIIO1 OCBITH
cnenianbHocTi F5 “KibepOe3neka ta 3axuct iHdopMmarii”
kadenpu kidbepOe3neku HaiioHanbHOr0 TEXHIYHOTO YHIBEPCUTETY
“XapKiBCbKUW MOMITEXHIYHUNA IHCTUTYT

3abe3neueHHs Oe3MeKku B KiOEpIpoCTOpl € OAHIEI0 3 HAMlaKTyalbHINIMX Ta
HalCKJIaJHIIUX MPOOJeM ChOTOACHHS Y 3B'SI3KY 13 BEIMKUMHU 00'€MOM JIaHHUX, SIKI
MaroTh OyTH 3aXHIIEHI, Ta MOCTIMHOK 3MIHOIO Ta BJIOCKOHAJICHHSM BIJIIOBIIHUX
texHousoriid. KibepOesneka Ta 3axucT iHGoOpMallii Ha CbOTOJIHI € CIEHIaIbHICTIO,
gKa BKJIIOYaE B ceOe JeKiIbKa BEIUMKUX HampsMiB: MIATOTOBKH (10OymoBa
apXiTeKTypu O€3MeKH, YHOpaBIiHHS pPHU3UKAMU, BUKOPUCTAHHS MPOQeCcCIiHUX
CTaHJapTIB Ta PpeMBOPKH KPUIITOJIOTIT, TEXHIYHUN 3aXUCT 1H(OpMaIlii TOI1I0).

Takum uyMHOM miAroToBKa (axiBuiB 3 KiOepOe3nmeku 3a OCBITHBO-
npodeciitHoro mporpamoro “KibepOesneka” apyroro (MariCTepcbkoro) piBHSA
BHIIOI OCBITH € aKTyaJbHUM HAIPSIMOM OCBITHBOI IISJIBHOCTI YHIBEPCHUTETY, IO
JI03BOJISIE TOTYBAaTH KOHKYPEHTOCIPOMOXXHUX BHUIIYCKHHMKIB B Traily3i Oe3mneku
00’€KTIB KpUTUYHOI 1HQPACTPYKTYPH.

Cxema marotoBk (haxiBIiB 3a OCBITHBO-MPO(ECIMHOI MPOrpamoro, IIo
aKpEJIUTYETHCS, € MPABUIBHO MOOYA0BAaHOIO: BpaxOBaHa HEOOX1AHICTh OTPUMAaHHS
CTyJ€HTaMU 3HaHb 3 JUCHUILIIH Opo(eciiHOro 3MICTY, SIKi MOBHICTIO MOKPUBAIOThH
pe3yibTaT HaBYaHHs, 0 mependayeHi CTaHAapTOM BHUILNOI OCBITH  3i
cneuianbHocti  F5  “KibepOe3snexka  Tazaxuct  iHdopmamii”  Ipyroro
(MaricTepchbKoro) piBHs BHUIIIOI OCBITH.

OcBiTHBO-TIpOdeECciiiHa MporpamMa OXOIUTIOE MUPOKUM CHEKTP AUCHUILIIH,
CIpSIMOBaHUX Ha (OpPMYBaHHS Yy CTYJIEHTIB KOMIETEHTHOCTEH, HEOOXITHUX s
aHami3y, MPOEKTYBAaHHS Ta BIPOBAKEHHSI TEXHOJIOTIA KiOep3aXxuCTy B PI3ZHHUX
chepax. OcoOnuBUN aKLEHT 3pOOJICHO HAa MPAKTUYHY MHiArOTOBKY, IO BKJIOYAE
nabopatopHi poOOTH, MOAEIIOBAHHS KiOep3arpo3 1 yIpaBIiHHS PU3HKAMH.

B pamxkax ocBiTHbO-nipodeciitHoi nporpamu “KibGepbOesmneka”, sika ckiajeHa
kadeaporo KibepOe3neku HamionanbHoro TEXHIYHOTO YHIBEPCUTETY
“XapKiBCbKUN MONITEXHIYHUN 1HCTUTYT , aBTOPH 3MOTJIA JAOCHUTH OPraHI4YHO Ta
J0r1YHO chOpMYyBaTHU CXEMY MIATOTOBKM MallOyTHbOro (QaxiBusi, fKa, 3 OJHOIO
OOKy, JHI03BOJISIE OCBITHIM mporpami 3a0e3neuyBaTd peajizaliio pe3ysbTaTiB
HaBYaHHS TepeadayeHuX CTaHAapTOM BHUIIOI OCBITU B MOBHOMY o00cCH31, a, 3
1HIIOTO OOKY, 3aBASKH aKIEHTY Ha TEXHOJIOTIAX MNpOrpaMyBaHHsS BHUIYCKHHKU
MalOTh MOKJIUBICTh MPAIEBIAIITOBYBATUCS HE TUIBKH 3a CIELIaNbHICTIO, aje 1 B
IT cdepi 3aranom.



BraxaeMo, 1mo ocBiTHbO-TIpodeciitHa mporpama “KibepOesneka” apyroro
(MaricTepchbKoro) piBHS BHUIIOI OCBITH, fiKa CKJaJeHa kadenporo KibepOesnexku
HanionanpHOro  TEXHIYHOrO  yHiBepcuTeTy  “XapKIBCbKUU  MONITEXHIYHUN
IHCTUTYT , Ma€ BCl HEOOXiAHI KOMIOHEHTH JJIA MiATOTOBKH KBasli(hiKOBAHUX
daxiBiiB, ki OyayTh 3aTpeOyBaHI Ha PUHKY Mpalll SK 3a CHEIIabHICTIO, TaK 1 B
LIJIOMY Ha PUHKY 1H(GOpMALIITHUX TEXHOJIOT1i.

KepiBHUK OCBITHIX Iporpam

Kowmmanii Distributed Lab,

KaHJIUTAT TEXHIYHUX HAYK

2026 pix Omena BOJIOIIYK



pomapcbka cninka "XapKiBCbKUiA

Knactep iHpopmauinHuX TexHonorin"

KHARK Iv Byn.'pomagsaHcbka 11/13,
IT CLUSTER M.Xapkig, 61057 YkpaiHa
+38 (050) 658-88-46

olga.shapoval@it-kharkiv.com

www.it-kharkiv.com

Peuen3is

Ha OCBIiTHbO-NIpodeciiiny nporpamy «KidepOe3neka» 3a cneniajapHicTio FS
«Ki0epOe3nexa Ta 3axucT iHpopManin» Apyroro (MaricrepcbKoro) piBHs BHILOL
ocsitu B Haniona,ibHOMY TeXHiYHOMY yHIiBepcHTeTi «XapKiBChKUil
MOJIITeXHIYHUI IHCTHUTYT»

[Tornmubnenuit anamniz ocBiTHRO-TIpodeciitHoi mporpamu «KibepOesneka» 3a
cnemianbuicTio  F 5 «Kibepbesneka Ta 3axuct iHdopmamii»  apyroro
(MaricTepchbkoro) piBHS BUIIOi OCBITH B HallloHaJIbHOMY TEXHIYHOMY YHIBEPCHUTETI
«XapKiBCbKUN TMOMITEXHIYHUNA THCTUTYT» JEMOHCTpPY€E ii KIIOYOBE 3HAYEHHS IS
3MIITHEHHS K10epCTIMKOCTI YKpainu. Y cutyarlii, KOJu NOBHUM IUKI (DyHKIIIOHYBaHHS
1HpOpMAIIHHUX CHUCTEM ONUPAETHCS Ha HAAINHICTD MEpPEKEBHX TEXHOJIOTIN 1
3aXMIINCHICTh OMEpaIliiHUX CEpPEOBHUII, IMIATOTOBKa (axiBIiB 13 JTOCKOHAJIUM
posyminasaM npotokoiiB OSI ta TCP/IP, mogeneit Ethernet, ARP, ICMP 1 anpecartii
[Pv4/IPv6 cTae cTpareriyHuM 3aBIaHHSIM.

Y  cTpykTypi mporpaMu TO€IHYETHCS TEOPETHUYHE BHUBUEHHS Cy4acCHHUX
MEpEXKHUX TEXHOJIOTIH 13 1abopaTopHUMHU BIIpaBaMU Ha KiOEpMOJIroHi, A€ ciyXadi
3aKpIIUTIOI0Th HaBUUKK KomyTauii Ethernet 1 HamamTyBaHHS BIpTyaJbHUX JIOKAIbHUX
Mmepex 13 miarpumkoro DHCPv4. KypcoBa po6ota nepeadadae CUMYIISIIIIO CTBOPEHHS
Masoi mepexi 3 pynkiionaniom VPN Ta [Psec, 1o 103Bosif€ CTyeHTaM MPAKTUIHO
3actocyBatu npuHuunu Oe3neku LAN 1 WLAN, a Takox nepeBipUTH MeXaHI3MU
ayTeHTU(]iKalii, aBropu3auii Ta OOJIKy KOPUCTYBa4iB y KOPIOPAaTUBHOMY
cepenoBuili. OIHOYACHO 3 MM Yy MeXaX MNPOQPUIBHOIO MOAYIS PO3POOIISIOTHCS
BMIHHS HAJAIITOBYBaTH CIMCKU KOHTPOIIO JOCTYMYy ¥ BIPOBAHKyBaTH TEXHOJOTIi
IPS/IDS Ta Opanamayepu IOpyroro piBHS, IO TapaHTye€ 3MEHIICHHS 3arpo3 Ha
MEpEKEBOMY PiBHI.

Bucokuii  piBeHb  NPaKTUKO-OPIEHTOBAHOTO  HABYaHHS  JIOTIOBHIOETHCS
eJIeMEHTaMHd CHCTEMHOTO aJMIHICTPYBaHHS: CiIyxadl OMaHOBYIOTH poOOTYy B
omepaniiinux cucreMax Windows 1 LinuX, OCBOIOIOTH MEXaHI3MHU YIpPaBIiHHS



JI03BOJIaMH, MOHITOPUHTY Ta BeleHHs KypHamiB Oe3neku. OcoOnuBa yBara
NPUAUSIETBCS OIHII BPa3JIMBOCTEH KIHIIEBHMX TOYOK 1 CEpBICIB, a TaKOX 3aXHCTY
KIHIIEBUX MPUCTPOIB BiJ CydacHHX 3arpo3. [lapaneiapHo 3 TEXHIYHUMU JUCIUILTIHAMUA
peanizoBaHO Kypc 13 mMpoQeciiHOro aHMIMCHKOTO CHIJIKYBaHHS, SKHA TOTYE
3100yBa4iB 70 BEICHHS TIEPErOBOPIB 3 MDKHAPOJHUMHU TMapTHEpaMu  Ta
JIOKYMEHTYBAHHSI pe3y/IbTaTIB ayAUTIB aHIIIACHKOIO MOBOIO.

[Io6u 101aTKOBO MOCUIUTH KOHKYPEHTOCHPOMOKHICTh BUITYCKHUKIB, JOLIBHO
3aMpoBaAUTH NOMIHONIEHY aHAIITHKY 3arpo3 13 BUKOPUCTAHHSIM METO/AIB MAIIMHHOTO
HAaBYaHHS Ta IITYYHOTO IHTENEKTY, IO PO3LIUPUTH MOXKIMUBOCTI MPOAKTUBHOTO
pearyBaHHs Ha aHoMaJii. PO3BUTOK HamlpsiMKy KOHTEHHEpHOI Oe3leKu BUMaraTume
OKPEMOTO ITMKITYy TPaKTUYHHUX 3aHATH 13 MOOymoBH 3axuiieHnx Kubernetes-kimacrepin
Ta yIpaBIiHHS CeKpeTaMu B myOniuyHux xmapax. KpiMm Toro, po3mmpeHHs: TpeHIHT1B
13 PO3BUTKY KOMYHIKAI[IHHUX 1 TPOEKTHUX HABUYOK JI03BOJUTH MaHOyTHIM (paxiBIsiM
BIIEBHEHO KOOPAMHYBaTH POOOTY MDKIUCUHMILTIHAPHUX KOMAaHJ 1 IIYKaTH CILUIbHI
pIIIEHHS 31 CTEUKXOJIIEpaMHU.

[TincymoBytouw, 3a3HAYaEMO, 0  OCBITHBO-TIpO(ECiiHA  Mporpama
«KibepbOesneka» 3a cnemianpHicTIO F5 «KibGepbesneka Ta 3axmcT 1HGOpMAIiin
JIpyroro (MaricTepchbKOT0) piBHA BHINOI OCBITU B HalioHambHOMY TEXHIYHOMY
yHIBEpPCUTETI «XapKIBCHbKUI MOMITEXHIYHUA 1HCTUTYT» MO CBOEMY HANlOBHEHHIO Ta
KaJpoBOMYy 3a0e3Me4eHHI0 3/1aTHa (OpMyBaTH HEOOXITHI MEpEXKEeBl Ta CHUCTEMHI
KOMIIETEHIli, TOKpUBaIOYM Bechb chekTp Biag ©6a3oBux Moxeneit OSI/TCP-IP i
KoMyTallii 70 moOymnoBu KoMmruiekcHUX cuctem Oesmeku 3 VPN, IPS/IDS, AAA Ta
KpunrorpadiuHux cepBiciB. 3aBASKA Cy4yaCHOMY KiOEpIONiroHy, jgabopaTtopisMm i3
Windows 1 Linux, a TakoXX TpeHYBaHHIO TEXHIYHOI AaHIIIMCHKOI BOHA TOTYE
YHIBEpCAIIbHUX CIICIIaICTIB, 3aTHUX €(EKTUBHO 3axXHIIaTh 1H(OPMAIliiiHI pecypcu
B OpraHi3aIlisax OyJb-sSKOTO PiBHS.

BukoHaBuuii 1upeKkTOp

['C «XapkiBcbKkuit Kiactep
indopmamiiamx Onsbra HHIAIIOBAJI
TEXHOJIOT 1
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1. PROFILE OF THE EDUCATIONAL AND PROFESSIONAL PROGRAM BY
SPECIALTY F5 - CYBERSECURITY AND INFORMATION PROTECTION

1 - General information

Higher education institution
and structural unit

National Technical University "Kharkiv Polytechnic
Institute",

Educational and Scientific Institute of Computer
Sciences and Information Technologies

department of cybersecurity

The degree of higher
education and the title of
the qualification in the
original language

The degree of higher education — Master

Branch of knowledge — F Information technologies
Specialty — F5 Cybersecurity and information protection
Educational qualification — master of cybersecurity and

(subject specialties)

information protection.
Professional qualification There is no
Form of study Institutional (full -time), remote)
The official name of the Cybersecurity
educational program
Names of specializations There is no

Type of diploma single,
common (double) in the
presence and volume of
educational program

Master's Diploma, Single, 90 ECTS credits, study period
1 year 4 months

Availability of accreditation

National  Higher  Education  Quality  Agency.
Accreditation certificate educational program No. 6112
Valid up to 01.07.2029

Cycle/level second (master's) level of higher education; NRK of
Ukraine — level 7, FQ-EHEA — second cycle, EQF LLL
—level 7

Prerequisites The presence of higher education first (bachelor) level.

Language of teaching

Ukrainian, English

The term of validity of the
educational program

According to the validity of the certificate
Reviewed annually

Link to the permanent
posting of the description of
the educational program

https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyvuchy-
osvitni-programy/osvitnij-riven-magistr/

2 - The purpose of the educational and professional program

Training specialists capable of solving research and/or innovative tasks in the field of
information and/or cybersecurity, use and introduce technologies and use the means of
protection in the safety systems of the contour of business processes.

3 — Characteristics of the educational and professional program

Subject area (field of
knowledge, specialty,

Field of knowledge: F "Information technologies"
Specialty: F5 "Cybersecurity and information protection"



https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-magistr/
https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-magistr/

specialization or
subject specialty (if
any)

Object of study:

-modern processes of research, analysis, creation and
maintenance of information systems and technologies, other
business operational processes on the objects of information
activity and critical infrastructures of the field of information
security and/or cybersecurity;

-information ~ systems  (information, = communication,
information and telecommunication, automated) and
technologies;

- infrastructure of information activity and critical
infrastructure;

- systems and complexes of creation, processing, transmission,
storage, destruction, protection and display of data
(information flows);

- information resources of different classes (including state
information resources);

-software and software (means) of cyber defense;

- information safety and/or cybersecurity management
systems;

- technologies, methods, models and information security
and/or cybersecurity.

Training goals: training of specialists who can solve research
and/or innovative problems in the field of information and/or
cybersecurity.

Theoretical content of the subject area: theoretical
foundations of science -intensive technologies, physical and
mathematical  fundamental  knowledge, theories of
identification and decision -making, systematic analysis,
complex systems, modeling and optimization of processes,
theory of mathematical statistics, cryptographic and technical
protection.

Methods , techniques and technologies : methods, models,
techniques and technologies of creation, processing,
transmission, acceptance, destruction, protection, protection
(cyber defense) of information resources in cyberspace, as well
as methods and models of development and use of applied and
specialized software for solving professional problems in the
field of information security and/or cybersecurity.
Technologies, methods and models of research, analysis,
management and provision of business/operational processes
with the use of a set of regulatory and organizational and
technical methods and means of protection of information
resources in cyberspace.

Tools and equipment : tools, devices, network equipment and
environment, applied and specialized software, automated




systems and design complexes, modeling, operation, control,
monitoring, processing, displaying and protection of data
(information flows), as well as methods and models of risk
theory and management of information resources in the study
and supporting information security and/or cybersecurity
objects.

Orientation of the
educational program

Educational and professional. Professional training in
cybersecurity and information protection.

The main focus of the
educational program
and specialization or
subject specialty (if
any)

An in-depth study of both external and inner audits to ensure
the safety of business processes. Obtaining Cisco Academy
Certificates contributes to increased competitiveness in the
labor market, improving audit mechanisms and protection by
peace methods.

Keywords: cybersecurity, digital forensics, ethical hacking.

Features of the
program

The peculiarities of the program are the formation of the skills
of constructing complex information security systems for
ensuring the safety of business processes on the basis of
modern technologies and software applications, in the
conditions of development of digital economy.

Orientation to partnership with domestic and foreign
educational and science institutions, private sector, scientists
and practitioners, participation in international programs of
joint diplomas.

Ability to learn English.

4 — Eligibility of graduates

to employment and academic rights of graduates

Suitability for
employment

Cybersecurity and information protection experts can work in
accordance with the current version of the National Classifier
of Ukraine: Classifier of Professions DK 003: 2010, namely:
2139.2 Security threats;

2139.2 Analyst of information protection systems and
vulnerability assessment;

2139.2 Analyst for the safety of information and
communication systems;

2139.2 Investigator (cybersecurity and information security);
2139.2 Digital forensic expert (cybersecurity and information
security);

2139.2 Forensic examination expert (cybersecurity and
information protection);

2139.2 Investigator of cybercrime.

Academic rights of
graduates

Students who have been trained under this curriculum and
received a master's degree have the right to receive education
at the third (educational and scientific) level of higher
education in the HUB of Ukraine and abroad in the field of




knowledge "information technologies" or related. Acquisition
of additional qualifications in the adult education system.

5 — Teaching and assessment

Teaching and
learning

The teaching process provides for the use of educational
technologies such as: lectures, laboratory work, practical
classes, small groups, presentations that develop
communicative and leadership skills, independent work with
literary sources.

Assessment

Rating system of evaluation. Current and final knowledge
control (surveys, control and individual tasks, testing, etc.),
tests and exams (oral and written), public protection of
qualification or project. The evaluation system involves the use
of the ECTS International System (with estimates A, B, C, D,
E, F), the national system (with "excellent", "good",
"satisfactory" and "unsatisfactory"), as well as a 100-point
system of higher education institution with a established
system of conformity.

6 — Software competencies

Integral competence

The ability of a person to solve research and/or innovative
problems in the field of information security and/or
cybersecurity.

General
competencies (GC)
(defined by the
standard of higher
education of the
specialty)

GCl1. Ability to apply knowledge in practical situations.

GC2. Ability to conduct research at an appropriate level.

GC3. Ability to abstract thinking, analysis and synthesis.
GC4.The ability to evaluate and ensure the quality of the work
performed.

GC5.The ability to communicate with representatives of other
professional groups of different levels (with experts from other
fields of knowledge / types of economic activity).

Special competences
(SC)

(defined by the
standard of higher
education of the
specialty)

SC1. The ability to reasonably apply, integrate, develop and
improve modern information technologies, physical and
mathematical models, as well as technologies for creating and
using applied and specialized software to solve professional
problems in the field of information security and/or cyber
security.

SC2. Ability to develop, implement and analyze regulatory
documents, provisions, instructions and requirements of
technical and organizational direction, as well as integrate,
analyze and use the best global practices, standards in
professional activities in the field of information security
and/or cyber security.

SC3. Ability to research, develop and support methods and
means of information security and/or cyber security at objects
of information activity and critical infrastructure.




SC4. The ability to analyze, develop and support the
information security and/or cyber security management system
of the organization, to form information security strategy and
policies taking into account domestic and international
standards and requirements.

SCS. The ability to research, system analysis and ensure the
continuity of business/operational processes in order to
determine the wvulnerabilities of information systems and
resources, analyze risks and determine the assessment of their
impact in accordance with the established strategy and policy
of information security and/or cyber security of the
organization.

SC6. The ability to analyze, control and provide a management
system for access to information resources in accordance with
the established strategy and policy of information security
and/or cyber security of the organization.

SC7. The ability to research, develop and implement methods
and measures to counter cyber incidents, implement
management, control and investigation procedures, as well as
provide recommendations for the prevention and analysis of
cyber incidents in general.

SC8. The ability to research, develop, implement and support
methods and means of cryptographic and technical protection
of information at objects of information activity and critical
infrastructure, in information systems, as well as the ability to
evaluate the effectiveness of their use, according to the
established strategy and policy of information security and/or
cyber security of the organization.

SC9. The ability to analyze, develop and support the system of
auditing and monitoring the effectiveness of the functioning of
information systems and technologies, business/operational
processes in the field of information security and/or cyber
security of the organization as a whole.

SC10. The ability to conduct scientific and pedagogical
activities, plan training, monitor and support work with
personnel, as well as make effective decisions on information
security and/or cyber security.

7 - Learning outcomes

The results of studies
in the specialty
(defined by the
standard of higher
education of the
specialty)

LO1. Communicate freely in national and foreign languages,
orally and in writing, to present and discuss the results of
research and innovation, ensure business/operational processes
and issues of professional activity in the field of information
security and/or cyber security.




LO2. Integrate fundamental and specialized knowledge to
solve complex information security and/or cyber security
challenges in broad or multidisciplinary contexts.

LO3. Conduct research and/or innovation activities in the field
of information security and/or cyber security, as well as in the
field of technical and cryptographic protection of information
in cyberspace.

LO4. Apply, integrate, develop, implement and improve
modern information technologies, physical and mathematical
methods and models in the field of information security and/or
cyber security.

LOS. Critically consider the problems of information security
and/or cyber security, including at the interdisciplinary and
interdisciplinary level, in particular on the basis of
understanding the new results of engineering and physical and
mathematical sciences, as well as the development of
technologies for creating and using specialized software.

LO6. Analyze and evaluate the security of systems, complexes
and means of cyber protection, technologies for creating and
using specialized software.

LO7. To justify the use, implement and analyze the best global
standards, practices in order to solve complex problems of
professional activity in the field of information security and/or
cyber security.

LO8. Research, develop and support systems and means of
information security and/or cyber security at objects of
information activity and critical infrastructure.

LO9. Analyze, develop and support the organization's
information security and/or cyber security management system
based on the information security strategy and policy.

LO10. Ensure the continuity of business/operational processes,
as well as identify vulnerabilities of information systems and
resources, analyze and assess risks for information security
and/or cyber security of the organization.

LOI11. Analyze, control and ensure the effective functioning of
the system for managing access to information resources in
accordance with the established strategy and policy of
information security and/or cyber security of the organization.
LO12. Research, develop and implement methods and
measures to counter cyber incidents, implement management,
control and investigation procedures, as well as provide
recommendations for the prevention and analysis of cyber
incidents in general.

LO13. Research, develop, implement and use methods and
means of cryptographic and technical information protection of




business/operational processes, as well as analyze and provide
an assessment of the effectiveness of their use in information
systems, objects of information activity and critical
infrastructure.

LO14. Analyze, develop and support the system of auditing and
monitoring the effectiveness of the functioning of information
systems and technologies, business/operational processes in the
field of information and/or cyber security as a whole.

LO16. Make informed decisions on organizational and
technical issues of information security and/or cyber security
in complex and unpredictable conditions, including using
modern methods and means of optimization, forecasting and
decision-making.

LO18. Plan training, as well as accompany and supervise work
with personnel in the direction of information security and/or
cyber security.

LO19. Choose, analyze and develop appropriate typical
analytical, calculation and experimental methods of cyber
protection, develop, implement and support projects on
information protection in cyberspace, innovative activities and
protection of intellectual property.

LO20. Set and solve complex applied engineering and
scientific problems of information security and/or cyber
security, taking into account the requirements of national and
international standards and best practices.

LO21. Use the methods of natural, physical and computer
modeling to study processes related to information security
and/or cyber security.

LO22. Plan and carry out experimental and theoretical
research, put forward and test hypotheses, choose suitable
methods and tools for this, carry out statistical processing of
data, evaluate the reliability of research results, argue
conclusions.

LO23. Justify the selection of software, equipment and tools,
engineering technologies and processes, as well as their
limitations in the field of information security and/or cyber
security based on current knowledge in related fields, scientific,
technical and reference literature and other available
information.

8 —Re

source support for program implementation

Personnel support

Meets the personnel requirements for ensuring educational
activities in the field of higher education in accordance with the
current legislation of Ukraine (Resolution of the Cabinet of

Ministers of Ukraine “On Approval of Licensing Conditions




for Conducting Educational Activities of Education” of
December 30, 2015 No. 1187, as amended by CMU Resolution
No. 365 dated 24.03.2021. Annex 15-16).

The composition of the working group of the educational
program, the professorial teaching staff, which is involved in
teaching disciplines in the specialty corresponds to the license
conditions of conducting educational activities at the first
(bachelor's) level of higher education.

Teaching teachers, specialists and employees of IT companies,
as well as foreign specialists are involved in teaching.

Material and
technical support

Meets the technological requirements for the material and
technical support of educational activities in the field of higher
education in accordance with the current legislation of Ukraine
(Resolution of the Cabinet of Ministers of Ukraine “On
Approval of Licensing Conditions for Conducting Educational
Activities of Education” of December 30, 2015, No. 1187, with
changes made in accordance with CMU Resolution No. 365
dated 24.03.2021. Annex 17).

Educational scientific production base in the form of: —The
educational buildings, computer classes, combined by a local
computer network with access to the Internet, multimedia
equipment; specialized software,cyber polygon.

Informational and
educational and
methodological
support

Meets the technological requirements for educational and
methodological and information support of educational
activities in the field of higher education in accordance with the
current legislation of Ukraine (Resolution of the Cabinet of
Ministers of Ukraine “On Approval of Licensing Conditions
for Conducting Educational Activities of Education” of
December 30, 2015, No. 1187, (as amended by CMU
Resolution No. 365 of 24.03.2021. Annex 18).

Information and educational-methodical support of the
educational process is realized by the presence of the necessary
educational and methodological literature: textbooks, manuals,
methodological recommendations for practical classes,
independent work, syabrose of educational components
(https://cybersecurity.kpi.kharkov.ua/sylabusy-osvitnikh-
komponentiv-125-magistr/).

Information resources are located in the funds of the scientific
library of NTU "KPI", websites of graduation departments.
The educational process uses LMS (Learning Management
System).

9 — Academic mobility

National credit
mobility

On the basis of bilateral agreements between the National
Technical University "Kharkiv Polytechnic Institute" and



https://cybersecurity.kpi.kharkov.ua/sylabusy-osvitnikh-komponentiv-125-magistr/
https://cybersecurity.kpi.kharkov.ua/sylabusy-osvitnikh-komponentiv-125-magistr/

leading technical universities of Ukraine. It is regulated by the
"Regulations on academic mobility of students, graduate
students, doctoral students, scientific-pedagogical and
researchers of NTU" KhPI ".

International credit
mobility

On the basis of bilateral agreements. On the basis of bilateral
agreements between the National Technical University
"Kharkiv Polytechnic Institute" and higher educational
establishments of foreign partner countries.

Education of foreign
students of higher
education

Preparation of foreign citizens is carried out in accordance with
the requirements of the current legislation, provided that the
previous educational level is recognized.




2. LIST OF EDUCATIONAL COMPONENTS OF THE EDUCATIONAL
AND PROFESSIONAL PROGRAM "CYBERSECURITY" AND THEIR

LOGICAL SEQUENCE

2.2 List components of educational and professional program

Code Components of the educational and Credits :
n/a professional program ECTS Final control form
1 2 3 4
1. Mandatory educational components
1.1 General training

GT 1 Academic English 3,0 Test
GT 2 Innovative entrepreneurship and 3.0 Test

management
GT3 Intellectual property 3,0 Test
GT 4 Artificial intelligence-based security 3,0 Exam
GT'S Secu{’ily of the Internet of Things and 3,0 Test

Services

1.2 Special (professional) training

ST 1 Fundamentals of scientific research 5,0 Exam
ST?2 Critical Infrastructure Security 4,0 Test
ST 3 Network and cloud security 4,0 Exam

Protection of Distributed Services and
ST4 Operating Pla];forms 40 Test
ST 5 Digital forensics 4,0 Test

1.3 Practical training
PT 1 | Research and development practice 11,0 | Test
1.4 Certification
| Certification 11,0 |

General amount mandatory components

38

2. Elective educational components

2.1 Educational components of free choice of professional training of the general

institutional catalog
ECPT1 |ECFCPT1 4,0 Test
ECPT?2 | ECFCPT?2 4,0 Test
ECPT 3 | ECFCPT3 4,0 Test
ECPT4 | ECFCPTH4 4,0 Test
ECPTS5 |ECFCPTS 4,0 Test
ECPT6 | ECFCPT6 4,0 Test
2.2 Educational components of free choice of general training
ECGT 1 | ECFCGT 1 4,0 Test
ECGT2 | ECFCGT?2 4,0 Test
Total amount for elective components: 32
GENERAL SCOPE OF THE EDUCATIONAL AND 20

PROFESSIONAL PROGRAM:




3. DISTRIBUTION CONTENT EDUCATIONAL AND PROFESSIONAL
PROGRAMS BY IN GROUPS COMPONENTS AND CYCLES
PREPARATION

The amount of the applicant's educational loadhigher
education (ECTS credits / %)
No Mandatory Selective
Cycle preparation
n/p ycle prep compopents compopents All in allterm
educational educational .
) . teaching
professional professional
programs programs
1 | General training 15/16,7 - 15/16,7
) Spc.ac.lal (professional) 21233 i 21/233
training
3 | Practical training 11/12,2 - 11/12,2
4 | Certification 11/12,2 - 11/12,2
5 Elective educational ) 32/35.6 32/35.6
components
Total‘ for the entire term 58/ 64,4 327356 90 /100
teaching




4. FORM CERTIFICATES EARNERS HIGHER EDUCATION

Forms of attestation of
applicants of higher
education

The certification is carried out in the form of public
protection of qualification work.

Requirements for the
unified state
qualification exam

Qualification work should solve the complex problem of
information security and/or cybersecurity and provide
research and/or innovation.

Qualification work should not contain academic
plagiarism, fabrication, falsification.

Qualification work should be posted on the official site (or
in repository) of a higher education institution or its unit.
The publication of restricted qualification works is carried
out in accordance with the requirements of the legislation.




5. STRUCTURAL AND LOGICAL SCHEME

Semester1 Semester 2 Semester 3
CISC0O:
English ForIT 1 and 2 Sty of the
—® Intemst of Thinzs
and Services
CISCD: Eduvcational Components of
Introduetion to ToT and | IR o
P e R (ECFCGTL)
E xploring Networking with
Cizco Packet Tracer
- .
\rificial intslli
> based secunty
Eduvcational Components of
— General Trimng
(BCFCGT2)
Critical Infrastructure | i
Secusity 4 T Edmal:l:mal Cw of i
Professional Traimng (6-18) L
A — - » Ressarch and developmant
A practice

gy

Carification




6. THE MATRIX OF COMPLIANCE OF THE COMPETENCES / LEARNING
OUTCOMES DEFINED BY THE STANDARD WITH THE NQF DESCRIPTORS

Classification
of
competences

according to
NRC

Knowledge

Kn1 Specialized
conceptual
knowledge,
including modern
scientific
achievements in the
field of professional

Skill

Sk1 Specialized
Skills/Skills of Problems
Needed to Conduct
Innovation Research
and/or Pursuing Innovative
Activity in order to
develop new knowledge

Communication
C1 Clear and
unambiguous
communication
of their own
knowledge,
conclusions and
argumentation to

Responsibility and
autonomy

AB1 Management of
work or educational
processes that are
complex,
unpredictable and
require new strategic

activity or field of |and procedures specialists, in approaches
knowledge and is the|Sk2 The ability to integrate|particular to AB2 Responsibility
main one for original knowledge and solve persons studying |for contribution to
thinking and complex tasks in wide or professional
research, critical mcultisciplinary contexts knowledge and
comprehension Sk3 The ability to solve practice and/or
problems in new evaluation of the
subscribers in the presence results of teams and
of incomplete or limited teams
information taking into AB3 The ability to
account aspects of social continue learning with
and ethical responsibility a high degree of
autonomy
GENERAL COMPETENCES
GCl1 Knl, Sk1, Sk3 C1 ABI1, AB2
GC2 Knl, Sk1, Sk2, Sk3 AB2, AB3
GC3 Knl Sk2, Sk3 AB1
GC4 Knl Sk3 ABI1, AB2
GCs Knl Sk2 Cl ABI
SPECIAL (PROFESSIONAL) COMPETENCES
SC1 Knl Sk2 AB2
SC2 Knl, Sk2 AB2
SC3 Knl Sk, Sk2, Sk3 Cl ABI1, AB2
SC4 Knl, Sk, Sk2 C1 ABI1, AB2
SC5 Knl, Skl1, Sk2 C1 ABI1, AB2
SC6 Knl Skl1, Sk2 Cl ABI
SC7 Knl Skl1, Sk2 Cl ABI
SC8 Knl Sk1, Sk2 C1 AB1
SC9 Knl Sk1, Sk2 C1 AB1
SC10 Knl Sk1, Sk2, Sk3 C1 ABI1, AB2




7. CORRESPONDENCE MATRIX OF DEFINED LEARNING OUTCOMES, COMPETENCIES AND
EDUCATIONAL COMPONENTS

Competences
Learning Integral competence
outcomes General competences Special (professional) competences
GC1 | GC2 | GC3 | GC4 | GC5 | SC1 | SC2 | SC3 | SC4 | SC5 | SC6 | SC7 | SC8 | SCY |SC10
LO 1 GTI, GTI, GTI,
GT2, GT3, GT2,
GT3, PT1, GT5,
GT4, PT2, PT3,
GTS, P1 PT4,
PT1, P1
PT2,
PT3,
PT4,
P1
LO2 GT1, | GTI, GT1, | GT3, | GT4,
GT5, | GT3, GT2, PTI, PTI1,
PTI, PT1, GTS, PT2, PT2,
PT2, | PT2, PT3, P1 PT3,
PT4, Pl PT4, PT4,
P1 P1 PTS,
P1
LO3 GTI, GTI,
GT2, GT2,
GT3, GTS,
GT4, PT3,
GTS, PT4,
PT1, P1
PT2,
PT3,
PT4,
Pl
LO4 GT1, | GT1, | GT1, | GT3, GT1, | GT3,
GT2, | GT5, | GT3, | GT5, GT2, PTI1,
GT3, PTI, PT1, PT1, GTS, PT2,
GT4, | PT2, | PT2, | PT2, PT3, P1
GT5, | PT4, Pl PT4, PT4,




Learning
outcomes

Competences

Integral competence

General competences

Special (professional) competences

GC1

GC2

GC3

GC4

GC5

SC1

SC2 | SC3 | SC4 | SC5 | SC6 | SC7

SC 8

SC9

SC 10

PTI,
PT2,
PT3,
PT4,
P1

P1

P1

P1

LOS

GTI,
GT3,
PTI,
PT2,

GTI,
GT3,
GTS,
PTI,
PT2,
PT3,

GT3,

PTI,

PT2,
Pl

LO6

GTI,
GT2,
GT3,
GT4,
GTS,
PTI,
PT2,
PT3,
PT4,
Pl

GT3,
GTS,
PTI,
PT2,
PT4,
Pl

GTI,
GT2,
GTS,
PT3,
PT4,
Pl

GT4, GT4, | GT2, | GT4,
PTI, GT5, | Pl | GTS,
PT2, PTI, PTI,
PT3, PT2, PT2,
PT4, PT3, PT3,
PT5, PT5, PT5,
P1 P1 Pl

GTS,
PTI,
PT2,
PT3,
PT4,
Pl

LO7

GTI,
GT2,
GT3,
GT4,
GTS,
PTI,
PT2,
PT3,
PT4,
Pl

GTI,
GT3,
PTI,
PT2,

GT3,

PTI,

PT2,
P1

LO 8

GTI,
GT2,

GTI,
GTS,

GT3,
GTS,

GTI,
GT3,

GT4,
PTI,

GTS,
PTI,

GTI,
PTI,
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Competences

Learning Integral competence
outcomes General competences Special (professional) competences
GC1 | GC2 | GC3 | GC4 | GC5 | SC1 SC2 SC3 SC4 SC5 SC6 SC7 SC 8 SC9 | SC10
GT3, PTI, PTI, GTS, PT2, PT2, P1
GT4, PT2, PT2, PTI, PT3, PT3,
GTS, PT4, PT4, PT2, PT4, PT4,
PT1, P1 P1 PT3, PTS5, P1
PT2, Pl Pl
PT3,
PT4,
P1
LO9 GT1, | GT1, | GT1, | GT3, PT3, GTs5, | GTI,
GT2, | GT5, | GT3, | GT5, P1 PT1, PT1,
GT3, PT1, PT1, PT1, PT2, P1
GT4, | PT2, | PT2, | PT2, PT3,
GTS, PT4, P1 PT4, PT4,
PT1, P1 P1 P1
PT2,
PT3,
PT4,
Pl
LO 10 GTI, GT1, | GT3, GT4, GTS,
GT2, GT3, | GT5, GTS, PT1,
GT3, PT1, PT1, PTI, PT2,
GT4, PT2, | PT2, PT2, PT3,
GT5, Pl PT4, PT3, PT4,
PT1, P1 PT5, P1
PT2, P1
PT3,
PT4,
Pl
LO 11 GTI, GT1, | GT3, GT2, GT1,
GT2, GT3, | GT5, P1 PT1,
GT3, PT1, PT1, P1
GT4, PT2, PT2,
GTS, Pl PT4,
PT1, Pl
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Competences

Integral competence

Learning
outcomes General competences Special (professional) competences
GC1 | GC2 | GC3 | GC4 | GC5 | SC1 SC2 SC3 SC4 SC5 SC6 SC7 SC 8 SC9 | SC10
PT2,
PT3,
PT4,
Pl
LO 12 GTI, GTI, GT3, PT3, GT4, GTl1,
GT2, GT3, GTS, P1 GTSs, PTI1,
GT3, PT1, PT1, PTI1, P1
GT4, PT2, | PT2, PT2,
GT5, Pl PT4, PT3,
PTI1, Pl PT5,
PT2, Pl
PT3,
PT4,
Pl
LO 13 GTI, GT1, | GT3, GT3, GT1,
GT2, GT3, | GT5, P1 PTI,
GT3, PT1, PT1, P1
GT4, PT2, PT2,
GTS, P1 PT4,
PTI1, Pl
PT2,
PT3,
PT4,
Pl
LO 14 GTI, GTI, GT3, PT3, GT5, | GTI,
GT2, GT3, | GT5, Pl PT1, | PTI,
GT3, PT1, | PTI, PT2, P1
GT4, PT2, PT2, PT3,
GT5, P1 PT4, PT4,
PT1, P1 Pl
PT2,
PT3,
PT4,
Pl
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Competences

Learning Integral competence
outcomes General competences Special (professional) competences
GC1 | GC2 | GC3 | GC4 | GC5 | SC1 SC2 SC3 SC4 SC5 SC6 SC7 SC 8 SC9 | SC10
LO 15 GT3, | GT1, GT1,
GTS, | GT3, PTI,
PT1, GTS, P1
PT2, PT1,
PT4, | PT2,
P1 PT3,
P1
LO 16 GT1, | GT1, | GTI1, | GT3, GT4, | PT3, | GT4, | GT2, | GT4, GTs5, | GTI,
GT2, GTS, GT3, GTS, PT1, P1 GTS5, P1 GTS, PTI1, PTI1,
GT3, PT1, PT1, PT1, PT2, PTI1, PT1, PT2, P1
GT4, PT2, PT2, PT2, PT3, PT2, PT2, PT3,
GT5, | PT4, Pl PT4, PT4, PT3, PT3, PT4,
PT1, P1 P1 PTS, PT5, PTS, P1
PT2, P1 P1 P1
PT3,
PT4,
Pl
LO 17 GT4, GTl1,
PTI, PTI,
PT2, P1
PT3,
PT4,
PT5,
Pl
LO 18 GTI, GT3, | GTI1, GTl1,
GT2, GT5, | GT3, STI,
GT3, PT1, GTS, P1
GT4, PT2, PTI,
GTS, PT4, | PT2,
PT1, P1 PT3,
PT2, P1
PT3,
PT4,
Pl
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Competences

Integral competence

Learning
outcomes General competences Special (professional) competences
GC1 | GC2 | GC3 | GC4 | GC5 | SC1 SC2 SC3 SC4 SC5 SC6 SC7 SC 8 SC9 | SC10
LO 19 GT1, GT3, | GT1, | GT1, | GT3, | GT4, | PT3, GT2, | GT4, | GT3, | GTS,
GT2, GT5, | GT3, | GT2, PT1, PT1, P1 P1 GTS, P1 PT1,
GT3, PT1, GT5, | GTS, PT2, PT2, PTI1, PT2,
GT4, PT2, PT1, PT3, P1 PT3, PT2, PT3,
GT5, PT4, | PT2, | PT4, PT4, PT3, PT4,
PTI1, Pl PT3, Pl PTS, PT5, Pl
PT2, P1 P1 Pl
PT3,
PT4,
Pl
LO 20 GTI1, | GT1, | GTI, GT3, | GT1, | GTI, GT4,
GT2, | GT5, | GT3, GT5, | GT3, | GT2, PTI1,
GT3, PTI, PT1, PT1, GTS5, | GTS, PT2,
GT4, PT2, PT2, PT2, PT1, PT3, PT3,
GT5, | PT4, Pl PT4, | PT2, | PT4, PT4,
PTI, Pl Pl PT3, Pl PT5,
PT2, P1 P1
PT3,
PT4,
Pl
LO 21 GTI1, | GT1, | GTI, GT3, GTI1, GT4, GT4, GT4, | GT3,
GT2, | GT5, | GT3, GTS, GT2, PTI1, GTS5, GTS, P1
GT3, | PT1, | PT1, | PTI, GT5, PT2, PT1, PTI,
GT4, PT2, PT2, PT2, PT3, PT3, PT2, PT2,
GTS, PT4, P1 PT4, PT4, PT4, PT3, PT3,
PTI, Pl Pl Pl PT5, PT5, PT5,
PT2, P1 P1 Pl
PT3,
PT4,
Pl
LO 22 GTI1, | GTI1, GT3, GTI1, GT4,
GTs5, | GT3, GTS, GT2, PTI,
PT1, | PT1, | PTI, GT5, PT2,
PT2, PT2, PT2, PT3, PT3,
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Competences

Integral competence

Learning
outcomes General competences Special (professional) competences
GC1 | GC2 | GC3 | GC4 | GC5 | SC1 SC2 SC3 SC4 SC5 SC6 SC7 SC 8 SC9 | SC10
PT4, P1 PT4, PT4, PT4,
P1 P1 P1 PTS,
P1
LO 23 GTI, GTI1, GT3, GTI1, | GT3, | GT4, GT2, | GT4, | GT3, | GT5,
GT2, GT3, GTS, GT2, PT1, PT1, P1 GTSs, P1 PTI1,
GT3, PT1, | PTI, GT5, | PT2, | PT2, PTI, PT2,
GT4, PT2, PT2, PT3, P1 PT3, PT2, PT3,
GT5, Pl PT4, PT4, PT4, PT3, PT4,
PT1, Pl Pl PT5, PT5, Pl
PT2, P1 Pl
PT3,
PT4,
Pl
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8. THE RESULTS OF DISCUSSING THE EDUCATIONAL PROGRAM

Stakeholders

Remarks / Recommendation

Taken into account /
partially taken into
account / not taken

into account

Note

Guarantor of the EPP, Olga
KOROL, candidate of technical
sciences, associate professor of
the cybersecurity department.
Members of the EPP Working
Group

Change of the specialty and
field of knowledge (according
to the Cabinet of Ministers of
Ukraine of August 30, 2024
No 1021).

Taken into account.

Changes have been made.

Guarantor of the EPP, Olga
KOROL, candidate of technical
sciences, associate professor of
the cybersecurity department.
Members of the EPP Working
Group

In order to bring it into line
with modern terminology and
standards of higher education,
update the names of individual
disciplines of the educational
program.

Taken into account.

As part of the periodic review of the educational

into account  the
of stakeholders, modern
trends in the development of the industry, and
updating the terminology, the names of
individual academic disciplines were updated.

program, taking

recommendations

The changes have an editorial nature and do not
affect the content of disciplines, learning
outcomes, the amount of ECTS credits and the
structure of the educational program.

VOLOSHCHUK Olena, | Positive response. Without - -
Candidate of Technical | remarks.

Sciences, Head of Educational

Programs of Distributed Lab

LLC.

KOVTUN Vladyslav, | Positive response. Without - -
Candidate of Technical | remarks.

Sciences, Associate Professor,
"Syfer" LLC general director.
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GOLOVASHYCH Serhii, | Positive response. Without -
Candidate of Technical | remarks.

Sciences, Associate Professor,

LLC "Microcrypt

Technologies" general director.

OPIRSKY Ivan, Doctor of | Positive response.  Without -
Technical Sciences, Professor, | remarks.

Head of the Department of
Information Protection of the
Institute of Computer
Technology, Automation and
Metrology of the National
University "Lviv Polytechnic"

Head of the Department of Cybersecurity

Guarantor of the educational program

Serhii YEVSEIEV

Olga KOROL
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9. PLAN TO TAKE INTO ACCOUNT THE COMMENTS AND FIX THE DEFICIENCIES UNDER THE
EDUCATIONAL PROGRAM

Recommendations provided during

The period

Measures aimed at taking into account the

Terms of implementation

the latest accreditation (short - recommendations / justification as to Impracts | of measures / responsible
term/long - of the recommendation persons
term/not
appropriate to
consider)
General recommendations of the Expert Group and Sectoral Expert Council (in the department, industry, institute, university)
Recommendation 1 Long -term 1) carrying out permanent explanatory work | The period of time to the next

To strengthen the information of

applicants with regulatory documents
and basic provisions of academic

integrity.

among teachers and education applicants to
maintain a culture of academic integrity;

2) informing the applicants about measures to
cover the issues of academic integrity, which on a
permanent basis are carried out by staff of the
department of quality assurance of educational
activity and scientific and technical library of
NTU "KPI";

3) Periodic acquaintance of interested persons
with regulatory documents, which defines the
policy and procedures of compliance with
academic integrity at NTU "KPI":

- “Rules of conduct of education applicants at

NTU*“ KPI ”;

accreditation of OP.
Responsible: Guarantor OP,

Teachers of the Department.
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- "Rules of internal regulations of NTU" KPI ";

- "Code of Ethics of Academic Relations and
Integrity of NTU" KPI ".

4) placement of motivational materials on the site
of the Department of SIT.

5) Informing the applicants is performed
constantly during the lecture classes in the
discipline "Fundamentals of Scientific Research".
Considered at the meeting of the department,

minutes No. 12 of 14.03.2025.

Recommendation 2 Long -term Update in the OPP of the list of approved | The period of time to the
View in the next version of the APP list professional standards in the field of cybersecurity | next accreditation of OP.

of approved professional standards in in accordance with the National Classifier of | Responsible: Guarantor OP.
the field of cybersecurity in accordance Professions of Ukraine DK 003: 2010.

with the National Classifier of Considered at the meeting of the department,

Professions of Ukraine DK 003: 2010. minutes No. 12 of 14.03.2025.

Recommendation 3 Long -term Consider the possibility of introducing a dual The period of time to the

Consider the possibility of introducing
a dual form of education on a given

EPP.

form of education on a given EPP.
Considered at the meeting of the department,

minutes No. 12 of 14.03.2025.

next accreditation of OP.
Responsible: Guarantor OP,
Head of the Department,

Teachers of the department.
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Involvement of students in discussion

and upgrade EPP

representatives of student self -government.
Considered at the meeting of the department,

minutes No. 1 of 26.03.2025.

Recommendation 4 Long -term To refine the information structure of the The period of time to the
Put information on VC in OPP in a website. Developed, published and published on | next accreditation of OP.
convenient form for stakeholders with a the department's website list of selective Responsible: Guarantor OP.
clear indication of components available educational components with reference to
for choice (links to VC, table, etc.). Sylabus.

Considered at the meeting of the department,

minutes No. 12 of 14.03.2025.
Recommendation 5 Long -term To meet members of the working group with The period of time to the

next accreditation of OP.
Responsible: Guarantor OP,
Head of the Department,

Teachers of the department.

Director of the Educational and Scientific Institute

of Computer Science and Information Technology

Guarantor of the educational program

Olga KOROL
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