


CURRICULUM № КН-1125і
Form of study and more і

Institute code 320

Short name of the institute КН

Number of the educational program 11
Name of the educational program Cybersecurity

Code of the field of knowledge F

Industry name Information technologies

Specialty code F5

Name of the specialty Cybersecurity and information protection

Level of higher education: first (bachelor's) level

Qualifications: Bachelor of Cybersecurity and information protection

Year (last 2 digits) 25

Responsible for information, phone number Serhii YEVSEIEV, 095-360-66-13



CURRICULUM CONTENT
training of the first (bachelor's) level: by specialty F5

exam. offset

1 2 3 4 5 6 7

1 Obligatory educational components 162 4860,0 67,50% КН-1125і

1.1 General training 56 1680,0 23,33% КН-1125і

ЗП 1 History and culture of Ukraine 4 120,0 1 310 КН-1125і

ЗП 2 Foreign Language 4 120,0 7 6 275 КН-1125і

ЗП 3 Ukrainian as a foreign language 12 360,0 8 3 - 7 273 КН-1125і

ЗП 4 Physics 4 120,0 1 168 КН-1125і

ЗП 5 Fundamentals of humanitarian and philosophical knowledge in professional activity 4 120,0 3 307 КН-1125і

ЗП 6 Higher mathematics 6 180,0 1 324 КН-1125і

ЗП 7 Higher mathematics 5 150,0 2 324 КН-1125і

ЗП 8 Language of professional training 10 300,0 2 1 275 КН-1125і

ЗП Physical education 7 210,0 1, 2, 3 302 КН-1125і

1.2 Professional training 106 3180,0 44,17% КН-1125і

СП 1 Introduction to the specialty. Introductory practice 3 90,0 1 328

СП 2 Basics of programming 4 120,0 1 328

СП 3 Information and coding theory 3 90,0 1 328

СП 4 Legal regulation of cybersecurity 4 120,0 2 328

СП 5 Algorithms and data structures 5 150,0 2 328

СП 6 Physical bases of technical intelligence means 4 120,0 2 328

СП 7 Information security of the state 4 120,0 2 328

СП 8 Fundamentals of social engineering 4 120,0 3 328

СП 9 Mathematical foundations of cryptology 4 120,0 3 328

СП 10 Programming technologies 5 150,0 3 328

СП 11 Computer networks 4 120,0 3 328

СП 12 Operating system architecture and security 6 180,0 4 328

СП 13 Programming tools 6 180,0 4 328

СП 14 Basics of cryptographic protection  6 180,0 4 328

СП 15 Fundamentals of building and protecting microprocessor systems 4 120,0 5 328

СП 16 Fundamentals of mathematical modelling of security systems 4 120,0 5 328

СП 17 Basics of steganographic information protection 5 150,0 5 328

СП 18 Security in information and communication systems 4 120,0 5 328

СП 19 Web application development 4 120,0 6 328

СП 20 Information security systems 5 150,0 7 328

СП 21 Web security 5 150,0 7 328

СП 22 Comprehensive training 5 150,0 8 328

СП 23 GeOSINT reconnaissance 4 120,0 8 328

СП 24 Machine learning basics for cybersecurity 4 120,0 8 328

2 Professional training 12 360,0 5,00% КН-1125і

ПП 1 Industrial practice* 6 180,0 6 328 КН-1125і

ПП 2 Technological practice* 6 180,0 8 328 КН-1125і

3 Attestation* 3 90,0 8 1,25% КН-1125і

4 Optional educational components 63 1890,0 26,25% КН-1125і

4.1 Specialized training 23 690,0 9,58% КН-1125і

4.1.1  Profiled package of educational components 01 "Artificial Intelligence in Security Systems" 23 690,0
КН-1125і

ВП1.1 Ethical hacking 3 90,0 4 328 КН-1125і

ВП1.2 Date of mining 3 90,0 4 328 КН-1125і

ВП1.3 Mathematical foundations of artificial intelligence 3 90,0 5 328 КН-1125і

ВП1.4 Python for artificial intelligence and machine learning 4 120,0 6 328 КН-1125і

ВП1.5 Genetic algorithms 4 120,0 7 328 КН-1125і

ВП1.6 Python for internet things 3 90,0 8 328 КН-1125і

ВП1.7 Systems engineering 3 90,0 8 328 КН-1125і

4.1.2
 Profiled package of educational components 02 "Blockchain technology and security of 

banking systems"
23 690,0

КН-1125і

ВП2.1  Decentralised systems 3 90,0 4 328 КН-1125і

ВП2.2 Risk management 3 90,0 4 328 КН-1125і

ВП2.3  Blockchain: basics and application examples 3 90,0 5 328 КН-1125і

ВП2.4 Security of banking systems 4 120,0 6 328 КН-1125і

ВП2.5 Protecting critical infrastructure facilities 4 120,0 7 328 КН-1125і

ВП2.6 Organising document management with restricted access 3 90,0 8 328 КН-1125і

ВП2.7 Administration of information protection systems 3 90,0 8 328 КН-1125і

4.1.3 Profiled package of educational components в 03 "Innovation Сampus" 23 690,0 КН-1125і

ВП3.1 Basics of cybersecurity 3 90,0 4 328 КН-1125і

ВП3.2 Development of corporate information systems (part 1) 3 90,0 4 328 КН-1125і

ВП3.3 Development of corporate information systems (part 2) 3 90,0 5 328 КН-1125і

ВП3.4 Databases for corporate information systems 4 120,0 6 328 КН-1125і

ВП3.5 Architecture of corporate information systems 4 120,0 7 328 КН-1125і

ВП3.6 Security and audit of wireless and mobile networks 3 90,0 8 328 КН-1125і

ВП3.7 Protecting critical infrastructure facilities 3 90,0 8 328 КН-1125і

4.2 Educational components of free choice of professional training of the general institute catalog 28 840,0 44,44%
КН-1125і

ОКВП 1 ОК ВВ ПК 1 4 120,0 3 777 КН-1125і

ОКВП 2 ОК ВВ ПК 2 4 120,0 4 777 КН-1125і

ОКВП 3 ОК ВВ ПК 3 4 120,0 5 777 КН-1125і

ОКВП 4 ОК ВВ ПК 4 4 120,0 6 777 КН-1125і

ОКВП 5 ОК ВВ ПК 5 4 120,0 6 777 КН-1125і

ОКВП 6 ОК ВВ ПК 6 4 120,0 7 777 КН-1125і

ОКВП 7 ОК ВВ ПК 7 4 120,0 7 777

4.3 Educational components of the free choice of the university-wide catalog 12 360,0 19,05%
КН-1125і

ОКВЗ 1 ОК ВВ ЗП 1 4 120,0 5 777 КН-1125і

ОКВЗ 2 ОК ВВ ЗП 2 4 120,0 6 777 КН-1125і

ОКВЗ 3 ОК ВВ ЗП 3 4 120,0 7 777 КН-1125і

Total for education period 240 7200,0 КН-1125і

Semesters№ з/п Name of the educational component

 

Departme

nt code

Total number

ECTS credits Hours

КН-1125і
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29

1 Obligatory educational components 162 4860,0 2100,0 720,0 700,0 680,0 2760,0 24,0 30 25,0 30 21,0 26 17,0 20 15,0 19 8,0 8 12,0 14 15,0 15

1.1 General training 56 1680,0 792,0 144,0 648,0 888,0 17,0 20 12,0 13 8,0 9 2,0 2 2,0 2 4,0 4 4,0 4 2,0 2

ЗП 1 History and culture of Ukraine 1 A 4 120,0 48,0 16,0 32,0 72,0 3,0 4 310

ЗП 2 Foreign Language 7 6 4 120,0 56,0 56,0 64,0 2,0 2 2,0 2 275

ЗП 3 Ukrainian as a foreign language 8 3 - 7 A 12 360,0 176,0 176,0 184,0 2,0 2 2,0 2 2,0 2 2,0 2 2,0 2 2,0 2 273

ЗП 4 Physics 1 C 4 120,0 48,0 32,0 16,0 72,0 3,0 4 168

ЗП 5
Fundamentals of humanitarian and philosophical 

knowledge in professional activity
3 A 4 120,0 48,0 16,0 32,0 72,0 3,0 4 307

ЗП 6 Higher mathematics 1 C 6 180,0 80,0 32,0 48 100,0 5,0 6 324

ЗП 7 Higher mathematics 2 A 5 150,0 80,0 48,0 32,0 70,0 5 5 324

ЗП 8 Language of professional training 2 1 A 10 300,0 144,0 144,0 156,0 4,0 4 5 6 275

ЗП Physical education 1, 2, 3 7 210,0 112,0 112,0 98,0 2,0 2 2,0 2 3,0 3 302

1.2 Professional training 106 3180,0 1308,0 576,0 700,0 32,0 1872,0 7,0 10 13,0 17 13,0 17 15,0 18 13,0 17 4,0 4 8,0 10 13,0 13

СП 1 Introduction to the specialty. Introductory practice 1 3 90,0 32,0 16,0 16,0 58,0 2,0 3 328

СП 2 Basics of programming 1 4 120,0 48,0 16,0 32,0 72,0 3,0 4 328

СП 3 Information and coding theory 1 3 90,0 32,0 16,0 16,0 58,0 2,0 3 328

СП 4 Legal regulation of cybersecurity 2 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

СП 5 Algorithms and data structures 2 5 150,0 64,0 32,0 32,0 86,0 4,0 5 328

СП 6 Physical bases of technical intelligence means 2 4 120,0 48,0 16,0 32,0 72,0 3,0 4 328

СП 7 Information security of the state 2 4 120,0 48,0 16,0 32,0 72,0 3,0 4 328

СП 8 Fundamentals of social engineering 3 4 120,0 48,0 16,0 32,0 72,0 3,0 4 328

СП 9 Mathematical foundations of cryptology 3 4 120,0 48,0 16,0 32,0 72,0 3,0 4 328

СП 10 Programming technologies 3 5 150,0 64,0 32,0 32,0 86,0 4,0 5 328

СП 11 Computer networks 3 CP 4 120,0 48,0 16,0 32,0 72,0 3,0 4 328

СП 12 Operating system architecture and security 4 6 180,0 80,0 32,0 48,0 100,0 5,0 6 328

СП 13 Programming tools 4 6 180,0 80,0 32,0 48,0 100,0 5,0 6 328

СП 14 Basics of cryptographic protection  4 6 180,0 80,0 32,0 48,0 100,0 5,0 6 328

СП 15
Fundamentals of building and protecting 

microprocessor systems
5 4 120,0 48,0 16,0 32,0 72,0 3,0 4 328

СП 16
Fundamentals of mathematical modelling of 

security systems
5 4 120,0 48,0 16,0 32,0 72,0 3,0 4 328

СП 17 Basics of steganographic information protection 5 5 150,0 64,0 32,0 32,0 86,0 4,0 5 328

КН-1125і
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1 7

16 12
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СП 18
Security in information and communication 

systems
5 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

СП 19 Web application development 6 CP 4 120,0 48,0 24,0 24,0 72,0 4,0 4 328

СП 20 Information security systems 7 5 150,0 64,0 32,0 32,0 86,0 4,0 5 328

СП 21 Web security 7 CP 5 150,0 64,0 32,0 32,0 86,0 4,0 5 328

СП 22 Comprehensive training 8 A 5 150,0 60,0 24,0 36,0 90,0 5,0 5 328

СП 23
GeOSINT reconnaissance

8 4 120,0 48,0 24,0 24,0 72,0 4,0 4 328

СП 24 Machine learning basics for cybersecurity 8 4 120,0 48,0 24,0 24,0 72,0 4,0 4 328

2 Professional training 12 360,0 360,0 6 6

ПП 1 Industrial practice* 6 6 180,0 180,0 6 328

ПП 2 Technological practice* 8 6 180,0 180,0 6 328

3 Attestation* 8 3 90,0 90,0 3 328

4 Optional educational components 63 1890,0 744,0 168,0 240,0 1146,0 3,0 4 7,0 10 8,0 11 16,0 16 12,0 16 6,0 6

4.1 Specialized training 23 690,0 264,0 112,0 152,0 426,0 4,0 6 2,0 3 4,0 4 3,0 4 6,0 6

4.1.1
 Profiled package of educational components 01 

"Artificial Intelligence in Security Systems" 23 690,0 264,0 112,0 152,0 426,0 4,0 6 2,0 3 4,0 4 3,0 4 6,0 6

ВП1.1 Ethical hacking 4 3 90,0 32,0 16,0 16,0 58,0 2,0 3 328

ВП1.2 Date of mining 4 3 90,0 32,0 16,0 16,0 58,0 2,0 3 328

ВП1.3 Mathematical foundations of artificial intelligence 5 3 90,0 32,0 16,0 16,0 58,0 2,0 3 328

ВП1.4 Python for artificial intelligence and machine learning 6 4 120,0 48,0 24,0 24,0 72,0 4,0 4 328

ВП1.5 Genetic algorithms 7 4 120,0 48,0 16,0 32,0 72,0 3,0 4 328

ВП1.6 Python for internet things 8 3 90,0 36,0 12,0 24,0 54,0 3,0 3 328

ВП1.7 Systems engineering 8 3 90,0 36,0 12,0 24,0 54,0 3,0 3 328

4.1.2

 Profiled package of educational components 02 

"Blockchain technology and security of banking 

systems"
23 690,0 264,0 112,0 152,0 426,0 4,0 6 2,0 3 4,0 4 3,0 4 6,0 6

ВП2.1  Decentralised systems 4 3 90,0 32,0 16,0 16,0 58,0 2,0 3 328

ВП2.2 Risk management 4 3 90,0 32,0 16,0 16,0 58,0 2,0 3 328

ВП2.3  Blockchain: basics and application examples 5 3 90,0 32,0 16,0 16,0 58,0 2,0 3 328

ВП2.4 Security of banking systems 6 4 120,0 48,0 24,0 24,0 72,0 4,0 4 328

ВП2.5 Protecting critical infrastructure facilities 7 4 120,0 48,0 16,0 32,0 72,0 3,0 4 328

ВП2.6 Organising document management with restricted access8 3 90,0 36,0 12,0 24,0 54,0 3,0 3 328

ВП2.7 Administration of information protection systems 8 3 90,0 36,0 12,0 24,0 54,0 3,0 3 328

4.1.3
Profiled package of educational components в 03 

"Innovation Сampus" 23 690,0 264,0 112,0 152,0 426,0 4,0 6 2,0 3 4,0 4 3,0 4 6,0 6

ВП3.1 Basics of cybersecurity 4 3 90,0 32,0 16,0 16,0 58,0 2,0 3 328

ВП3.2
Development of corporate information systems 

(part 1)
4 3 90,0 32,0 16,0 16,0 58,0 2,0 3 328

ВП3.3
Development of corporate information systems 

(part 2) 5 3 90,0 32,0 16,0 16,0 58,0 2,0 3 328

ВП3.4 Databases for corporate information systems 6 4 120,0 48,0 24,0 24,0 72,0 4,0 4 328

ВП3.5 Architecture of corporate information systems 7 4 120,0 48,0 16,0 32,0 72,0 3,0 4 328

ВП3.6
Security and audit of wireless and mobile 

networks
8 3 90,0 36,0 12,0 24,0 54,0 3,0 3 328

ВП3.7 Protecting critical infrastructure facilities 8 3 90,0 36,0 12,0 24,0 54,0 3,0 3 328
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4.2
Освітні компоненти вільного вибору студента 

профільної підготовки 

ВДП 1 Legal regulation of information security 3 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 2 Intellectual property of security systems 3 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 3 Design templates 3 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 4 Methods and technologies of information warfare 4 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 5 Protecting e-commerce and multiservice systems 4 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 6 Databases with SQL and Python 4 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 7 Security at DEVOPS 5 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 8
Fundamentals of planning and administration of 

information resource access services
5 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 9 Risk theory in cybersecurity 5 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 10 Cryptanalysis methods 6 4 120,0 48,0 24,0 24,0 72,0 4,0 4 328

ВДП 11 Internet science. Navigation in complex systems 6 4 120,0 48,0 24,0 24,0 72,0 4,0 4 328

ВДП 12
Development of server applications (Java Spring 

Boot)
6 4 120,0 48,0 24,0 24,0 72,0 4,0 4 328

ВДП 13 Neural networks 6 4 120,0 48,0 24,0 24,0 72,0 4,0 4 328

ВДП 14 Cloud security 6 4 120,0 48,0 24,0 24,0 72,0 4,0 4 328

ВДП 15 Testing mobile applications 6 4 120,0 48,0 24,0 24,0 72,0 4,0 4 328

ВДП 16 Administering UNIX-like systems 7 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 17 Organisational support for information security 7 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 18 IT project management and security 7 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 19 Security and audit of wireless and mobile networks 7 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 20 Business intelligence 7 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328

ВДП 21 Evolutionary programming 7 4 120,0 48,0 32,0 16,0 72,0 3,0 4 328
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