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Introduction
[bookmark: _Hlk155105700]Problem relevance. Nowadays, the field of cybersecurity is experiencing rapid advancement [1]. In recent years, mobile devices have increasingly become integral components of modern cybersecurity infrastructures [2]. Some of these mobile devices are equipped with their own computational capabilities, allowing them to perform security-related tasks directly at the edge of the network [3]. However, the processing power of such edge-level devices is often limited, which leads to the offloading of most operations to cloud-based platforms. As a result, this reliance on cloud environments introduces significant latency in data processing and threat response times [4]…..
Literature review. Let's consider several scientific works addressing this topic from a cybersecurity perspective. Numerous studies have explored secure resource management in fog-cloud infrastructures designed to support cyber-defense systems. In [11,12], resource allocation strategies are proposed for fog-cloud platforms, emphasizing the processing capacity of virtual machines and task completion time. However, these approaches do not consider the specific characteristics and limitations of mobile devices commonly used in modern cybersecurity environments. Studies [13,14] present models aimed at balancing energy efficiency with latency, which are crucial in ensuring real-time threat detection. Nevertheless, these models overlook the complexity of fluctuating workloads and resource availability in adversarial settings. Meanwhile, works such as [15–17] introduce tools that address service-level requirements, including communication quality; however, they fail to consider critical cybersecurity aspects like system availability during an attack and potential queuing delays in threat response processes…..
The purpose of the research is to enhance the cybersecurity of mobile edge systems by optimizing resource usage and minimizing vulnerabilities. This is achieved by offloading part of the computational burden from mobile devices operating at the edge of the network, thereby reducing the attack surface and exposure time. At the same time, strict timing constraints must be maintained for security-critical operations such as threat detection, encryption, and authentication. To achieve this goal, the following tasks are addressed: …is to reduce the energy consumption of mobile IoT devices. The reduction occurs by transferring part of the load of mobile devices from the edge layer of the IoT support network. Time limits on IoT transactions must also be enforced. To achieve the purpose, the following tasks are solved:…..©   Yevseiev S., Tomashevsky B., 2025
This work is an open access under the CC BY 4.0. (https://creativecommons.org/licenses/by/4.0/) 
					

1. Migrating security-sensitive tasks to the fog-cloud computing
The most relevant scenarios involving task offloading mechanisms in the context of cybersecurity are analyzed. In many cases, ensuring secure and uninterrupted service requires the integration of fog computing infrastructure. Critical applications such as intelligent transportation systems, augmented and virtual reality (AR/VR), and healthcare generate vast volumes of sensitive data, which demand low-latency processing and robust data protection. Furthermore, scenarios like video streaming, smart homes, and smart cities also involve the exchange of potentially vulnerable information, making cybersecurity an essential component of system design…
2. Selecting a Secure Network Architecture for Cyber-Physical Systems 
To ensure secure deployment of fog computing, it is crucial to define a cybersecurity-resilient architecture for the IoT support network. Numerous architectural models have been proposed in the literature [5–10], each offering varying levels of protection against cyber threats and vulnerabilities inherent to distributed environments. …..
3. Modeling the Task Offloading Process in Mobile Computing with a Focus on Cybersecurity
The model considers a mobile computing offloading scheme with an emphasis on cybersecurity. The main elements of the scheme are a fog computing node and a remote cloud computing system. IoT devices run applications that consume significant computing resources and may be vulnerable to cyber threats. Most tasks are offloaded to the fog computing node, which has limited capacity and built-in security mechanisms to protect data and processes. If the fog node becomes overloaded, the offloaded tasks are redirected to a remote cloud computing node that provides additional computing power and enhanced security measures.
The primary goal of the offloading process is to minimize the power consumption of mobile devices while meeting strict constraints on response time and ensuring the security of data transmission and processing.
Figure 1 illustrates an example of computation offloading in an IoT support system with cybersecurity considerations. The system consists of m mobile devices with low computing power and limited battery life, as well as a fog computing node F and a remote cloud node C, both equipped with embedded protections against cyberattacks and access control mechanisms.




Fig. 1. Drawing title


The random variable response time i (i = 1..m) when processing a task on node i corresponds to the processing time of the locally executed task. In this scenario, the mobile device consumes a significant amount of energy due to intensive computation. However, this approach offers the shortest response time, as it only includes the processing time, i.e., i = ti. …..
The resulting response time is the sum of the delay time for transmitting and processing the task in the fog computing node:
	i = tF + 2F,   i = m +1,	(1)
where tF – task execution time by a fog node, F – time spent exchanging information with a fog node.   
4. Computation of the Average Secure Response Time 
To better illustrate the process of secure task offloading from mobile IoT devices, Fig. 2 presents a mobile IoT device upload model. 
[image: ]
Fig. 2. Drawing title




This model (Fig.2) reflects the key stages of data transmission, highlighting both performance aspects and cybersecurity considerations such as encrypted communication channels, authentication of the fog node, and protection against potential man-in-the-middle attacks during wireless transmission….
5. Definition of the Cybersecurity-Aware Optimization Problem 
The objective function of the optimization problem is to reduce the computational load and energy consumption of mobile devices while ensuring secure data processing. To achieve this, it is necessary to maximize the overall probability of successful and secure offloading, which accounts not only for task transfer efficiency but also for the integrity and confidentiality of the offloaded data, and is defined as…
Discussion of results
The averaged results showing the relationship between the probability of securely offloading tasks from mobile IoT devices and the offloading threshold are presented in Table 1. These results take into account the impact of cybersecurity measures on offloading decisions, including data protection requirements and potential threat levels.

Table 1 – Probability of task unloading
	v
	100
	120
	140
	160
	180
	200

	k
	0,50
	0,40
	0,43
	0,38
	0,20
	0,10



Table 1 shows that….. 
[bookmark: _Hlk179932544]Conclusions
The paper proposes a method for load balancing between the fog and cloud layers in an IoT support network, with a strong focus on cybersecurity. The method aims not only to reduce the energy consumption of mobile IoT devices but also to ensure secure data processing and transmission across the network layers. It incorporates mechanisms to protect against cyber threats such as data breaches, unauthorized access, and tampering during offloading and communication between IoT devices, fog nodes, and the cloud infrastructure.….
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